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Introduction

Objectives of the Course 
Title: Social and Ethical Issues in Information Technology
Students are to identify various ethical problems commonly faced by computer professionals.

This identification should include the ability to present clear justifications for one’s own views about issues, as demonstrated in specific case studies.

Students should utilize the conceptual tools found in modern philosophical ethics.

Students should develop a sense for seeing potential problems that they will face in real world situations, and not merely react to problems as they arise.

Ultimately, students should see themselves as moral agents with special responsibilities to uphold the ethical standards of their profession.

Competencies and skills formed as a result of this course
Exhibit a general culture of thinking with the ability to perceive, compile and analyze information.

· analyze socially significant problems from a scientific point of view, using knowledge gained from the humanities in professional and social activities;

· construct oral and written arguments in a logical and clear manner.

Foster intellectual, cultural, and professional self-improvement and development.

· achieve their professional goals by taking into account moral and legal norms;
· strive constantly to improve their professional level.

Understand the social and human implications of their future profession.

· make judgments about the impact of their professional activities;
· consider the importance of liberal arts values in preserving modern society, and recognize their obligation with respect to culture, the environment, and society.

Apply in practice the academic basis of information theory.

· understand the relevance of information in modern society;
· understand the content side of the information process and know the techniques for sending, receiving, processing, analyzing, and storing data;
· know the methods used in protecting information and comply with the basic requirements of the information society.

Be prepared to enter the professional community.

· work productively as members of research or production teams;
· be prepared to critically rethink, and if necessary, modify the nature of their professional activity;
· know the appropriate code of professional ethics and follow it in life;
· acquire new knowledge using modern educational approaches and advances in information technology, and regularly carry out targeted searches on the Internet.
Course Overview

Fourth-year students who take this class will have acquired a solid technological and theoretical foundation as they pursue their degrees and careers in their areas of expertise. This course is designed to help students reflect on the humanistic, social, and professional impact of their careers in information technology. This course will address important new ethical issues that have appeared in the prosaic world of cyberspace, to which we are subjected. Today, people are influenced by networking and the internet, which bring with them the attendant issues of intellectual property, privacy, security, reliability, and liability. In this course we will also discuss the potential emergence of highly intelligent machines.
Course Methodology

This is a lecture-based course, and class attendance is required. The lectures are designed to provide a basic, but thorough, overview of the issues discussed, and class discussion is encouraged. In some cases, students will be presented with an ethical issue and they will be required to respond, both in class and in assigned homework. The instructor will point out relevant news items on a regular basis and will solicit discussion from the class. After every class period, students will be asked to consult a website about the relevant issue under discussion, and respond critically.

This is essentially a humanities course in applied ethics, and as such it is part of philosophy. But it is designed for students studying in what has traditionally been called the exact sciences (mathematics). While ethics has long been a part of education for students of engineering and technology, the world of computers has introduced a plethora of new issues, so computer (or information technology) ethics is a relatively recent development.

Homework will be assigned after every class period. Students will be asked to reflect on material from the lectures and from specific assignments on materials gleaned from the internet. At the beginning of the course, an electronic document consisting of numerous professional codes of ethics will be distributed to all participants. At the end of the course, and before the final examination, students will be given an extensive bibliography of relevant materials. During this period, students will also be asked to write a three-page proposal dealing with a specific case study that illustrates the ethical problems appearing in information technology. A discussion of this paper will be a major part of the final examination. Grades will be based on class attendance, homework, and the final examination. For the final examination, students are expected to review the questions that have been assembled during the course.
Course content
Impact of IT on Modern Society (2 hours)

Teaching ethics has long been a part of engineering departments in major research universities throughout the world. However, developments in information technology, and specifically computers, have generated significant new moral and social issues. So students in this field can benefit by receiving some theoretical, historical, and philosophical training to address these realities. Universities want students to take seriously their role as servants of society, and most professional associations require membership as part of the accreditation process. Companies too, want employees to work in ethical ways because it benefits business and customers, as well as bringing financial success.

In this introduction we discuss significant new scientific inventions and the impact they have had on society. Take for example, automobiles or telephones: when these new devices appear, they bring with them attendant social and ethical questions. Entire industries and social phenomena obtain as a result; understandings of time and space, and even understandings of what is right and what is wrong, may change as a result. 

This section includes a statistical overview of worldwide use of computer-related devices.

 Topic 1
Collapsing time and space. Positive and negative effects. Benefits to society. The ripple effect.

Basic Issues (4 hours)

This component will focus on theoretical philosophical issues. Certain terminology has gained new importance given the reach of computer technology, where social, ethical, political, and legal consequences result from actions promoted by the worldwide web. For example, the words “accountability” and “responsibility,” widely used in the context of international business, are translated by one word in Russian--and in many other languages. However, English (today’s language of international discourse), makes a clear distinction. In ethics, accountability involves answerability, blameworthiness, and the assumption of “account-giving,” whereas responsibility means that a person must “respond” for being in charge of something, and acknowledge ownership of a task or event. In the information technology workplace, given that hundreds of computer specialists work on a given task, assigning these terms to an individual becomes slippery if not impossible. Who is responsible when a robot mistakenly gives a deadly overdose of medicine to a patient?

Research has shown that purportedly neutral algorithms can mirror or even accentuate biases lurking in data. Systems using artificial intelligence reflect the data they are given, and use this data consistently to make future decisions. At what point do humans become accountable for machine-made decisions?

In this section we will also present the three classical approaches to ethics, and indicate how they influence decision-making. Aristotle’s classic approach to ethics, commonly known as virtue ethics, emphasizes the character of the agent. Kant’s deontological approach emphasizes an inner recognition of duty, largely growing from one’s rational intuitions. Utilitarianism emphasizes the consequences of an action, and measures the goodness or non-goodness based on rational calculation. 

Topic 2
Responsibility in IT. Definition of terms. Three conditions for responsibility. Liability and blameworthiness. Moral agency and autonomy. Artificial intelligence. James Moor and the “many hands problem.”

Topic 3

Basic ethical theories.  Virtue ethics (Aristotle). Deontology (Kant). Utilitarianism. Defining right action. Strengths and weaknesses of each approach.

Historical Overview (4 hours)
This section calls attention to some of the intellectual giants who helped develop what is today called information technology. Norbert Wiener, a scientist who coined the term “cybernetics,” did pioneering work in electronic communication and sought a theoretical understanding of the universe. But he was also concerned about the liberal arts aspect of his research, and in 1950 published a significant work entitled, “The Human Use of Human Beings.” He was, in fact, expressing concerns that today’s philosophers of applied ethics consider central.

We will also discuss other pioneers such as Alan Turing, Ray Tomlinson, and Tim Berners-Lee. These scientists were concerned, in their own way, with the ethical implications of their discoveries. For example, in 2019, Berners-Lee, on the thirtieth anniversary of the World Wide Web, issued a statement that encapsulated the ethical dilemmas of information technology. He lamented the dysfunctions that plague the web: deliberate, malicious intent on the part of users; system designs that create perverse incentives where user value is sacrificed, and unintended negative consequences of benevolent design.

Berners-Lee’s concerns, like those of Wiener’s, are topics discussed in this segment.

Topic 4
Norbert Wiener. Cybernetics. Views on human nature. Four great principles of justice. Legacy and influences on modern philosophy.

Topic 5

History of the Internet. Alan Turing. Ray Tomlinson. Tim Berners-Lee. World Wide Web. Napster. The Pirate Bay. Wikipedia. Wikileaks. The NSA scandal.

Modern Approaches to Ethics in IT (4 hours)
In this section we will discuss the role of ethics in contemporary information technology. Modern philosophers have taken different approaches. Walter Maner contends that computer technology has created new and specific ethical conundrums. Maner, who was trained in medicine, argues that some moral issues have arisen for which there are no satisfactory non-computer analogies.

Other philosophers assert, on the contrary, that computer technology has not introduced anything essentially new or unique. Deborah Johnson, a pioneer in computer ethics, says that contemporary ethical issues can best be understood as a new species of existing, generic moral problems.

The discussion about “uniqueness” has become an essential part of a debate among contemporary philosophers. James Moor argues that computer technology, unlike previous technologies, is “logically malleable,” and consequently has created vacuums and modern ethical approaches are ill equipped to handle them. Donald Gotterbarn says that computer ethics should be viewed as a branch of professional ethics, and he has been tremendously influential in promoting codes of ethics in businesses and among governments; his activities have left a wide mark in international conferences.

Such reflections by professional philosophers can be useful for students of information technology, because they have a better view of the landscape of ethical decision-making. Ethics should not be left solely to scientists who excel in algorithms and artificial intelligence agencies.

Topic 6
Walter Maner. Uniqueness debate. Deborah Johnson and “Computer Ethics.” James Moor and new terminology. Terrell Ward Bynum and a broad view of ethics. Donald Gotterbarn and codes.

Topic 7

Specific solutions. Walter Maner and “new” approach. Johnson’s virtual new world and old solutions. James Moor: addressing new problems. Precise terminology.

Specific Issues in Modern IT (8 hours)

This section deals with four themes, with one lecture devoted to each theme. 

We will define the various types of intellectual property, how these properties are protected, and how various international agreements oversee the protection of rights and conditions for distribution. Free access to the web, of course, opens windows for all kinds of mischief and misuse.

The concept of privacy has undergone significant shifts with the proliferation of computers and mobile phones. In this age of informationalization, internationalization, and the Gutenberg galaxy, some people see technology as a threat to privacy. Today, rights of access to information and the right of privacy are touchy ethical and juridical issues. We will discuss the various types of privacy and types of personal and institutional threats to privacy.

One lecture will be devoted to professional codes of ethics. We will examine the ancient Hippocratic Oath as an example of professional commitment to ethical behavior. Most large companies today have their own codes of behavior for all employees; it is their interest to influence society positively and promote good behavior. Students in this class will be given an electronic reader with a selection of codes; class discussion and  homework will center on these codes.

Drones are increasingly becoming a part of daily life, pushing new legal, social, economic, military—to say nothing of ethical—issues to the forefront. Public safety and freedom of human behavior often come into conflict, especially in urban areas. 

Topic 8
Intellectual Property. Definitions. Berne Convention. WIPO Copyright Treaty. Software protection. TRIPS and WTO. Richard Stallman.

Topic 9

Privacy. Five elements of privacy. Legal issues. Data Protection Directive of the European Union. Methods used by identity thieves. Examples of invasion of privacy. Facebook. Edward Snowden and the NSA scandal.

Topic 10
Professional Code of Ethics. Donald Gotterbarn. Defining professionalism. Qualities of a professional. Components of a code of ethics. Examples.

Topic 11
Drones and modern technology. Legal issues. Ethics related to drone usage. Invasion of privacy. 

Case studies (4 hours)

The last few lectures will deal with specific current issues related to information technology, so they will vary from semester to semester. Students are asked to research and comment on these events, and provide specific commentary on how they, personally, would deal with the issues.

The notorious 2018 case of Facebook exemplifies wonderfully the ethical conundrums of information technology. Mark Zuckerberg was called to testify before the US Congress, but refused to appear before European Union representatives. Facebook advocates the free expression of personal opinions, but what to do when these opinions foster ethnic hatred and other unlawful behavior?

The two Boeing 737 Max airplane crashes in 2018, in Indonesia and Ethiopia, exposed flaws in the software designs that controlled the anti-stalling devices. All these airplanes, worldwide,  have been grounded until Boeing can guarantee their safe operation to the satisfaction of the appropriate government overseeing agencies.

These case studies provoke lively and interesting discussions, and prove that a theoretical philosophical understanding can coexist with rigorous math-based scientific training.

Topic 12
The Facebook scandal. Cambridge Analytica. International implications. The US government. The European Union. Facebook response.

Topic 13

The Boeing 737 Max. New software. Indonesian and Ethiopian crashes. FAA and airline reactions. The Boeing response.

Practical Assignments at the End of the Semester

Select one of these topics, do research on the topic, and write a three-page proposal for addressing the difficult issues in an ethical manner.

1. Boeing 737 Max flight control software. 

The angle-of-attack sensor and the airspeed system connected to it have malfunctioned and in 2018, caused two crashes. Boeing has defended its technology, but worldwide, all Boeing Max aircraft have been grounded. Briefly review the background. Account for the proposals made by aircraft regulators in different parts of the world, beginning with the FAA, and suggest the focus for technologists working for Boeing.

2. Tim Berners-Lee. 

Read carefully his three concerns about the WorldWideWeb, expressed in 2018. He is concerned about malicious intent, ad-based model systems so designed as to create perverse incentives, and the unintended consequences of online polarization. Evaluate his Contract for the Web, and make proposals that will complement his solutions.

3.  Self-flying taxis. 

Autonomous electric air taxis are being introduced in many countries. These self-piloting machines are creating new problems in air traffic and public space. Write a program for safety operations of such taxis in a major city, and discuss the new challenges and provide concrete solutions.

4. Drone usage. 

Unpiloted aircraft are the wave of the future, and they bring with them a plethora of new challenges, especially in populated areas. Consequently, designers need to be aware of the limitations that will be imposed on the machines, relating to size, flight altitude, territory, public space, privacy, and utility. Research one type of drone, and write a proposal for its design and rules for its use. Select one of the following types: 

--a small drone for domestic use (entertainment);

--drones for photography in urban areas; 

--a drone for commercial deliveries (packages, medicines);

--drones for use in disaster relief (floods, fires, earthquakes, explosions); 

--drones for agricultural use (checking crops and livestock).

5.  Facebook data-sharing scandal. 

In 2018, Facebook admitted that private data from 87  million users had been illegally shared. Cambridge Analytica Global Science Research had collected the data for academic purposes. But the data was then sold to commercial firms and political parties. Give the history of this event, note Mark Zuckerberg’s response, and suggest an ethical response for Facebook.

6.  Facebook’s weaponizing posts. 

For years, the Rohingya minority Muslims in Myanmar have been attacked by the government. Facebook has been accused of exacerbating the situation, as official Burmese language sites have posted hate-mail messages and videos. Do research on the history of these events, detail Zuckerberg’s response, and make concrete proposals on how Facebook can respond in an ethically correct way.

7.  YouTube 2018 controversy. 

The YouTube channel has become monetized, with big-name brands advertising next to content characterized by Nazism, pedophilism, anti-Semitism, and other kinds of hate. YouTube has defended itself, saying that it is “an open platform and we allow free expression as long as it does not violate our Community Guidelines.” Evaluate the term “hateful content,” and make concrete proposals for advertisers. Look at some sites that propose ways to control content, and give your proposals for managing a site in an ethical manner.

Homework questions given during the semester

1. Explain Moore’s Law and how it relates to ethics.

2. Illustrate how the ripple effect works in computer technology.

3. Demonstrate how IT has affected cultural attitudes.

4. Explain the three conditions necessary for assigning moral responsibility.

5. In your opinion, can artifacts be held morally accountable? Justify your answer.

6. Explain the term, “many hands problem.”

7. Discuss five benefits that computer technology has brought to the world.

8. Select a possible negative effect of computer technology, and give three reasons why this concerns you personally. 

9. Identify briefly and discuss the significance of: a) Alan Turing; b) Ray Tomlinson; c) Tim Berners-Lee.

10. Discuss the significant ethical issues related to the following: a) The Pirate Bay; b) Napster; c) PRISM; d) OPTIC NERVE.

11. Describe how right action is defined: a) virtue ethics; b) Deontology; c) Utilitarianism.

12. A scenario: The boss asks you to copy the personal email correspondence of a colleague, who is ill, and take the file to her home. What is your response? Of the three listed theories, which ethical approach will you use?

13. Discuss Wiener’s Four Great Principles of Justice. In your opinion, are they still relevant today?

14. Discuss Wiener’s views on cultural relativism.

15. Explain the basic difference between the ethical approaches of Walter Maner and Deborah Johnson.

16. Explain these famous terms coined by James Moor: a) policy vacuum; b) conceptual muddle; c) universal tool.

17. Explain this quotation and why it is significant for ethics: “Imagine a place where trespassers leave no footprints, where goods can be stolen an infinite number of times and yet remain in the possession of their original owners…”

18. Explain why James Moor rejects Routine Ethics and Cultural Relativism.

19. Explain what Moor means by “informational enrichment.”

20. How can computer use contribute to a lack of accountability?

21. Discuss five characteristics of intellectual property.

22. Discuss five types of intellectual property, and explain their distinguishing features.

23. What is the difference between a copyright and a patent?

24. Identify briefly: a) TRIPS; b) WIPO Copyright Treaty; c) 1886 Berne Convention.

25. Explain Richard Stallman’s argument for free software. 

26. List ten important qualities that you think should characterize a software engineer, and explain how they relate to professional responsibilities.

27. Read the collection of documents and select one item from the following, and explain its significance: a) the IEEE-CS/ACM Ethics Statement; b)The Microsoft Code of Conduct; c) The Netiquette Email Ten Commandments.

28. Discuss the five basic components of privacy.

29. List the seven basic principles given by the European Union’s Data Protection Directive, to protect privacy.

30. Discuss three methods used in identity theft.

31. Explain the term, “XKeystore,” and its significance.

32. Do some research, and give two arguments in favor of the NSA spying program, and two arguments against it.

33. Explain legal issues connected with the use of drones in urban areas.

34. Discuss the morality of weapon-carrying drones for military purposes.

35. Discuss the laws pertaining to drones in your country.

36. Find two articles on the Internet discussing the role of Cambridge Analytica in violating the privacy of Facebook users.

37. Find two articles on the Internet discussing the role of Facebook in a) Myanmar or,  b) Sri Lanka.

38. Find two articles on the Internet explaining the new Boeing Max software, and how it affects AOA and MCAS.

39. Find two articles on the Internet that discuss the response of airline pilots to the new Boeing Max software.

Typical examination questions used in evaluating knowledge at the end of the semester
1. Explain Moore’s Law and how it relates to ethics.

2. Give examples showing how the ripple effect works in computer technology.

3. Demonstrate how IT has affected cultural attitudes.

4. Explain three conditions necessary for assigning moral responsibility.

5. Can artifacts be held morally accountable? Justify your answer.

6. Explain the term, “many hands problem.”

7. Discuss five benefits that computer technology has brought to the world.

8. Select a possible negative effect of computer technology, and give three concrete examples we have discussed this semester.

9. Identify briefly and discuss the significance of: a) Alan Turing; b) Ray Tomlinson; c) Tim Berners-Lee.

10. Discuss significant ethical issues related to the following: a) The Pirate Bay; b) Napster; c) PRISM; d) OPTIC NERVE.

11. Describe how right action is defined in: a) virtue ethics; b) Deontology; c) Utilitarianism.

12. A scenario: The boss asks you to copy the personal email correspondence of a colleague, who is ill, and take the file to her home. What is your response? Of the three listed theories, which ethical approach will you use?

13. Discuss Wiener’s Four Great Principles of Justice. Are they still relevant today?

14. Discuss Wiener’s views on cultural relativism.

15. Explain the basic difference between the ethical approaches of Walter Maner and Deborah Johnson.

16. Explain these famous terms coined by James Moor: a) policy vacuum; b) conceptual muddle; c) universal tool.

17. Explain this quotation and why it is significant for ethics: “Imagine a place where trespassers leave no footprints, where goods can be stolen an infinite number of times and yet remain in the possession of their original owners…”

18. Explain why James Moor rejects Routine Ethics and Cultural Relativism.

19. Explain what Moor means by “informational enrichment.”

20. What is the “uniqueness debate” discussed by philosophers?

21. How can computer use contribute to a lack of accountability?

22. Discuss five characteristics of intellectual property.

23. Discuss five types of intellectual property, and explain their distinguishing features.

24. What is the difference between a copyright and a patent?

25. Identify briefly: a) TRIPS; b) WIPO Copyright Treaty; c) 1886 Berne Convention.

26. Explain Richard Stallman’s argument for free software.

27. List ten important qualities that you think should characterize a software engineer, and explain how they relate to professional responsibilities.

28. Select one item from the following codes of ethics and explain its significance: a) the IEEE-CS/ACM Ethics Statement; b)The Microsoft Code of Conduct; c) The Netiquette Email Ten Commandments.

29. Discuss the five basic components of privacy.

30. List the seven basic principles given by the European Union’s Data Protection Directive, to protect privacy.

31. Discuss three methods used in identity theft.

32. Explain the term, “XKeystore,” and its significance.

33. Give two arguments in favor of the NSA spying program, and two arguments against it.

34. Explain five legal issues typically addressed with the use of drones in urban areas.

35. Discuss the morality of weapon-carrying drones for military purposes.

36. Discuss the laws pertaining to the use of drones in your country.

37. Give your opinion on the Facebook scandal.

38. What is your opinion on the Boeing company’s response to the crashes of the 737 Max airliners?

Examples of Codes of Ethics: Readings for Students

IEEE-CS/ACM Joint Task Force on Software Engineering Ethics and Professional Practices: Professional Code of Ethics—Short and Long Versions
http://www.computer.org/portal/web/certification/resources/code_of_ethics
Microsoft Code of Conduct (Updated: April 2009)

http://windows.microsoft.com/en-us/windows-live/code-of-conduct
Dell Code of Conduct

http://www.dell.com/learn/us/en/uscorp1/corporate~corpcomm~en/documents~dell-code-of-conduct-external.pdf
The Ten Commandments of E-Mail

http://www.appleseeds.org/Email_Commands.html

The Email Ten Commandments -- Netiquette

http://www.skally.net/listowner/10.html
Ten Commandments of Computer Ethics: The Computer Ethics Institute
http://www.ccsr.cms.dmu.ac.uk/resources/professionalism/codes/cei_command_com.html 

Websites Devoted to Applied Ethics in Information Technology

Ethics Updates: Lawrence Hinman, University of San Diego

http://ethicsupdates.net/
Ethics in Computing: Edward F. Gehringer, North Carolina State University

https://ethics.csc.ncsu.edu/
The Ethics Connection: Markkula Center for Applied Ethics

https://www.scu.edu/ethics/
Centre for Computing and Social Responsibility (CCSR)

https://www.dmu.ac.uk/research/centres-institutes/ccsr/index.aspx
Computer Professionals for Social Responsibility (CPSR)

http://cpsr.org/
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