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IpeaucaoBue

Hucuunnuna «HpopManmonHas 6€30MacHOCTbY OTHOCUTCA K 0a30BOM 4acTH yueOHOTro
maHa o psaay HanpasiaeHui 38.03.01 «DxoHOMHKay, 00s3aTeNIbHA AJIT OCBOCHUS Ha 1—M Kypce
BO 2-—M cemectpe. OCHOBHOE Ha3HAUE€HHWE MAHHON NUCUUIUIMHBI COCTOUT B 3(PPEKTUBHOM
OCBOCHHMH TEOPETUYECKHX OCHOB OOecredeHus: HHPOPMALMOHHON 0€301MacHOCTH OpraHU3alHid,
dbopMUpPOBaHUE YMEHHUS M MPAKTUYCCKUX HABHIKOB MPUMEHEHHUS METOJOB M CPEJCTB 3aIlUTHI
uHpOpMaLnH.

B cBs3u c 3TUM, OCHOBHOH 3ajadeill mpemnogaBaHusi AUCUUIUIMHBL «MHpOpManmonHas
0€30MacHOCTbY SBIISETCS MOJATOTOBKA SKOHOMHCTOB M MEHEKEPOB, O0JIaTaloNINX 3HAHUSIMU,
HaBbIKaMHU, yMEeHUSIMH B chepe obecriedenuss HHGOPMaIMOHHONW O€30MacHOCTH OpraHU3aluil
pazsIUYHBIX (HOPM COOCTBEHHOCTH.

B xone u3yueHus AMCHUIUIMHBL CTYAEHTHI JOJKHBI KOMIUIEKCHO HMPUMEHSTh 3HAHMS,
HABBIKU ¥ YMEHUS, MMOTYYeHHbIE NpU n3ydeHuu «MHpopMaTHKmy.

MuHUMaNTbHBIA YPOBEHb OCBOEHUS COACPKAHUS TUCHUTIITUHBI MPE/I0JIaraeT:

- 3HaKOMCTBO C OCHOBHBIMH TIOHSATHSMH HWH(POPMAIIMOHHOW 0€30MacHOCTH,
WH()OPMAIIMOHHBIMH YIPO3aMH, HMX KiaccUu(UKalue, U BO3MOXHBIMU TOCIEIACTBUAMH IS
OpraHu3anuil pa3au4HbIX (OpM COOCTBEHHOCTH;

- VsicHeHue BONpPOCOB obOecreyeHUs WHGOPMAIMOHHONW MpoOjeM  Cco3/aHus
(KOHIIETITYalTbHOTO MPOEKTUPOBAHUS) cUCTEM MH(POPMAIIMOHHOMN 0€30MacHOCTH;

- Ilpunarue 0OOCHOBAHHBIX pEHICHUN IO BHIOOPY NOMUTHUKU HHOOPMALMOHHON
6e3onacHocTH (MB) u ontenku 3¢ dhekTuBHOCTH MHBecTULINA B Vb,

CopepxarenpHble  acnekThl aucnuiuimabl  «MHQOpManmoHnHass  0€30MacHOCTHY
JIOTUYECKH CBSA3aHbl C TaKUMU Y4eOHBIMH JucHUIUIMHaMH  Kak: «MHopmaTukay,
«HdopmaIimoHHbIE CUCTEMBI B JYKOHOMHKE», «MeHemkMeHT», «MapkeTuar», «DuHaHCHD,
«byxranrepckuii yuer» u Jip.

TemaTu4yecKuM IJIAHOM MPENOIaBaHUs AUCIUIUIMHBI IPEIYyCMATPUBAIOTCS CIEAYIOIINE
BUJIbl 3aHATUHN: JIGKIIMU, MPAKTUYECKUE 3aHATHS, caMOoCTosTeNbHas padora. KoHTpons 3HaHU
00y4JaeMbIX OCYIIIECTBIISIETCS B XOJ€ TECTUPOBAHUS U CIaYl dK3aMeHa.

3HaHMsI, HABBIKK U YMEHHsI, PUOOPETEHHBIE B TPOIECCe M3YUEHHUS IUCIUIUIMHBI B
Xo0Jle JeKUUH, 7a00paTOPHBIX 3aHATHI M CaMOCTOSATENbHONW pabOThl, JTOJKHBI BCECTOPOHHE
UCIIOJIb30BAaThCSl CTYACHTaMU Ha 3aBeplIalonieM »JTane o0ydeHHus B OakanaBpuate, IpHU
00y4eHUHU B MarucTparype, a Takxe B mpoliecce JalbHeHen npoheccuoHaIbHO ! AeSITEIbHOCTH
OpU pELIeHUH [IUPOKOTO KJlacca aHaJUTHYECKUX 3a4a4  (PUHAHCOBO-3KOHOMHYECKOIO
XapakTepa.

Peanuzanus KOMIIETEHTHOCTHOTO noaxojaa npu W3y4YEHUU JTUCHUTITUHBI
«MudopmanrionHas 0e30MacHOCTh» TPEANoiiaraeT MIMPOKOE HCIONIb30BaHHE B Yy4eOHOM
MPOIIECCe aKTUBHBIX U MHTEPAKTUBHBIX (DOPM MPOBENCHUS 3aHATHH (KOMITBIOTEPHBIX IIPOTPamMM,
JIEJNIOBBIX UTP MO aKTyaldbHBIM MpoOiieMaM, pa300p KOHKPETHBIX CHUTYallui) B COYETAaHUU C
BHEAYJIUTOPHON paboOTO# C 1eiabio (GOPMHUPOBAHUS M PA3BUTHUS MPO(ECCHOHATHHBIX HABBIKOB
CTYyJIEHTOB. B pamkax MaHHOTO Kypca BO3MOXHBI BCTPEYH C MPEACTABUTEISIMU KOMIAHUN
pasIUYHBIX (HOPM COOCTBEHHOCTH, TOCYIAPCTBEHHBIX M MYHUITUTIAIBHBIX OPTAHOB.

Bce 3ansTHS, MpOBOAMMBIE MO TUCLUILUIMHE, B TOM YHCJIE UM CaMOCTOsATElIbHas paboTa
CTYJIEHTOB, MPEIyCMaTPUBAIOT COYETAHHE NEPEJOBBIX METOJUYECKUX IPUEMOB C HOBBIMU
o0pa3oBaTenbHBIMI HH()OPMAIIMOHHBIMUA TEXHOJIOTHSIMH.



Ha 3ansTHAX HCHONb3yIOTCS COBpEeMEHHBIE (OpMBI M METOJbl OOy4deHHs (TPEHHHTH,
UCCIIEIOBATEIbCKIE METOIbI, TPOOJIEMHOE U ITPOEKTHOE 00yUYEeHHE), HAlIPAaBJICHHbIC HA Pa3BUTHE
TBOPYECKHUX CIIOCOOHOCTEH M CaMOCTOATEIbHOCTH CTYJCHTOB, IMPHBUTHE HM HWHTEpeca K
uccieioBaTenbcko pabore, (opMHpoBaHHE YOEXKICHHMS O HEOOXOAMMOCTH IpU pPELICHUU
JrOOBIX IPUKJIAJHBIX 3a/1a4 UCIOIb30BAHUS MHHOBALIMOHHBIX MH(POPMALIMOHHBIX TEXHOJIOTUH.

JIeKuMOHHBIE 3aHATUSA NIPOBOAATCA B CIIELIMAIU3UPOBAHHBIX ayJIUTOPUAX C IMPUMEHEHHUEM
MYJBTUMEAUMHBIX TEXHOJOTMH W IPEAYCMATPUBAIOT PAa3BUTHE IOTYYCHHBIX TEOPETHUECKUX
3HaHUH C HCIOJIb30BAaHHEM DPEKOMEHJIOBAHHOM y4eOHOH JHUTEepaTyphl M IPYTUX HCTOYHHKOB
uHpOpMalLKK, B TOM YHciie HH(OPMAIIMOHHBIX pecypcoB ceTu VHTepHeT.

IIpakTHueckue 3aHATHS TPOBOJATCA B KOMIBIOTEPHBIX KJAaccax ¢ IPUMEHEHHUEM
CHEUMATU3UPOBAHHBIX HMH(POPMALMOHHBIX CHCTEM, KOMIUIEKCOB U TEXHOJOrWid Ou3Hec-
WUHIYCTPHUHU.

Temaruka nNpakTUYECKHUX 3aJaHMM OPUEHTUPOBAHA HA PACCMOTPEHUE AHAIUTUYECKUX
TUIIOBBIX M UCCIIE0BATENILCKUX 3a/1a4 (PMHAHCOBO-?)KOHOMHUYECKOTO XapaKTepa.

B xone camocTosATenbHOM paboOThl, PU MOATOTOBKE K IUIAHOBBIM 3aHATHSM U 3K3aMEHY
CTYAEHTBl AHAJIM3UPYIOT MOCTABJICHHbIE MPENOAaBaTeeM 3aJaud C HUCHOJb30BaHHEM Yy4eOHO-
METOAMYECKOW JIUTepaTypbl, HWHPOPMALMOHHBIX CHUCTEM, KOMIUIEKCOB M TEXHOJOTHIA,
MaTepuasoB, HalICHHBIX B IN100anbHOM cetn IHTEpHET.



Tema 1. Teopernueckue acneKTbl HHPOPMALMOHHON 0€30MIACHOCTH
IKOHOMHMYECKHUX CHCTEM

1. OcHoBHBIC TIOHATHS UH()OPMAIIMOHHON 0€30ITaCHOCTH SKOHOMUYECKOTO 00BEKTA.
2. DxoHoMHuecKas HHGOpMaIKsI Kak TOBap U 00BEKT 0€30MMacHOCTH
KoHTpobHBIE BOIPOCH! M TECTHI

1.0cHOBHBIE IOHATHUA I/IH(l)OpMaIIHOHHOﬁ 0€30IaCHOCTH YKOHOMHYECKOr0 00beKTa

CoBpeMeHHOe 0011ecTBO Ha3biBaeTcs MHGpopMauuoHHbIM. lllupokoe pas3Butue cpeincts
BBIYUCIUTENILHOW TEXHUKHU M CBSI3H MMO3BOJIMIIO COOMPATh, XpaHUTh, 00pabaThIBaTh U MepeiaBaTh
UHPOPMALIMIO B TAaKUX OO0BEMax M C TaKOW ONEPATUBHOCTHIO, KOTOPHIE OBLIM HEMBICIHMBI
panbme. brnaromaps HOBBIM  HMH()OPMAIIMOHHBIM  TEXHOJOTHSAM NPOHM3BOJICTBEHHAS |
HETPOM3BO/ICTBEHHAS JICATEIBHOCTD YEJIOBEKa, €ro MOBCEAHEBHAs cepa oOmeHns Oe3rpaHnIHO
paCLIMPSIOTCS 32 CYET BOBJIEUEHMs OIbITA, 3HAHUM M JYXOBHBIX LIEHHOCTEH, BBIPAaOOTaHHBIX
MHUPOBOM LMBUIM3ALUEN, U cCaMa SKOHOMMKA BCE B MEHBIIEH CTENEHHM XapaKTEPU3YeTCs Kak
IIPOM3BOJICTBO MaTepHalbHBIX OJiar U Bce B 0OJIbIIEH - KaK pacnpocTpaHeHue HH(OPMAIIMOHHbBIX
IIPOAYKTOB U YCIYT.

CoBpemeHHbIN 3Tan  MH(OpPMATHU3allUM CBSI3aH C  MCIOJb30BAaHUEM IEPCOHAIBHOMN
AJIEKTPOHHO-BBIYMCIUTEILHON TEXHUKH, CHUCTEM TEJIEKOMMYHHUKAIMH, co3nanus cereir DBM.
Boszpacraer morpebHOCT, B pa3zpaboTke W mnpuMeHeHHWH 3((EKTUBHBIX pemeHuil B chepe
uH(popMalnOHHON HHAYcTpuH. OHAa 3aHUMAETCs] IPOU3BOICTBOM TEXHUUYECKUX U MPOrPAMMHBIX
CpeACTB, MHPOPMALMOHHBIX TEXHOJIOTUHN /IS TOJTyYEHHs HOBBIX 3HAHUH.

Ha omnpeneneHHom »stame pa3BuUTHS WHGOPMALMOHHOM HMHAYCTPHUHM  POXKJIAeTcs
UHGOPMAlMOHHOE OOIIECTBO, B KOTOPOM OOJIBLIIMHCTBO PabOTAIOIIMX 3aHSATO MPOU3BOICTBOM,
XpaHeHHeM, InepepaboTKoil U peanuszanuedl HMHPOpPMALUHU, T.€. TBOPUECKUM TPYIOM,
HaIpaBJICHHbIM Ha pa3BUTHE HUHTEIJIEKTa W TnoaydeHue 3HaHuil. Co3maercs eauHOe, He

pa3eIeHHOE HallMOHAIBHBIMU TPaHULIAMHU HH()OPMAIIMOHHOE COOOIIECTBO JIIOIEH.

dopMHpOBaHHE MH(}OPMaLMOHHOTO oOmiecTBa  omMpaeTcs Ha  HOBeHIue
MH(OpPMalLlMOHHbIE, TEIEKOMMYHHUKAI[MOHHbIE TEXHOJOTUU U TEXHOJIOTHH CBsI3U. VIMEHHO HOBbIE
TEXHOJIOTUM TPUBEIM K OypHOMY pPaclpOCTPaHEHHIO TJI00albHBIX HMH(OPMALMOHHBIX CETEH,
OTKPBIBAIOLINX NPUHIUIHAAIBHO HOBBIE BO3MOKHOCTH MEKIYHAPOIHOTO0 HH(POPMALIUMOHHOTO
oOmena. PopmupoBaHue HH(GOPMAIMOHHOIO OOIIECTBa KOHIENTYaJbHO M INPAKTHUYECKU
o3HauyaeT (POpMUPOBAHHE MUPOBOT'O HHPOPMALIMOHHOTO MTPOCTPAHCTBA.

HNudopmanmonHoe mpocTpaHcTBo (uHbocdepa) - chepa uenoBedecKol esSTeTbHOCTH

CBsI3aHHAs: C CO3JaHHMEM, MpeoOpa3oBaHNEM M TOTpeOIeHHeM HH(POPMAIMU U BKIIOYAOMas B
ceOst:

" HMHJIMBUIYyaJbHOE U OOIIECTBEHHOE CO3HAHUE

* HHQOPMAIMOHHBIE PECYPChI, TO €CTh MH(MOPMALMOHHYI0 UHPPACTPYKTYPY (KOMILIEKC
OpPraHU3alMOHHBIX CTPYKTYP, TEXHMYECKHX CPEACTB, MPOTPAMMHOTO U JPYroro obdecrnedeHus
i (opMupoBaHUs, XpaHEHHs, 0OpabOTKM M mepenadyn WHPOpMAalMK), a TaKKe COOCTBEHHO
UH(POPMALIUIO U €€ TIOTOKH.

[Tporpecc B HOBeiMX MH(OOPMAIIMOHHBIX TEXHOJIOTHUAX JI€TAaeT BeChbMa YS3BHUMBIM JII000€
obmectBo. Kaxkaplii mpophIB YesoBeYeCTBA B OyAyIee He OCBOOOXKIAET €T0 OT Irpy3a MPOILIBIX
omMOOK M HepewmeHHbIX mnpoOieM. Korga skoHOMHUYECKHME BOMHBI M3-32 HMHTErpalyu
HallMOHAJIBHBIX SKOHOMHUK CTAJIM CIHUIIKOM OMACHBIMU U YOBITOUHBIMH, @ INTOOAJIbHBIM BOSHHBIN
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KOH(IMKT BOOOIIE CITIOCOOCH MPUBECTH K MCUE3HOBEHUIO KM3HU Ha IUIAHETE, BOWHA TIEPEXOIUT
B UHYIO IIOCKOCTD - HHPOPMAITMOHHYIO.

HNudopmanuonHas BoiiHA - WHQOpPMAIMOHHOE MPOTUBOOOPCTBO C IICNIBI0 HAHECEHUS
yiiepba BaKHBIM CTPYKTypaM NMPOTUBHUKA, OJPHIBA €r0 MOJIUTUYECKON U COLIMAbHOM CHCTEM,
a TaKoke JecTaduian3anuu o0IIecTBa U TOCyJapCcTBa MPOTUBHUKA.

HNudopmanuonHoe npoTuBodOpcTBO - (hopMa MEKrocyAapCTBEHHOTO CONEPHUYECTBA,
peannzyemasi IOCpeACTBOM OKa3aHUs MH(POPMAILIMOHHOTO BO3ACHCTBUS Ha CUCTEMbI YIIPABICHUS
JPYTUX TOCYIAapCTB U UX BOOPYKEHHBIX CHJI, @ TAK)KE HA IIOJUTUYECKOE U BOEHHOE PYKOBOJICTBO
¥ 001IecTBO B 11€J0M, HH(POPMALIMOHHYIO HHPPACTPYKTYPY U CPEACTBA MacCOBON MH(MOpMAIHH
ATUX TOCYIApCTB JJisi JOCTHXKEHUS BBITOJHBIX JIJIsi CceOsl 1esiel TpU OJJHOBPEMEHHOM 3allUTe OT
AQHAJIOTUYHBIX JICHCTBHIA OT CBOETO MH(POPMALMOHHOTO MTPOCTPAHCTBA.

NudopmanuonHasi mpecTymHOCTb - IPOBeACHHE HHGOPMAIIMOHHBIX BO3JECHCTBHA Ha
WH(OPMaILIMOHHOE MPOCTPAHCTBO WIIM JIFOOOM €ro 3JeMEHT B MPOTUBOMNpaBHBIX Iienax. Kak ee
YACTHBIM BUJ MOXET paccMaTpUBaThCi MH(GOPMAIIMOHHBIN TEPPOPU3M, TO €CTh JIEATEIbHOCTH,
MPOBOAMMAS B MOJTUTUYECKUX LIETISX.

HNudopmanuonHoe Bo3aeiicTBHE - aKT IPUMEHEHHSI HH)OPMALIMOHHOTO OPYKHSL.

HNudpopmanuoHHoe opy:xkKHe - KOMIUICKC TEXHHUUYECKHUX U JPYTHX CPEACTB, METOIOB U
TEXHOJIOTHH, MPeTHA3HAUYCHHBIX JIJIS:

" YCTAaHOBJICHUS KOHTPOJS HaJ WHGOPMAIMOHHBIMH pPECypcaMy IMOTEHIIHAIBHOTO
MPOTUBHUKA;

" BMEIATENbCTBO B pabOTy €ro CUCTeM YIpaBlIeHUs U UH()OPMALIMOHHBIX CETEH, CUCTEM
CBS3HM U T.I. B LESIX HAPYIIEHUS UX PabOTOCHOCOOHOCTH, BIUIOTH /10 TOJHOTO BBIBEICHUS U3
CTpOS, U3BATHUS, UCKAKCHHS COJACP)KAIIMXCA B HHUX JaHHBIX HIJIM HAMpPaBIEHHOTO BBEICHHS
crernuanbHoi nHpopmanmu;

" pacIpOCTpPaHEHHE BBITOAHOM uWHMOpManuu W Jae3uHPOpMalK B CHUCTEME
dbopMupoBaHMs OOIIIECTBEHHOTO MHEHUSI M IPUHATHSI PEIICHUH;

" BO3JCHUCTBHE HAa CO3HAHUE U IICUXUKY MOJUTHYECKOIO M BOEHHOTO PYKOBOJICTBA,
JMYHOTO COCTaBa BOOPYKEHHBIX CHUJI, CIIELCIYKO M HaceleHUs! MPOTUBOCTOSILEr0 roCyAapCcTBa,
UCIIONB3YEMBIX I JOCTIDKEHHUS TPEBOCXOJCTBA HaJA  MPOTUBHUKOM WM OCIa0JIeHuUs
MPOBOAMMBIX UM WH(OPMAITMOHHBIX BO3JICHCTBUI.

AKTHBHOE pa3BUTHE HH(DOPMAIIMOHHBIX TEXHOJIOTUH OOYyCIaBIMBAET aKTYaIbHOCTh
u3ydeHus npobiaeM HHPOPMAIIMOHHON 0e30MacHOCTH: Yyrpo3 A WH()OPMALMOHHBIX PECYpPCOB,
Pa3IUYHBIX CPEACTB M MEp 3allUThI, 0aphEpPOB MJisi MPOHUKHOBEHUSI, a TAKXKE YSI3BUMOCTEH B
cucreMax 3anuTel nHGopmaruu. [lox naDopmamoHHOM 6€30MaCHOCTHIO B OoJiee 00IIeM BUIE
clenyeT IMOHUMAaTh  COBOKYIHOCTb  CpPEICTB, METOJOB U  IpoleccoB (mporenyp),
0o0ecreunBaroIuX 3anuTy WHGOPMAIIMOHHBIX aKTUBOB M, CJIEAOBATEIbHO, TapaHTHUPYIOIINX
coxpaneHnue dOPEKTUBHOCTU U MPAKTUUECKON TMOJIE3HOCTH KaK TEXHUYECKOW MH(PPACTPYKTYpPhI
WH(OPMAIIMOHHBIX CHCTEM, TaK U CBEICHHUH, KOTOphIE B TaKUX CHUCTEMaX XpaHITCS U
o0OpabaTbIBaroTCsl.

[Ton yrpo3oii 0e3omacHocTH HH(OPMANMH TIOHUMAIOTCS COOBITHS WIH JIEHCTBUS,
KOTOpPbI€ MOTYT MPUBECTH K UCKAKEHUIO, HECAHKIIMIOHUPOBAHHOMY MCIOJIb30BAaHUIO WM JAXKE K
paspyiieHno HHOOPMAITMOHHBIX PECYPCOB YIMPABIAEMONW CHUCTEMBI, a TaKXe€ MPOTrPAMMHBIX U
anmnapaTHbIX CPEJCTB.

Ecnin ucxoauTh M3 KIACCHYECKOTO PAcCMOTPEHUS] KHUOEPHETHMUECKONM MoJenu Jo0oi
YOPaBIIEMON CHCTEMBI, BO3MYIIAIOIIUE BO3JCHCTBHS HAa HEE MOTYT HOCUTh CIyYalHBIN
xapakrtep. [loaromy cpenu yrpo3 6e30macHOCTH WH(GOPMAIIUU CIEIYET BBIACIATH KaK OIUH U3
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BUJIOB YIpO3 CllyyaiiHble, WJIM HEmpeJHaMepeHHble. VX MCTOYHHMKOM MOTYT OBITh BBIXOJ M3
CTpOSI anmapaTHbIX CPEJCTB, HEMPABUIbHBIC JeHCTBUS paOOTHUKOB WH(OPMALIMOHHbBIE CHCTEMBI
(MC) wu ee monp3oBateneii, HempeJHAMEpEHHBIC OMMOKH B TPOrPaMMHOM O0ECIICYCHUHN | T.I.
Takue yrpos3sl TOXe cleayeT nepXaTb BO BHUMAaHMHM, T.K. ymepO OT HHUX MOXET ObITh
3HauuTeNnbHbIM. OJHako B JaHHOM paboTe HauOoJbllee BHUMaHUE YJIENAETCS yrpo3aM
YMBIIIJIEHHBIM, KOTOpbIE B OTJIMYME OT CIy4YalHBIX IpeclefyroT Lellb HaHeceHHs ylepOa
yIpaBJIAEMOM CHCTEME WIM MOJb30BaTENIAM. DTO JENaeTcs HEPEeIKO pajy MOTYy4eHUs JTUYHOU
BBITO/IBI.

UYenoBeka, MBITAIONMIETOCS HAPYIIUTh PadOTy MH(POPMALMOHHOW CHCTEMBI WU TOIYYUThH
HECAaHKIIMOHUPOBAHHBIN JOCTYN K MHPOPMAILIUHU, OOBIYHO HA3BIBAIOT 'KOMIBIOTEPHBIM IHpPATOM"
(xakepom).

B cBOoMX NpOTHBOIPABHBIX JEHCTBUAX, HAIPABIEHHBIX HA OBJIA/ICHUE YYyKUMHU CEKpETaMH,
B3JIOMIIUKHU CTPEMATCS HAWTU Takue MCTOYHMKM KOH(UAECHIUAIbHONW MHPOPMALUU, KOTOpPbIE
Obl JaBain MM HauOojee JOCTOBEpPHYI0 HMH(MOpMAIMI0 B MaKCHUMaJbHbIX OObEMax C
MUHMMaJIbHBIMHM 3aTpaTaMd Ha ee noiydeHue. C HOMOINBIO PA3IMYHOTO BHJA YJIOBOK M
MHOXECTBa IPUEMOB M CPEJICTB NOJAOMpAIOTCAd MyTH W HOAXOAbI K TaKUM HMCTOYHUKaM. B

JAHHOM ClIydae II0Jl KCTOYHUKOM HWH(POPMALMU TOHUMAECTCSd MaTepHajbHBIH OOBEKT,
o0nanaomuil ONpeieIeHHbIMU CBEICHUSAMH, IMPEACTABIAIOIIMMU KOHKPETHBIM HHTEpec s
3JIOYMBIIIJICHHUKOB HJIM KOHKYPEHTOB.

HMudopmannonHas 6€300aCHOCTb BKIIIOYAET:

v/ COCTOSIHHME 3aIlUIICHHOCTH WH()OPMAIIMOHHOIO MPOCTPAaHCTBA, 00ECIEYNBAIOIIEE €r0
dbopMupOBaHUE U Pa3BUTHE B UHTEpECaxX Tpak[aH, OpraHu3aluii ¥ rocyaapcTBa;

v’ cocrosiHre HH(PPACTPYKTYPHI, NP KOTOPOM HMH(POPMALHUS HCIIOIB3YETCS CTPOrO II0
Ha3HAUYEHUIO U HE OKa3bIBa€T HETaTMBHOI'O BO3JICHCTBHS HA CUCTEMY IIPH €€ HCII0JIb30BaHUH;

v’ cocTostHre HH(OPMAIIUH, IPH KOTOPOM HCKIIFOUAETCS WM CYLIECTBEHHO 3aTPYIAHSIETCS
HapyIlIeHUE TaKUX €€ CBOMCTB, Kak KOH(PHUAECHIHUATbHOCTD, LIEIOCTHOCTb U JJOCTYITHOCTH;

v/ SKOHOMHYECKYIO COCTABJISIOILYO (CTPYKTYPhI yIpPaBIEHHsS B DKOHOMHUYECKOU cepe,
BKJIIOYasi CUCTEMBbI cOOpa, HAKOIUIEHUS U 00pabOTKM MH(OpMAIMK B MHTEpecax YIpaBJICHUS
IOPOM3BOJICTBEHHBIMM  CTPYKTYpaMH,  CHUCT€Mbl  OOIIEIKOHOMHYECKOTO  aHalIW3a |
IPOTHO3UPOBAHUSA XO3SIMCTBEHHOIO pa3BUTHS, CHCTEMBbl YIPaBIEHUS M KOOPJMHALMHU B
IPOMBIIIJICHHOCTH M Ha TPAHCIIOPTE, CUCTEMbl YIPABICHUS 3HEPrOCUCTEM, LIEHTPATU30BAaHHOTO
CHaOXEHHUs, CUCTEMbl NPUHATHS PpELIEHUS W KOOPJMHALMHU JeHCTBUH B Upe3BBIYAMHBIX
CUTYalHsX, HH(HOPMAIIMOHHBIE U TEIIEKOMMYHHKAIIHOHHBIE CHCTEMBI);

v ()MHAHCOBYIO COCTaBJIAIONIYIO (MH()OPMAIMOHHBIE CETH W 0a3bl JAHHBIX OaHKOB H
0aHKOBCKUX 00bEIUHEHHH, CUCTEMBI (PMHAHCOBOT'O OOMEHa U (PMHAHCOBBIX PACUETOB).

OGecneyenne wHOpPMAIMOHHOW O€30MAaCHOCTH JIOJDKHO HAYHWHATBCS C  BBISBICHUS
CyOBEKTOB OTHOIICHHH, CBSI3aHHBIX C MCIOJIh30BaHUEM HH()OPMAIMOHHBIX cucTeM. CIIeKTp HX
UHTEPECOB MOXKET OBbITh pa3JielieH Ha CIEAyIOIIMe OCHOBHBIE KaTeropuu: TOCTYITHOCTh
(BO3MOKHOCTh 3a MpHUEMIIEMOE BpeMs MOJIYyYUTh TpeOyeMylo HH(POPMALMOHHYIO YCIYTY),
[IEJIOCTHOCTh (AKTyalbHOCTh M HEMPOTUBOPEUMBOCTh HH(POPMALMHU, €€ 3alMIIEHHOCTh OT
paspylieHHsT ¥ HECAHKIMOHWPOBAHHOTO W3MEHEHMs), KOH(PUICHIMAIbHOCTh (3alMra OT
HECaHKIIMOHUPOBAHHOT'O O3HAKOMJICHHS).

Wcxons u3 BBIIEN3IIOKEHHOTO, B Hanbosiee o01eM Buie HHPOopMalnoHHas 0€30MMacHOCTh
MOKET OBITh OIpeleleHa KaK HEBO3MOXXHOCTh HAaHECEHUs Bpela CBOWCTBaM OOBEKTa
0e30macHOCTH, 00YCIOBIMBAaEMBbIM HH(pOpMalue 1 nHPOPMaMOHHON HHPPACTPYKTYpO# (pHcC.
1).



Nudpopmannonnas 6€30MacHOCTb — HEBO3MOKHOCTh HAHECEHUA Bpe/la CBOMCTBaM

o0bekTa 6e3omacHOCTH, 00yCIaBIMBaeMbIM HH(pOpMaIuel u nHHOPMAITMOHHOM

HHPPACTPYKTYpOH (3aIIUIICHHOCTD OT YTPO3)

[TonuTruka 0e30macHOCTH

OOBexT YTpo3bl 00BEKTY ObecrieueHue
nH(pOpMAITMOHHON nH(pOPMAITMOHHON MH(DOPMAILIMOHHOM
0e30IacHOCTH 0e30IacHOCTH Oe3onacHOCTH
Metonsl JlesTeIbHOCTbD 110 Cpenctaa CyOBeKTs
obeclieyeHus 00ecIeueHnIo OCYHICCTBJICHUA obecrieueHus
MH(OPMALMOHHOM WHPOPMAITUOHHON JEATETLHOCTH I10 WHPOPMAITUOHHO
0€30I1aCHOCTH 6esomacHocTH (1o 00ecIeYeHnIo it 6e30macHoCTH
HEIOMYIIECHUIO UH(POPMAITHOHHO
Bpena 00BEeKTy I OezomacHOCTH
WHPOPMALTUOHHON
0e30IacHOCTH)

Puc. 1 Crpykrypa nonsitusi « MH(popmMannonHas 0e30MacHOCTD)»

[TonsiTue nH(pOopMaIMOHHOMN 0€301MaCHOCTH B Y3KOM CMBICIIE 3TOTO CJIOBA MOApa3yMeBaeT:

" HaJEKHOCTh pabOTHI KOMITBIOTEPA;

" COXPAHHOCTb IICHHBIX JIaHHBIX;

" 3ammTy MUHQOpPMAIMK OT BHECEHHS B HEe U3MEHEHHH HEeYIOTHOMOUYEHHBIMH JIMIIAMU;

" COXpaHEHHUE TalHbI MEPENUCKU B HJIEKTPOHHOM CBS3H.

be3zonacHOCTh MposBIsieTCs Kak HEBO3MOXKHOCTh HAaHECEHUSI Bpeaa (PyHKIIMOHUPOBAHHIO
CBOICTBaM 00BbEKTa, TMOO0 €ro CTPYKTYPHBIM COCTABIISIFOIIMM.

OO6bexToM HH(OPMALMOHHONW 0€30MacCHOCTH MOXET ObITh KOMMEpPYECKOE NMpEANpUsTHE.
Torma conmepkanue "uHpopManuoHHON Oe30macHOCTU" OyAeT 3aKIIoYaThCs B 3AIIUIIEHHOCTH
MHTEPECOB COOCTBEHHUKA JAHHOTO MPEANPHUATHS, YIOBIETBOPSIEMbIX C TOMOIIBIO HH(OPMAIHH,
a100 CBSI3aHHBIX C 3alIUTONM OT HECAHKIMOHHMPOBAHHOTO JOCTYMAa TEX CBEIEHUH, KOTOphIE
NPEICTaBISIOTCS COOCTBEHHUKY JIOCTAaTOYHO BaXKHBIMH. IHTepechl MpOsBIAIOTCS 4Yepe3
00BEKTBI, CIIOCOOHBIE CIYXKUTh I UX YIOBJIETBOPEHUS, U ACUCTBUS, MPEAIPUHUMAEMbIE IS
oOnananusg 3TUMU oO0bekTamMu. COOTBETCTBEHHO HMHTEpECHl KaK OOBEKT O€30MacHOCTH MOTYT
OBITh TPENCTAaBICHBl COBOKYIMHOCTHIO HMH(OPMAIMK, CIOCOOHOW YAOBJIETBOPATh HHTEPEC
COOCTBEHHUWKA, M €r0 JICHCTBUI, HANPABICHHBIX Ha OBJIAJCHHE MH(POPMAIMEH WM COKPHITHE
uH(popMalu. ITH COCTaBISIONINE 00beKTa HHPOPMALIMOHHONW O€30MaCHOCTH U 3aIUIIAIOTCS OT
BHEIIHUX U BHYTPEHHHUX YTPO3.

K o0bexTam nHbOpMaMOHHOM 6€30MacHOCTH Ha IPEANPUITHA OTHOCHAT:




X I/IHd)ODMaI_II/IOHHLIe PECYPChI, COACPIKAIHUEC CBCACHUSA, OTHCCCHHBLIC K KOMMCp‘ICCKOﬁ

TailHe, W KOH(PHICHIMATbHYI0 HH(OpPMAIHIO, MPEACTABICHHYIO B BHUAC HH(POPMAIMOHHBIX
MAaCcCHBOB U 0a3 JaHHBIX;

X4 CpelICcTBAa M  CHCTeMbl HMH(OpMATH3alMK - CpPEJACTBAa  BBIYUCIHUTEIBHOW U
OpPTaHHW3AIMOHHON TEXHUKH, CETH W CHCTEMBI, OOIIECHCTEMHOE M MPHUKIAIHOE MPOTrPaMMHOE
oOecrieyeHne, aBTOMATH3UPOBAHHBIC CHCTEMbI YIIPABJICHUS MPEANPUITHIMU, CUCTEMBI CBS3U U
nepeayd JTAHHBIX, TEXHUYECKHE CpeACTBa cOOpa, perucrpaiuu, Iepefaadd, oO0paOdOTKH U

oTtoOpakeHust UH(POpPMAIIHMH, a TAKXKe UX UH(OPMATHBHbIE (PU3HUYECKHE OIS,

[Tpu ocymiecTBIEHNH KOMMEPYECKON AEATEIbHOCTH BO3HUKAET HH(POPMALIUs, H3BECTHOCTD
KOTOpPOH JpYr'MM Yy4YaCTHHKaM pbIHKAa MOXXET CYIIECTBEHHO CHH3HTh JOXOAHOCTb JTOH
JeSITeIbHOCTH. B NIeATenbHOCTH rocyiapcTBa MOpoKAaeTes: MHPOpPMaLUs, pacCKpbITHE KOTOPOU
MOYET CHU3UTB 3PPEKTUBHOCTh MPOBOAUMOM noauTUKU. [TonoOHas nHdopMaius 3akpbiBaeTcs,
U YCTAQHAaBJIMBAaEMbIi pEXHUM €€ MHCIOJIb30BaHMUS IPU3BAaH IperylNpeluTh BO3MOXKHOCTh
HECAaHKIIMOHMPOBAHHOTO O3HAKOMJIEHUS ¢ Heill. B 3Tom ciydyae oObekToM Oe30macHOCTH
BBICTYIIAET PEKUM JI0CTyNa K MHpopMauuu, a nHGOopMalMOHHAs 0€30aCHOCTh 3aKJII0YaeTcs B
HEBO3MOXXHOCTH HAapyIIEHUs 3TOro pexxuma. IlpuMepom MOryTt ciayxuth HH()OPMAIMOHHO-
TEJIEKOMMYHHUKAIIMOHHBIE CHCTEMBI M CpEACTBA CBS3U, NpEAHA3HAYCHHBIC i 00pabOTKH WU
nepejaud CBEIEHUM, COCTaBISIOLUIMX TIOCYAapCTBEHHYIO TailHy. OCHOBHBIM OOBEKTOM
0€30IIaCHOCTH B HHX SIBJISIETCSI PEXKHUM JIOCTYNa K cekpeTHoW mHpopmauuu. Madopmanmonnas
0€30MaCHOCTh TAaKMX CHUCTEM 3aKII0YaeTcsi B 3aIlIMIICHHOCTH JSTOW HHGOpMAnuu OT
HECAHKIIMOHMPOBAHHOTO JOCTYIa, YHUUYTOXKEHHUs, U3MEHEHus M Ipyrux neiictBuil. Cucrema
oOecnieyeHus 6€30MacCHOCTH HH(POPMALIMK BKIIIOYAET MOACUCTEMBI:

- KOMIIBIOTEPHYIO O€30I1aCHOCTb;

- 6e30MaCHOCTh JaHHBIX;

- 0e30IacHoe MPOrpaMMHOE 00ECTICUCHHE;

- 6€301aCHOCTh KOMMYHUKAIIUH.

KomnreloTepHast 6€30macHOCTh  OOECHEUMBAETCS KOMILJIEKCOM TEXHOJIOTMYECKUX U

AIMUHHUCTPATUBHBIX MEP, NPUMCHACMBIX B OTHOUICHHU alIllapaTHBIX CPEACTB KOMIIBKOTEpA C
IENbI0 00eCTIeUeHHsT JOCTYITHOCTH, HEJIOCTHOCTH M KOH(UACHIIMAILHOCTH, CBS3aHHBIX C HUM
pecypcoB.

be3onacHOCTh JaHHBIX JOCTHTACTCs 3aIlIUTOW JAHHBIX OT HEABTOPU30BAHHBIX, CITyUaiHbBIX,
YMBIIIJICHHBIX WM BOSHUKIIUX TI0 XaJaTHOCTH MOAM(HUKAIINHN, pa3pyIICHUI WIH pa3TialicHHH.

be3omnacHoe mporpamMMmHoe oOecredeHue TMpeAcTaBiIseT coO0HW OOIIeCUCTEMHBIE W

MPUKJIAHBIE TTPOTPAMMBI U CPEJCTBA, OCYIIECTBISAIONIME O€30MacHyr0 00paOOTKY NaHHBIX U
0€301aCHO MCIIOJIE3YIOIINE PECYPCHI CHCTEMBI.
be3onacHOCTh KOMMYHUKAIUK OOecreuynBaeTcsl MPUHATHEM Mep IO MPEeIOTBPALCHHUIO

NpeaoCTaBJICHUA HCABTOPU30BAHHBIM JIMIIAM I/IH(i)OpMaHI/II/I, KOTOpast MOXET OBITE BbIJJaHa
CHCTEMOM B OTBET Ha TCHCKOMMYHI/IKaL[I/IOHHHﬁ 3arrpoc.
[ToauTHka 0E30MacHOCTH BKIIOYAeT B CeOS aHaIM3 BO3MOXKHBIX yrpos u BBI60p

COOTBETCTBYIOIIIMX ME€p IPOTUBOIAEHCTBHUS, SBIIAIOIIMXCA COBOKYIHOCTBIO T€X HOPM, IPaBUII
MOBEJICHUS, KOTOPBIMH TOJIb3YETCSl KOHKPETHAsl OpraHu3aius npu o0paboTke nHpopMaIuu u ee
3aIuTe.

¥Yrposa 6e3onacHoCTH UHQOPMALMK - COOBITHS MU IEUCTBUS, KOTOPhIE MOTYT MPUBECTH K

UCKQXEHUIO, HEpa3pelIeHHOMY HCIOJb30BAHUI0 WM K pa3pyumieHUI0 HH()OPMAMOHHBIX
pPECYpPCOB YIPABJICHHS CUCTEMBI, & TAK)KE MPOTPAMMHBIX M aIIIAPATHBIX CPEACTB.
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3ammra uHGopmanuu (31) - KOMIUIEKC MepONpUATHH, HAaIpaBICHHBIX Ha oOecreueHue

BXHEHUININX aCMEKTOB MH(OPMAIIMOHHOW 0€30MacHOCTH: LEIOCTHOCTU, AOCTYIMHOCTH H, €CIH
HY)KHO, KOHPQUACHIIMATLHOCTH HH(DOPMAIIMK U PECYPCOB, UCIIOJIb3YEMBIX ISl BBOJA, XpaHEHUS,
00paboTKHU U TIepe1ayu JaHHBIX.
OcHOBHBIE NpeaMeTHbIe HampaiieHUs: 3 - oXpaHa rocyaapCTBEHHOM, KOMMEPYECKOM,
citykeOHOI1, 0aHKOBCKOM TaifH, MEPCOHAIBHBIX JAHHBIX U UHTEIIEKTYaIbHOM COOCTBEHHOCTH.
CucreMa - 3T0 COBOKYIHOCTh B3aUMOCBSI3aHHBIX 3JIEMEHTOB, TOAYUHEHHBIX €IMHOM LIEIH.
[Ipu3HakaMu CUCTEMBI SIBJISIOTCS CIICTYIOIIHE:
1. DneMeHTBI CUCTEMBI B3aUMOCBSI3aHbI U B3aUMOJICUCTBYIOT B paMKaX CUCTEMBI.
2. Kaxpaplii 5IE€MEHT CHUCTEeMBI MOXET B CBOK OUYepelb pacCMaTPHUBATHCS KAk
CaMOCTOSITENIbHASL CUCTEMA, HO OH BBIMOJIHSIET TOJBKO 9aCTh (DYHKITUN CHCTEMBI.
3. Cucrema Kak IeJO€ BBIMOJHAET ONpPENeICHHYI (YHKIIMIO, KOTOpas HE MOXKET ObITh
CBeZIeHa K (PYHKIMSIM OTAEIHHO B3STOrO 3JIEMEHTA.
4. TloacucreMbl MOTYT B3aUMOJICHCTBOBATh KaK MEXKIY COOOM, TaK M C BHEIIHEW Cpelon U
U3MEHATH IIPH 3TOM CBOE COJICp KaHKE WJIM BHYTPEHHEE CTPOCHHE.
[Ton cucrteMoii 6Ge3omacHOCTH OylneM TMOHUMAaTh OPraHU30BAaHHYID COBOKYITHOCTh

CICIHAIIHBIX OPTraHOB, CIY>KO, CPEICTB, METOJIOB U MEPOIPHUATHI, 00CCIICUNBAIONINX 3aIIUTY
J)KU3HEHHO BAXKHBIX HMHTEPECOB JIMYHOCTH, NPEANPHUATHS M TOCYAApCTBA OT BHYTPEHHUX H
BHEIIHUX yTPO3.

Cucrema 3anmThl  MHGOOpPMALMK  TPEACTABISECT OPraHU30BAHHYID  COBOKYITHOCTH

CHeLMalIbHbIX OpPraHoOB, CPEACTB, METOJOB M MEPOIpPUATUH, OOECIeUMBAIOIUX 3aILUTY
UHGOPMAaLMU OT BHYTPEHHHUX M BHELUIHUX YTPO3

C no3uuuii CUCTEMHOTO MOAX0/1a K 3aluTe UH(OPMALMK NPEAbSBISIOTCS ONpeIeIeHHbIe
TpeOOBaHUS:

= oOecrieueHue 0e30macHOCTH WH(OpPMAIUU HE MOXKET OBITh OJHOPA30BBIM AKTOM. JTO
HENpPEpBIBHBIA  TpoOLIECC, 3aKiIiYaloluiics B O00OCHOBaHMM U pealu3auuud HauOolee
palMOHATIBHBIX METOJIOB, CIOCOOOB U MyTEW COBEPILIEHCTBOBAHUS M PA3BUTHS CHCTEMBI 3alllUTHI,
HENPEPHIBHOM KOHTPOJIE €€ COCTOSIHUSI, BBISIBJICHUS €€ Y3KHX U CJIa0bIX MECT U IPOTHUBONPABHBIX
JIEHCTBUI;

* (e30MacHOCTh MHGPOpPMALUU MOKET ObITh oO0ecledeHa JIMIIb [PH KOMIUIEKCHOM
UCIOJIb30BaHUH BCETO apceHalla UMEIOLINXCS CPE/ICTB 3aIUThI BO BCEX CTPYKTYPHBIX JI€MEHTax
HKOHOMHUYECKOW CUCTEMBI U Ha BCEX ATAIaX TEXHOJIOTMYECKOro UKIa 00paboTku HH(pOopMaLnu;

" [UIaHUpOBaHHE O€30MacHOCTH MH(POpPMAIMK OCYIIECTBISETCS IyTeM pa3paboTKu
KaXKIO0U CiIy>k00i1 1eTabHBIX [IJIAHOB 3allUThl HH(GOpMaIUU B chepe ee KOMIETEHIINN;

" 3aMIMTE MOMAJEKAaT KOHKPETHbIE JaHHble, OOBEKTHBHO TMOJUICKAIINE OXpaHe, yTpaTa
KOTOPBIX MOKET NMPUYMHUTH OpraHU3aIMK ONPEEICHHbIN yiepo;

" METOABl M CpPEJCTBA 3aIlIMTHl JOJDKHBI HA/EXKHO NEPEeKphIBaTh BO3MOXKHbBIE ITYTH
HEIPaBOMEPHOI'0 JOCTYIA K OXPaHAEMbIM CEKPETaM;

* 3¢ (}eKTUBHOCTH 3aIIUTHI HHPOPMALIMU 03HAYAET, YTO 3aTPAThl HAa €€ OCYIIECTBICHNUE He
JIOJKHBI OBITH 0OJTBIIIE BO3MOXKHBIX OTEPh OT peann3anui HHPOPMAIMOHHBIX YIPO3;

" YETKOCTh ONpEJeNeHUs] TIOJIHOMOYMH U TpaB TOJdb30BaTeNeid Ha JIOCTYyNl K
orpezieNIeHHBIM BHUJ1aM HH(OpMaIuy;

" [peAOoCTaBJICHHE MOJH30BATENII0 MUHUMAIBHBIX MOJIHOMOYMMA, HEOOXOAUMBIX €My JUIs
BBITMIOJTHEHUS IOPYYEHHON paboThI;

" CBEJCHHWE K MHMHUMYMYy 4YHClIa OOLIMX JAJs HECKOJBKHMX I10JIb30BaTeNeil CpeacTB
3alIHTHI,
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" yyeT CJIy4aeB M MOMNBITOK HECAaHKIMOHWPOBAHHOIO JOCTyNa K KOH(UICHIHMATBHOM
uHpopManuu; odecriedeHne CTeneHn KOHPHUISHIIMAIbHON HH(popMaImy;

* oOecrieyeHre KOHTPOJIS LIEIOCTHOCTU CPEJICTB 3alLUThl U HEMEIJICHHOE pearupoBaHUe
Ha UX BBIXOJ U3 CTPOSI.

Cucrema 3amuThl HHPOPMAIMH, KaK JIt00as CUCTEMa, JOJDKHA UMETh OIPEAEICHHBIC BHIbI
COOCTBEHHOTO OOECIIEUEeHUs, ONMMPAsACh HAa KOTOPhIE OHA OYyIEeT BBHINOJHATH CBOIO LIEJIEBYIO
¢ynxmuro. C y4eToM 3TOro CHCTeMa 3alUThl HHPOpPMaIUU UMEeT:

npaBoBoe obecneuenue. Croma BXOIAT HOPMATHUBHBIE JIOKYMEHTBI, IIOJIOKEHUS,

WHCTPYKIIMH, PYKOBOJICTBA, TPEOOBAHUSI KOTOPBIX SIBJISIFOTCS 00s3aTeIBHBIMUA B paMKax chepsl
JIeHCTBHS,
opraHm3anoHHoe obecrieueHue. Mimeercs B BUIY, YTO peam3aliis 3amuThl HTHPOPMAITUN

OCYHIIECTBIACTCA  ONPEACIICHHBIMH CTPYKTYPHBIMU C€AWMHHUIAMHU, TaKUMH  Kak: CJ'IY)K6a
6630HaCHOCTI/I, CJ'Iy>K6a peiKrumMa, cny>i<6a 3allIUThI I/IH(I)OpMaI_[I/II/I TCXHUUYCCKUMU CPCACTBAMU U

Ap.
afrapaTHocC obecreyeHue. HpennonaraeTc;I IIUPOKOC HCIIOJB30BAHUC TCXHUYCCKHX

CPE/CTB, KaK Ui 3alIUThl MH(OOpPMAIMH, TaK M JUIS 0O0ECHEUCHHS JIEATSILHOCTH COOCTBEHHO
CHCTEMBI 3alIUTHI HH(OPMAIIHH;
uHdopmainmonHoe obecneyenne. OHO BKIIIOYAET B ce0Sl JOKYMEHTHPOBAHHbBIE CBEICHUS

(mokazarenu, ¢aiibl), JeKamMe B OCHOBE  pEIICHHS  3a1ad, OO0ECIeYMBAIOIINX
dbyHKIIMOHUpOoBaHHe cuUcTeMbl. CiOoJja MOTYT BXOJUTh KaK IIOKa3aTeNM JOCTYIa, yd4eTa,
XpaHEHHs, TaK U CUCTeMbl MH()OPMAIIMOHHOTO OOECIECUCHHS PACUCTHBIX 3a/ad Pa3IHuHOTO
XapakTepa, CBSI3aHHBIX C IEATEILHOCTHIO CIYXObI 0OecrieueH s 0€301MacHOCTH;

nporpamMMHoe obecneueHue. K HeMy OTHOCSTCS aHTHBHPYCHBIC NPOTPAMMBI, a TaKXke

IporpaMMbl (MM YacTH HPOTPaMM PETYISPHOTO NMPUMEHEHMS), Pealu3yloIine KOHTPOJIbHBIE
(GYHKIIMY NIPU PELICHUH YUETHBIX, CTATUCTUYECKUX, (PMHAHCOBBIX, KPEAUTHBIX U APYTUX 3a/1ay;
MaTEMaTHYECKOE obecnieuenue. Ilpeamonaraer HCHOIB30BaHME MAaTEMATHYECKUX

METOJIOB JJIsl Pa3IMUHBIX PAacyeTOB, CBSI3aHHBIX C OLIEHKON OMAaCHOCTH TEXHUYECKHX CPENICTB
3JI0YMBIIIJIEHHUKOB, 30H U HOPM HEOOXOAMMOM 3aIlUThI;
JUHTBUCTHYECcKOe obecneueHne. COBOKYMHOCTh CHELHANbHBIX S3BIKOBBIX CPEICTB
oO0I1IeHus CIIeHUAIMCTOB U MoJIb30BaTelnell B chepe 3aiuThl HHOpMAIHH;
HOpMAaTHBHO-MeToanueckoe obecneuenne. Crofa BXOOIT HOPMBI M PErJlaMEHTHI
NeSITeIbHOCTH OPraHoB, CIYyXO, CPEACTB, pealu3yoIMX (YHKIMM 3aIluThl MHGOpPMAINH,

Pa3IMYHOTO POa METOIUKH, 00ECIIEUHBAIOIIHE IEITETLHOCTh TTOJIH30BATENCH TIPY BBITIOJTHEHUH
CBOEM paboThI B YCIOBUSX JKECTKUX TPEOOBAaHUH 3aIIUTHI HHPOPMAIIHH;
sproHomudeckoe obecrneyeHue. COBOKYIMHOCTh CpEICTB, 00€CIEeUMBAIONIUX YA00CTBA

paboThI MOJIb30BATENEH aNMapaTHBIX CPEJICTB 3aLIUTHl HHPOPMAIIH.
2.9xkoHOMHYecKasi HHPOPMALMSA KAK TOBAP U 00BHEKT 0€30MaCHOCTH

JKoHOMHYeCKass WHGPOPMAIUSA OTHOCHUTCS K OOJacTH SKOHOMHUYECKHX 3HaHWi. OHa
XapaKTepu3yeT TpOLECChl CHa0XKEeHMs, NPOM3BOJACTBA, paCHpEleNeHus U MNOTpediieHus
MaTepHaJbHBIX OJiar.

VYnpaBieHne SKOHOMHUYECKMMH OOBEKTaMH BCErja CBS3aHO C IpeodOpa3oBaHUEM
HKOHOMHYECKOW HHPOPMALIUH.

C xubepHETHYECKUX MO3UIHUI JII000H MpOoIecC YIPaBICHUS CBOAUTCS K B3aUMOJCHCTBUIO
yIpaBisgeMoro o0beKTa (MM MOKET OBITh CTaHOK, I[€X, OTPACIb) U CUCTEMbI YIIPABJICHUS 3TUM
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oobekToM. [lochenusis mosydaer WHGPOPMALMIO O COCTOSHUM YIIPaBISEMOr0 OOBEKTa,
COOTHOCHT €€ C OIPEICICHHbIMU KpUTEpUsIMH (ITAHOM NPOM3BOJCTBA, HAlpUMEp), Ha
OCHOBAHMU YE€T0 BHIPA0ATHIBACT YIPABIIAIONIYIO0 HH(OPMAIIHIO.

O4eBHIHO, YTO YIPABISIONIME BO3AEUCTBUSA (IpsiMasl CBSI3b) U TEKYIIEE COCTOSHUE
yropaBisieMoro oobekra (oOpaTHast CBsI3b) - HE YTO MHOE, KaKk WHpopmanusa. Peanmzanus 3tux
MIPOLIECCOB M COCTAaBJISIET OCHOBHOE COZEpKaHHe padOThl YIPABICHUYECKUX CIIYKO, BKIItOUYas U
SKOHOMHYECKHUE.

B nesrenvHOCTH 111000 (DUPMBI TIPUCYTCTBYET UHEPOPMAUUOHHBLIL pecypc - OTO
JOKYMEHTBI U MAacCHBBI JIOKyMEHTOB B MH(OPMAIIMOHHBIX cHCTeMax (OMOIMOTEeKax, apXHuBax,
¢ongax, OaHKax MAHHBIX W Jp. WH(POPMALMOHHBIX CHUCTEMax), T.e. JOKYMEHTHPOBAHHBIC
3Hanus. VH(popMalnMoHHbIE PEecypchl B COBPEMEHHOM OOIIECTBE HMIpal0T HE MEHBIIYI0, a
HEpEeIKO U OOJBIIYIO POJIb, YEM PECYpPChl MaTepuaibHble. 3HAHHE - KOMY, KOTJa U Ie IpoAaTh
TOBap MOXKET IICHUThCSI HA MEHbIIIE, YEM TOBAp, U B 3TOM IIJIaHE AMHAMHUKA Pa3BUTHs 0o0IIeCTBa
CBUJICTENILCTBYET O TOM, 4YTO Ha "Becax" MaTepuadbHBIX W HH(OPMALMOHHBIX PECYpCOB
noclieIHNE HAYMHAIOT Ipeobnanars. [Ipudyem Tem cunpHee, yeM Oesee 001IeCTBO OTKPBITO, YeEM
Oonee pa3BUTBI B HEM CpEICTBA KOMMYHHUKAIlMM, 4YeM Oojbliel uHbopMalueldn OHO
pacnoJjaraer.

WudopmanroHHbIe peCypehl SIBISIOTCS HCXOAHOW [UIS CO3IAHUS UHDOPpMauuOHHBIX
npodykmos. Ilocnennue sBISIOTCS PE3yIbTaTOM MHTEIICKTYAIbHON IS TEILHOCTH YeJI0BEKa U
pactpoCTPaHIOTCS C TOMOIIBIO YCITYT.

[TocpeacTBoM MHGOPMALIMOHHBIX YCIYT OCYIIECTBIISIETCS MOJIYY€HHUE U IPEOCTaBIICHHUE B
pacrnopsbKeHHe MoJIb30BaTeNsi HH(POPMAIIMOHHBIX MPOIYKTOB.

KOpuandeckoit 0CHOBOM 3TOH omepanuu JOHKEH ObITh T0TOBOP MEXAY JBYMsI CTOPOHAMU
- IOCTaBIIMKOM U MOTpeOUTENEM, 2 HCTOUHUKOM MH(GOPMALIMOHHBIX YCIYT - #a3sl dannvix. OHU
MOTYT CYIIECTBOBaTh B KOMIBIOTEPHOM U HEKOMITBIOTEPHOM BapHaHTaX, B BHUJC
oubmmorpadguuecknx W HeOMOMMOrpadUUecKUX B3aMMOCBS3aHHBIX JTAHHBIX, OCHOBAHHBIX Ha
O0MIMX MpaBUIaX OMMCAHUS, XPAaHEHUSI M MAHUITYJTUPOBAHUS TaHHBIMHU.

Ecmu nH(bOpManmoHHbIe pecypehl, MPOAYKTHI M YCIYTH, MPEICTABISAIOT HEHHOCTH IS
OPEIMETHOW JIeSTeNbHOCTH, TO OHHU SBJISIIOTCA TOBapOM, 3a MHCKIIOYEHHUEM CIIy4yaes,
HPEIYyCMOTPEHHBIX 3aKOHO1AaTEIbCTBOM PO.

WNudopmanus kak BCAKUN TOBap, UMes MOTPEOMTENbCKYI0 CTOMMOCTb, 00JaJaeT psioM
0COOEHHOCTEH, OTIMYAIOUINX €€ OT TOBAPOB, HANpUMEp, MPOAYKTOB NMUTAHMS, KOTOpbIE HPU
noTpeOIIeHNH, KaK U3BECTHO, MCUE3al0T.

K yucny ocobennocreii nudopmanny Kak ToBapa cienyeT OTHECTH:

- HeMCYepnaeMocTh - 10 Mepe Pa3BUTHsI OOIIeCTBa M POCTa MOTPEOJICHUS €€ 3armachkl He
yOBIBAIOT, a pacTyT;

- COXPaHsSIeMOCTh- NIPH HCIOJH30BAHUU HE MCYE3AET M AK€ MOXET YBEIMYMBATHCS 32
cueT TpaHchopMaIiy MoJTy4YeHHbBIX COOOICHUH;

- HeCaMOCTOAITEIbHOCTD - TIPOSIBIIIET CBOIO "IBIKYILYIO CHITY" TOJIBKO B COETUHEHUH C
JPYTUMH pecypcaMu (Tpya, TEXHUKA, ChIpbE, SHEPTHs).

Crenyrommm BaXHEWIIMM CBOWCTBOM HH(OpPMAaLMU, KaK TOBapa, SBISETCS €€ lieHa,
dopmupyromascss Ha pPBIHKE TOJ BO3JCHCTBHEM, B OCHOBHOM, CIpOCa M IPEIIOKEHUSI.
Hanpumep, nena na mporpammy "1C-Ilpeanpusarue" dopmupyercs, HUCXOAs U3 3arpaT Ha
pa3paboTKy ATOro HHPOPMAIMOHHOTO MPOAYKTA, €T0 KaYeCcTBa, a TAKXKe 0KUIAEMOTO CIIpoca Ha
Hero. [Ipennokenrne 3TOro ToBapa MoOXKeT ObITh oOecrieueHO 0e3 KaKuX-ITr00 OrpaHHYCHHUNA B
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HY>KHOM KOJIMYECTBE AK3EMILIAPOB B OTIMYHE OT TOBAPHO-MATEPHAIBHBIX PECYPCOB, KOTOPHIE,
KaK M3BECTHO, CO BPEMEHEM HCTOIIAIOTCA.

Ecnmu wmupopmanus mpencTaBisieT LEHHOCTh JUIsi OpPraHU3alldd, TO HEOOXOIUMO ITY
LIEHHOCTh HE TOJBKO HUCIOJIb30BaTh, HO U 3aLUILATh.

[lena nndopmanuu B IpeAIpUHUMATENBCKON IEATEIBHOCTH MOXKET Tak)Ke OMPEeIesaThCs,
KaK BeIMYMHA yliep0a, KOTOPbIi MOXKET ObITh HaHEceH (hupMe B pe3ybTaTe HUCIOJIb30BAHUS
KOMMepYecKkoi HHpOpManuu KOHKypeHTaMu. Mim HaoGopoT mpuObumm (J10X011a), KOTOPBIU
MOJKET OBITh TIOJy4YeH (UPMOI B pe3yabTaTe UCIOIB30BaHUS KOMMEPUYECKOW HH(POpMAIK TIPU
MPUHITHA YIIPABICHUYSCKUX PEIICHHH.

Nudopmanus MOKET UCTIOIB30BaTHCS B OpPraHU3aIlUU, €CIIA YIOBJICTBOPSIET CIIEIYIOIIHM
TpeOOBaHUSIM:  KOHQUACHIHUATBHOCTh,  IIIOCTHOCTh,  ONEPATUBHOCTh  HCIIOJIb30BAHUS
(IOCTYIMHOCTB) U JJOCTOBEPHOCTb.

Nudopmaiivs MOKET COCTaBIATh KOMMEPUYECKYIO TallHy, €CIIM OHA OTBEYAET CIICAYIOIIUM
TpeOOBaHUAM (KPUTEPHUH MPABOBOM OXPaHBbI):

* K Heil HeT cBOOOJHOrO JA0CTYIa Ha 3aKOHHOM OCHOBaHUU;

* obOnagarens HHGOPMAIIMU IPUHUMAET MEPBI K OXpaHe ee KOH(DUIECHIINATIbHOCTH.

K koMmMepueckoii TaifHe He MOKET OBITh OTHECEHa HH(pOpMAIIHS:

" cojepKAIIAsCs B YUPSAUTEIHHBIX TOKYMEHTAX;

" coaepkamascs B JOKYMEHTaX, NAIOMUX ITPaBO 3aHUMATHCS TMPEAIPUHAMATEIHCKON
JESTEIIbHOCTBIO (PErHCTPAIIMOHHBIC YIOCTOBEPEHUS, JINIICH3UU H T.]11.)

" coaepxkamiascs B TOJOBBIX  OTuYeTax, Oyxranrepckux OamaHcax, (opmax
rOCY/IapCTBEHHBIX CTATUCTUYECKUX HAOMIOJIEHUH, ayJUTOPCKUX 3aKIIIOUEHUH, a TAK)Ke B HHBIX,
CBSI3aHHBIX C UCUHCIICHUEM U YIIATOM HAJOIOB;

= cojepKallas CBEJCHHs 00 OMIaunBaeMOU NeSTEIHHOCTH TOCYAAPCTBEHHBIX CIYKaINX;

" cojepKAIIasCs B TOJOBBIX OTYeTaX (JOHIOB 00 HCITOIB30BAaHUH UMYIIIECTBA;

" CBsI3aHHAS C COOJIO/IGHUEM DKOJIOTUYECKOTO M aHTHMOHOIOJIBHOTO 3aKOHO/IATEIbCTRA,
obecrieueHreM O€30IMaCHBIX YCIOBHH TpyJa, peain3alueld NMPOAYKIHUU, TPUYHHSIONICH Bpe
3I0pPOBBIO HACEIICHUS;

" 0 JEATENbHOCTH ONAaroTBOPUTENBHBIX OPTaHU3AlUA U HEKOMMEPUYECKHX OpraHu3allui,
HE CBSI3aHHBIX C MPEANPUHUMATENBCKON AeSITENFHOCTHIO;

" 0 HaJIMYMH CBOOOJHBIX pabOYUX MECT;

" 0 peaJH3aluu roCyIapCTBEHHON MPOrpaMMbl PUBATU3AIINY;

" O JIMKBUJAIHWH IOPUIHUECKOTO JINIIA;

" IS KOTOPOH ONpEIeICHB OTPpaHWYCHHS 0 YCTAHOBJICHHIO pPEXHMa KOMMEpPUYECKOH
TalHBI B COOTBETCTBUHU C (helepabHBIMH 3aKOHAMHU W MPHUHATBIMH B IENIAX WX peaTu3aIiiuu
MOJI3AKOHHBIMH aKTaMH.

OCHOBHBIMH CYOBEKTaMH TIIpaBa Ha KOMMEPYECKYIO TaWHYy SBISIFOTCS OOJIaaTeln
KOMMEPUYECKOH TaiHbI, UX MPaBOMPEEMHUKH.

OObnagarenu KOMMEpPYECKOW TalHBI - (u3mueckne (HE3aBHUCHMO OT TPaXkKIAaHCTBA) H
opuanuecKkue (KOMMEpYecKHe ¥ HEKOMMEPYECKHE OpraHu3allid) JWIa, 3aHUMAarolfecs
MPEeIPUHIMATEILCKON JeITeTbHOCTEI0 U MMEIOIINE MOHOIOJILHOE TPaBO Ha HHQOPMAIIHIO,
COCTaBJISIONTYIO JUUISI HUX KOMMEPUYECKYIO TalHY.

[TpaBonpeeMHUKN - (DU3UYECKHE W IOPHIWYCCKUE JIMIA, KOTOPBIM B CHIy CIy)K€OHOTO
TIOJIOXKEHUS, 110 JIOTOBOPY WIJIM HAa WHOM 3aKOHHOM OCHOBAaHHH (B TOM YHCIIE 10 HACIEJICTBY)
u3BecTHa HHGOpPMaIUs, COCTABISAIONIAasi KOMMEPUYECKYIO TallHy JIPYTroro JHIia.
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Ilepeuens cBenenuii, orHocsimuxcss kK KT um HOcAmMIl peKOMEHIATENbHBIM XapakTep,
MOYET OBITh CTPYNIHPOBAH MO TeMaTHUYECKOMY NMpuHUUNY. CBeleHus, BKIIOYEHHBIC B JAHHBIH
nepedyeHb, MoryT ObITh KT TOmpKko € y4eTroM 0COOEHHOCTEH KOHKPETHOTO MpEaIpUsTHS
(opranu3zanun).

1. Csegenuss 0 GUHAHCOBOW HeATEJBbHOCTH — MPHUOBLIb, KPEAUTHI, TOBAPOOOOPOT;
(¢buHaHCOBBIE OTYETHl U MPOTHO3BL, KOMMEPYECKHE 3aMbICIbl; (OHJ 3apaOOTHOM IIIATHI;
CTOUMOCTH OCHOBHBIX U OOOPOTHBIX CPEJCTB; KPEAUTHBIE YCIOBHS IJIaTeXa; 0aHKOBCKHE CUETa,
IUIAHOBBIE U OTUETHBIE KAJIbKYJIALNH.

2. Wudopmanusi o pbIHKe - [EHBI, CKHUIKH, YCIOBHs JOTOBOPOB, CHEIH(UKAIUs
OPOAYKINH, 00BEM, UCTOPHS, TEHJCHIIUU MIPOU3BOJICTBA U MPOTHO3 /I KOHKPETHOTO MPOAYKTa;
pBIHOYHAs IIOJIMTUKA W IUIAHUPOBAHME; MAPKETUHI M CTpaTerus LEH; OTHOLIEHUS C
noTpedUuTeNeM M pemyTalus; YUCIEHHOCTh W Pa3MEIICHHs TOPrOBBIX areHTOB; KaHabl U
METO/IbI COBITA; TOMUTHKA COBITA; MPOTrpaMMa PeKIIaMbl.

3. CBegeHusi 0 NPOU3BOACTBE NPOAYKIHMU - CBEICHUS O TEXHUYECKOM YpOBHE,
TEXHUKO-PKOHOMHMUYECKUX  XapaKTEpPUCTUKAX pa3padaTblBa€MbIX HW3JEIHH; CBEACHUA O
IUTAHUPYEMBIX CpOKaxX CO3JaHUs pa3padaTbhlBa€MbIX HW3JETHM; CBEACHUS O MPUMEHSEMBIX U
NEPCIIEKTUBHBIX TEXHOJIOTUAX, TEXHOJIOTMYECKUX IIpoleccax, IMpHeMax U 00O0pyJOBaHMH;
CBEICHUSI O MOIU(UKAIMK ¥ MOJICPHU3ALUUU pPAaHEE HW3BECTHBIX TEXHOJOTHM, IPOLECCOB,
000py/I0BaHUsT; TPOU3BOJCTBEHHBIC MOITHOCTH; COCTOSHUE OCHOBHBIX W OOOpPOTHBIX (DOHIOB;
opraHu3anusl IPOU3BOJACTBA; pPA3MEUICHUE MU pasMep MPOU3BOJACTBEHHBIX IIOMEIICHUM H
CKJIQJIOB; TMEPCIEeKTHBHBbIC IUIAHBI PA3BUTHUS IPOU3BOJICTBA; TEXHMUYECKUE CHEIH(PUKAIUU
CYILIECTBYIOIIEH U MEPCIEeKTUBHON MPOAYKIIMU; CXEMbl M YEPTEKU HOBBIX pa3pabOTOK; OLIEHKA
KadecTBa U 3OPEKTUBHOCTH.

4. CaeneHMsi 0 HAYYHbIX Pa3paloTKax - HOBbIE TEXHOJIOTMYECKHE METO]Ibl, HOBBIE
TEXHUUYECKHE, TEXHOJIOTUYECKUE U (PU3NUECKHE TPUHIIUIIBL;

nporpammbl HMP; HOBBIE alrOpUTMBI; OPUTHHAIIBHBIE IIPOIPAMMBI.

5. CBeneHusi 0 MaTepHAIbHO-TEXHHYECKOM oO0ecle4YeHMH - CBEJIEHUS O COCTaBe
TOPrOBBIX KIIMEHTOB, IMPEACTaBUTENEH M MOCPEIHHKOB; MOTPEOHOCTH B ChIphE, MaTepuasax,
KOMIUIEKTYIOIIUX y3JaX M JIeTalsfX, HCTOYHUKU YJOBJIETBOPEHHUS OSTHUX MOTPEeOHOCTEH;
TPAHCHOPTHBIE U YHEPreTHUECKUE MOTPEOHOCTH.

6. CBeleHHs 0 MepcoHaJIe NPeANPUATHSA - YUCIEHHOCTh NIEPCOHANA MPEIIPUATHS;
OIIpEeEIICHUE JINL, IPUHUMAIOLINX PEIIEHUS.

7. CBeleHHs1 0 IPUHIMIIAX YIPABJICHHUS NPeANPHUATHEM - CBEJICHUS O IPUMEHIEMBIX U
MEPCIIEKTUBHBIX METOAX YIIPAaBJICHUS TPOU3BOJICTBOM;

CBeZIeHUs 0. (paKTax BEJECHUS MEPEroBOPOB, MPEIMETax U IEJIeH COBEIAHNN U 3aCeTaHui

OpraHOB YIIPABJIEHUS; CBEJICHUS O IUIAHAX MPEIIPUATHS N0 PACIIMPEHUIO MPOU3BOJICTBA;
YCIIOBUS IPOJAKU U CIIUAHUSA QUPM.

8. IIpoune cBexeHMs - BaKHBIE AJIEMEHTHI CUCTEMBI 0€30MaCHOCTH, KOJOB U MPOLEAYp
J0CTyTa, IPUHIMIIBI OPTaHU3ALMHN 3aLIUThl KOMMEPUYECKOW TalHBI.

baHkoBckas TaiiHa - 3amuiaeMbple OaHKAMU M WHBIMH KPEAUTHBIMH OPTaHU3AIMSIMH
CBe/IeHUS 0 OAHKOBCKHMX OINEpalysaX MO CYeTaM M CAEJIKaM B MHTEpecax KIMEHTOB, CUeTax U

BKJIagax CBOHUX KIIMCHTOB U KOppeCHOH)IeHTOB, a TakKXeE€ CBCACHHUSI O KIHMCHTaxXx WU
KOppeCHOHHeHTaX, pa3rnameHI/Ie KOTOpBIX MOXET HapyHII/ITB npaBo IIOCJIICTHUX Ha
HerI/IKOCHOBeHHOCTI) qaCTHOfI JKN3HU.

K ocHOBHBIM 00BbeKTaM OAHKOBCKOW TallHBI OTHOCSITCS CJICAYIOIINE:
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1.TaifHa OaHKOBCKOT'O cYeTa - CBEACHHsS O CUYeTaxX KIHUEHTOB U KOPPECIOHAECHTOB H
JEHCTBUSX C HUMU B KPEIUTHOM OpraHU3aLNY;

2.Taiina omnepauuii 1Mo OaHKOBCKOMY CYETY - CBEIEHUS O MPUHATHUM U 3a4UCIICHUU
IOCTYNAIONIMX Ha CYET KIMEHTa JCHEXKHBIX CPEICTB, O BBIIOJHEHHU €ro PAaCHOpsLKEHUH 10
HEPEYHCIICHUIO U BbIaY€e COOTBETCTBYIOIIUX CYMM CO CUETa;

3.TaiiHa 6aHKOBCKOI'O BKJIaJIa - CBeJIeHUs 000 BCEX BHMJAaX BKJIAJOB KIMEHTA B KPEIAUTHOU
OpraHu3aluHm.

4. Taiilia 4aCTHOH >KU3HU KJIMEHTA.

CayxeOHast TaifHa - 3alMIaeMasi 110 3aKOHY KOH(HUAeHIMaTbHast HHPOpPMAILKs, CTaBIIas
U3BECTHON B TOCYJApCTBEHHBIX OpraHax M OpraHax MECTHOI'O CaMOYIPABJIEHUS TOJBKO Ha

3aKOHHBIX OCHOBAaHUSX U B CHITYy UCIIOJIHEHUS, UX HPEACTAaBUTEISIMHU CITYKEOHBIX 0053aHHOCTEH,
a Takke ciyxeOHas uHPoOpMalus O ACSATENLHOCTH TOCYJApPCTBEHHBIX OpPraHoOB, AOCTYI K
KOTOpO# orpaHuyeH (eaepaibHbIM 3aKOHOM HIIM B CHITY CITY>KeOHOH He0OXOIMMOCTH.

CnyxebHast TaiiHa sBISE€TCS BHJIOM KOHQUACHLIMAIbHOW HH(OpPMALMU, W TPaBO Ha
CIy’)keOHYI0 TallHy BBICTYNAaeT CaMOCTOSITENbHBIM OOBEKTOM mpaBa. [[is ocyiiecTBieHUs ee
MIPaBOBOM OXpaHBl M 3alIUTHl HEOOX0auM crenuaibHbii DenepanbHbiii 3ak0H «O Clly)keOHOM
TaHE».

Nudopmanuss MOXKET CUUTATHCS CIY)KEOHOW TaWHOW, €CIM OHA OTBEUYAST CIICAYIOIIUM
TpeOOBaHUSAM (KPUTEPHUSAM OXPAHOCTIOCOOHOCTH MPaBa):

v' oTHeceHa (enepalbHBIM 3aKOHOM K CIIy)KeOHOH HWH(MOpPMAIMH O JESTEIBHOCTH
rOCY/IapCTBEHHBIX OPTaHOB, JOCTYI K KOTOPOH OrpaHUYEH MO 3aKOHY WM B CHIIYy CIIY>KEOHOM
Heo0XoauMoCTH (COOCTBEHHAsI clyKeOHasl TaiiHa);

v\ ABIIAETCS OXPaHOCIOCOOHOM KOH(MUICHIIMATBHON HHpOpManuen ("ayxoil TaiHON'")
apyroro nuna (KoMMepueckas TaiiHa, OaHKOBCKas TaiiHa, TalilHa YacTHOW >KHU3HH,
npodeccuoHanbpHas TaiiHa);

[IpodeccuonanpHas TaliHa - 3amMiaeMas MO 3aKOHY WH(opmanus, TOBEpeHHas WIH
CTaBIllasi W3BECTHOW JMIY (JEp>KATEI0) MCKIIOYUTEIHHO B CHIy HCIIOJIHEHHS UM CBOHMX

npodeccCuOHANBHBIX 00A3aHHOCTEH, HE CBSI3aHHBIX C TOCYAApCTBEHHON WJIM MYHHUIIMNAIbHOU
CIIy’K00H, pacpocTpaHeHHe KOTOPOW MOXET HAaHECTH YIiepod MpaBaM M 3aKOHHBIM MHTEpecam
Jpyroro nuua (J0BepUTes), JOBEPUBIIETO 3TH CBEACHUS, U HE SBJISAIOIIASACS rOCyIapCTBEHHOM
UM KOMMEPYECKOM TaliHOM.

Wudopmanus MOXKeT cuuTaThes NpPO(EecCHOHANIBHOW TalHOM, eciau OHa OTBevaer
CJIEIYIONIUM TPEOOBAHUSAM (KPUTEPHUSIM OXPAHOCTIOCOOHOCTH MPaBa):

-JIOBEpEHa WJIM CTaja W3BECTHAa JIMIy JIMIIb B CHJIY HCIOJHEHHS KM CBOMX
npoeccuoHaNbHBIX 00S3aHHOCTEH;

- 3ampeT Ha PacIpOCTPaHEHHWE OBEPEHHOW WJIM CTaBIIEH W3BECTHOW WHQOpMaIuu,
KOTOpOE€ MOXXET HaHeCcTH yilepO MmpaBaM M 3aKOHHBIM HMHTEpEcaM JOBEpPUTEINsl, YCTaHOBJIEH
(benepaabHBIM 3aKOHOM;

- uHQoOpMaIUuss HE OTHOCUTCS K CBEJIEHHSIM, COCTAaBIISIONMM TOCYIAapPCTBEHHYIO U
KOMMEPUECKYIO TailHYy.

B coorBeTcTBUM € 3TUMH KPUTEPUSIMH MOXKHO BBLACIHUTH CIEAyIOIIUE OOBEKTHI
poQeCCUOHATEHON TalHBI:

1. BpaueGHas TaiiHa

2. TaiiHa cBs3M.

3. HorapuanbHas TaiiHa.

4. AnBoxkarckas TaifHa.
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5. TaiiHa ycbIHOBIIEHUS.

6. TaitHa cTpaxoBaHUsL.

IlepcoHajbHbIE TaHHbIE

1) IlepconanpHble naHHBIC — JTK00as WHGOPMALWS, OTHOCIIIASACS K (U3MICCKOMY JIUILY

(cyOBEKTY TEpCOHANBHBIX JaHHBIX), B TOM YHCJE ero (amuius, UMs, OTYECTBO, T'OJl, MECHII,
Jata W MECTO POXJICHUsS, aJpec, CEMEHHOE, COIMalbHOE, HMYIIECTBEHHOE IOJIOXKCHHUE,
oOpa3oBanue, mpodeccus, T0X0Ibl, Apyras HHHOPMAIIHS;

2) Omepatop — rocyJIapCTBEHHBI OpraH, MYHUIIMIIAIBHBIN OpraH, FOPHINYECKOE WU
du3MYeCKOe JIHMII0, OPraHW3yINWE W (MIU) OCYIIECTBISIONINE 00paboTKy NepCOHAIBHBIX
JAHHBIX, a TAKXKE OMPEICIAIONINE IEeTN U coiep kanne 00paboTKU EPCOHABHBIX JTaHHBIX.

B cnydasx, mpemycmorpeHHbIX @DenepalibHBIM 3aKOHOM, 00paboTKa MepCoOHaTbHBIX
JAHHBIX OCYHIECTBIISICTCS TOJIBKO C COTJIacHs B NMUCBMEHHOH (opme cyOBeKTa MepCcOHaIbHBIX
naHHbIX. [luchMEHHOE coryacue CcyObeKTa MEPCOHAJIBHBIX JAHHBIX Ha OOpabOTKY CBOMX
NIEPCOHABHBIX JaHHBIX TOJDKHO BKJIFOYATh B CEOS:

1) ®amwuiauio, HuMs, OTYECTBO, aapec CyObEKTa TEPCOHANBHBIX JaHHBIX, HOMEp
OCHOBHOT'O JIOKYMEHTA, YJAOCTOBEPSIOIIETO €ro JITYHOCTh, CBEACHHUS O JIaTe BBIAAYM YKa3aHHOTO
JOKYMCHTA U BbIJJABLICM €0 OpraHe;

2) HaummenoBanue ((pamuiusi, HUMs, OTYECTBO) M ajpec OIepaTopa, MOJyYaroIero
coriacue CyObeKTa epCOHAIBHBIX JaHHBIX;

3) Llenb 06pabOTKH NEPCOHANBHBIX JTaHHBIX;

4) TlepeueHb NMepCOHATBHBIX JaHHBIX, HA 00pPaOOTKY KOTOPBIX Aa€TCs COrllache CyOBheKTa
NIEPCOHAJIBHBIX JaHHBIX;

5) TlepeycHb OCHCTBHIA C MEPCOHATBHBIMU JIAHHBIMH, HA COBEPIICHUE KOTOPBIX IACTCS
coryiacue, o0Iee OMHUCAaHNE HCIONB3YEMBIX OMEPaTOpOM crocoOoM 00pabOTKU MepCOHATbHBIX
JAHHBIX;

6) Cpok, B TeYeHHE KOTOPOTo JACHCTBYET COTJIache, a TAKXKE MOPSIIOK €ro 0TKasa.

KounTtpoJbHbie Bonpocsl 1o teme 1

HazoBute ocobeHHOCTH COBpEMEHHOT0 MH(POPMAITMOHHOTO OOIIECTRA.

Kakue snemeHThl nH(pOpMalMOHHON HH(pacTpyKTypsl Bel 3HaeTe?

Uto nmoHuMaeTcs 1o yrpo3oi 6e30nacHoCTH HHGOpMAITHH?

Haiite onpeneneHre nHPOPMALMOHHON 0€30MaCHOCTH Ha IPEANPUSATHH.
HazoBure 00beKThl HH()OPMALIMOHHON O€30MMaCHOCTH Ha IPEIIPUSITHH.

Kakune obGecnieunBaromue noacuCTeMbl BKIIOYAET CUCTEMA 3aIUThl HHPOpMaLUu?
HazoBuTe 0c00EHHOCTH SKOHOMHYECKON HHPOPMAIIIH.

B yem oTnunuus noHATHI MHPOPMALMOHHBINA pecypc, MPOAYKT U yciyra?

Kak omnpenensiercst nena nH$popMaloHHOTO IPOayKTa?

0. Yo Takoe KOH(PUIEHINAIBHOCTD, IEIOCTHOCTH U IOCTYIHOCTh HH(pOpMaIMu?

11.  Kaxkas undopmanusi KOMIaHHUHM HE MOKET ObITh OTHECEHA K KOMMEpUeCKol TaiiHe?
12. Yo Takoe nepcoHaNbHbIe JaHHBIE?

BOoo~NoGR~WDNE

Tectbl k Teme Nel
1. UudopMannoHHas BOifHA — 3TO...
A. 3710CII0BHE B a/Ipec APYroro 4ejoBeKa;
b. uapopmanmonHoe mpoTuBOOOPCTBO C LEIbI0 HAHECEHUS yllepOa BaKHBIM CTPYKTypaM
IPOTHBHUKA, MOJPBIB €ro MOJUTHUYECKOW M COLMAJIbHON CHUCTEM, a TaKke JecTaOuiIn3aluu
o0111ecTBa U TOCyJapcTBa MPOTUBHUKA;
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B. akT npumeHeHuss HHOOPMAITHOHHOTO OPYKHUSL.

2. UndopmanuonHasi 6€e301aCHOCTD — ITO...

A. HEBO3MOXXHOCTh HAaHECEHHUS Bpela CBOMCTBaM O00BEeKTaM  0e30MacHOCTH,
oOycnaBiauBaeMbIM HHGOpMaKen U HHOOPMAITMOHHOW WHMPACTPYKTYPOH (3aIIUIEHHOCTh OT
yrpos);

b. npenoTBpalienue 351a HAHOCUMOTO T'OCYAAPCTBEHHBIM CTPYKTYpPaM;

B. npoBenenue npupoa00XpaHHbIX MEPOTIPUSATHIA.

3. K nonsituro nngopmanunonHoii 6esonacioctu HE orHocsiTes:

A. IpUpOI00XPaHHbIE MEPOIIPUATHS;

b. HanexxHoCTh pabOTHI KOMIIBIOTEPA;

B. coxpaHHOCTb LIEHHBIX JJaHHBIX.

4. K o0bexTam uHpopmManuoHHoi 6e3onacHoctu Ha npeanpusatuua HE orHocsTes:

A. nHbOpPMAIIMOHHBIE PECYPCHI;

b. cpencTBa BRIYMCIUTEIHHOM U OPraHU3AIIMOHHON TEXHUKHY;

B. Koncrurynus Poccun.

5. Obecnieyenue 0e3onacHoCTH HH(pOPMALNH — ITO...

A. 0IHOpPa30BOE MEPOIPHUATHUE;

b. xoMIIEKCHOE UCTIOIB30BAaHUE BCETO apceHalla UMEIOLIUXCS CPEJICTB 3alUThI;

B. pazpaboTka Kaxa0# ciry»00ii MIaHOBBIX MEp I10 3aIUTe WH(HOPMAIIHH.

6. JInnrsucruyeckoe odecrneyeHue HHPOPMaMOHHOM 0€30NIACHOCTH — 3TO?

A. peanuzanus 3amUThl HHPOPMAIUN CTPYKTYPHBIMH €AMHHUIIAMH, TAKMMH KakK: CIIy:k0a
0e30MacHOCTH, CIyk0a pexxuma u T.11.;

b. HOpMBI W periaMeHThl [AEATEeIbHOCTH OPraHoOB, CIYXO, CPEACTB, pEATU3YIOLIUX
(GyHKLIMY 3aIIUTHI THPOPMALUY;

B. CcOBOKyNMHOCTb cHElUaNbHBIX SA3BIKOBBIX CPEICTB OOIIEHMS CIELUAINCTOB U
noJib30Barenel B chepe 3amuThl HHPOpMALUHU.

7. Jpronomuyeckoe odecneyenue HHGOPMANUOHHON 0€30MACHOCTH — ITO?

A. aHTHBHUPYCHBIE IPOTPaAMMBI;

b. coBOKymHOCTH cpelcTB, oOecneunBarOUIMX yao0CTBa paboThl MOJb30BaTeieh
anmapaTHbIX CPEACTB 3allUThl HHPOPMALIUY;

B. KOMIUIEKC MaTeMaTHYECKUX METOMAOB, CBA3AHHBIX C OLICHKOM ONACHOCTH TEXHUYECKHX
CPEJICTB.

8.MndopmaunonHoe odbecnieueHue HH(PpOpMaMOHHOI O0e30MacHOCTH — 3TO?

A. COBOKYMHOCTb CHEIHMANbHBIX S3bIKOBBIX CPEACTB OOLICHHUS CIEUUAINCTOB U
noJib30Baresel B cepe 3ammThl HHPOpMAIHH;

b. anTHBUpYCHBIE IPOTPAMMBI;

B. 10KyMeHTUpOBaHHBIE CBEJIEHUS, JIE)KAIIHE B OCHOBE PELICHMS 33/1a4, 00ECTIeUnBAIOIINX
(YHKIIMOHUPOBAHUE CUCTEMBI.

9. Opranu3zanuoHHoe odecneyeHne HHPOPMANMOHHOI 0€301aCHOCTH — 3TO?

A. peanuzanus 3amuThl HHGOPMAIUK CTPYKTYPHBIMU €IUHHUIIAMHU, TAKUMH Kak: CITyxk0a
0€30I1acHOCTH, CITy>k0a pexuma u T.1.;

b. COBOKYIIHOCTB CpEJIICTB;

B. HopmatuBHble nokymeHTHI 110 Wb, TpeOoBaHte KOTOPBIX SIBISIFOTCS 00s3aTe€IbHBIMU B
pamkax cepsl JEHCTBUS KaXI0Tr0 HOapa3AeIeHusl.

10. K ocHoBHBIM yrpo3am nHdpopmanunonHoii 0ezonacuoctu HE oTHocsiTesi:

A. packpbITHe KOH(PHIEHINATBHOI HH(OpMAIHH;
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b. Hapymienre NpUHIMIIOB YKOHOMUYECKOW 0€30MacHOCTH;

B. otka3 ot oOciyxuBaHusl.

11. UndopmanuonHoe opy:xue — 310?

A. KOMIUJIEKC TEXHMYECKHUX CpPEICTB, METOJOB M TEXHOJOTHH, HalpaBiICHHBIX MPOTHB
YIPaBICHYECKUX CUCTEM;

b. HopmaTuBHO-TIpaBoBas 0a3a 1o HHPOPMAIMOHHON 0€30MaCHOCTH;

B. xomIuiekc MHIMBUYaTbHOTO U OOLIECTBEHHOT'O CO3HAHUSI.

12. IIpaBoBoe obecnieyenne MHGOPMALMOHHO 0€30IACHOCTH — ITO..?

A. HOpMaTuBHBIE JOKYMEHTHI 10 b, TpeGoBaHUs KOTOPBIX SBISIOTCS 00S3aTEIbHBIMH B
paMKax cqepsl AEUCTBUS KaKIOT0O MOAPA3IeTICHHS;

b. nokymMeHTHpOBaHHBIE CBEICHUS, JISKAIINE B OCHOBE PEUICHHUS 3a]1a4, 00ECTIEYHMBAIOIINX
(GYHKIIMOHUPOBAHUE CUCTEMBI;

B. mmpoxoe ucnonb30BaHue TEXHUYECKUX CPEACTB 3alUThI HH(OPMALIUH.

13.9xonomMunueckasi ungopmauus siBjiaseTcsi TOBapom?

A. na;

b. Her;

B. kxpome KOH(UICHINAIBHBIX CBEICHHIA.

14. K uncay ocodennocreit nngopmanun kak ropapa HE otHocsaTCs:

A. COXpaHSIEeMOCTb;

b. HECaMOCTOSTEILHOCTE;

B. camocTosTenbHOCTD.

15 .Mndopmanus MoKeT COCTABISATH KOMMEPYECKYIO TAlHY, eCJIu:

A. x Hell HeT cBOOOHOIO JOCTYIa HAa 3aKOHHOM OCHOBAaHUU;

b. copepxuTcs B yupeiUTENbHBIX TOKYMEHTAX;

B. conepxxurcs B Oyxrantepckom OajiaHcax.

16. He sIBASIIOTCA KOMMeEPYECKOii TAWHOM?

A. cBeneHus, coJep)kaulgecss B JOKYMEHTax, Jalollde TMpaBO  3aHUMAThCS
peIPUHUMATEIBCKON NeSTEIbHOCTBIO;

b. cBeneHus o HayuHBIX pa3paboTKax;

B. cBenenus o nepcoHaine npeanpusTus.

17. KonpuaeHuMaJIbHOCTh KOMNBIOTEPHOI HHpopManmeit — 3T0?

A. mpenoTBpalieHue NIPOHUKHOBEHUSI KOMITbIOTEPHBIX BUPYCOB B mamMsATh [I1DBM;

b. cBoiicTBO uH(poOpManuu OBITH W3BECTHOM TOJBKO JOMYIICHHBIM W TMPOIIEAIIAM
MIPOBEPKY (aBTOPU3AIIHIO) CYOBEKTaM CUCTEMBI;

B. 6e3omacHoe mporpaMMHOe 0OecTieUeHHE.

18. bankoBckas TaiiHa — 3T0..?

A. nadopmarnus 0 6aHKOBCKOM CUETE, BKJIAJE, ONepaIusix Mo CYeTy, O KJIMeHTax 0aHKa;

b. undopmanus o corpyaHukax OaHka;

B. undopmanus o pexxume paboTsl 6aHKa.

19. O0bexTamu npodeccuonaabHoii Taiinbl HE siBasiioTest:

A. TaiiHa CTpaxOBaHUs;

b. BpauebHas TaiiHa;

B. 6yxranrepckuii 6anaHc.
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Tema 2. [lonsiTue HHGOPMAIUMOHHBIX YIPO3 U UX BUIbI

1. UudopmannoHHbie yrpo3bl, UX BUIbI, TIPUYHHBIL.
2. KoMmmbroTepHbIe MPEeCTYIICHNS, UX BUJBI.

Hecmotpss Ha mnpeanpuHUMaeMble JOPOTOCTOSIIAE METOIbI, (YHKIIMOHUPOBAHHE
KOMIIBIOTEPHBIX HMH()OPMAIIMOHHBIX CHCTEM BBISBAJIO HAIW4YME CIIA0BIX MECT B 3allluTe
uH(popmanuu. Heu30eKHbIM CIIECTBUEM CTadd IOCTOSTHHO YBEIHYMBAIOIIUECS PACXOJbl U
yeunus Ha 3amuTty uHopmanmu. OJHAKO AJIE TOTO, YTOOBI MPUHATHIE MEphl OKa3alliCh
3 PeKTUBHBIMH, HEOOXOAMMO ONPEACIUTh, YTO TAKOE Yrpo3a Oe30MmacHOCTH HH(POPMAIIWH,
BBISIBUTH BO3MO>KHBIE KaHaJbl yTeUKU MHGOPMAIMU U MyTH HECAHKIIMOHUPOBAHHOTO JOCTYIIA K
3aIUIIAEMbIM JTaHHBIM.

[TomuepkHEM, YTO CaMO TOHSATHE «YIPO3a» B Pa3HBIX CHUTYAIUSIX 3a4acTyIO TPAKTyeTCs
M0-pa3HOMY. Hanpumep,  uisi  MOAYEPKHYTO  OTKPBITOH  OpraHu3aluyd  yrpo3
KOH(UICHIIMAILHOCTH MOXET TPOCTO HE CYIIECTBOBaTh - BcS HH(OpMAmus CYUTACTCS
obmenocrynuort (CMU); opHako B  OONBIIMHCTBE CIIy4aeB  HEJIETAIBHBIM  JOCTYI
MPEJICTaBISIeTCS CEPhe3HO OMmacHOCThIO. IHBIMU cll0BaMuU, yrpo3sl, Kak u Bce B Vb, 3aBucAT ot
MHTEPECOB CyOBEKTOB MH(GOPMAIIMOHHBIX OTHOIIEHUH (M OT TOTO, Kakoi yiiepO sBIseTcs IS
HUX HETIPUEMIIEMBIM).

Utak, peanusanust yrpo3 WHGOPMAlMOHHONW O€30MaCHOCTH 3aKJII0YaeTCs B HapYIICHHH
KOH(UICHIIMAILHOCTH, [EIOCTHOCTH M JOCTYITHOCTH HH(pOpMamuu. 3JI0YMBIIUICHHUK MOKET
O03HAKOMUTBCS C KOHPHUACHIUAThHOW uHMOpManueld, MomuduUIUpoBaTh €€, WIH Jaxe
VHHUYTOXUTh, & TAK)KE OrPAaHUYUTh WJIH OJOKHUPOBATH JOCTYI JICTAIBHOTO IIONH30BATENs K
uHpopmanuu. [Ipu 3TOM 3JIOyMBIIICHHUKOM MOXET OBITh KaK COTPYIHUK OpTraHU3alluH, TaK U
nocroponHee nuio. Ho, kpoMe 3TOro, MEHHOCTh MH(OPMALIMM MOKET YMEHBIIHUTHCS BBHUIY
CIIy4ailHbIX, HEYMBIIIEHHBIX OIIMOOK TMepcoHana, a Takke CIOpIPHU30B, HHOT/A
MPENOJHOCUMBIX CAMOU IPUPOIOM.

Knaccudukanus nHbOpMamOHHBIX YTPO3 MpECTaBICHbI HA pHC.2, 3.
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HNudopmManuoHHbIE YTPO3bI

Jlns rocynapcTBa

Jiis komnanuu
(FOpUANYECKOTO JINIIA)

Jns nuaHocTH
(pusmueckoro numa)

Nudopmarnmonnas
BOIHA

Nudopmanronnsie
MPOTUBOACUCTBUA

HNudopmannonnoe
opyXxue, Kubeparaku

Pasrnamenue

VYTeuka

HecankumonnpoBaHHbI
JIOCTYII

— Kubepcnexka

T OmuiaiiHOBOE

MOILIEHHUYECTBO
(momenbHBIE MUCHMA)

OuIuHT (pacKpbITUE

NEPCOHAJIbHBIX JaHHbIX:

JIOTMHa, I1apoJisi, HOMCpa

— Kubepumuonax ~
OaHKOBCKOM KapThl)

PacnpocTtpanenue

L danpmyBeEIe CANTHI

CEKPETHOH CI1y)KeOHOi

nHpOpMAITUN
(nHCalIOBCKOM
HHPOPMALTUH)

Puc.2. Tunsl nHGpopMALMOHHBIX YIPO3

HNudopmanuonHbie yrpo3sl no ¢gakropam
RORHUKHOREHUA

EcrecTBeHHbIe (paKkTOPBI Yenoseueckne pakTopbl

YMbllLIeHHBbIE
(mpexHaMepeHHbIE) YIPO3bl

HeymbinuieHHbIe
(cryuyaifHbI€) yrpo3bl

AKTUBHBIE yIPO3BI BuyTtpennue yrposbl

[TaccuBHBIE Yyrpo3bI Buemnue yrpo3sst

Puc.3. Knaccndpukannsa nHGOPMANMOHHBIX YIPo3 N0 (PAKTOPaM BO3HUKHOBEHUS

NudopmaninoHHbIe yTPO3bl MOTYT OBITH O0YCIOBIICHBI:

* ecTeCTBEHHBIMU (pakTOpamu (CTUXUiITHBIE OEICTBUS — TMOXap, HABOJHEHWE, ypara,
MOJIHUS U APYTUE MPUIHHBI);

* yenioBedeckuMu ¢akropamu. [locnennue, B CBOIO odepesib, MOAPA3ILSISIIOTCS Ha:

- YIpO3bl, HOCSIIUE CIYyYalHbI, HEYMBIIIUICHHBIN XapakKTep. DTO yrpo3bl, CBS3aHHBIE C
omuOKaMu MpoIecca MoAroTOBKH, 00pabOTKH U Tiepeaadn nHopMauu (HayqYHO-TeXHUYECKas,
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KOMMEpUeCKasi, BAIIOTHO-(Q)UHAHCOBAas OKYMEHTAllWs); C HEIEICHANPABICHHON «yTEeUKOM
YMOBY, 3HaHHA, HHPOpMAIH (HAIpUMeEp, B CBSI3U C MUTpAIlMell HACeICHHS, BBIC3IOM B JApyTue
CTpaHbl, JUIsI BOCCOEAMHEHUS C CEMbEH U T.1.) DTO YIpo3bl, CBSI3aHHbIE C OMIMOKaMHU Ipoliecca
MPOEKTUPOBAHUS, Pa3padOTKH U U3TOTOBJICHUS CUCTEM U MX KOMIIOHEHT (3[1aHusl, COOpPY>KEHUS,
MIOMEIIEHUS, KOMITBIOTEPBI, CPEJICTBA CBSI3H, ONIEPALMOHHBIE CUCTEMBI, ITpUKJIagHbIe p0 1 paMmMbl
U Jap.) ¢ omuOKkaMu B paboTe ammaparypbl H3-3a HEKaYeCTBEHHOI'O €€ M3TOTOBIICHUS; C
ommOKaMHu TIpolecca MOATOTOBKM W 00paboTkM HHpOpManuu (OMMOKH MPOrPaMMHUCTOB U
NOJIb30BaTENe M3-32 HEAOCTATOYHOW KBATH(HUKAIMM M HEKAYeCTBEHHOTO OOCIY)KHUBaHHS,
OIIMOKM OTEepaTOPOB MPHU MOATOTOBKE, BBOJEC M BBIBOJC JaHHBIX, KOPPEKTUPOBKE U 00pabOTKe
uHpOpMaLUN);

— yIpo3bl, 0OYCIIOBJICHHBIE yMBIILICHHBIMU, MPEIHAMEPEHHBIMHU JCUCTBUSIMU JOJCH.
OTO yrpo3sl, CBSI3aHHbIE C NEperayed, UCKaKEHUEM M YHUYTOKEHUEM HAY4HBIX OTKPBITUH,
M300peTeHNIl CEeKPEeTOB TPOU3BOACTBA, HOBBIX TEXHOJOTMA HO KOPBICTHBIM U JIPYTHUM
AHTUOOIIECTBEHHBIM MOTUBAM (JIOKYMEHTAIIUs, YEPTEKH, OMHUCAHUS OTKPBITUI U U300peTeHUI 1
Ipyrue MaTepuaibl); TOJCIYyIIMBAaHMEM U Tepefauell CIyXeOHbIX M JPYrHX Hay4dHO-
TEXHUYECKUX M KOMMEPYECKHUX Pa3rOBOPOB; C LIEJIEHAIIPABICHHON «yTEUYKOW yMOB», 3HAHMI
uHpopmanuu (HampuUMep, B CBSI3U C TMOJYYECHHUEM JPYroro TPaKJAaHCTBA IO KOPBICTHBIM
MOTHBaM). OJTO YIpO3bl, CBSI3aHHBIE C HECAHKIMOHUPOBAHHBIM JIOCTYIIOM K pecypcam
ABTOMATU3UPOBAHHOW HMH(POPMAIIMOHHON CHCTEMBbl (BHECEHHE TEXHUYECKMX H3MEHEHUM B
CpPEACTBA BBIUYHCIUTEIIBHON TEXHUKHM W CPEIACTBA CBS3M, MOAKIIOYEHHE K CpEACTBaM
BBIUMCIUTENFHON TEXHUKHM M KaHaJlaM CBS3HM, XUIIEHHWE HocuTeled uHdopmanuu: TUCKET,
OMHCAHUMN, PaCIeYaTokK u Jp.).

YMBILUIEHHBIE YTPO3BI MPECIeAYIOT 1eNib HaHeceHus yiiepoa monb3oBarensiM AWC u, B
CBOIO 0Yepe/lb, OIPA3IEIISAIOTCS HAa AKTUBHBIE U TTACCUBHBIE.

Ilaccusnvie  yepo3vi, Kak TPaBWIO, HANpPABIECHbl HAa HECAHKIUOHUPOBAHHOE
WCIIOJIb30BaHWE WH(POPMAIMOHHBIX PECypCcoOB, HE OKa3biBash NPH OSTOM BIUSHUSA Ha WX
¢yHknuonupoBanue. IlaccuBHOM yrpo3oil  sBisieTcd, HampuMmep, TMONBITKA IOJYyYEHHS
uH(opMaIuu, TUPKYIUPYIOIIEH B KaHANIaX CBSI3H, IIOCPEACTBOM MX MPOCIYIIIMBAHUS.

AxmueHnvle  yepo3vl ~ UMEIOT  LENbI0  HApYyIIEHHWE  HOPMAJbHOIO  Ipolecca
(GYHKIIMOHUPOBAHUS CUCTEMBI TIOCPEICTBOM IIeJICHANIPABIEHHOTO BO3/ICHCTBHUS Ha allapaTHEIE,
nporpaMMHble U WH(OpMannOHHBIE pecypchl. K akTUBHBIM yrpo3am OTHOCSTCS, HampHuMep,
pa3pyllieHne WIK PaUO3IEKTPOHHOE NMOJAABICHUE JUHUM CBSI3U, BBIBOJ U3 cTpos [I9BM unu ee
OTIEPAIIMOHHON CHUCTEMBI, HCKa)K€HHE CBeIeHWW B 0a3ax HJaHHBIX JMOO B CHCTEMHOU
uHpopmanuu U T.1. VICTOUHHKaMU aKTHUBHBIX YTPO3 MOTYT OBITh HETIOCPEJCTBEHHBIE JICHCTBUS
3JIOYMBIIIUIEHHUKOB, TPOTPAMMHBIE BUPYCHI U T.II.

VYMBIIUIEHHBIE YTPO3bl TMOAPA3NAEISIOTCA HA 6HYMpPEHHUe, BO3HUKAIOIINE BHYTPH
YIIPABISIEMON OPTaHU3ALNHN, U BHEUIHUE.

BayTpenHue yrpo3sl yamie BCEro ONPEACISIIOTCS COLMAIbHONW HANpPSHKEHHOCTBIO U
TSKEIBIM MOPAJIbHBIM KIIMMAaTOM.

Breminne yrpo3bl MOTYyT ONpeAensTbCsl 3JI0HAMEPEHHBIMHU JIEUCTBUSIMU KOHKYPEHTOB,
HSKOHOMHUYECKUMHU YCIOBUSMHU U JIPYTHUMH MPUYUHAMH (HAPUMEDP, CTUXUHUHBIMU O€JICTBUSIMH).
[To naHHBIM 3apyOEKHBIX UCTOYHHKOB, MOJYUMI HIMPOKOE PACIPOCTPAHEHUE NPOMbIULIEHHbI
WNUOHAadC - HTO HAHOCSIIME YyIIepO BIAIENbIly KOMMEPYECKON TaiHBI, HE3aKOHHBIH cOOp,
IIPUCBOCHUE W IIepelada CBEJICHHUW, COCTAaBJISAIOIIMX KOMMEPYECKYH TalHy, JIMIIOM, HeE
YIOJIHOMOYEHHBIM Ha 3TO €€ BJIaJEIbLEM.

K ocHOBHBIM yrpo3am 6€30MacHOCTH OTHOCSIT:
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packpbITHe KOH(PUICHINATBHON HH(OpMAIIHIH;

KOMIIpOMETAIHs UH(OpMAIIUH;
HECAHKIIMOHUPOBAHHOE UCIIOIb30BaHUE HH(OPMAIIMOHHBIX PECYPCOB;

OIIHMO0YHOE UCITOJIb30BaHNE PECYPCOB; HCC&HKHHOHHpOBaHHHﬁ oOMeH

nHpopMmanuei;

0TKa3 oT HH(pOpPMaLIUU;
0TKa3 0T 00CITyKHUBaHUSI.
CpencTBamu peanusanuu Yrpo3bl packpbimus KOHOUOEHYUATbHOU UHGDOpMAYUU MOTYT
OBITh HECAHKIIMOHUPOBAHHBIN NOCTYH K 0a3aM JaHHBIX, MPOCTYIIMBAHUE KaHAIOB W T.I. B
JTF000M Citydae mojrydeHue MHPOPMALUH, SBISIOIIEHCS JOCTOSHUEM HEKOTOPOTo JIMIA (TPYIIIbI
JIUIT), 9YTO TPUBOANT K YMECHBIIICHHUIO U Ja)Ke NOTEePE IIEHHOCTH HH()OPMAIIHH.
Peanuzanus yrpos sBiseTCS CIEICTBUEM OJHOTO M3 CIEAYIOUIUX JEUCTBUN U COOBITHI:
pasriaiienusi KOHQUISHIIMAIbHONH HMH(pOpPMAIUK, YTeUKH KOH(UIeHMaIbHON HHpopMauu u
HECaHKIITMOHMPOBAHHBIN NOCTYN K 3amtuinaemoi uHbopmanuu (106). Ilpu pasriamenud wid

YTCYKEC IIPOUCXOAUT HAPYHICHUC KOH(l)I/II[eHI_II/IaJ'IBHOCTI/I HHQ)OpMaHI/II/I C OI'PpaHUYCHHBIM

noctynom (puc. 4).

Ymeuxa

Heticteus u coOpITHsA, HapyLarIue HHPOPMALHOHHYIO 0€30MACHOCTE

Pasrnamenue YTeuka HecankunonnposaHHbIii
JOCTYTI

Vuvninennsie wi
HEOCMOpoACHbie Cellcmeus
COMPYOHUKO8, NpUBeOULle
K osnaxomieno ¢ KIH
HeOoonyuge HHbIX Jly

Berpaxaercs B

— COOOLIEHHH,

— mepeaaue;

— MPeIOCTABICHHH,

— MCPECHIIKE;

— ONMYOIHKOBAHHH,
—yTepe

H uHbIX Cioco0ax
Peanuzyercs no kaHanam
pacnpocrpanenns 1 CMHU

beckoumponshsiit gvixoo KIH
3a npedensl opaanusayuL
U Kpyea iy, Komopeim
ona buiia dogepena

Bo3moxkHa M0 KaHATIAM:

- BI/I3}'aﬂbH0-0ﬂTH‘IeCKﬂ.\‘IZ

— AKYCTHUCCKHM;

— JNCKTPOMATHHUTHBIM;

— MATCPHAJIbHO-BCIICCTBCHHBIM

IIpomugonpasnoe npednamepernoe
osnakomienie ¢ KH nedonyuerinoix

Juy. [Iapmuem{e yeaocmuocmu u

docnyna K 3auyuiaemoil
uHpopmayuu

Peanusyercs crnocodamu:
— COTPYIHHYECTBO,

— CKJIOHCHHE K
COTPYIHHUCCTBY,

— BBIBCIBIBAHHC,

- HO,LICJ)"LLIHBHHHE;

— HabmoncHHE;

— XUUICHHC,

— KOIIHPOBAHHE,

— MOJIICIIKA;

— VHHUTOKEHHE,

— MOJKTFOUCHHE,

— MEPEXBAT;

— HETJIACHOE 03HAKOMIICHHE,
— (potorpapupoBaHue;

— cOOp W AHATHTHYECKAA
oOpaboTka

Puc. 4. JleiictBus ¥ coObITHSI, HAPYIIAKOIIHe HHPOPMALIHOHHYIO 0€30IACHOCTH

KOHGQUOeHYUATbHOU

ungopmayuu

3TO  OECKOHTPOJBHBIN

BBIXOJI

KOHpuIeHIMaabHOH uHpopManuu 3a nperensl VMC uam kpyra JMi, KOTOPbIM OHa Oblia
JIOBepeHa Mo Ciyx0e WM cTajlla M3BeCTHa B Ipolecce paboThl. JTa yTeuka MOXKET ObITh

CIJIE[ICTBUEM:

pasriameHus KoH(GUIeHIINaTbHON HHGOPMAIIIH;
yxoJ1a “H(QOpPMAITHH 10 Pa3IMYHbIM, TJIABHBIM 00pa30M TEXHHUYECKUM, KaHAJIaM;
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. HECaHKIIMOHMPOBAHHOTO  JOCTynma K  KOH(MUISHIHMAIBLHON  HH(pOpMAIUH
Pa3IMYHBIME CIIOCOOAMHU.

Pasenawenue ungpopmayuu ee BnanenbleM WM 00JanaTeNieM €CTh YMBIIUICHHBIC WIIH
HEOCTOPOXKHBIC JICHCTBHSI JOJDKHOCTHBIX JIMII M II0JIb30BaTeliel, KOTOPhIM COOTBETCTBYIOIIHE
CBEJICHUS B YCTAHOBJICHHOM TOPS/IKE OBLTH JOBEPEHBI MO CIYXKOe WM 110 paboTe, MPUBEAIINE K
03HAKOMJICHHUIO C HUM JIUI], HE JIOMYIIEHHBIX K STUM CBEJICHUSIM.

Bo3MmokHa 6eckommponvhas ymeuka KOH@OUOEHYUANbHOU UH@OpMayuyu 1O BU3YAIbHO-
ONTHYECKUM, aKyCTHYECKUM, JIEKTPOMATHUTHBIM U IPYTUM KaHAJIaM.

[To ¢u3nyeckoit mpupoae BO3MOXKHBI CIACTYIOIIUE CPENICTBA ITEPEeHOCca HHPOPMALIUK:

. CBeToBbIE TyuH.

. 3BYKOBBIE BOJIHBI.

. DNEeKTPOMarHUTHHIE BOJHBI.
. Matepuarbsl U BelIecTBa.

ITon kananom yredku MH(OpManuu OyneM NOHMMaTh (U3UYECKUN MYTh OT UCTOYHHUKA
KOH(pUIeHIIMAIbHON MH(OPMAIMM K 3JIOYMBIIIJIEHHUKY, 10 KOTOPOMY BO3MOJKHAa yTE€UKa WIIU
HECaHKIIMOHUPOBAHHOE MOJyYEeHHE OXpaHsIEeMbIX cBeeHuH. [{1s1 BO3HUKHOBEHUs (0Opa3oBaHus,
YCTAQHOBJICHHSI) KaHaIa yTeYKH MH(POpMAIUi HEOOXOAMMbI ONpe/eNICHHbIE MPOCTPAHCTBEHHEBIE,
DHEPreTUYECKHE M BPEMEHHBIE YCIIOBMS, 4 TAKXKE COOTBETCTBYIOIIHME CPEACTBA BOCHPHUATUSA U
¢dukcanuy HHPOPMALIUU HAa CTOPOHE 3JI0YMBIIIJICHHHKA.

[IpuMeHUTENHPHO K TPAaKTUKE C Y4eToM (DHU3MUYECKOW NpUPOABI O00pa30BaHMS KaHAIBI
yTE€UYKU UH()OpMAIIMK MOKHO Pa3/IeiIUTh Ha CIEIYIOLUE IPYTIIbL:

. BU3YaJIbHO-ONITUYECKUE;
. aKyCTHYeCKUe (BKJIIOYasi U aKyCTUKO-TIpeoOpa3oBaTebHbIE);

. 3JIEKTPOMArHUTHBIE (BKIIIOYasi MATHUTHBIE U AJIEKTPUUECKUE);

. MaTepuaibHO-BellecTBeHHbIe  (Oymara,  (OoTO,  MarHUTHbIE  HOCUTEINH,

MIPOU3BOJICTBEHHBIE OTXO/IBI PA3JIMYHOTO BHUJIA - TBEP/IbIC, )KHUJIKUE, Ta3000pa3HbIE).

K ¢akropam yreuku MoryT, HaripuMep, OTHOCUTBCS:

. HEJIOCTATOYHOE 3HAaHWE pa0OTHUKAMHM  TPEANPUSITHS  MPABHI  3aIIUTHI
uH(bOpMallMM ¥ HENMOHMMaHWE (UM HEJOMOHUMAaHHe) HEOOXOAMMOCTH WX TIIATEIBHOTO
COOJIIOICHHS;

. UCIONIb30BaHWE HE  AaTTeCTOBAHHBIX TEXHUYECKHX CpPeICTB  00paboTKu
KOH(HIeHIIMATbHOI HH(pOpMaLNH;

. cl1a0blii KOHTPOJIb 3a COOMIOJCHUEM MPaBUI 3alUThl HHPOPMAIIUU IPAaBOBBIMH,
OpTaHU3AIMOHHBIMU U WHKEHEPHO-TEXHUISCKUMU MEpPaMH.

Hecankuuonupoanusiid nocryn (HC/)

Oro Haumbosee paclpoCTpaHEHHbIH BHJ HHMOPMALMOHHBIX YIpO3 3aKIIOYaeTcs B
MOJIYYCHUH TIOJIb30BATEIEM JIOCTylma K OOBEKTY, Ha KOTOPHIH y HETO HET pa3pelieHus B
COOTBETCTBUM C MPHUHSITON B OpraHU3alliy MOIUTUKON Oe3omacHocTH. OOBIYHO caMasi TiIaBHAas
npobiieMa OmpeAeNnuTh, KTO U K KaKUM Ha0opaM JaHHBIX JOJKEH UMETh JOCTYI, a KTO HeT.
Jpyrumu cioBamMu, HEOOXOUMO OTPEIEIUTh TEPMUH «HECAHKIIMOHUPOBAHHBIW.

ITo xapaxrepy, BoznerictBust HCJ siBisieTCss akTUBHBIM BO3JIEHCTBHEM, HCIOJIb3YIOIINM
ommOku cuctembl. HCJ[ oOpammaercss 0OBIYHO HEMOCPEJACTBEHHO K TpedyemMoMmy Habopy
JAHHBIX, OO BO3JEHCTBYeT Ha WH(OOPMAIMIO O CAHKIMOHWPOBAHHOM JIOCTYNE C IEJIBIO
neranuzanuu HCJ[. HCJ] moxet ObITh ToIBEpsKeH 10001 00bekT cuctembl. HC/] MmoxeT OBITH
OCYIIECTBJIEH KaK CTaHAApTHBIMHM, TaK MU CIEHUAIbHO pa3pabOTaHHBIMU MPOTPAMMHBIMHU
CpeICTBAMU K O0BEKTaM.
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Ecth 1 A0CTAaTOYHO NPUMUTUBHBIC MTYTH HCCAHKIUOHUPOBAHHOTO JOCTYIIA:

. XUIICHUE HOCUTENeH NH()OPMAILIUU U TOKYMEHTAIBLHBIX OTXOJIOB;
. MHHIMATUBHOE COTPYAHUYECTBO;

. CKJIOHEHHUE K COTPYAHUYECTBY CO CTOPOHBI B3JIOMIIMKA;

. BBIIIBITHIBAHHUE,

. MOJICTYIINBAHHUE;

. HaOJII0JICHUE U APYTUE ITYTH.

JIroObie crmocoObl  yTeUKHM KOH(HUACHIMAIbHOH WHGOpPMAMM MOTYT TPUBECTH K
3HAYUTEIBHOMY MAaTE€pHaJbHOMY U MOpaJbHOMY ymIepOy Kak [Uis OpraHu3aluu, TI7Ie
¢ynkunonupyet UC, Tak u U1 ee 1moyib30BaTeneil.

MenemkepaM clieyeT MOMHHUTBH, YTO JIOBOJBHO OOJbINAs YacTh NPUYMH M YCIIOBHH,
CO3JAIONINX HPEANOCHUIKH W BO3MOXXHOCTh HEIPAaBOMEPHOTO OBIIAJCHHUS KOH(HICHINAIBHOM
uH(poOpManyeil, BOSHUKAECT M3-32 JIIEMEHTApHBIX HEJOPa0OTOK PYKOBOAMTENICH OpraHU3aluil U
UX COTPYAHUKOB. Hanmpumep, K mpuyrHAM U yCIOBUSM, CO3/AIOMINM MPEATIOCHUIKH ISl YTEUKH
KOMMEPYECKUX CEKPETOB, MOTYT OTHOCHUTBCS:

. HEJOCTAaTOYHOE  3HAaHME  pPAaO0OTHUKAMHM  OpPraHU3alyd{d  [PaBWJI  3allUTHI
KOHQHICHIIMATBHONH HMH(POpPMAIMM ¥ HEMOHMMaHHE HEOOXOIMMOCTH WX TINATEIHHOTO
COOJIIOICHMS,

° HCIIOJIB30BAHUC HEC ATTCCTOBAHHBIX TCXHUYCCKUX CpeI[CTB O6pa6OTKI/I

KOH(HICHIIMATBHOI HH(OpMAIHH;

. cnaOblii KOHTPOJIb 32 COOJIOEHHEM MPaBWJI 3alIUTHl WH(OPMALUH TIPABOBBIMH
OpraHU3alMOHHBIMH U HH)XEHEPHO- TEXHUUECKHUMHU MEPaMH U JIp.

Pasrnamenne W  yredka TOPUBOJUT K  HEMPAaBOMEPHOMY  O3HAKOMIICHHIO  C
KOHpUIeHIIMAaIbHONH HH(pOpManMell NpH MUHUMAIbHBIX 3aTparaXx YCWIMH CO CTOPOHBI
3JMIOYMBIIICHHUKA.  DTOMY  CIIOCOOCTBYIOT ~ HEKOTOphlE  HE  JIy4llHe  JINYHOCTHO-
npodeCCHOHATILHBIE XapPAKTEPUCTUKN U JCHUCTBHUS COTPYIHUKOB (DMPMBI, MPEICTABICHHBIC Ha
puc.5.

CoTpyaHuK (HPMBI < 3M0YMBILIICHHHK

v v v v

Co3HaTeNnbHbIE Hcmoms30BaHue Hcnonp3oBanue 3mocTHO-
JeHCTBHA oOMaHa 0COOCHHOCTCH OIIHOOYHBIE
XapakTepa JEHCTBHA
I
HunnmatueHOE
COTPYIHHYECTBO
Cnaboe 3Hanue
DHKTHBHBIH BOITIMBOCTE TpeGoBaHuii 1o
B xauecTBE MECTH npHeM Ha padoTy obecneuenuro b
|
32 BO3HATPAKIACHHC |
ObMaHHBIE Crpemnenne 310cTHOS
,E[EI"’[CTBI/[}] npH MOKA3aTh ceds HCBBIMMOJHCHHC
) N NOJTYYCHHH Oonee TpedoBanuii o
Toa yrposoit HH(popMaLHH KOMITCTCHTHBIM obecnieuenuo Hb
LIAHTAXKA

Puc. 5. JInunocTtHo-nipodecCHOHAIbHBbIE XAaPAKTEPUCTUKHU U 1eHCTBUSA

COTPYAHHMKOB, CIIOCOOCTBYIOLIME PeaTU3aAlUM YITPo3 HHPOPMALMOHHOH 0e301aCHOCTH
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OOunkeHHbIEe COTPYAHUKH, Jake ObIBIIME, 3HAKOMBI C TOPSJIKAMH B OpPraHU3aLUN U
CHOCOOHBI HaHECTH HeMmanblid ymiep6. Heobxomumo crneauts 3a TeM, YTOOBI NMPH YBOJIBHEHUU
COTPYAHHUKA €ro MpaBa AOCTyNa (JIOrMYeCKOro M (pu3n4eckoro) K HH(GOPMAIIMOHHBIM pecypcam
AQHHYJIHPOBAINCH. THIIBI U CyOBEKTH MHPOPMAIIMOHHBIX YTPO3 MPEICTaBICHBI B Ta0. 1.

Taoauna 1
Tunel 1 cy0beKTHI YTpo3
Tun yrpos Omnepatop Pykosoaurtens | Ilporpammucr | Unxkenep Moab3oBatesnn | KonkypeHT
(TeXHHUK)
1. | 3meHeHHE KOOB +
2. | KonupoBanue + +
(hatitoB
3. | YHuuroxeHnue + + + + +
(hattroB
4. | Ilpucsoenue + + +
MporpaMm
5. | lnuonax + + + +
6. | YcraHoBka + +
MOACITYIIUBaHUS
7. | Caborax + + + +
8. | [Iponaxa naHHBIX + + + +
9. | BoposcTtBO + + + +

W naxe eciau COTpYyIHHUK HE SIBJISETCS 3JIOYMBIIUIEHHUKOM, OH MOJKET OIIMOaThbcs He
HaMEPEHHO BCIIE/ICTBUE YCTAJIOCTH, O0JIE3HEHHOTO COCTOSIHUSA U TIP.

Ouwubounoe ucnonrv3o8anue UHGOPMaYUOHHBIX pecypcos, OYAyUH CaHKIIMOHUPOBAHHBIM,
TEM HE MEHEE, MOXKET IPUBECTU K Pa3pyLICHUIO, PACKPBITHIO MM KOMIIPOMETALMM YKa3aHHBIX
pecypcoB. JlaHHas yrposa, dyamie BCEro, SBJISETCS CIEACTBHEM OIIMOOK B IPOrpaMMHOM
obecneuennn AUC.

YHHUTOXKEeHHe KOMNbIOTepHOH HMHopManmuM - 3T0 cTUpaHue ee B namsatu OBM,
ylaneHue ¢ (u3MYecKMX HOCHUTeNed, a TakkKe HECAaHKIMOHUPOBAaHHbIE W3MEHEHHUs
COCTaBIJIAIOLIMX €€ JIaHHBIX, KapIUHAJbHO MEHSIOUIME COjAep)KaHue (Hampumep, BBEJCHHE
J0XHOM MH(pOpMalum, 1odaBieHue, U3MEHEHHe, yaaneHue 3anuceit). OJHOBpeMEHHBIN EpeBO
UHpOpPMALMK Ha JPYroil MalIMHHBIN HOCHTENb HE CUMTAETCS B KOHTEKCTE YTOJIOBHOI'O 3aKOHA
YHUUYTOKEHUEM KOMIIbIOTEPHOW HH(OpPMAIMK JIMIIL B TOM CJy4yae, €clid B PE3yJibTaTe ITHX
JNEHCTBUI OCTYN NpPaBOMEPHBIX IOJIb30BAaTENeH K MHQOpMAIMM HE OKa3ajics CYIIECTBEHHO
3aTPYAHEH MO0 UCKITFOYEH.

Nmeromasics 'y  HOJAb30BaTeNlss  BO3MOXKHOCTh ~ BOCCTAHOBHTH  YHHUYTOKCHHYIO
UHPOPMALIMIO C TOMOIIBIO CPEACTB IMPOrPAaMMHOI0 OOECHEeYeHHs WM MOJYYUTh JaHHYIO
UH(OPMALIHIO OT APYroro MOJIb30BaTENs He 0CBOOOKIaeT BUHOBHOT'O OT OTBETCTBEHHOCTH.

YHuuToXKeHHeM HH(oOpManMu He sABIsSETCS IepeuMeHoBaHue (ailna, rae oHa
COJICPXKHTCS, a TaKXkKe caMo Mo cebe aBTOMaTHuYecKoe "BBITECHEHHE" CTapbIX BepcHil (haitioB
MIOCJIETHUMH 10 BPEMEHHU.

BrokupoBanue KOMNbIOTEPHOH HMHGOPMALUM - 3TO HCKYCCTBEHHOE 3aTPyJAHEHHUE
JOCTyMa Tojb30BaTeNell K KOMIbIOTEpHOH MH(GOpPMaIuU, HE CBSI3aHHOE C €€ YHUYTOKCHHEM.
Hpyrumu cioBamu, 3TO coBeplieHHEe ¢ HH(opmanuend IeicTBHM, pe3yabTaTOM KOTOPBIX
ABJISIETCS. HEBO3MOXXHOCTH IIOJIy4E€HUs WJIM HCIIOJIb30BAHME €€ 110 HA3HAYCHHUIO IIPU IIOJTHOU

COXPaHHOCTH caMoi HH(POPMALIUH.
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Komnpomeranuss nHpopManum, Kak MpPaBWIO, PEaTU3yeTCsi MOCPEICTBOM BHECEHHS
HCCAHKIITMOHUPOBAHHBIX U3MEHEHUN B 63.31)1 JaHHBIX, B PE3YyJIbTAaTC YCro ¢cC HOTpe6I/ITCJIL
BBIHYXICH JII/I6O OTKa3aTbCad OT HEC, 100 npeanpuHuMaTb JOIOJJHUTCIIbHBIC YCUIIUA IJId
BBISIBJICHUSI M3MEHEHHI M BOCCTAHOBJICHHWS MCTUHHBIX CBeleHUMIl. B ciydae ucmnonb3oBaHUs
CKOMIIPOMETHUPOBAHHOM HHGpOpMAIIMK MOTPEOUTENh IMOJBEPraeTcs OMAaCHOCTU MPUHSATHS
HEBEPHBIX PEIICHUN CO BCEMHU BBITEKAIOIIMMHU MTOCIIEICTBUSIMHU.

OTtka3 oT mH(pOpMaluu, B YaCTHOCTH, HENPU3HAHUE TPaH3aKIMHU (omepanuud B OaHKE)
COCTOUT B HENPU3HAHUM IOJyyaTeJeM WM OTIpaBUTENIeM HMH(OpMaIK (HaKTOB €€ MOIydeHHs
WM OTIPAaBKU. B yCIIOBUAX MapKETUHIOBOM JEATENBHOCTH ITO, B YACTHOCTH, I103BOJIAET OJHOU
U3 CTOPOH pacTopraTh 3aKIIOYCHHBbIC (PUHAHCOBBIC COTJAIICHUS "TEXHUYECKHM' IIyTeM,
q)OpMaJIBHO HE OTKa3bIBadACh OT HHUX W HAHOCA TEM CaMbIM BTOpOI>'I CTOPOHC 3HAYUTEILHBIN

yiepo.

Moaudpukanusi KOMIbIOTEPHOH HH(POPMAUMH - 1TO BHECEHHE B HEE JIFOOBIX
M3MEHEHUH, KpOMe CBSA3aHHBIX C ajanTanuei mnporpammbl it OBM wnm 0a3bl JaHHBIX.
Apantanus nporpammbl st OBM  unmm 6a3pl  TaHHBIX - «3TO BHECEHHE HM3MEHEHHIA,

OCYILECTBIIIEMBIX UCKIIOUUTENIBHO B LeNAX oOecrieyeHus (PyHKIMOHUPOBAHUS MPOTPaMMbl s
OBM wnnm 0a3bl NaHHBIX HAa KOHKPETHBIX TEXHHUYECKHUX CPEICTBAX IMOJB30BATENs WM TOJ
yIpaBJIE€HUEM KOHKPETHBIX Iporpamm mojb3oBareis» (4. 1 cr. 1 3akona P® ot 23 ceHts0ps
1992 roga "O npaBoBOii 0OXpaHEe IPOrpamMM JJis IEKTPOHHBIX BBIUMCIUTENbHBIX MalllMH U 0a3
naHHbIX"). IpyruMu cioBaMu 3TO O3HA4aeT WU3MEHEHME €€ COJIEp)KaHus 110 CPAaBHEHUIO C TOMU
uHpopManueil, KoTopas MEepBOHAYAIbHO (O COBEPLICHMs MAesHUs) ObUla B pacloOpsKEHUU
COOCTBEHHUKA WJIM 3aKOHHOTO I10JIb30BaTEJI.

KonupoBanue KoMNbIOTepHOH HWHMOPMALMM - H3TOTOBICHUE M  YCTOMYMBOE
3areyarieHue BTOPOTO U TOCIEOYIOUIMX 53K3eMIUIIpOB 0aszbl JMaHHBIX, (ailioB B 000
MaTepuaibHOU opMe, a TaKKe X 3aIUCh HAa MAIIMHHBIN HOCUTENh, B TaMsiTh DBM.

Omkaz 6 obcayxcusanuu  TIPEACTaBIs€T CcOO0OW  BecbMa  CYIIECTBEHHYIO U
pacrpoCTpaHEHHYIO yrpo3y, MCTOYHMKOM Kotopoil siBisiercs cama AMC. TlomoOHBIM oTKa3
0COOEHHO OIACeH B CUTYaIUsX, KOT/Ia 3a/Iep’KKa C MPEeI0CTaBIEHUEM PECYPCOB ADOHEHTY MOKET
IPUBECTH K TSKENBIM JJISl HETO IOCIENCTBUAM. Tak, OTCYTCTBHE Yy IOJIB30BATENS JAaHHBIX,
HEOOXOIUMBIX Ui MPUHATUS peIleHUs,, B TEUEHUE MEepHuo/ia, KOrjaa 3TO pelIeHHE elle MOKET
ObITh 3()()EKTUBHO PEATM30BAHO, MOXKET CTaTh MPUUMHOM €Tr0 HEPAIMOHAIBHBIX 1eHCTBUH.

Hwxe nepeuncnsrorcs HanOosiee pacrpoCTpaHEHHbIE TEXHUYECKHE YIPO3bl U IPUYKHBL, B
pe3ynbTare KOTOPBIX OHU PeaTu3yroTCs:

. HECaHKLMOHUPOBAHHBIA JOCTYN K MH()OPMAILIMOHHOW CHCTEME - MPOUCXOIUT B
pe3yJbTaTe MOoTy4YeHHs HeJleradbHbIM MOJIb30BaTeNeM JIOCTya K MHPOPMAIIMOHHON CHCTEME;

. pacKpbITUE JAaHHBIX - HACTylnaeT B pe3ylbTare IOJyYeHUs JocTyna K
uH(pOpMallUM WM €€ YTEHHUsS] 4YeJIOBEKOM M BO3MOXKHOIO DACKPBITHS UM UHGOpMaluu
CJIy4aifHBIM MJIM HAMEPEHHBIM 00pa3oMm;

. HECAHKIIMOHMPOBAHHAS MOJIU(UKAIUA TaHHBIX W IPOrpaMM - BO3MOXKHA B
pe3yibTare MOAW(DUKALUY, YIAICHUS WM pa3pyLICHHs] YeOBEKOM JIaHHBIX U MPOTrPaMMHOIO
o0ecreyeHns JTOKaIbHBIX BEIYMCIUTEIbHBIX CETEH CIlydyaifHbIM MM HAMEPEHHBIM 00pa3oMm;

. packpbiTue Tpaduka JOKaJbHBIX BBIUMCIUTEIBHBIX CETeH - TMPOU30UIET B
pe3ynbTaTe JoCTyna K HHPOpPMAIUU WM €€ YTEHUs YeJIOBEKOM M BO3MOXKHOIO €€ pa3riallieHus
CIIy4ailHBIM WJIM HaMepeHHbIM O00pa3oM Torjaa, Korja HHQopMalus mepesaeTcs uepes
JIOKAQJIBHBIC BBIYMCIIUTENBHBIE CETH;
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. moIMeHa TpaduKa JTOKAIBHBIX BBIYUCIUTENBHBIX CETEH - 3TO €ro UCIOIL30BaHUE
JeradbHBIM CIOCOOOM, KOTJa TOSBISIOTCS COOOIEHHUS, MMEIOIIME Takoi B, OyATO OHU
MOCJIAaHBI 3AKOHHBIM 3asBJICHHBIM OTIIPABUTENIEM, & Ha CAMOM JIeJIe 3TO HE TaK;

. HEepabOTOCIIOCOOHOCTh JIOKAJIBHBIX BBIYUCIHTEIBHBIX CETEH - 3TO CJCICTBUE
OCYIIIECTBJICHUS YIPO3, KOTOPBIC HE MO3BOJISIOT PECYpcaM JIOKAJIbHBIX BBIYMCIUTEIIBHBIX CeTei
OBITH CBOCBPEMEHHO JIOCTYITHBIMHU.

CriocoObI BO3JICHCTBUS YIpo3 HAa HHPOPMAIIMOHHBIC 00BEKTHI MOPA3ACIIAIOTCS Ha!

. MH(POPMAILMOHHEIE;

. IIPOrpaMMHO-MAaTEMaTUYECKHE;

. ¢dusnueckue;

. panuO03IEKTPOHHBIE;

. OpraHU3alIOHHO-TIPaBOBBIE.

K nnpopmannoHHbM criocobamM OTHOCSATCSL:

. HapylleHHe aJpecHOCTH U CBOEBPEMEHHOCTH HWH(POPMALMOHHOTO OOMEHa,
IPOTHBO3aKOHHBII cOOp U UCMONIb30BaHUE HH(OPMALINH;

. HECAHKIIMOHMPOBAHHBIN 10CTYN K HH(OPMAIIMOHHBIM pecypcam;

. MaHHITYJIUpoBaHKe WHpopManued (ae3smH(opManusi, COKpPHITHE WM CXKAaThe
uH(popManun);

. HapyIIeHHE TEXHOJIOTHH 00paboTKH HHpOpMAILIHK.

[IporpaMMHO-MaTeMaTH4ECKUE CIIOCOOBI BKIIIOYAIOT:

® BHCAPCHUEC KOMIIBIOTCPHBIX BUPYCOB;
® YCTAaHOBKA NPOI'PaAMMHBIX U alllIapaTHBIX 3aKJIaIHbIX YCTpOﬁCTB;
® YHUYTOKCHHUC nin MOI[I/I(i)I/IKaI_II/IIO JaHHBIX B ABTOMATHU3HWPOBAHHBIX

WH(OPMAIMOHHBIX CUCTEMAX.
Ddusnueckie crroco0bl BKIFOYAIOT:

. YHUUTOKEHHUE WIN pa3pyllieHne CpeICTB 00pabOTKH HHPOPMAIIH U CBS3H;

. YHUUTOXKEHHUE, pa3pylIeHUEe WU XUIICHHE MAIIMHHBIX WM JIPYTHMX HOCHUTEIEH
uH(pOopMaLnu;

. XMIIEHUE  TPOrpaMMHBIX  WJIM  allapaTHBIX  KIYEHW U CPEACTB

KpunTorpadguueckoil 3amuTel HHGOpPMAIIHH;

. BO3/ICCTBUE HA MEPCOHAI,

. nepexsar, Aemn(poBKa U HaBA3bIBAHUE JIOKHOW MH(POPMAIIMK B CETSIX Mepeaadn
JTAHHBIX W JIUHUSIX CBSI3U;

. BO3JICHCTBUE HA MAPOIBbHO-KIIFOYEBBIE CUCTEMBI;

. pPaavOl3JIEKTPOHHOE TOAABIECHUE JIMHUM CBSI3M W CHUCTEM  YIIPaBIICHUS.
PannosnekTpoHHBIMU CITIOCOOAMU SIBIISTFOTCSI:

. nepexBaT HHGOPMAITUU B TEXHHYECKUX KaHATaX €€ BO3MOXKHOM yTEeUKH,

. BHEJPEHUE AJICKTPOHHBIX YCTPONCTB TepexBaTa HMHPOPMAIUU B TEXHUYECKUE

CpeZCTBa U MOMEIEHHUS;

. nepexsar, AemnppoBKa U HaBsI3bIBAHUE JIOKHOW MH(OPMAIIMU B CETAX Mepeadu
JAHHBIX U JIMHUSAX CBS3H,

. BO3/ICHICTBUE HA TTAPOIHHO-KITFOUEBbIC CHCTEMBI;

. pPamMOdJIEKTPOHHOE TOJABJICHHWE JIMHUA CBS3M W CHCTEM  yIIPaBJICHUS.
Opranu3anroOHHO-TIPAaBOBBIE CIIOCOOBI BKITFOYAOT:

. HEBBITNIOJIHCHHE TPEOOBAaHWH 3aKOHOJATENbCTBA O 33/EPXKKE B IPUHITUH
HEOO0XOIMMBIX HOPMaTHBHO-TIPABOBHIX MOJIOXKEHUN B HH(POPMAITMOHHOHU cdepe;
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. HEIIPAaBOMEPHOE OrPAaHMYEHHE JIOCTYIA K JOKYMEHTaM, COJEpKallUM BaXKHYIO
JUIS TPaKJaH U OpraHu3alii nHPOpPMaLHUIO.

CyTb mOoOOHBIX YIpO3 CBOJMUTCSA, KaK MPAaBHJIO, K HAHECEHUIO TOTO WJIM MHOTO yiiepOa
HPEANPUATHIO.

IIposiBieHus: BO3MOXKHOIO yiiep0a MOTr'yT ObITh CAMBIMH PA3JIMYHBIMHU:

. MOpabHBIA U MaTepHANIbHBIN yIIepo e10BOil penyTaluy opraHu3alum;

. MOpPaJIbHBINA, (U3UYECKUHA WM  MaTepPHAIbHBIA  yiiepO, CBSA3aHHBIA C
pasrialieHueM MePCOHANTBHBIX TAHHBIX OTACIBHBIX JIHII,

. MaTepuaidbHbli  (PUHAHCOBBIM) ymepd OT  pasMialleHus — 3aluIaeMOi
(xoH(pUAEHIIMATBHON ) HHDOpMaIHH;

. MaTepuaibHbId ((DUHAHCOBBIN) yImiepd OT HEOOXOAMMOCTH BOCCTAHOBIICHUS
HapYIICHHBIX 3allUIIaeMbIX HH()OPMAIIMOHHBIX PECYPCOB;

. MaTepuaibHbIi yiepO (moTepu) OT HEBO3MOXKHOCTHU BBITIOJTHEHHS B3ATHIX Ha ce0s
0053aTeNbCTB NIEpe]] TPEThEH CTOPOHOI;

. MOpalbHBIA W MaTepUaNbHBIA yIIepd OT Je30praHu3amud B paboTe BCEro
MPEITPUITHSL.

HenocpencrBenHblidi Bpel, OT pealli30BaHHOW Yrpo3bl, HA3bIBAECTCS BO3JCHCTBUEM
YTPO3BI.

VYTpo3bl, HCXOAAIIME OT OKpYXKAloIIed cpenbl, BechbMa pPa3HOOOpa3Hbl. B mepByro
ouepenb CIEAyeT BBLICIUTh HApyIICHHE WHPPACTPYKTYpbl - aBapuu dSJICKTPONUTAHHS,
BPEMEHHOE OTCYTCTBHE CBSI3HU, IIepedou ¢ BOJAOCHAOXKEHUEM, TPaKIaHCKHE OCCIOPSAKU U T. II.
Ha nonto orus, BOApl M aHAJOTMYHBIX "BparoB", cpeau KOTOPBIX CaMblii ONACHBIA - HU3KOE
KauecTBO  DJIIEKTpomHTaHus, mnpuxomutcs 13%  moTepb, KOTOpble OOBIYHO  HECYT
UH(POPMALIMOHHbIE CUCTEMBI.

Baemrnue cyObeKTbl MOTYT OBITh CIIy4alHBIMHU WJIM IPETHAMEPEHHBIMU U UMETh

pa3HbIi ypoBeHb KBanupukanuu. K HuM oTHOCSTCS:

. KpUMHUHAIBHEIE CTPYKTYPHI,

° MOTCHIUHUAJIBHBIC IPECTYITHUKU U XaAKCPhI;

. HEe100pOCOBECTHBIE TAPTHEPHI;

. TEXHUYECKUH NIEPCOHAII TOCTABIUKOB yCIIYT;

. MPEJCTaBUTENIN HAJI30PHBIX OpraHU3aluii 1 aBapuiHBIX CITykO;

. IIPEICTAaBUTENH CUIIOBBIX CTPYKTYP.

Bnyrtpennue CyOBEKTHI, KaK IIPaBUJIO, MPEACTABIISIOT coboii

BBICOKOKBJIM(UIIMPOBAHHBIX ~ CHEUAINCTOB B 00JacTHM pa3paboOTKM M SKCITyaTaluu
IIPOrpaMMHOT0 00O€ecledeHHs] U TEXHUYECKHX CPEACTB, 3HAKOMBI CO CHEHM(PHUKON perraeMbIxX
3aJa4, CTPYKTYPOH U OCHOBHBIMHU (DYHKIUSMHU U IPUHLIKIIAMU pabOThI IPOrpaMMHOAINapaTHIX
CPEJCTB 3allUThl HH(OPMALIUU, UMEIOT BO3MOKHOCTh UCIOJIb30BaHUS IITATHOTO 000PYI0BaHUS
Y TEXHUYECKUX CPeNCTB ceTH. K HUM OTHOCATCS:

. OCHOBHOM MepcoHall (10JIb30BaTeNH, IPOrpaMMHUCTBI, pa3paboTUNKN);
. MIPEJICTaBUTEINN CITY>KOBI 3aIUTHI HHPOPMALIUY;

. BCIIOMOTATeNbHBIN TiepcoHal (YOOPIIUKHY, OXpaHa);

. TEXHUUYECKUH nepcoHan (’ku3HeoOecneueHne, SKCIuTyaTalus).

TexHUYEeCKUE CpeCTBA, SIBISIONUECS HCTOYHHKAMH ITOTESHITHATBHBIX YTPO3
0e30macHOCTH HH(POPMAIIHH, TAK)KE MOTYT OBITh BHEIITHUMHU:
. Cpe/CcTBa CBSI3H;
. CETH WHXEHEPHBIX KOMMYHHUKAIHH (BOJOCHAOKEHUS, KAHATU3AIIHH);
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. TPaHCIOPT.

IIpu B3auMOJEHCTBUM HMHTErPUPOBAHHON WH(POPMALMOHHON CHUCTEMBI YIIPaBIICHUS
npeanpusitaeM ¢ Internet ocHoBHbIE yrpo3sl 1t HHOOPMAITMOHHON 0€30MaCHOCTH OpraHU3alun
IIPEJICTaBIISIOT:

. HECaHKLMOHUPOBAaHHbIEC BHEIIHUE BO3/eHUCTBUA U3 Internetna nundopmanroHnyo
CUCTEeMY JJIs OJTyueHUs JOCTYIa K ee pecypcaM U (WIn) HapylIeHus: ee paboToCIoCOOHOCTH;
. OTKa3bl  ammapatHOro W IPOrpaMMHOrO  OOECHEYeHHs]  IOJACHCTEMBI

B3aUMOJICHCTBUA (HapylieHHe paboThl KaHAIOB CBs3W ¢ Internet, TenekoMMyHUKAIIMOHHOTO
000py10BaHUs JTOKAJIbHOW BBIYMCIUTENIBHOM CETH, MEKCETEBBIX IKPAHOB);

. HEIpEeIHAMEPEHHbIE JIEUCTBUSA COTPYAHUKOB OpraHu3allid, HIPUBOJAIINE K
HEIPOU3BOJUTENBHBIM 3aTpaTaM BPEMEHHU U PECYPCOB, pa3rlallieHUE CBEIECHUI OrpaHUYEHHOTO
nojab30BaHusA  yepe3  Internetwin  HapymeHuro  paboOTOCIOCOOHOCTH — HOJCHCTEMBI
B3aUMOJICHCTBUS UHTETPUPOBAHHON MH(OPMAIIMOHHON CHCTEMBbl YIPaBJICHUS NPEANPUATHEM C
Internet;

. IIPEIHAMEPEHHbIE JIEMCTBUSA COTPYAHMKOB OpraHU3allMH, NPUBOIAIINAE K
pasriameHuio CBEJCHUH OrpaHWYEeHHOro I0JIb30BaHMs uepe3 Internet, a Taixke HapylieHHe
paboTOCIOCOOHOCTH TMOJICUCTEMBI B3aUMOJICHCTBHS MH(POPMALIMOHHOW cCUCTeMBI ¢ Internetumu
K€ HEJJOCTYITHOCTh MPEIOCTaBIsIeMbIX YCIyT uepe3 Internet;

. HEeNpeJIHaMEPEHHbIE JAEUCTBUS JIML, OCYLIECTBIIAIOIIMX aAMHUHUCTPUPOBAHUE
MOJICICTEMBl B3aWMOJICHCTBHS WHTETPUPOBAHHONH HWH(POPMALMOHHOW CUCTEMBI YIIPABJICHUS
npeanpusTieM c Internet, npuBoasiye K pasriameHUIO CBEJEHUH OrpaHUYEHHOIO 0JIb30BAHUS
WM HapyUICHHUIO B3auMoelicTus ¢ Internet;

. IpeHaMepeHHble JIeHCTBUS (B KOPBICTHBIX ILIENSAX, 110 HMPUHYXKAECHUIO TPEThUX
JMI, CO 3JIbIM YMBICIOM M T.I.) COTPYJHHKOB OpraHU3allMHM, OTBEYAIOIIUX 32 YCTAHOBKY,
COIPOBOXKACHHE, aIMUHUCTPUPOBAHNE CHCTEMHOIO, CETEBOT0 WJIM MPUKJIAJHOTO IPOrPaMMHOI0
oOecrnievyeHus, TEXHUYECKUX CPEACTB3alIUTHl U oOecrieueHus] MH(OpPMalMOHHONW 0e30MacHOCTH
MOJICUCTEMBl B3aUMOJICHCTBUS HUHTETPUPOBAHHOW HH(OPMALMOHHONW CHUCTEMBI YIIPABICHUS
npennpustieM ¢ Internet, kotopeie (1elicTBUSA) IPUBOIAT K pasriameHuIo CBEJICHUH
OTPaHUYEHHOTO MOJIB30BAHUS I HApYIICHUs B3auMoJieiicTBus ¢ Internet.

[IpuBoauMass HuXKe KiIacCU(PUKAIMS OXBAThIBAET TOJBKO YMBIIUIEHHBIE YTPO3bI
0€30I1aCHOCTH aBTOMAaTHU3MPOBAHHBIX HH(POPMALMOHHBIX CHUCTEM SKOHOMHYECKUX OOBEKTOB
(AUCD0), ocTaBinsiss B CTOPOHE TaKHe BO3ACUCTBUS KaK CTUXHiHbIE OeAcTBUs, COOM U OTKa3bl
obopynoBanus u ap. Peanuzanuio yrpo3 B qanbpHe#IIeM OyeM Ha3bIBaTh aTaKoOM.

VYrpo3bl 6€30MaCHOCTH MOXKHO KJIACCU(UIIUPOBATH IO CIEIYIOIIKUM MPU3HAKAM:

1. Ilo uenm peanuszanuu yrpossl. Peanuszanus TOW WM HWHOM yrpo3sl 0€30MacHOCTH

MOJKET IIPeciIeIoBaTh CIEAYIOIINE [ENN:

- HapylleHne KOH(pUIeHINATbHON HH(OpMALINK;

HapyleHHe eJIOCTHOCTH HH(pOopMaIuy;

- HapyleHue (YaCTUYHOE WU MOJTHOE) pab0TOCIIOCOOHOCTH.

2. Ilo npuHIMITY BO3EHCTBUS HA OOBEKT:

- C MCIIOJIb30BAaHHEM JOCTyNa CyOBbEKTa CHCTeMBbl (TOJIb30BaTelNs, Hpolecca) K
00BeKTy ((haiiam TaHHBIX, KAaHAITY CBSI3U U T.11.);

- C MCTIOJTb30BAaHUEM CKPBITHIX KaHAJIOB.

[Tom CKpPBITBIM KaHAJIOM MTOHUMAETCS ITYTh Tiepeadn HHPOPMAIIUH, TIO3BOJISTIONIHA TBYM
B3aUMOJICCTBYIOIIMM TIporieccaM OOMeHUBaThbcsi MHGOpMaIMeld TaKuM CIocoO0M, KOTOPBIN
HapylIaeT CUCTEMHYIO MOJUTHKY 0€30IacHOCTH.
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3. Ilo xapakTepy BO3AE€HCTBHS Ha OOBEKT.

ITo aTOMy KpUTEPHUIO pa3INyaroT aKTUBHOE U NTaCCUBHOE BO3/IEHCTBUE.

AKTHBHOE BO3CUCTBUE BCErJa CBA3aHO C BBINOJIHEHHEM MOJIb30BATENEM KaKHX- JHOO
NeHCcTBUH, BBIXOASIIMX 32 PAMKHU €ro 00s3aHHOCTEH M HapyIIAOIUX CYILECTBYIOUIYIO HOJUTUKY
0€30I1aCHOCTH. DTO MOXKET OBITh JIOCTYIl K OIpeAETeHHbIM HaOopaM JaHHBIX, MIpOrpaMmam,
BCKPBITHE NapoJid U T.A. AKTUBHOE BO3JCHCTBHE BEJIET K M3MEHEHHIO COCTOSIHUS CHUCTEMBI U
MOJKET OCYHIECTBIAThCA JUMOO C HMCIOJIb30BAaHHEM [JOCTyIa (Hampumep, K HabopaM HaHHBIX),
100 KaK ¢ UCIOJb30BAaHUEM JIOCTYIIA, TAK U C UCIIOJIb30BAHUEM CKPBITHIX KAHAJIOB.

[TaccuBHOE BO3IEHCTBHE OCYILECTBIISCTCS ITyTeM HAOJIIOJCHHS IOJIb30BATEIEM KaKUX-
1100 1moOoyHBIX 3PdexToB (0T pabOTHI MpOrpamMMbl, HampuMmep) W MX aHanuze. Ha ocHoBe
TAKOTO pPOAA AaHajJM3a MOKHO HWHOTZA TIIOJIYYUTh JOBOJIBHO HWHTEPECHYIO HH(POPMAIHIO.
[TpuMepoM maccUBHOrO BO3JEHCTBHUS MOXKET CIYKUTh HPOCIYLIMBAHUE JMHUU CBA3M MEXKAY
nByMsi y3namu cetd. [laccuBHOe BoO3JeicTBHE Bcerza CBS3aHO TOJIBKO CHapylIEHUEM
KOH(HIEHIIMATBHOCTH HMHGOpMAlMK, TaK Kak NP HEM HHUKAaKuX JeWCTBUI ¢ 0oOBEKTaMHU U
cyObekTamu He npousBoautcs. IlaccuBHOe BO3JeicTBHE HE BEAET K M3MEHEHMIO COCTOSHUS
CHCTEMBI.

4. Ilo npu4KrHe NOSBICHUS UCIIOIb3yEMOM OITMOKH 3aIIUTHI.

Peanusanus 1100011 yrpo3bl BO3MOKHA TOJIBKO B TOM CIIy4ae, €CJIM B JaHHOW KOHKPETHON
CHCTEME €CTh KaKasi-InOo omrOKa Wim Opersb 3alInThI.

Takast ommOka MOxeT ObITh 00yCIOBJIICHA OJJHON U3 CIEAYIOIINX MPHYUNH:

- HEaJIeKBaTHOCTBIO IOJIMTUKU OE€30MaCHOCTH peaJbHOM cucTeMe. DTO O03HAdaeT, 4To
pa3paboTaHHas OJUTHKA O€30M1aCHOCTH HACTOJIBKO HE OTPaXkaeT peabHble aCIeKThl 00pabOTKU
UHPOpPMALMM, YTO CTAHOBUTCS BO3MOXKHBIM HCIIOJIb30BAaHUE 3TOIO HECOOTBETCTBUS IS
BBINOJIHEHHS] HECAaHKIIMOHUPOBAHHBIX JIEHCTBHIA;

- omMOKaMM aJMUHUCTPATUBHOTO  YOpPAaBJIEHUS, TOJ KOTOPHIMH IOHHMMAETCS
HEKOppEKTHasl peaju3alusi WIA MOAJEp’KKAa MPUHATON MOJUTHKM O€30MacHOCTH B JAHHOMN
opranuszanuu. Hanpumep, coriiacHO MOJUTHKE 0€30MacHOCTH JODKEH OBbITh 3allpellleH JOCTYII
M0JIb30BaTENNEeH K ONpeAeseHHOMY Ha0opy JaHHBIX, a Ha caMOM jeje (10 HEeBHUMAaTEIbHOCTH
aJIMUHUCTpATOpa 6E30MaCHOCTH) 3TOT HAOOP AAHHBIX JIOCTYNIEH BCEM MOJIb30BATEISM.

- omMOKaMuW B QJIrOpUTMax MOpPOTpaMM, B CBA3SIX MEXIYy HUMHM M T.I., KOTOpbIE
BO3HHUKAIOT Ha JTane MPOEKTUPOBAHMs MPOTrpaMMbl MM KOMIUIEKCA MporpamMm U Onaromaps
KOTOPBIM MX MOXHO HCIIOJIb30BaTh COBCEM HE TaK, KaK OMMCAaHO B JOKyMeHTauuu. [Ipumepom
TaKOM OIIMOKM MOXKET CIYXKUTh OIIMOKa B MporpaMme ayTeHTHU(UKALMU MOJIb30BaTENs, KOTaa
IIpYU MOMOIIYU OMpPEeNETIeHHbIX NEHCTBHUI MOIb30BaTEIh UMEET BO3MOXKHOCTh BOWTH B CHUCTEMY
0e3 mapoJs.

- omMOKaMH pean3aliy aJropuTMOB IporpaMM (OIMOKN KOAUPOBAHMUS ), CBA3EH MEXKAY
HUMU U T.J., KOTOpbIE BO3HUKAIOT HA ATale peajn3alyy WIK OTIaJAKH U KOTOphIE TaKkKe MOTYT
CIIY’)KUTh UCTOYHHUKOM HEIOKYyMEHTHPOBAHHBIX CBOMCTB.

5. Ilo ciocoOy Bo3aeHCTBUS Ha OOBEKT aTaky (IIPU aKTUBHOM BO3JIEHCTBHN):

- HENOCPEJICTBEHHOE BO3JCHCTBHE Ha OOBEKT aTaku (B TOM YHCIE C HCIOJIb30BAHUEM
NPUBUJIETHI), HApUMeEp, HETIOCPEACTBEHHBIN JOCTYN K HaOOpy JaHHBIX, MporpaMme, ciyxoe,
KaHaJTy CBSI3U U T.]I., BOCIIOJIb30BABIINCh KaKOW-THO0 OMmuOKo#. Takue necTBust 0OBIYHO JIETKO
MPEIOTBPATUTH C IIOMOIIBIO CPEACTB KOHTPOJIS IOCTYIA.

- BO3/EHCTBHE HAa CHCTEMY pa3peuleHHil (B TOM uucie 3axBar npusuieruit). [lpu stom
croco0e HeCaHKIIMOHMPOBAHHBIE JEHCTBHS BBINOJHSAIOTCS OTHOCUTENBHO IIPaB MOJIb30BaTeNel
Ha OOBEKT aTakW, a caM JOCTYN K OOBEKTY OCYILECTBIIIETCS MOTOM 3aKOHHBIM 00pa3oM.
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[TpruMepoM MOXKET CIy>KUTh 3aXBaT IMPHUBHIETUH, YTO TO3BOJSIET 3aTeM OecHpensTCTBEHHO
HOJYYUTh JOCTYI K JIIOOOMY HAa0Opy NaHHBIX M MpOrpaMMe, B YACTHOCTH «MacKapaa», Mpu
KOTOPOM TIOJIb30BaTeNIb MPUCBAaUBaeT cebe KakuM-T1u00 00pa3oM MOJTHOMOYHUS JAPYroro
II0JIb30BAaTeNs BbllaBas ce0sl 3a HETo.

6. Ilo oObekry artaku. OOHOH M3 caMblX IJVIABHBIX COCTaBJISIIOIIMX HapyLICHHs
¢ynkunonuposanuss AUC sBnsercs oOBEKT aTaku, T.6. KOMIIOHEHT CHCTEMBI, KOTOPBIH
IOJBEpraeTcsi BO3JEHCTBHIO CO CTOPOHBI 3JIOyMbIIUIEHHHKA. OnpeneneHue oO0OBbEKTa aTaku
MO3BOJISIET MPUHATH MEPBI 0 JIMKBUJAIMU TOCIEICTBUNA HAPYIICHUS, BOCCTAHOBICHHIO 3TOTO
KOMITOHEHTa, YCTAHOBKE KOHTPOJIS MO MPEIYINPERKACHUIO TTOBTOPHBIX HAPYILICHUH U T.1.

Bo3aelicTBuio MOTyT OABEPraThCs CIEAYIOMINE KOMIOHEHTHI:

- AHUC B mnenoM - 3IOYMBIIUICHHHK TIBITACTCS MPOHUKHYTH B CHUCTEMY JUIS
HOCJIEIYIOEr0 BBIIOIHEHUS KAKHX-JIMOO HECAaHKLUMOHUPOBAaHHBIX JeicTBuil. [l asrtoro
OOBIYHO HCHOJB3YIOTCA METOJl «MacKapaza», MepexBaT WM IOAJENIKa IapoJis, B3JIOM HIU
JIOCTYII K CHCTEME Yepe3 CETb;

- 00BEKThI CUCTEMBI - JJaHHBIE WJIK IPOrPaMMBbI B ONEPATUBHON MaMITH UM HAa BHELIHUX
HOCUTEISIX, CaMM YCTPOWCTBA CHUCTEMbl, KaK BHEIIHUE (IMCKOBOJbI, CETEBBICYCTPOICTBA,
TEPMUHAJIBI), TAK U BHYTPEHHHUE (ONepaTHUBHAS MTaMSATh, IPOLIECCOP), KAHAIBI TIepeIadn TaHHBIX.
BoszneiictBue Ha OOBEKTHI CHUCTEMBI OOBIYHO HMMEET IENIBI0 JIOCTYIl K HX COJCPKHUMOMY
(HapymieHue KOH(MUISHIIMATLHOCTH WM 1EJIOCTHOCTH oOpabaThiBaeMOW WM XpaHUMOU
uHpOpMALlMK) WM HapylleHHe uX (QYHKIMOHAIBLHOCTH, HalpUMeEp, 3aloJIHEHHE BCei
ONEpPaTUBHON MaMATH KOMIbIOTEpa OeCCMBICICHHOM MH(poOpManueil niM 3arpyska mpoieccopa
KOMITbIOTEpA 33Jjaueii C HEOrpaHUUYEHHBIM BPEMEHEM UCIOIHEHUS (HapyIIeHHe T0CTYITHOCTH);

- CYOBEKTBl CUCTEMBI - MPOLECChl M MOAMPOLECCH C ydyacTHeM IoJib3oBaresnei. Llenbro
TaKUX aTak sBisgercs JIu0Oo mpsiMoe BO3JeicTBUE Ha paboTy mpoliecca - €ro MpHOCTaHOBKa,
VM3MEHEHHWE NPHUBWIEIMH MM XapaKTEepUCTUK (IIPUOpPHUTETa, Hampumep), Jubo obOpaTHOe
BO3/ICHICTBHUE - HCMOJIB30BAHNE 3JIOYMBIIIJICHHUKOM TPUBUJIETHH, XapaKTEPUCTHK U T.JI. IPYroro
mpouecca B CBOMX LensXx. YacTHBIM ciyyaeM TakKoro BO3JCHCTBHS SBIISETCS BHEApPEHUE
3JIOYMBIIIJIEHHUKOM BHUpYyca B CPey JIPyroro Impoliecca U €ro BbIIOJHEHHUE OT MUMEHH 3TOro
nporiecca. BozaeiicTBre MOXeT OCyIIECTBIATHCS Ha MPOLIECCHI MT0JIb30BaTeNIeH, CHCTEMBI, CETH;

- KaHaJIbl epeiaul JaHHbIX - MaKeThl JaHHbIX, NepeaBaeMble M0 KaHAIy CBSA3M U CaMH
KaHasbl. Bo3aeiicTBre Ha MakeThl JaHHBIX MOYKET pacCMaTPUBAThHCS KakK aTaka Ha OOBEKTHI CeTH,
BO3JCHCTBHE Ha KaHaJbl - crneuupuueckuil poj aTak, XapakTepHbli ans cetn. K Hemy
OTHOCSITCS: TPOCIYIIMBAHUE KaHaja M aHanu3 Tpapuka (IOTOKa COOOIIEHUIl) - HapylleHHe
KOH(HICHIIMAIBHOCTHY TepeaBaeMoi MHGOPMAIINH; TTOAMEHA UM MOAU(UKAITUS COOOIIEHU B
KaHajaxX CBSI3M W Ha Yy3JIax pETPaHCIATOpax - HapylIeHHWe LEeJOCTHOCTU IepeaaBaeMoi
UHPOpPMAIN; U3MEHEHNE TOTIOJIOTHH U XapaKTEPUCTUK CETH, TPABUI KOMMYTAIMH U a/Ipecalui
-HapylIeHUE TIOCTYITHOCTU CETH.

7. Ilo ucronb3yemMbIM CpeICTBAM aTaKH.

Jlns BO3JEHCTBHS HAa CHCTEMY 3JIOYMBIIUIEHHUK MOXXET HCIOJb30BaTh CTaHIAAPTHOE
nporpaMMHOe OoOecreueHre WM CHelMalbHO pa3padoTaHHbIE Mporpammbl. B mepBoM ciyuae
pe3yibTaThl BO3ACUCTBUS OOBIYHO TMpEICKa3yeMbl, TaK Kak OOJBIIMHCTBO CTaHIAPTHBIX
IIPOrpaMM CHCTEMBI XOPOLIO H3y4yeHbl. Vcronbp3oBaHue cueruaibHO pa3paboTaHHBIX IPOrpaMMm
CBSI3aHO C OOJIBIIMMH TPYAHOCTSIMH, HO MOXET OBITh 00JIee OMACHBIM, TIOATOMY B 3aIIUIICHHBIX
CHUCTEMaxX PEKOMEHJyeTcs He Jomyckarh noOaBieHue mporpamm B AUCIO 6e3 paspeuieHus
aJIMUHUCTpATOPa OE30MaCHOCTH CUCTEMBI.
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2.KomMnbloTepHble NPeCTYIJIEHUS] U UX BUABI

Jis moHumanusi macmtaboB o0bEMa HHpOpMATH3aUHU OOIIECTBa MPHUBEAEM TaKue
nu@pbl: B HACTOSAUIMM MOMEHT B MHUPE HACUMTHIBAETCS OKOJIO 3,5 MIpPI JItOJAeH, UMEIOIIUX
noctyn K MIHTepHeTy. DTo M0JIOBUHA BCEro HaceIeHUS 3eMIIH.

Cerpto MHTEpHET B COBOKYMHOCTH CO CBOMMH BHYTPEHHHMH WH()OPMAIIMOHHBIMH
CeTSIMU TOJIb3YIOTCSI BCE OAHKH M KOPIIOpAIMH, aKKyMYJIUPYIOIIHE HAa CBOMX CUETAX KPYITHbBIE
JIEHE)KHBIE CPEACTBA, JAKOMBIH KYCOK /ISl pa3HOI'O poJa KOMIIbIOTEPHBIX MOIIEHHUKOB. Yunciao
NPECTYIMHBIX MOCATATEIbCTB HA UMYIIECTBO, COBEPIIAEMbIX MMYTEM 3JI0YNOTPEOICHHS JOBEPUEM
Wi 00MaHOM, TPOJOJDKAeT pacTH. B KadecTBe CTATUCTUYECKUX JAaHHBIX NPUBEAEM OTUET
LlenTtpa craructuyeckoil uHpopmanuu ['naBHOro HHPOPMAIMOHHO-AHATUTHYECKOTO IEHTpa
MBJI Poccun: B Poccuiickoit ®deneparuun 3a 2015 rox Obuto 3apeructpupoBano 196700
MPECTYIICHUH, OTBETCTBEHHOCTh 3a KOTOpBIE MpeaycMoTpeHa ctarbsiMu 159.1 - 159.6 YK P®
(O CpaBHEHHUIO € MPOMICAIIMM TOJO0M, 3TO Oombiie Ha 25 mporeHtoB, B 2014 romy ObuIO
3apeructpupoBano 160214 nmonoOHbIx npectymieHuii). [Ipu 3ToM HEOBIBATBIMU TEMITAMHU PACTET
YHUCIIO MOUIEHHHYECTB B cdepe KoMmbioTepHOM wuHpopmauuu (995 3aperucTpupoBaHHBIX
npectymienuid B 2014 rogy npotus 5443 B 2015 roay). PackpbiBaeMOCTb k€ MOOOHBIX JAESTHUN
ocTaBisieT jkenarh Jydmero: B 2015 rony ona nHaxoauwnack Ha ypoBHe 7,4 %. Ilo utoram
yeThIpéXx MecsitieB 2016 roma HeratuBHas TEHICHIMS OCTa€rcs: 3apeructpuponaHo 1789
MOILIEHHUYECTB B chepe koMmbroTepHOoi nHpopmanuu (Ha 143,7% OGomnbine). B uncne nuaepon
MO0 KOJNMYECTBY JaHHBIX IMpecTyruieHui: TroMmeHckas o6nacts (333 3aperucTpupoBaHHBIX
npectymienus), Y amyprtus (298), Pecnyonuka Komu (223) . PackpsiTo Beero 72 mpectyruieHus
(Ha 5,3% MeHblIe IO CpaBHEHUIO C aHaloruyHeiM nepuogoM 2015 ropa). Huskas
PacKpbIBAEMOCTh JAHHOTO BMJIa MPECTYIUIEHUH O0YCIIOBI€HA JAOCTATOYHO BBICOKUM YpPOBHEM
MOATOTOBKU 3JI0YMBINIJIEHHUKOB. OOBIYHO OHM MMEIOT Kak MpodecCHOHAIbHOE 00pa3oBaHUE,
TaK 1 He0OXOJUMYIO0 TEXHHUUECKYIO allapaTypy, CYIIECTBEHHO 00JIErYarolyl0 COKPhITHE CIIEI0B
MIPU COBEPILIEHNUU KOMITbIOTEPHBIX MOIIIEHHUYECTB.

VYBenuueHue 4uciia KUOEpPIPEeCcTYIUIEHUH OOBSICHSIOT POCT MOTPEOHOCTH BIAJETBIEB
WH(OPMAILIMOHHBIX PECYpCcoB (MPEANPUATHI, OpraHu3aluid, TOCYJapCTBEHHBIX BEIOMCTB) B
peanu3alui CHCTEMaTHYeCKHX, BCEOOBEMIIOMIUX Mep MO obecrnedeHuo WHGOPMAaIUOHHON
Oe3omacHOCTH. Bce HeratuBHBIE BO3JIEHCTBUS Ha OOBEKTHl HMH(POPMAIIMOHHON 0€30MacHOCTH
MO>KHO pa3/IeNIuTh Ha TPU BHUJIA: HApYIIEHUE KOHPUIACHIIMATHFHOCTH HHGOPMAIINH; pa3pyIICHUE
(yTeps, HeoOpaTUMOE U3MEHEHHE) UH(POPMAIINK; HEAOCTYITHOCTh HH(POPMAIIHOHHBIX PECYPCOB -
BO3HHUKHOBEHHME CHUTYaIlMi, KOT/Ia TOJIb30BaTeNM (BCE WJIM WX YacTh) HA HEKOTOPBIM TEPHOJ
BPEMEHHU TEPSIOT BO3MOXKHOCTH JIOCTyNMa K HEOOXOJWMBIM JaHHBIM (WM WHPOPMAIMOHHBIM
cucremam)[37].

Ha mpakTiuke OCHOBHBIMH Haunboyiee pachpOCTpaHEHHBIMU CIIOCOOAMH HapyIICHUS
WH(OPMAIIMOHHON OE30MaCHOCTH SIBISIFOTCS: TOTyYeHHE HECAHKIIMOHHPOBAHHOTO JOCTYIa K
JUYHON W KOH(UIeHIMaNIbHON WHGOpMAlMU U WX MOAWQHUKAIUSA, HECAHKIIMOHHPOBAHHOE
UCIOJIb30BaHNE HH(OPMALMOHHBIX PECYPCOB C IENbI0 MOJTYYEHHs] BBITOJbI WJIM HAHECEHUs
yiiep0a, Kpaxka 3JEKTPOHHBIX JIEHET, OCYLIECTBICHHUE aTaK TUIA «OTKa3 B OOCIYKUBaHUU» -
pacnpocTpaHeHHe BUPYCOB U JIPYTUX BPEIOHOCHBIX MPOTpaMM, OCYIIECTBISIONIUX PAa3IUYHbIE
HEraTUBHBIE BO3/ICHCTBHUS.

B mocnennee Bpemsi Bce Oonbllle BHHUMaHHS B Tpecce YAENAETCS TaK Ha3bIBaeMbIM
«KOMITBIOTEPHBIM TPECTYIUICHUSIM». Takoe BHHMMaHue He OecrouBeHHO. Jlenmo B TOM, 4TO
CETO/HSI MPAKTHYECKU HUYETO HE JeNaeTcst 63 yJacTHsi KOMIBIOTEPOB B chepe KOMMYHUKAIUH,
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TOProBiM, OAHKOBCKMX M OWMP)KEBBIX OIeEpamuii W MHOTroro npyroro. Bce BaxHeiimme
uHpOpMaLMOHHbIE (YHKIMHA COBPEMEHHOrO OOIECTBa, TaK WIM HHA4Ye «3aBs3aHbl» Ha
KOMITBIOTEPAX, KOMIIBIOTEPHBIX CETSAX U KOMITBIOTEPHOU HH(POPMALIUH.

C nosiBIeHNEM COBPEMEHHBIX CPEICTB BBIUHACIUTEIBHON TEXHUKHU U TEJIEKOMMYHHKALUN
TPaZULIUOHHBIE IPECTYIUIEHUS — BOPOBCTBO, MOIICHHHYECTBO, LIMMOHAX, BBIMOIATEIbCTBO
TpaHC(OPMHUPOBAIUCH B HOBbIE (opMbl. Kpome TOro, mnosBMIMCH crequpuuecKue is
KOMIIBIOTEPHBIX CHCTEM M ceTed mpecTymieHus. Hamedaercs TeHAECHLIMS K HCIOJIB30BAHUIO
UHPOPMALIMOHHBIX  TEXHOJIOTUH  OpPraHM30BaHHBIMH  NPECTYIHBIMH  TPyOIaMd U
pacnpocTpaHEHHE MX JEATEJIbHOCTH HAa MEXIOCYAapCTBEHHBIM ypoBeHb. COTpYIHUKU
[IPABOOXPAHUTENBHBIX ~OPraHOB IIPU  PACKPBITUM M  PACCIEIOBAHUU  KOMIIBIOTEPHBIX
NPECTYIUIEHUH HEN30€KHO CTATKUBAIOTCS C OOJBIIMMH TPYIHOCTSAMH, TaK KaK MPECTYIJICHUS B
chepe KOMIIBIOTEpPHOM 00paboTKM HMH(OpMaIMKM XapaKTEpU3YIOTCS BBICOKOW CKPBITHOCTBIO,
TPYAHOCTAMU cOOpa yJIUK II0 YCTAaHOBJIEHHIO (DAaKTOB HX COBEpPLICHHUS, CII0KHOCTBIO
nokaspiBaHusi B cyne.  CyObekThl — NpecTylUIeHMH  —  3TO, Kak  IpaBuUIIo,
BBICOKOKBIM(UIIMPOBAHHbIE ~ IPOTPAMMUCTBI, WHXKEHEPbI, CHELUAIUCTHl B  00JacTu
TEJIEKOMMYHHUKAIIMOHHBIX CUCTEM, OAHKOBCKHE PAOOTHUKH, OBIBIINE COTPYIHUKH CIIELCITYKO.

IlousATHE «kKOMNBIOMEPHAA nNPecmynHoCmb ™~ 0XBaThIBAET NPECTYILICHHS, COBEPIIAEMBIE C
MOMOIIBI0  KOMITBIOTEPOB, HMH(OPMAIIMOHHO  BBIYMCIHUTENBHBIX CHCTEM U CPEICTB
TEJIEKOMMYHUKALlMN, WIM HalpaBl€HHbIE INPOTUB HHUX C KOPBICTHBIMH JIMOO HEKOTOPBIMU
JPYTUMHU LEISIMH.

Komnvromepnoe npecmynienue kax y20106HO-npasosoe noxsmue- 3To MIpelyCMOTPEHHOE
YTOJIOBHBIM 3aKOHOM YMBIIIJICHHOE HapyLIEHHE YY)KUX IIpaB M HMHTEPECOB B OTHOILICHUU
aBTOMATH3UPOBAHHBIX CHCTEM OOPaOOTKM JaHHBIX, COBEPILIEHHOE BO BpeA IOAJEKAIIUM
IpaBOBOM OXpaHE MpaBaM M HHTepecaM (U3NYECKMX U IOPUIMYECKUX JIUI, oOliecTBa U
roCcyiapcTBa.

OTteudecTBEHHBIE U 3apYOEKHbIE U3JaHUS U CPEJICTBA MacCOBOW MH(POPMAIMH MOCIEIHUX
JIET HABOJHEHbI Pa3IMYHBIMU MOHATUSAMHU, 0003HAYAIOIIMMU T€ WU HWHBIE HOBBIE MPOSBIIECHUS
KPUMHUHAJIBHOTO XapakTepa B HH(OpMalMOHHOW oOsactu. BerpeuaroTcs HavMEHOBaHUS U
«KOMITBIOTEPHBIE IIPECTYIUICHUS, «KOMMYHHUKaIlMOHHbIE IIPECTYIUICHUS, u
«knOepOanuT3M». IIpeCTYmHHKOB HMEHYIOT —«XaKephbl», «Kpakepbl», «KHOepHaHKu»,
«OaHIUTH HAa UH(OPMAIIMOHHBIX CyIIEpMarucTpaisax». Pasnuune B TEpPMUHOIOTUH YKa3bIBaeT HE
TOJIBKO Ha OO0ECIIOKOEHHOCTh OOIIecTBa HOBOM yrpo3oil, HO M Ha OTCYTCTBHE IOJIHOTO
MMOHUMAaHUA CYTH 3TOH YTPO3BI.

JJ11 KOMIIBIOTEPHBIX MPECTYIICHUH XapaKTepHbI CIeAYIOLIe 0COOEHHOCTH

. BBICOKAS JIATEHTHOCTh KOMIBIOTEPHBIX MPECTYIICHHUH, pacKpbIBaeTCst TUIIb 1-3%
U3 UX YHUCIIA;

. CJI0HOCTB cOOpa JOKa3aTeNbCTB U MpoIecca JOKa3bIBaHUS B CY/IE;

. OTCYTCTBHE YETKOH mporpamMmbl OOpbOBI C KOMIBIOTEPHBIMH HPECTYILICHUSIMU

(omHa M3 TMPUYMH TOro, uto mpumepHo 90% mnpecTyruieHni NaHHON KaTeropuM BBIABISETCS
Onarosapst CIIy4aifHOCTSIM;

. CIIO)KHOCTh ~ CaMOTo TIpollecca pacKpeITusi (B Y3KOM  CMBICIE  CJIOBA)
KOMIIBIOTEPHBIX NMPECTYIIICHHUIH;

. OTCYTCTBHE JIOCTaTOYHON CIEACTBEHHOM TNPAKTUKH IO PAacCcie0BaHUIO
KOMITBIOTEPHBIX IpecTymieHui B Poccuiickon @enepanyu.

B Gonee o6mem Buze cioco6sl coBeprieHust KII moxkHo kmaccudumnmpoBath Ha:

. HECAaHKIIMOHUPOBAHHBIN JIOCTYTI,
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. BUPYCHAasE MOIU(HUKALIHS,

. nepexBar HHPOpPMaLUY;

. KOMOMHHUPOBAHHOE UCIIOIb30BAHNUE.
HecaHKIIMOHMPOBAHHBIN OCTYIT BKIIOYAET:

® HECAaHKIMMOHHUPOBAHHOC ITOAKITIOYCHHUC,

® HECaAaHKIITMOHUPOBAHHYIO MOI[I/I(l)I/IKaI_II/IIO;
® HECaHKIIMOHUPOBAHHOC 6J'IOKI/IpOBaHI/IC;
° HCCAHKIIMOHUPOBAHHOC YHUUYTOKCHHUC.

K HCCAHKIIMOHUPOBAHHOMY IMOAKIIFOYCHUIO OTHOCATCA — HecaHKHI/IOHI/IpOBaHHblﬁ A0CTyII
K BBIYUCIIMTCIBHBIM pECypCaM, BOSZ[GI;'ICTBI/IC Ha MHOapoJIbHO-KJIKOYCBBIC CHCTCMbI, YCTAaHOBKa
MMpOrpaMMHBIX U 3aKJIaIHBIX yCTpOfICTB.

HpI/I COBCPpUHICHHHU KPpUMHUHAJIbHBIX HeﬁCTBHﬁ, CBA3aHHBIX € HCCAHKIWOHHUPOBAHHBIM
KOIIMPOBAHHUEM I/IHCI)OpMaI_II/II/I, MMPECTYITHUKH, KAK ITPaBUJIO, KOIIUPYIOT:

. JOKYMEHTBI, COJIepKalllie HHTEPECYIOLIYI0 X HHPOPMALIUIO;
. TEXHUYECKHE HOCUTEIH;
. nHpopManuio, 00padaTbiBaeMyro B HHOOPMAIIHOHHBIX CHCTEMAX.

[Tox Momudukarmer nHGOPMAIIMK TTOHUMAETCS BHECCHHE B HEE JTFOOBIX HM3MCHCHHIA,
00yCJIOBIMBAIOIINX €€ OTIMYHE OT TOW, KOTOPYIO COOCTBEHHUK WH(OPMAIMOHHOTO pecypca
BKJIFOYWJI B CHCTEMY U KOTOPOH BIIAJEET.

HecankunonupoBanHoe Oy0KHpoBaHHE WH(OPMALMK 3aKIIIOUAETCS B HEBO3MOKHOCTH
JIOCTYIIa K HEM CO CTOPOHBI 3aKOHHOI'O MTOJIb30BATENS.

YHuutoxxeHne MHGOpMAMK BKIIOYAET U MOJHYI0 WU YaCTUYHYIO JIMKBUAALUIO, Kak
camoi MH(opMaIK, TaKk U €€ HOCUTENEH.

Ilon nepexeéamom TOHUMAIOT TONYYEHHUE pa3BEeAbIBATENIbHON HMH(OpPMALUKU IyTEM
IIpueMa IEKTPOMATHUTHOIO M AKyCTHMYECKOIO0 M3JIy4ECHHsI NACCUBHBIMHU CPEACTBAMU IIPUEMA,
Pacnoso)KEHHBIMU, KaK MPaBUiIo, Ha 0€30aCHOM PAcCTOSHUU OT UCTOYHUKA MH(POpPMAIUH.

K naubonee TtunuyHbIM croco0aM COBEpPIIEHUS KOMIIBIOTEPHBIX MPECTYIUICHUN
CIIELUATIUCTBHI OTHOCAT CIIEYIOLIUE:

. MOJIIETIKA OTYETOB U TUIATEKHBIX BEIOMOCTEH;

. MIPUITHCKA CBEPXYPOUHBIX YaCOB PaOOTHI;

. ¢anbcupuKays MIaTexHbIX JOKYMEHTOB;

. XUIICHUE U3 JCHEXHBIX (OHJIOB;

. NoOBIBaHME 3allaCHBIX YacTel U PeIKUX MaTepHalioB;
. Kpaka MallMHHOI'O BPEMEHU,

° BTOPHUYHOC IMMOJIYYCHHE YKE NIPOU3BCACHHBIX BBIILIAT,
. (UKTHBHOE MPOABHKEHHUE TI0 CIIYXO0€;

. noJjryyeHue (ajblIMBbIX JOKYMEHTOB,;

. BHECEHHE U3MEHEHUH B MPOrpaMMbl M MAIIMHHYIO HH(OPMAIIHIO;
. nepevyrciaeHre IeHer Ha (QUKTUBHBIE CUETa;

. COBEpIICHHE MOKYIOK ¢ (PMKTUBHOM OIUIATON U JIp.

B cBOMX TpecTYNMHBIX JESHHUSX KOMITBIOTEPHBIC TIPECTYIMHUKH PYKOBOJCTBYIOTCS
CIICTYFOIIIMMHA OCHOBHBIMH MOTHBaMHU:
a) BBINTH U3 (MHAHCOBBIX 3aTPyIHEHUN;
0) mony4uTh, TOKAa HE TO3AHO, OT OOIIeCTBa TO, YTO OHO SKOOBI 3a70JDKAJI0
MPECTYITHUKY,
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B) OTOMCTHTH (hupm™me U paboToAaTeNIO;

T') BBIPa3uTh ce0sl, IPOSIBUTH CBOE 51,

1) 10Ka3aTh CBOE IIPEBOCXOJICTBO HaJl KOMIIBIOTEPAMHU.

OTAMYUTENEHBIME  OCOOCHHOCTSMH  JTaHHBIX —TPECTYIUICHHH  SIBISIOTCSL  BBICOKAs
JATEHTHOCTb, CIIOKHOCTH cOOpa JI0Ka3aTenbCTB, TPAHCHAMOHABHBIN XapakTep (Kak IpaBUiIo, C
UCIIOJIb30BAHUEM TEJICKOMMYHHKALMOHHBIX CHCTEM), 3HAYUTEILHOCTh MaTepHaIbHOTO yIepoa,
a Takke crenuUYHOCT, CcaMuX MPecTYMHHKOB. Kak mpaBuiao, WMH  SBISIOTCS
BBICOKOKBAJIM()UITUPOBAHHBIE TPOTPAMMHUCTHI, 0AHKOBCKHE CITY>KaIlHe.

Bbicokasi TaTeHTHOCTh KOMIBIOTEPHBIX MPECTYIUICHHH O0OyCIOBIEHa TE€M, YTO MHOTHE
OpraHu3aliy pa3pemarT KOHMIMKT CBOMMH CHJIAMH, TOCKOJIbKY YOBITKH OT PacciieOBaHUS
MOTYT OKa3aThCs BBIIIE CYMMBl INPUYMHEHHOTO yiiepOa (u3bsTue (haillioBoro cepsepa s
HPOBEJICHUS HKCIIEPTU3BI MOXKET IPUBECTH K OCTAaHOBKE pabOTHI Ha CPOK JI0 JIBYX MECALEB, YTO
HETpHEeMJIEMO HH JUIS OIHOW OpraHu3auuu). VX pyKOBOIUTEIHM OMACarOTCs MOJpPBIBA CBOETO
aBTOPUTETA B JICJIOBBIX KPyraxX U B pe3yJbTaTe — IOTEPH OOJIBLIOTO YKCIa KIMEHTOB, PACKPBITHS
B XOJe cCyneOHOro pa30HparenbCcTBa CHUCTEMBbl O€30MacCHOCTH OpraHM3aIMH, BBISBICHHS
COOCTBEHHOM HE3aKOHHOM JIEATEIILHOCTH.

HenocpencTBeHHBIM MPeIMETOM MPECTYMHOro mocsratenscTBa 1o genam o KII
SBJISIIOTCS CIIEAYIOIINE:

. KommbioTepHas cucrema (OBM, cepBep, paboyast cTaHIHs);
. nporecc 00pabOTKU U XpaHeHHs HH(OPMAIIHH;
. KOMITbIOTEepHBIE ceTH (ceTu DBM).

HapymeHHe OCJI0CTHOCTHU I/IH(1)OpMaI_II/II/I oe3 HCIIOCPCACTBCHHOI'O Yy4YacCTHs 4YCJIOBCKA
BKJIFOYACT:

. BBIXOJI U3 CTPOsI CEPBEPOB, pabOUNX CTAHIIMMH;

. cOOM B CETH ANEKTPONUTAHUS;

. BBIXOJ] U3 CTPOsI HOCUTENEH HHPOpMAIH;

. HEMNoJIaJK! B KaOeJIbHOH cucTeMe, CETEBOM 000pYy10BaHUMY;
. MIpOYMeE armnapaTHble U IPOTrPaMMHBIE COOH.

Poccuiickue wuccnenoBarend OTMEYAlOT — CIEAYIOIIME OCOOEHHOCTH  COBEpIICHUS
KOMITbIOTEPHBIX IPECTYIUIeHUH B (prHAHCOBOM cdepe:

. OOJIBIIMHCTBO 3JI0YMBIIUIEHHUKOB — KJIEPKH, XOTS BBICHIMHA IEpcoHan OaHKa
TaKXe MOXET COBEpPLIMTH MPECTYIUICHMEe M HaHEeCTH OaHKy ropasio OonbLIuil yiepod, oaHako
TaKOIo pojia ciay4yau MPOUCXOASIT HAMHOTO PEXKeE;

. KaK MpaBUjO, 3J0YMBIIUIEHHUKH HCIOJB3YIOT CBOM COOCTBEHHBIE CYETa, Ha
KOTOpBIE MEPEBOSATCS MOXHUIIEHHBIE CYMMBI;

. OOJIBIIMHCTBO TPECTYITHUKOB HE 3HAET, KAaK «OTMBITh» YKpaJ€HHbIE JEHBIU;
YMEHHE COBEPIIUTH NPECTYIJIEHNE U YMEHHE MOJIYUYUTh JEHbIU — 3TO HE OJIHO U TOXKE;

. KOMITBIOTEPHBIE TPECTYIUICHHUST HE BCEr/la BBICOKO TEXHOJOTMYHBI, Ps
3JI0YMBIIUICHHBIX JEHCTBUH JOCTaTOYHO IPOCTO MOXKET OBITh COBEPIICH OOCITYKHBAIOIIUM
NIepCOHAJIOM;

. MHOTHE 3JI0YMBIIIJICHHUKN OOBSCHSIOT CBOM JICHCTBUS TEM, YTO OHU BCETO JIHIIb

OepyT B 0T y OaHKa € MOCIEAYIOIUM BO3BPATOM; KaK MPaBUJIO, ITOTO HE MPOUCXO/IUT.
B 3aBucumocTH OT crocoba BO3JEHCTBUS Ha KOMIBIOTEPHYIO CHUCTEMY CIELMAIUCTBI
BBIJIETISIIOT YEThIPE BUa KOMIIBIOTEPHBIX IPECTYIIICHUH:
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- Qusuueckue 310ynompedieHusi, KOTOpbIE BKIIOYAIOT B ceOs paspylieHHe
000pyOBaHUS; YHUYTOXKEHHE JAHHBIX WIM NpPOTpaMM; BBOJA JIOKHBIX JaHHBIX, KpPaxy
uH(pOpMaINK, 3aMUCAHHON HA PA3TUNYHBIX HOCHUTEISX.

- Onepayuonnvie 310ynompebnenus, TPEACTABISAIOIIAE COOOH: MOLIEHHUYECTBO
(BbLIaYa cedsl 3a APYroe JIMIIO WM MCIIO0JIb30BAaHKE MIPAB JIPYToro JIMLA); HECAaHKIMOHUPOBAaHHOE
UCIIOJIb30BaHUE PA3IUYHBIX YCTPOMICTB.

- Ilpocpammmusbie 310ynompebdnenus, KOTOPble BKJIIOYAIOT B Ce0s: pas3jinyHbIe
CrocoObl M3MCHEHHUS CHCTEMbl MaTeMaTHYECKOro oOecredeHus: («iIormdyeckas OomOan—
BBEJICHHWE B MPOrpaMMy KOMAaHJIbl KOMIBIOTEPY MpOJeNaTh B ONpPEACICHHBIA MOMEHT Kakoe-
1100 HECAaHKIMOHUPOBAHHOE JICHCTBHUE; «TPOSHCKUNH KOHb»— BKIIOYCHHE B OOBIYHYIO
IIPOrpaMMy CBOEIO 3aJlaHus).

- Onexmponnvle 310ynompebnenus, KOTOpble BKIIOYAIOT B ce0s CXEMHbIE U
annapaTHble U3MEHEHMsI, IPUBOAALINE K TOMY XK€ pe3yJIbTary, YTO U H3MEHEHHE IPOTrpaMMBl.

Bce crnocoObl coBepIieHUs] KOMIIBIOTEPHBIX MPECTYIUIEHUH MOXXKHO OOBEAMHUTH B TPHU
OCHOBHBIC TPYIMIbI: METOJABI IEepexBaTa, METO/bl HECAHKLIMOHUPOBAHHOIO JOCTYMAa U METObI
MaHMITYJISALUH.

. Memoowr nepexeama.

Henocpeocmeennwviti  nepexeam — OCYIIECTBIISIETCSI JIMOO TPSIMO 4Yepe3 BHEIIHHUE
KOMMYHHUKAIIHOHHBIE KaHAJbl CHUCTEMBI, JTHOO IyTeM HEMOCPEICTBEHHOTO MOIKIIOUEHHUS K
JUHAAM  TepuepuifHbIX  ycTpodcTB. Ilpm  STOM  OOBEKTaMH  HEMOCPEACTBEHHOTO
HOJCIYIINMBaHMs SIBJIIOTCS KaOeldbHbIE M MPOBOAHBIE CHUCTEMBbl, Ha3eMHbIE MHUKPOBOJIHOBBIE
CHCTEMBI, CUCTEMbI CIIyTHHUKOBOH CBSI3U, a TaKXe CIIELUaIbHbIE CUCTEMbI IIPABUTEIIbCTBEHHON
CBSI3U.

Onexmpomacnumnvii nepexeam. llepexBaT HH(OpMaNUKM OCYIIECTBISIETCS 3a CYET
U3JTYYCHUS] [EHTPAIBHOTO TIPOIECCOpa, MUCIUISS, KOMMYHHKAIIMOHHBIX KaHAJOB, NMPUHTEpA H
T.1. MOXET OCYIIECTBIATHCS MPECTYITHUKOM, HAXOSAIIMMCS Ha TOCTATOYHOM YHAJCHHH OT
o0BeKTa nepexnara.

. MeToap! HECAaHKITMOHUPOBAHHOTO JIOCTYTIA.

Croutr oOpaTuTh BHMMaHHE Ha TO, YTO CYLIECTBYET MHOKECTBO IPOTpaMM-«B3JIOMIIUKOBY,
Ha3plBaeMbIX Ha mnpodeccuoHanbHoM s3bike HACK-TOOLS(uHCTpymMeHT B3ioma). OTu
nporpaMMbl  paOOTalOT MO NPUHLIMITY HpocToro mnepebopa cumBoioB. Ho oHu craHOBATCA
Masi03(p(PEKTUBHBIMM B KOMIIBIOTEPHBIX CHCTEMaX, OOJaJarolluX MPOrpaMMON-«CTOPOKEM)
KOMITHIOTEPHBIX TOPTOB, BEIYIIEH aBTOMATHYECKHI MPOTOKON OOpameHuid K KOMIBIOTEpY U
OTKJTIOYArOIIei abOHEHTa, eclii mapoiib He BepeH. [loaToMy B mociieiHee BpeMs pecTyIMHUKaMu
CTaJl aKTHUBHO WCIIOJB30BATHCS METOJ «MHTEIUIEKTYaJIbHOTO TIepedopay, OCHOBAHHBIA Ha
noa00pe MPEAIoIaraeMoro Mmaposist, UCXO/s W3 3apaHee OINpPENeIeHHBIX TeMaTHYECKUX TPYII
€ro  TNPHWHAUICKHOCTH. VIHTEpecHBl  pe3ylbTaThl  OKCIIEPUMEHTOB,  IPEICTaBICHHBIE
cnenuanuctamu B hopme Tabmuis (tadu. 2) [58].
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Taoauna 2

%
. % 4acToThI BRIOOpa °
Temaruueckue rpymnibl maposen PacKpbIBA€MOCTH
MapoJIsl YEJIOBEKOM
napoJIs
Nmena, hamuiinm v MpOU3BOIHBIC 22,2 545
HuTtepecs! (x000u, CIOPT, My3bIKa) 9,5 29,2
54,5

JaTtbl poKaeHHs, 3HAKM 30/MaKa CBOM U 11,8
OJM3KMX; X KOMOMHALUS C IEPBOM rpynmoi
AJpec KUTEIbCTBA, MECTO POKJICHUS 4,7 55,0
Howmepa Teneonon 3,5 66,6
ITocnenoBarenpHoCTh Ki1aBuil 11K, moBTOp|
CHUMBOJIA 16,1 72,3
Homepa pokyMeHTOB (macmoprt, MpOIYCK,
YIIOCTOBEPEHUE H T.J.) 3,5 100,0
[Tpouwne 30,7 5,7

«Hecnewnviti 6o100p». OTINYUTENBHON O0COOEHHOCTBIO JAHHOTO CIIOCOOAa COBEpPILIEHUS
IPECTYIUIEHUS SBJISIETCS TO, YTO MPECTYIHUK OCYILECTBIIIET HECAHKLIIMOHUPOBAHHBIN 1OCTYI K
KOMITHIOTEPHOM CHUCTEME ITyTeM HaXOXKACHUs cIadbix MecT B ee 3ammre. OmaHaxIbpl 00HAPYKUB
UX, OH MOXET, HE CIIellla UCCIIEJOBATh COJAECPKAIIYIOCS B CHCTeMe MH(OPMAINIO, CKOITMPOBAThH
€e Ha CBOW (PM3MUECKUII HOCHTENb M, BO3Bpallaschb K HEH MHOTrO pa3, BbIOpaTh Hamboiee
ONTUMAIILHBIN TPEAMET mocsTaTeNibeTBa. OOBIYHO TaKOH CIIOCOO MCTIOIB3YETCSI MPECTYITHUKOM B
OTHOILEHHM TeX, KTO HE yJeNsieT JOKHOTO BHUMAHMS pPErjaMeHTy IMPOBEPKH CBOEH CHUCTEMBI,
PEIyCMOTPEHHOM METOIMKON 3aIlIUThl KOMIIBIOTEPHON CUCTEMBI.

«bpewvy. B oTnnune OT «HECHEUIHOro BbIOOpay, MIpU JaHHOM CIIOCOO€ MPEeCTYHUKOM
OCYILECTBIISICTCSI KOHKPETH3AIMsl YA3BUMbIX MECT B 3allIUTE: ONPEAEISAIOTCS YUaCTKU, UMEIoIne
OmMOKY WM HEyJauyHyH JIOTHKY IPOTPaMMHOTO CTpPOCHHWsS. BBHISBICHHBIE TakuM 00Opa3oMm
«Opemnm» MOTYT MCHOJIB30BATHCS MPECTYITHUKOM MHOTOKPATHO, TMOKa HEe OyAyT OOHapyKEHBI.
[TosiBnenue 3Tor0 crocod6a 00yCIOBIEHO TEM, YTO MPOTPAMMHUCTHI HHOT/IA IOIYCKAIOT OIINOKH
npu pa3paboTKe MPOrPaMMHBIX CPEICTB, KOTOPBIE HE BCETAa yAaeTcsl 0OHApYKHUTh B TpoIlecce
OTJAJIKA TPOTPAaMMHOTO TIpoyKTa. Hampumep, MeTonKa Ka4eCTBEHHOTO MPOrpaMMHUPOBAHHS
npeznonaraer: kKorga nporpamma X TpeOyeT HCIONb30BaHUS MporpamMmbl V. — JIOJDKHA
BBIJIaBaThCs TOJBKO MH(pOpMaLus, HeoOxoaumast JUIst BbI3oBa V, a He oHa cama. J{j1st aTux nemnen
IPUMEHSIOTCS IPOrPaMMbl TPYIIITUPOBKU AaHHBIX. COCTaBlIeHUE MTOCIEAHUX SIBJISETCS TIOBOJIBHO
CKyYHbIM U YTOMHTEIBHBIM, IO3TOMY MPOrPAMMHUCTBl HHOTAA CO3HATEIbHO HApPYIIAIOT
METOAMKY IPOTPAMMHUPOBAHUS ¥ JIENAI0T PAa3JINYHbIC YIIPOIICHHS, YKa3bIBas, HAIIPUMep, HHIIEKC
MecTa HaXOXKJEHHsI HYKHBIX JTaHHBIX B paMKax 0oJjiee OOIero CrHMcKka KOMaHJ MPOrpaMMBbI.
VIMEHHO 3TO W CO371aCT BO3MOYKHOCTH TSI TOCIIETYIOIIETO HaX 0K ICHHS MTOTOOHBIX «Operieii.

«/TIroky. JlaHHBINA cIIOCOO SBJISIETCS JTOTUYECKUM MPOAOHKEHHUEM Ipenbiayiero. B atom
cilyyae B HalJeHHOH «Opemmn» mporpaMma paspbIBaeTcs U TyAa JOMOJIHUTENIBHO MPECTYMHHUK
BBOJIUT OJIHY MJIM HECKOJIbKO KOMaH[. Takol «II0K» OTKPBIBAETCS MO Mepe HEOOXOAMMOCTH, a
BKJIIOYEHHBIE KOMaH bl aBTOMaTHYECKH BBITIOJTHSIOTCS.

Crnenyer oOpaTuTh BHHMMaHHE€ Ha TO, 4YTO IPU 3TOM BCerjga MPECTYIMHUKOM
OCYILECTBIIICTCS MpeAHaMepeHHass MoIupUKays (U3MEHEHUE) ONPEEeICHHON KOMIbIOTEPHOM
nHpopmanuu.
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«Mackapaoy. JlaHHBI# CIOCOO COCTOMT B TOM, YTO TPECTYMHUK IPOHUKAET B
KOMITBIOTEPHYIO CHCTEMY, BbIaBasi ce0sl 3a 3aKOHHOTO MoJib30BaTessl. CucTema 3aliiThl CPeiCTB
KOMITBIOTEPHON TEXHUKH, KOTOpble HE 00JaJal0T (PYHKIUSIMH ayTEeHTUYHON HIeHTH(UKALUU
MOJIb30BaTeNsl (HampuMep, 0 OMOMETPUYECKHM IapaMeTpaM: OTIeYaTKaM MalbleB, PUCYHKY
CETYaTKU IJa3a, TOJIOCY W T.II.) OKAa3bIBAIOTCS HE 3alUIIEHHBIMH OT 3TOro crocoba. Camblii
OpOCTEHIINKA MyTh K MPOHUKHOBEHHUIO B TAaKHE CHCTEMbI — IONYyYUTh KOABI U Jpyrue
uaeHTuGUIUpyoomue mudpsl 3aKOHHBIX MOJb30BaTeNIed. DTO MOXHO cJenaTh MOCPEACTBOM
MPHOOpPETEHUs CIHMCKA TMOJIb30BaTeIe CO Bcel HEOOXOAMMON MH(pOpPMAIUEH MyTeM MOIKYIa,
KOPPYMIIMPOBAaHMsI, BHIMOTATENbCTBA WM MHBIX IIPOTUBONPABHBIX JCSIHUM B OTHOILIEHUU JIUL,
UMEIOUIMX JIOCTYIl K YKa3aHHOMY JIOKYMEHTY; OOHapyXeHMs Takoro JOKyMEHTa B
OpraHu3alusX, I7ie He HaJla)KeH JOJDKHBIA KOHTPOJIb 32 UX XpaHeHHeM; 0T0opa uHpopMauu 13
KaHaJla CBS3M M T.A. Tak, Hampumep, 3aJepKaHHbIi B Aekadpe 1995 roma corpymHHKaMu
MockoBckoro PYOIlla npecTynmHHK MOXHUIAl HaIW4YHBIE JIEHEXKHBIE CPEICTBAa M3 O0aHKOMATOB
O0anka «CTONWYHBIN» C HCIOIB30BAaHHUEM OOBIYHOM AIEKTPOHHOW KPEAUTHOM KAPTOUKU MYTEM
nonbopa uudpoBoll KOMOMHAIIMK KOJa JIOCTyHNa B KOMIIBIOTEPHYIO CHCTEMY YIpPaBICHUS
cuetaMu KiIueHToB OaHka. OOmas cymma xuieHus coctaBuia 400 miH. pyo.

«Asapuiinwiiiy. B 3TOM croco0e MpecTymHUKOM HCIOJIB3YETCs TOT (akT, YTO B JTFOOOM
KOMIIBIOTEPHOM LIEHTpEe HuMeeTcsl ocolasg IporpaMma, IpHUMEHsAeMas KaK CHCTEMHBII
MHCTPYMEHT B Clly4ae BO3HUKHOBEHHUs COOEB MM JpYyrux OTKJIOHEHHH B pabore OBM
(aBapHiiHBIA WM KOHTPOJIBHBIN OTIIa4uK). [I[puHIMT pabOThI JAHHOM MPOrpaMMBI 3aKITFOYACTCS
B TOM, YTO OHa IO3BOJISIET JOCTATOYHO OBICTPO OOOMTH BCE HMMEIOIIUECS CPEACTBA 3aIIUTHI
nH(}OpPMAIIMU U KOMITBIOTEPHOU CHCTEMBI C IIeJIbI0 MOJTYYeHHs aBapUMHOTO JOCTYIa K Haubosee
IEHHBIM JaHHbIM. Takue mporpaMMbl SBISIOTCSA YHUBEPCAIBHBIM «KIOUYOM» B pYKax
IIPECTYITHHKA.

Oco0y10 OmacHOCTb MpPEACTaBISET HECAHKIIMOHMPOBAHHBIM OCTYH B KOMIIBIOTEPHbIE
CUCTEMbI (PMHAHCOBBIX YUPEXKIEHUH C 1I€IbI0 XUILEHUsI (PMHAHCOBBIX CPE/ICTB.

MeToauky HeCaHKIIMOHUPOBAHHOTO JOCTYIAa CBOJAUTCA K IBYM Pa3HOBUIHOCTSIM:

«B3nom» uswympu: NpecTymHUK UMeeT (U3MYECKUN NOCTYI K TEPMHUHAILY, C KOTOPOTrO
JIOCTYITHA MHTEpECYIolas ero nHpopMalus 1 MOXKET ollpe/ielIeHHOe BpeMs paboTaTh Ha HeM 0e3
IIOCTOPOHHETO KOHTPOJIS.

«Bznom» uzene: IPECTYIIHUK HE MMEET  HENOCPEACTBEHHOIO  JOCTyNna K
KOMITBIOTEPHOM CHUCTEME, HO HUMEeT BO3MOXHOCTb KaKMM-THOO CrocoOoM (0OBIYHO
MOCPEACTBOM YJAJIEHHOIO JOCTYyNa 4Yepe3 CETH) MPOHUKHYTHh B 3AILUUICHHYIO CUCTEMY JUIS
BHEJJPEHHUS CIEUUAIbHBIX TpPOrpaMM, MPOU3BEIEHUS MaHUNYJISAUN ¢ oOpabaTbiBaeMOW WU
XpaHdlencs B cuctemMe HHGOpManuen, WIM OCYLIECTBICHUS APYTUX MPOTHBO3AKOHHBIX
JIEUCTBUM.

OtmeuaeTcsi TEHICHIMS K MEpeXoAy OT Pa3oBBIX MPECTYIUIEHUH MO MPOHUKHOBEHUIO B
CHCTEMBI CO CBOMX HJIM COCEIHUX PabOYMX MECT K COBEPIIECHHIO CETEBBIX KOMITBIOTEPHBIX
IPECTYIUIEHUH IIyTEM «B3JIOMa» 3AIIUTHBIX CUCTEM OpPraHU3aLUM.

Xuwenue ungopmayuu. IlpaBoHapylieHHs, CBSI3aHHBIE C XHUIICHHWEM HH(GOpPMAIIHH,
MOTYT NPUHUMATH Pa3IMyHble (OPMBI B 3aBUCHMOCTH OT XapaKTepa CHUCTEMbl, B OTHOIICHUHU
KOTOPOM OCYHIECTBIIETCS HECAaHKUMOHHPOBaHHBIA jgoctyn. Wubopmanus, sBisiomasics
00BEKTOM MPECTYIMHOTO MOCATATETbCTBA, MOXKET OBITh OTHECEHA K OJJHOMY U3 YETBIPEX TUIIOB:

. MEPCOHANIbHBIE IaHHBIE;

. KOpropaTuBHasi UH(pOpMaIMsl, COCTABISAIONIAs KOMMEPUYECKYIO TaliHY;
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. OOBEKTHl HWHTEIUIEKTYaJlbHOW COOCTBEHHOCTH M MaTepHalibl, 3allUIleHHbIC
ABTOPCKHUM IIPaBOM;

. rnobanbHass wHpOpMaNMsA, HUMEIOIIAs 3HA4YeHHWE Ui pa3BUTHS  OTpaciel
IPOMBIIIJICHHOCTH, 3KOHOMUKH OTJEJIbHBIX PETUOHOB U TOCYIAPCTB.

[Toxuiarorcss cBelJeHHs O HOBEHIIMX HAayYyHO-TEXHHYECKUX pa3pabdoTKax, IUlaHax
KOMITAaHUY 110 MAPKETHHTY CBOEH MPOMYKIMH U 3aKIF0YAEMbIX CIEIIKaX.

TunuyebM 3710ynOTpEOICHUEM, MOCATAIOIIMM HAa OOBEKThl ABTOPCKUX IPaB, SIBJIAIOTCA
IPECTYIUIEHUS, CBA3aHHbIE C HECAaHKUMOHMPOBAHHBIM Pa3MHOKEHHEM KOMIIBIOTEPHBIX
IIPOrPaMM.

[IpenqmeToM XHILEHHUS MOXKET OBITh TAKXKe Apyras 3KOHOMUYECKH BakHas MH(OpMaLus,
B YaCTHOCTH, PEKBU3UTHI OAHKOBCKHMX CUETOB M HOMEPA KPEAUTHBIX KAPTOUEK.

Yueune — oqHo 3 Hanbosee paclpoCTPaHEHHbBIX IPECTYIUIEHUH 3TOr0 BUJA, CBA3aHHOE C
Kpakell yciyr, IPOMCXOIUT B MPOLIECCE «3AMyThIBAHUSA CIEIOBY». 3JI0YMBIIUIEHHUK MPOXOJUT
yepe3 MHOIOYHUCIICHHBIE CHUCTEMbl M MHOTOYUCIIEHHBbIE TEIEKOMMYHUKAIMOHHBIE CETH —
WHTepHeT, cucTeMbl COTOBOIM U Ha3eMHOM TeJIe(OHHOU CBSI3U, YTOOBI CKPBITh CBOE MOUIMHHOE
UM U MecToHaxokaeHue. [Ipu Takoil cuTyaluu HPUYMHON NPOHUKHOBEHUS B JIAHHBIN
KOMIIBIOTEp SIBJISIETCS HAaMEPEHHE HCIOJb30BaTh €ro Kak CPEACTBO JJIs aTaku Ha JIpyrue
CUCTEMBI.

llospescoenue cucmemel. JlanHas rpynna oObeqUHSAET MPECTYIUIEHUS, COBEPILIAEMBIE C
LEJIbI0 Pa3pyLIUTh WIM U3MEHUTH JIaHHBIE, SIBIISIOIINECS BaXKHBIMU JUISl BIaJEIbLA UM MHOTHUX
HOJIb30BaTENeH CUCTEMBbl — 00BEKTa HECAaHKIIMOHUPOBAHHOTO JJOCTYIA.

Hcnonvzosanue eupycos. llpumeHeHne JaHHOTO CpesICTBa MOBPEXKACHUS KOMIIBIOTEPHBIX
CHCTEM JOCTYITHO B HACTOsIIEE BpeMs HE TOJbKO NPOQPEeCCHOHATIBHBIM HNPOrpaMMUCTaM, HO U
JTroASM, 00JalaroMM JIMIIE MMOBEPXHOCTHBIMM MO3HAHUSIMU B 3TOH cdepe. Bo mMHOrOM 31O
00yCIJIOBJIEHO JOCTYIHOCTBIO CAMUX BPEIOHOCHBIX IPOrpPaMM U HaJIMYHUEM MPOCTOM TEXHOJIOTUU
UX CO3JaHUSl.

Oco0yt0 OMacHOCTh MPEACTABISAIOT 3JI0YIOTPEOJICHHS, CBA3aHHBIE C PACIPOCTPAHEHUEM
BHUpYyCOB uepe3 VIHTepHerT.

HexoTtopble n3 Takux HapyleHUH CBSA3aHbl C KOMIIBIOTEPAaMU TeIe()OHHBIX CETEH.

«Tposanckuii KoHbY»- cnocob, COCTOSIIUN B TAWHOM BBEJICHUU B UY)KYIO IIPOTPaMMy TaKHUX
KOMaHJl, KOTOpPBHIE TIO3BOJISIIOT OCYLIECTBISTh MHBIE, HE IUIAHWPOBABILMECS BIAACIbLEM
nporpaMMbl (pyHKIIMH, HO OTHOBPEMEHHO COXPAHATH U MPEXKHIOI0 pabOTOCHOCOOHOCTb.

JleficTBUSL Takoro poja 4YacTO COBEPLIAIOTCS COTPYIHUKAMU, KOTOpBIE CTpPEMSTCS
OTOMCTHTb 3a HECTpaBeJIMBOE, IO UX MHEHMIO, OTHOIIIEHHE K cebe, 1100 0Ka3aTh BO3/AEHCTBHE
Ha a/IMUHUCTPALIUIO MPEANPUSATHS C KOPHICTHOM LENbIO.

«Jlocuueckas 6omba»— TaliHOE BCTpaMBaHHE B MPOrpaMMy Habopa KOMaHH, KOTOPbBIH
JOJIKEeH cpaboTaTh JUIIb OJHAXKIbI, HO TP OMPEEIEHHBIX YCIOBUSIX.

«Bpemennas 6omba»— pa3HOBUIHOCTH JIOTHUECKOW OOMOBI, KOTOpasi cpabaThIBaeT MpH
JOCTHKEHUH OIPEJIEIIEHHOTO0 MOMEHTA BPEMEHHU.

«Mooenuposanue» NCNIONB3YETCs KaK JJISl aHAJIM3a MPOLIECCOB, B KOTOPbIE MPECTYIMHUKU
XOTAT BMEUIAThCS, TaK U /7S IJITAHUPOBAHUS METOJIOB COBEPIIECHUS PECTYIUICHUS.

Tunonoru3zanus KOMIOBIOTEPHBIX IPECTYIMHUKOB MpPECTaBlIeHa Ha puc.6.
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Tunwwzu:umuﬂ KOMRnbIOMEPHbBIX NPECMYNHUKOB

JIuna, oTInYNTeIbHOM Jluua, crpanaroniue [IpodeccuonanpHbIC
0COOEHHOCTBIO KOTOPBIX HOBOM pa3HOBUIHOCTHIO KOMIIBIOTEPHBIE
SIBJISIETCS] YCTOMYHUBOE MICUXHYSCKOM MPECTYITHUKHU C SIPKO
coueTanue npodeccuoHanIuzMa HETIOJIHOICHHOCTH — BBIPOXKCHHBIMU
B 00JIaCTH KOMITBIOTEPHOM MH()OPMAITMOHHBIMU KOPBICTHBIMHU LIETISIMU
TEXHUKU U IPOTPaMMHUPOBAHUS 00JIe3HIMH UIIH
C 3JIEMEHTaMH CBOEOOPa3HOTO KOMITbIOTEPHBIMHU
danaTuzMa u bobusiMu
HM300peTaTeIbHOCTH
| |
Xaxepsl Kpakepsl HUrpomansl; Jsmma, npoBojsdmue  3a

paboToOil C KOMIBIOTEPOM JUITUTEIBHOE
BpeMs; una, CTpajaromye
MH(OPMALIMOHHBIMU TIEPErpy3KaMHu U T.1I.

Puc. 6. Cy0beKTbl KOMIIBIOTEPHBIX NpecTYIJIeHHit

JIuna, coBeplIarolie KOMIbIOTEPHBIE MPECTYIJICHUS, MOTYT ObITh O0BEINHEHBl B TPU
00JIbIINE TPYIIIbL:

. JWIa, HE CBSI3aHHBIE TPYAOBBIMH OTHOIICHUSMH C OpraHHW3aluell KepTBOH, HO
MMEIOLIIE HEKOTOPBIE CBSI3U C HEM;

. COTPYJIHUKU OpraHU3al1H, 3aHUMAIOIINE OTBETCTBEHHBIE MTOCTHI;

. COTPYAHUKH-TIONB30BaTen DBM, 310ynoTpeliastonne CBOUM MOT0KEHUEM.

Hanpuwmep, oxono 90% 310ynompebnenuti 6 @unancogou cgepe, c643aHHbIX C
HapyueHuamu 6 00aacmu UHGOPMAYUOHHOU 6e30NACHOCMU, NPOUCXOOUM HPU HPAMOM UIU
KOC8EHHOM yYacmuu Oetucmeylowux ui oviguux pabomnukoé 6ankos. llpu 3ToM Ha
OPEeCTYNHBIH IMyTh YacTO CTaHOBATCS  caMble  KBAJU(HUIMPOBAaHHBIE, oOIajgaroIue
MaKCHUMaJbHBIMH TIpaBaMH B aBTOMAaTH3UPOBAHHBIX CHCTEMax KaTerOpHUH OaHKOBCKHX
CIIy)KallluX — CUCTEMHbIE aJMMHUCTPATOPbl U JApPYrue COTPYJHUKU CIYX O aBTOMaTH3alUuU
0aHKOB.
[To cBenenusiMm HanimoHamsHOTO IIEHTpa IaHHBIX O IPECTYMHOCTH, cBsa3aHHO# ¢ OBM (Jloc-
Anmxenec, CIIIA), koMIbloTepHbIE TPaBOHAPYLIEHUS HanOo0JIee YacTO COBEPIIAIOTCS
IpOTrpaMMHUCTaMHU, CTYIEHTaMH U OllepaTOpaMy BBOJA UCXOJHBIX NaHHBIX. B Tab. 3 yka3zaHsbl
OCHOBHBIE TUIIBI U CYOBEKTHI YTPO3 AJIS1 KOMIIBIOTEPHBIX CUCTEM.
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Ta6auna 3
Tunel u cy0beKTHI YIrpo3

PyxoBo- IIpor Hnxenep IToab3o0-
Tun yrpos Omneparop Konkypent
JUTeNb paMMucT (TeXHHUK) BaTelb
M3meHeHHE KOIOB + +
Konupopanue dajijio + +
YauuToxkenue daiisiion + + + + +
IIpucBOEeHHE NDOrPAMM + + +
HInuoHax + + + +
YcranoBka + + +
Cadorax + + + +
IIponaka TaHHBIX + + + +
BopoBcTBO + + + +

CyOBEKTOB KOMIBIOTEPHBIX TPECTYIUIEHMH C TOYKM 3peHUs NpoQecCHOHANbHOM
MOJATOTOBJICHHOCTH MPUHSATO MOIPA3/eIATh Ha JIULI, COBEPIIAIOIINX IPECTYIICHUS:

a) KHETEXHUYECKUEY,

0) «TeXHUYECKUEey», TpeOyIoLIe MUHUMYMa CHIeIMaIbHbIX 3HAHUIA;

B) «BBICOKOTEXHHYECKHE», BO3MOXKHbIE€ IpPU YCIOBMHM OCHOBATEJILHOTO BIIAJCHUS
BBIYUCIIUTENIbHOU TEXHUKOM.

[IpakTHKa MOKa3bIBaeT, YTO OOJBLIIMHCTBO MNPECTYIUIEHUI KaTEropuM «a» COBEPILAIOT
MaJIO3HAKOMBIE C BBIYMCIUTEIBHON TEXHUKOW CITy’Kallue co cpeaHuM oOpazoBaHueM. OnHaKo
ATUX JIIO/IEH OTIMYAIOT JBa KAuyecTBa: OHM HMEIOT JOCTYN K KOMIIBIOTEPY M 3HAIOT, KaKHUe
(YHKIMM BBINOJHAET OH B UX opranusauuu. «HerexHuueckue» NpecTyIUIEHUs COBEPLIAIOTCS
TJIaBHBIM O0pa3oM IyTeM KpaXKH IMapoist IocTyna K (aiinaMm uHbOpMaIuu, XpaHsIehcs B
MallMHHOM MaMATH. Branes naponeM W ONpENEICHHBIMM HaBbIKAMHM, MOKHO BOWTH B
3aceKkpeueHHbIe (ailiibl, ”3MEHUTh UX COZAEP)KaHUE U T.I. DTU MPECTYIJICHUS JOBOJIBHO MPOCTHI
JUISl pacClI€ZIOBAHUs, U, YCUJIMB 3aAILUTY CUCTEMBI, UX JIETKO MIPENAYIPEAUTD.

«TexHnueckne» MPECTYIUIEHHUs CBSA3aHbl C MaHUIYJSALUSAMU INPOTrpaMMaMH, KOTOpPbIE
COCTaBJIEHB! CHeUHATUCTaMH. M3MEHUTh UX MOTYT JUIIb JIMIIA, UMEIOIIHNE COOTBETCTBYIOLIYIO
kBasnpukanuio. HanbGomnplnyto TpyAHOCTh A MPABOOXPAHUTENbHBIX OPraHOB IPEICTAaBIISIIOT
«BBICOKOTEXHUYECKHUE) MPECTYIICHNUS.

AHanu3upys KOMIBIOTEPHBIE MPECTYIUIEHUS, MOKHO YCTAaHOBUTH OOIIHOCTh «IIOYEPKa»
3JI0YMBIIIJIEHHUKA (UM OPTaHU30BaHHOM TPyYIIIbI):

. peayn3yercss ~ HECaHKUMOHMPOBAHHBIA  JOCTYl K  aBTOMAaTU3HPOBAHHOMN
UH(POPMALIMOHHOM CHUCTEME, K €€ amMapaTHO-NPOrpaMMHBIM CPEACTBAM, MOJIU(DUIUPYIOTCS
BaXKHBIE 3aIINCH;

. BHOCATCS M3MEHEHHUS B CYIIECTBYIOIIEE IpOrpaMMHOe oOOecreueHue i
CO3/JaHMSI CHEIHAJbHBIX CYETOB (M3MUECKUX U IOPUIUYECKHX JIMI, PACChUIKU (DabIIMBBIX
IUTATEXKHBIX JTOKYMEHTOB U TIp.

. MapajuleIbHO YHUYTOXKAIOTCS CleAbl KOMIBIOTEPHOIO MPECTYIUIEHUS MyTeM
MOJIEpHHU3AUHU OyXTaJITEPCKUX JTOKYMEHTOB aHAJIMTUYECKOTO U CUHTETUYECKOTO YUETa;

. OCYILIECTBIISAETCS MOTYyYEHUE HATMYHBIX CPEJICTB.

OnacHoCTh, KaKk MPaBUJIO, TAUTCS BHYTPU OpraHM3aliu, a He BHe ee. KoMmbloTepHOMY
NPECTYIUIEHUIO CIIOCOOCTBYIOT Takue€ MPEANOCHUIKM, KaK OTCYTCTBHE HaJJIeXalled CHCTEMbI
OyXraJaTepckoro y4yera, KOMIJICKCHOM 3aIlUThl HH(GOPMAIMU U €€ KOHTPOJIA, ci1adast TOTOBHOCTh
IEepCOHaNa, OTCYTCTBHE WM ci1adasi OpraHu3alus CUCTEMbI pa3JesIeHHs JOCTYMa U T.11.
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[MpuunHaMu, NOOYXKIAIOUIMMUA HEJOOPOCOBECTHBIX COTPYAHMKOB K COBEPIICHHIO
KOMITBIOTEPHBIX IIPECTYIJICHUH, SBIISAIOTCS:

. KOpPBICTb;

. olKrOKa MoJIb30BaTeNel U MPOrpaMMHCTOB HEYMBIIIIEHHOTO XapaKkTepa;

0€30TBETCTBEHHOCTh B OpPraHU3alliu CUCTEMbl HH(POPMALIMOHHONW O€30I1aCHOCTH;

® CaMOYTBEPXKACHUEC ITYTEM JEMOHCTpPALlU CBOCTO ITPEBOCXOACTBA,
® MECTb 3a KaKHe-JIM0o HeﬁCTBHﬂ AIMHUHUCTpPALIUHU,
° HEAOCTAaTKH CO3JaHHBIX I/IH(bOpMaLII/IOHHbIX CHCTEM U TEXHOJIOTHIA.

[Tonaraercs, 4To pecTymieHus B chepe KOMIbIOTEPHOU HH(POPMAIIUH SBIISIFOTCS

«OCOBOPOTHHUYKOBBIMU TpecTymieHussMu» («BII»— 3T0 Takue mpaBOHApyIICHHS, TPU
COBEPIIICHAH KOTOPBIX MMEET MECTO HaHECCHHE yliepOa TOProBje, HApyIIEHHUE CTPAXOBBIX U
BAJIIOTHBIX TMPaBWI, B3ATOYHHYECTBO MW T.O1.). B ommYMMm OT MHOTHX JAPYTHX
«OeOBOPOTHUYKOBBIX MPECTYIJICHUI», KOTOpble B OOJBIIMHCTBE CIy4aeB COBEPIIAOTCS,
HECMOTpPSl Ha CYIIECTBYIOUIYIO CHUCTEMY YydeTa M KOHTPOJI, KOMIIBIOTEPHBIC MPECTYIUICHUS
OOBIYHO SIBIISIFOTCSA CIEACTBHEM OTCYTCTBHSI HaJIEXKaIlero KOHTpojs. Panee KoMIbroTep
CUMTAJIM 3allUIIEHHBIM OT BCAKOTO pOJa <BIIOYMBIIIJICHHUKOB», W TOITOMY pa3IdyHbIC
MPEAOCTOPOKHOCTH PACCMATPUBAIIUCH U3JIUIITHUMH.

OO0mieit MPUYMHON CYIIECTBOBAHUS MPECTYITHOCTH SIBJISICTCS HECOBEPILIEHCTBO YEJIOBEKA,
€ro MpeApacroIoKeHHOCTh, KaK K J00py, TaK U 3I1y.

[To MHEHHIO CHEIUATNCTOB, OOJIBIIMHCTBO CEPHE3HBIX KOMITBIOTEPHBIX MPECTYIUICHHH,
CBS3aHHBIX C HEMPAaBOMEPHBIM JIOCTYIIOM K KOMIBIOTEPHONH HWH(GOPMAIMU, COBEPIIAIOTCS
TPYNNoON UL, DTO MOATBEPKAAETCS U cTaTucTUKOr. Tak, 38% mpecTymHUKOB JeiicTBOBau 0e3
COYYaCTHHUKOB, TOT/Ia KaK 62% - B cOCTaBe MPECTYIHBIX TPYIIIL.

[Ipexne Bcero, 3TO CBSI3aHO C TEM, UTO HA COBPEMEHHOM 3Talle pa3BUTHUS KOMIIBIOTEPHBIX
TEXHOJIOTHI OJIHOMY YEJIOBEKY MPAaKTHUYECKH HEBO3MOXKHO OJHOBPEMEHHO HEUTpaIn30BaTh
CHUCTEMBI 3alllUTHI, BBHITIOJHUTH KaKHe-THMOO MaHUIYJISIUU ¢ HUHpOpMaluen, a 3aTeM eIle
3amyTaTh 3a COOO0H ClIe/Ibl MPECTYIUICHHUS.

B nocnegnee Bpemst yuacTHIMCh ClTydad BO3JICUCTBUS HA BHIYUCIUTEIBHYIO CUCTEMY TIPH
MOMOIIH CTIeNUaIbHO CO3JaHHbIX mporpamM. [1oa BpeIoOHOCHBIMU MPOTpaMMaMHU B ajbHeHIeM
OyJIeM MOHMMATh TaKUE MPOrPaMMBbI, KOTOPBIE MPSMO WJIM KOCBEHHO JI€30pTaHU3YIOT MPOIIECcC
00paboTKH MH(POPMALIUU UITH CITIOCOOCTBYIOT YTEUKE MM UCKaXEHHIO0 HHPOPMALIUH.

Huxe paccMoTpuM HEKOTOPEIE (CaMble pacpOCTpaHEHHbIE) BUABI OJOOHBIX TPOrpaMM:

«Tposanckuti koHb» - TIporpaMMa, BBHITIOJNHSIONIAS B JIONMOJHEHHE K OCHOBHBIM
(MpOEKTHBIM M JTOKYMEHTHPOBAHHBIM) HE OMUCAHHBIE B JIOKYMEHTAIUH JCUCTBUS. AHAJIOTHS C
JIPEBHETPEUECKUM «TPOSTHCKMM KOHEM» TaKuM o0pa3oM, BIOJHE OMpaBlaHa — B HE
BBI3BIBAIOIICH IMOJO3PEHUI 000I0UKE TAUTCS yTpo3a.

OmnacHOCTh «TPOSTHCKOTO KOHS» 3aKJIIOYAETCS B JOMOJHUTEIHLHOM OJIOKE KOMAaHJ, TeM
WIM HWHBIM 00pa3oM BCTaBICHHOM B HCXOJHYIO OE3BpPEIHYI0 MPOrpaMMy, KOTOpas 3aTeM
npearaeTcs (IapuTcs, MpoaeTcs, MOAMEHSIETCs) MOIb30BaTeNieM. ITOT OJIOK KOMAaH][ MOKET
cpabaThIBaTh MPU HACTYIUICHUH HEKOTOPOTO YCIOBUSA (JIaThl, BP€MEHHU | T.J., THOO MO KOMaH/e
U3BHE).

Haubonee onacHbie 1EMCTBUS «TPOSHCKUI KOHBY» MOKET BBITTOHATE, €CJIH 3aITyCTHBIITHI
ee TIoNb30BaTeNb O0JIalaeT pacIUpeHHbBIM HabopoMm mpuBwierdid. B »Tom ciydae
3JIOYMBINIUICHHUK, COCTABUBINUKA W BHEIPUBIIUN «TPOSHCKOTO KOHS», W CaM JTHUMHU
MIPUBUJICTHUSIMU HE 0014 JarOIIHH, MOJKET BBIIOJIHUTE HECaHKIITMOHUPOBAHHBIC
MPUBWICTUPOBAHHBIC (YHKIIUU UYYyKUMU pykamu. Wnm, Hampumep, 3JI0yMBIIIJICHHHUKA OYEHBb

43



WHTEPECYIOT HAa0OpBhI JaHHBIX IOJH30BATENs, 3alyCTUBIIETO Takyko mporpammy. Ilocnennuit
MOXKET Jaxe He o0ianaTh pacHIMpeHHBIM HAOOpPOM TMPUBHUIETUA — O3TO HE IOMEIIAeT
BBITIOJIHEHUIO HECAHKLIMOHUPOBAHHBIX JICUCTBHIA.

Bupyc— »T0 mporpamma, KOTOpass MOXET 3apaxkaTb JPYrHe€ MpOrpaMMbl IIyTeEM
BKJIIFOYCHUSI B HHUX CBOEH, BO3MOXHO MOJIU(MDHUIIMPOBAHHOW, KOIMWU, MPUYEM TOCTCTHSS
COXpaHsIeT CIIOCOOHOCTH K AalIbHEHIIIEMY Pa3MHOXKECHHUIO.

CBouM Ha3BaHHEM KOMIBIOTEPHBIC BHUPYCHl 00s3aHBI OMNPEICIIEHHOMY CXOJACTBY C
BHUPYCaMU OMOJIOTHYECKUMU:

. CIOCOOHOCTSIMH K CAMOPa3MHOKEHUIO;

. BBICOKOW CKOPOCTH pacipOCTPaHEHUS;

. M30MPATETFHOCTH TOPAXKAEMBIX CHCTEM (KaXIbli BUPYC MOPAXAeT TOIBKO
OIpeIeIEHHbIE CUCTEMBI WIIM OJHOPOAHBIE IPYIIIIbI CUCTEM);

. HAJINYMIO B OOJIBIIMHCTBE CIIy4aeB ONPEEICHHOIO0 MHKYOAllMOHHOTO IEPHO/Ia;

. CIIOCOOHOCTH «3apa)kaThy €Ille He3apaKEeHHbIE CUCTEMBI;

. TPYAHOCTU OOPHOBI C BUPYCaMH U T.JI.

Hcropust KOMIBIOTEPHBIX BUPYCOB IIPEICTaBICHA HA PUC. 7.

CoBpeMeHHBIH

Wntepuer-stan  — KPUMUHATbHBINA

MHOT'OYUCJICHHBIC

oTal

YCpBH, OIUACMHU, HCIIOJIb30BAaHUEC

MIPUBOISIIIHC K

HUHTCPHETA B
MNPECTYMHBIX HEJIAX.

KOJIOCCAJIbHBIM

yOBITKaM.

JlOMHTEpBEHTOBCKUI — B
OCHOBHOM €My IPHUCYIII
«KIJTACCHUYECKHE BUPYCHI»
st MS-DOS.

Houctopuueckuit -
BUPYCBHI-JIETEHABl |

JIOKYMEHTAaJIbHO
MOJITBEPIKICHHBIE
WHIIUCHThI Ha
«MeliHbppeiimax»
1970-1980-x ronos.

Puc. 7. UcTropusi KOMIbIOTEPHBIX BUPYCOB.

44



Knaccugukarus cnoco60B HeCaHKIIMOHUPOBAHHOT'O KOMMMPOBAHUS NPEACTABICHbI HA puUC.8.

HecaHKHI/IOHI/IpOBaHHOC KOIMUPOBAHUC

HecankimonupoBaHHoe HecankunonupoBanHoe Hapymienue aBropckux npas
KOIMPOBAHUE JTAHHBIX MEPEMEIICHUE TaHHBIX («rporpaMMHO€E MUPATCTBOY)
MH(OPMALIMOHHBIX CUCTEM MH(OPMALIMOHHBIX CUCTEM

Puc. 8. HecaHKuUMOHMPOBaHHOE KONMUPOBaHHe HHpopMau

B nocnennee Bpemsi K 3TUM 0COOEHHOCTSIM, XapaKTEPHBIM I BUPYCOB KOMIBbIOTEPHBIX,
MO>KHO JJOOABUTH €III€ U MOCTOSHHO YBEIUYHUBAIOIIYIOCS OBICTPOTY MOSBICHUS MOoAU(UKAIIII U
HOBBIX TIOKOJICHHMII BUPYCOB, YTO MOXHO OOBSICHUTH HAESIMU 3JOYMBIIUICHHUKOB
OIpEIeIEHHOT0 CKJIajia yMa.

[Iporpamma, BHYTpHM KOTOpPOM HaxOIWUTCS BUPYC, HA3bIBACTCA «3apakeHHon». Korma
Takas [porpaMMa HauMHaeT paboTy, TO CHayaja ylpasleHUE Moly4aeT Bupyc. Bupyc Haxonut
U «3apaxkaeT» JIpyrue NporpaMmbl, a TAK)KE BBIIOJIHSAET KaKUe-HUOY/b BPEIHbIE JCHCTBUS.

[Ipouecc 3apakeHUsI BUPYCOM MPOTPaMMHBIX (haiIOB MOXKHO MPEACTABUTH CIIEAYIOIIUM
oOpa3om. B 3apaxkeHHO# mporpaMMe KoJi MOCJIeIHEN N3MEHAETCs TaKuM 00pa3oM, 4TOObI BUPYC
MOJyYWJI yIpaBieHHE TMEepBbIM, A0 Hayaia paboThl HporpamMmbel — BUpycoHocuTens. [lpu
nepegavye YmpaBJIEHHsS BHUPYCY OH KaKUM-IHOO crocoOOM HaxXOAWT HOBYIO MPOrpaMMy U
BBITIOJIHSIET BCTaBKY COOCTBEHHOM KONUHU B HAa4aJlo WJIM J00aBIEHUE €€ B KOHEIl 3TOM, OOBIYHO
elle He 3apakeHHOM, mporpamMmbl. Eciu BHpyc 3amMchIBaeTCsl B KOHEILl MPOrPaMMBbI, TO OH
KOPPEKTHUPYET KOJ MPOrpaMMbl C Te€M, YTOOBI MOJY4YUTh ympaBieHue nepsbiM. Ilocie 3Toro
yIpaBieHUE NEepeJaeTcsl MpPOorpaMMe-BUPYCOHOCUTENI0, U Ta HOPMaJbHO BBINOJHSAET CBOU
¢yuknuu. bonee wu30LIpeHHbIE BUPYCHl MOTYT Ul TIOJYYEHHUS YIPABICHUS W3MEHSThH
CHCTEMHBbIE 00JIACTH HAaKOMUTENs (HalpuMep, CEKTOpP KaTauora), OCTaBiss AJIUHY U COIEPKUMOE
3apaxaemoro ¢aiina 6e3 U3MEHEeHUH.

Makposupycol.  Ota ocobast pa3sHOBUJHOCTb BHPYCOB MOpaXaeT JOKYMEHTHI,
BBITNIOJTHEHHBIE B HEKOTOPBIX IPHUKIAIHBIX MMPOrpaMMax, UMEIOIIUX CPEICTBA JUIsl MCIOJHEHUS
TaK Ha3bIBAEMbIX MaKPOKOMaH]I.

B uwacTHOCTH, K TakuM JOKYMEHTaM OTHOCSITCSI JOKYMEHTBI TEKCTOBOTO Ipolieccopa
MicrosoftWord. 3apaxeHnue MPOUCXOIUT MPH OTKPHITUH (aiija TOKYMEHTa B OKHE IPOTPaMMBbl,
€CJIM B HEl He OTKIII0YeHA BO3MOKHOCTh UCTIOJTHEHHSI MAKPOKOMAaHI.

«Yepevy - mporpaMma, pacupOCTPaHSIOIIAsACS 4epe3 CETh M HE OCTaBJIAIOLIas CBOEH
KOIIMM Ha MAarHUTHOM Hocutene. «YepBb» HCIOJIB3YyeT MEXaHU3Mbl HONIECPKKUA CETH U
OTpeNieNIeHus] y37a, KOTOPbIil MOKeT OBITh 3apa)keH. 3aTeM C MOMOIIbI0 TeX K€ MEXaHHW3MOB
nepeaaeT CBOE TEJIO WM €r0 YacTh Ha ATOT y3el U JIM00 aKTUBU3UPYETCs, MO0 KAET Ui 3TOro
MOJXOISIINX YCIOBUM.

Haunbonee m3BeCTHBIN TpENCTaBUTENb 3TOr0 Kjacca — BUpyc Moppuca (uim, BepHee,
«uepBb Moppuca»), nopaszuBmuii cets Internet B 1988 r. Haumbonee momxonsmiei cpenoit
paclpoCTpaHEHHUs] «UepBs» SIBISIETCA CETh, BCE IOJb30BATENIM KOTOPOH  CUMTAIOTCA
JIPYKECTBEHHBIMU M JIOBEPSIIOT ApYyr Apyry. OTCYTCTBHE 3alUTHBIX MEXAHW3MOB KaK HENb3s
Jy4Ile CIIOCOOCTBYET ySI3BUMOCTH CETH.
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«Kaouviey npocpammvi— 3TO TPOrpaMMbI, KOTOpPBIE MPU BBINOJHEHHH CTPEMSTCS
MOHOITOJIU3UPOBATH KAaKOK-INOO pecypc CUCTEMBI, HE JAaBasi APYTUM MPOrpaMMaM BO3MOXKHOCTH
UCTOJIB30BaTh ero. JlOCTyn TakMX NpOorpaMM K pecypcaM CHUCTEMBbl OOBIYHO MPUBOJIUT K
HapYIICHUIO ee JocTynHocTu. EctecTBeHHO, Takasi aTaka OyAeT aKTMBHBIM BMELIATENILCTBOM B
paboty cuctembl. HemocpeacTBeHHON aTake OOBIYHO TOJBEPralOTCs KIIOUEBbIE OOBEKTHI
CHUCTEMBI: IIPOLIECCOP, ONIEPATUBHAS MTaMATh, YCTPOKWCTBA BBOAA-BBIBO/IA.

TynukoBas cuTyanus BOSHHKAET, KOTJAa «oKaJHas» Mporpamma OeckoHedHa (Harpumep,
UCTIOJIHACT 3aBEAOMO OecKOHEeuHBbIH IuKI). OJHAKO BO MHOTHX OIEPAIlMOHHBIX CHCTEMax
CYILIECTBYET BO3MOKHOCTh OIPaHUYEHUS BPEMEHU IIPOLECCOPaA, UCII0JIb3YEMOr0 3a1aueii. ITO He
OTHOCHUTCS K OIlepalysiM, BBIIOJIHSIIOUIMMCS B 3aBUCUMOCTH OT APYTUX IPOrpaMM, HallpuMep, K
orepanusM BBOJa-BbIBOJA, KOTOPHIE 3aBEPIIAIOTCS ACHHXPOHHO K OCHOBHOW IpOrpamMMe; BpeMst
UX BBIMOJHEHUS HE BKJIIOYAETCS B CUYET BpeMeHU mnporpammbl. [lepexBaTeiBasi cooOiieHue o
3aBEpILECHUU ONEpPallMi BBOJA-BbIBO/IA U MOCHLUIAas BHOBb 3alpOC HA HOBBIM BBOJ-BBIBOJ, MOXKHO
JOOUTHCS TIO-HACTOAIIEMY OECKOHEUHOM MPOrpaMMBl.

Jpyroii mpumep <«KagHOI» NporpaMmbl — OporpamMma, 3axXBaThIBAIOLIAs CIUIIKOM
Oonpiryto o0nacTe OMEpaTUBHOM mMmaMsTH. B omepaTMBHON MaMATH TMOCJIEI0BATEIbHO
pa3MenalTcs JaHHble, HApUMEp I0/KAauYWBAEMbIE C BHEUIHET0 HOCHUTENS. B KOHIlE KOHIIOB
aMATh MOXET OKa3aTbCsi BO BIAJECHUU OJHOW IPOrpaMMbl, M BBIIOJHEHUE IPYTHX OKAXKETCS
HEBO3MOXKHBIM.

[[InroHcKue mporpamMmsbl IMpeiHa3HaueHbl s cOopa JaHHBIX M OTIPAaBKU UX TPEThel
CTOpoHE 0e3 Ballero BeJAOMa M corjiacus. Takue MmporpaMMmbl MOTYT OTCIIEKHBATh Ha)KaTHUS
KJIaBUII (KJIaBHATYypHBIE INMHOHBI), COOMpaTh KOH(PHUACHUIMANIbHYIO HH(pOpManuio (mapoiw,
HOMEpa KpeauTHBIX KapT, PIN-koapl u T.n.), OTCIEXMBAaTh ajapeca 3SJIEKTPOHHOW MOYTHl B
IIOYTOBOM SIIIMKE WM OcoOeHHocTH Bamiel pabotel B MHTepHere. Kpome Toro, mmuoHckue
IIPOrpaMMbl HEN30€KHO CHUKAIOT MPOU3BOAUTEIHLHOCTh KOMIIBIOTEPA.

3axeamyuxu naponeti. IT0 NPOrpamMMbl CHEUAIBHO NpPEIHA3HAYEHbl I BOPOBCTBA
naposieid. [lpyu nomnbITke BX0Aa UMUTHPYETCS BBOJA MMEHU U HapOJisl, KOTOPbIE MEPEChIIatOTCs
BIIAJICNIBIy MPOTPAMMBbI-3aXBaTuMKa, MOCJIE YEro BBIBOJIUTCSA cOOOIeHHe 00 ommOKe BBOJA U
yIpaBJIEHUE BO3BpAIlaeTCs ONepalMoHHON cucteme. Ilonp3oBarens, nymaronuii, 4To JOMYCTHII
OLMOKY Mpu HaOOpe Maposist, HOBTOPSET BXOJ U MOJIy4aeT JOCTYM Kk cucreMe. OJJHaKo ero uMs u
Mapojib YK€ MW3BECTHBl BIAJEIbIy MporpaMMbl-3axBaTuuka. llepexBar mapoiss MOKeT
OCYLIECTBIIAATBCSI M JAPYIMM CIIOCOOOM — C TIOMOLIbIO BO3ACUCTBUS Ha MPOrpaMmy,
YIPaBJISIOUIYI0 BXOJAOM 0JIb30BaTENEN B CUCTEMY U €€ HaOOphl JaHHBIX.

Meroavika BO3AEUCTBUS BPEJOHOCHBIX NPOrPAMM B 3HAYMTEIBHOM MEpE 3aBUCUT OT
opraHu3anuu 00padoTku MHGOPMAIIMU B CHUCTEME, pa3paOOTaHHOW MOJUTUKU OE30MacHOCTH,
BO3MOXKHOCTEH yCTaHOBJIEHHBIX CPEACTB 3alUThI, a TAK)KE T0OPOCOBECTHOCTH aIMUHUCTpPATOpa
u oneparopa. s peanuzaunn HC/] cymectByet nBa crocoba:

-BO-TIEPBBIX, MOXXHO TMPEOAOJETh CHUCTEMY 3allUThl, TO €CTh IMYTEM pPa3JIMYHBIX
BO3/ICUCTBUI Ha Hee MPEKPaTUTh ee JCHCTBHUS B OTHOILEHHM ce0s WM CBOMX IpOrpamm. OTO
CJIO’KHO, TPYIOEMKO M HE BCET1a BO3MOXKHO, 3aT0 3P PEKTHBHO;

- BO-BTOPBIX, MO’KHO MOHAOIOIATh 32 TEM, UTO «ILIOXO JIEKUT», TO €CTh Kakue HabOpbI
JTaHHBIX, MPEICTaBJSAIONINE WHTEpeC s 3J0YMBIIUIEHHUKA, OTKPBITHI JJs JIOCTyHa IO
HEJIOCMOTPY WJIM YMBICITY aIMHHHUCTpaTopa. Takoil AOCTYI, XOTS U C HEKOTOPOH HATSIKKOW,
TO’KE€ MOKHO Ha3BaTh HECAHKIIMOHHPOBAHHBIM, €r0 JIETKO OCYIIECTBUTH, HO OT HEro JIErKO U
samuTUThes. K aTomy ke tumy otHocutes HCJI ¢ mogGopom maposisi, MOCKOJIBKY OCYIIECTBUTh
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Takod MOoA0Op BO3MOXKHO JIMIIh B CIIy4ae HAPYIICHHUS MPAaBHJI COCTaBJICHHS TMapojeil u
MCIIOJIb30BAaHUS B KAUECTBE MapOJIsl YeIOBEUECKUX UMEH, TOBTOPSIIOLINXCSI CUMBOJIOB U TIP.

B nmnopaBmsromem GonbmmHCTBE ciaydaeB HCJ[ craHOBUTCS BO3MOXHBIM — H3-32
HENPOAYMAHHOTO BbIOOpA CPEACTB 3alUThl, UX HEKOPPEKTHOH YCTAHOBKM M HACTPONKH,
IJIOXOr0 KOHTPOJISI pabOoThI, a TaKKe MPU HEOPEKHOM OTHOILIEHUH K 3aIIUTE CBOMX COOCTBEHHBIX
JAHHBIX.

ATaku «caisiMu» 0oJiee BCETrO0 XapaKTEepHBI AJi CHUCTeM, 00padaThIBAIOIIMX JCHEXKHBIC
cyeTa U, CJIeI0BaTENbHO, 111 OaHKOB OCOOEHHO aKTyalbHBI. IIpuHIMI aTak «caasiMu» MOCTPOEH
Ha TOM (akte, 4TO TpU 00pabOTKE CUETOB MCHOJIB3YIOTCS LIEIblEe €AMHUIBI (LIEHTHI, pyouH,
KOTICWKH), a TPU UCUUCIICHUH MTPOLIEHTOB HEPEJIKO MOIYJaIOTCs IPOOHBIE CYyMMBI.

Hamnpumep, 6,5% rogoseix ot $102,87 3a 31 nens cocraBur $0,5495726. bankoBckas
cucTeMa MOXET OKPYIJIHTh 3Ty cyMMmy 1o $0.55. OmHako eciu mojib30BaTeilb HMEET JIOCTYII K
0aHKOBCKMM CYeTaM WM MporpamMmaM HX 0O0pabOTKHU, OH MOXET OKPYIJIUTh €€ B JIPYTyIO
cropony — 10 $0.54, a pasHuny B 1 1eHT 3amucarh Ha CBOUM cuer. Bianerner cuera Bpsia ju ee
3aMETUT, a €clIi U 00paTUT BHUMAHHE, TO CIUILIET €€ Ha MOTPEIIHOCTH 00padOTKU U HE MPUIACT
3HaYeHUS. 3MOYMBIIUICHHUK e TOMyYUT IpUOBbLUIb B OUH LEHT, ipu o0padotke 10.000 cueTos
B JieHb. Ero npuObuts Takum o6pazom coctaBut $1000, T.e. okono $300 000 B roz.

OTcrona ¥ IPOMCXOANUT Ha3BaHME TaKMX aTak — KakK Kojbaca calsiMM U3rOTaBIMBAETCS U3
HEOOJIBIINX YacTel pa3HbIX COPTOB MsCa, TaK U CYET 3JI0YMBIIUIEHHUKA IOMOJHAETCS 33 CUET
Pa3IUYHBIX BKJIATYMKOB. ECTECTBEHHO, TaKHE aTaku MUMEIOT CMBICH JIMIIb B T€X OpraHu3alusx,
rae ocymectnisercss He meHee 5000 — 10000 TtpaH3akuuii B JA€Hb, MHAY€ HE MMEET CMBbICIIA
PUCKOBaTh, MOCKOJBKY B ciy4yae OOHAapyKEHUS MPECTYIMHUKA MPOCTO OMpPENeNUuTh. Takum
00pa3oMm, aTaku «caJsiMU» OMAacHbl B OCHOBHOM JIJIsl KPYITHBIX OAHKOB.

[IpyunHaMu aTak «cajsMH» SIBISIOTCSA, BO-TIEPBBIX, MOTPEIIHOCTH BBIYHUCICHHM,
MO3BOJIAIOIIME TPAKTOBAaTh IpaBWJIa OKPYIJEHUS B Ty WIM HHYKO CTOPOHY, a BO-BTOPBIX,
OTpOMHBbIE OOBEMBI BBIYMCICHHUI, HEOOXOaUMbIEe A 00pabOTKM CYETOB. YCIEX TAaKUX aTak
3aBUCHUT HE CTOJIBKO OT BEJIMYMHBI 00pa0ATHIBAEMBIX CYMM, CKOJIBKO OT KOJIMYECTBA CUETOB (7151
J000ro cyeTra MOrpelHOCTh 0OpaOOTKH OJAMHAKOBA). ATaKH «CalIIMHM» JOCTaTOYHO TPYAHO
pacno3HaKOTCs, €CIM TOJIbKO 3JIOYMBIIUIEHHUK HE HAUYWHAET HaKallJIMBaTb HA OJHOM CueTe
MUJLTAOHBI.

«Mackapan»

ITon «MackapagoM» TIOHMMAETCs BBIIOJIHEHWE KAaKUX-TUOO JEeHCTBUU  OJHUM
M0JIb30BAaTENEM OT HMMEHM Jpyroro mnoisb3oBareis. [Ipm 3ToM Takue AEUCTBUS JpYroMy
MOJIb30BATENI0 MOTYT OBbITh pa3pemieHbl. HapylieHue 3akiioyaercss B IPUCBOEGHUHU MpaB M
MIPUBHJIETHI.

[ens «mMackapaga» - COKphITHE KaKUX-JTHOO0 JEHCTBUI 32 UMEHEM JIPYroro MOJIb30BATENs
WIM TPUCBOCHHWE NpPaB M MPHUBWIETHI JIPYroro IMoJib30BaTess A JOCTyNa K ero Habopam
JAHHBIX WU 711 UICTIOJIB30BaHUS €T0 MPUBUIIETHH.

«Mackapag» - 3TO CHoco0 aKTHMBHOTO HApYIICHUS 3alIUThl CHUCTEMBI, OH SIBISETCS
OIOCPEIOBaHHBIM BO3IEHCTBHEM, TO €CTh BO3JEHCTBHUEM, COBEPIIEHHBIM C HMCIOJIb30BAHUEM
BO3MO>KHOCTEH IPYIMX MOJb30BATENEH.

[Ipumepom «mackapazna» MOXKET CIYKUThb BXOJ B CHCTEMY IO HMEHEM M MapojieM
JPYToro MoJib30Baress, IpU 3TOM CHUCTEMa 3alllUThl HE CMOXET pacrno3HaTh HapyuieHue. B atom
clIy4ae «Mackapaay» oObIYHO MPEAIIECTBYET B3JIOM CHCTEMbI MJTU TIepeXBaT MapoJis.

Jpyroil npumMep «Mackapaaa» - MPUCBOCHHE UMEHHU JPYroro Mojb30BaTels B Mpoliecce
paboThl. DTO MOKET OBITH CAETAHO C IMOMOIIBIO CPEJICTB ONEPAMOHHONW CHCTEMBI (HEKOTOpHIE
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OTICPAIIMOHHBIE CHUCTEMBI MO3BOJISIIOT M3MEHSTh HICHTU(HUKATOP TOIB30BATENS B IPOLECCE
paboThl) WM C TMOMOIIBI0 MPOTPAMMBI, KOTOpask B ONPEACICHHOM MECTE€ MOXKET W3MEHHTh
OmpeJieJICHHbIE JaHHBIE, B PE3yJbTaTe YEro MOJIb30BaTelb MOJYUUT Apyroe ums. B aTom cinyuae
«MackKapaay» MOXKET IPEAIIeCTBOBATh 3aXBaT MPUBWICTUH, UM OH MOXKET OBITh OCYIIIECTBIIEH C
HCIOJIb30BAHUEM KaKOH-TH00 OMIMOKH B CHCTEME.

«MackapagioM» TaKXKe Ha3bIBAIOT Teperady COOOIIECHUH B CETH OT HUMEHHU JIPYroro
nosib3oBateass. CrmocoObl 3aMeHBl HIEHTH(HKATOpa MOTYT OBITh pa3Hbie, OOBIYHO OHU
OTIPEICIIAIOTCS OIMMOKAMU U OCOOCHHOCTSIMH CETEBBIX ITPOTOKOJIOB. TeM He MeHee Ha IPUEMHOM
y3JI€ TaKoe cooOIIeHue OyIeT BOCIIPUHATO KaK KOPPEKTHOE, YTO MOXKET MPUBECTH K CEPbE3HBIM
HapylmeHussM paboTsl ceTu. OCOOCHHO 3TO KacaeTcsl YIPABISIONIUX COOOIICHHUH, N3MEHSIOIINX
KOH(QUTYpAIMIO CETH, WIH COOONICHW, BEAYIIMX K BBITOJHEHUIO PHUBIICTUPOBAHHBIX
onepanui.

Haubonee omacen «mackapam» B OaHKOBCKMX CHCTEMaxX JJICKTPOHHBIX ILIATEKCH,IIe
HEenpaBWIbHAs UACHTU(DUKAIMS KIMEHTa MOXKET MPUBECTU K OTPOMHBIM yObITKam. OcoOeHHO
9TO KacaeTcs IIATEKEH C IMOMOIIBI0 3JEKTPOHHBIX OaHKOBCKHX KapT. Cam mo cebe MeTon
UIEeHTU(UKAIIMK C TTOMOINBI0 mepcoHanbHOro HMiueHTtudukaropa (PIN) mocrtaTodHo HaaekeH,
HapyIIEHNUs MOTYT MPOUCXOJUTHh BCJIEACTBUE OIMIMOOK €ro HCIOJIb30BaHUS. ITO MPOU3OMUIET,
HarpuMep, B clly4ae yTepd KPEAUTHOM KapThl, MPHU HUCIOIH30BAHUU OUYEBHUJIHOTO
uacHTHuKaTopa (CBOEro MMEHH, KIIOYEBOr0 CJIOBA M T.I.). [l03TOMY KJIIMEHTaM HaIo CTPOTO
co0JII01aTh BCE pEKOMEH1allMK O0aHKa MO BBIITOJIHEHUIO TAKOTO POJIa TJIATEKEH.

«Jloruyeckoii 60M00i1» Ha3BIBAIOT YUACTOK MPOTPAMMBI, KOTOPBIN pearu3yeT HEeKOTOPbIe
NEHCTBUS MPU HACTYIUICHUU ONpEeNICHHBIX YCIOBUIA B JaTe UM UMEHHU (haiina.

MupoBasi KOMIBIOTEpHass OOIIECTBEHHOCTh JOCTAaTOYHO XOPOIIO 3HAaKoMa C
«JIOrTHYecKuMH OomOamuy. Jlormueckass OoMOa sBIsieTCS ONHUM U3 M3IIO0JICHHBIX CIIOCOOOB
MECTH MporpammucToB KoMmaHusM, KOTOpble UX YBOJIMIN WIH 4yeM-Inb6o obunenu. [lpu atom
yaiie Bcero cpadbarpiBaHe O0OMOBI CTAHOBUTCSI B 3aBUCUMOCTH OT YCTAaHOBKH B CUCTEME JIaThl —
TaK Ha3bIBAEMbBIE «JAaCOBBIE» OOMOBI. DTO OYEHBb yIOOHO: JOMYCTUM, MPOTPAMMHUCT 3HAET, YTO
ero yBossT 1 ¢deBpans. B TakoMm ciiyyae OH MOXKET YCTaHOBUTHb «4acoBYIO» O0MOy Ha B3pbIB,
JIOMycTHUM 6 Masl, Korja cam OH OyAeT yKe BHE MPEAeNioB TOCITaeMOCTH Ui MOCTpadaBIlei
KOMIIQaHUH.

[Tocne ee 3amycka Ha 3KpaHe IUCIUIES MOYKHO YBUIETh MYJIbTUIUIMKALMOHHBIE KAPTUHKU
C aMepHKaHCKON meBuiled MaJgoHHOHM, mpUyYeM I[IOKa3 3aBepIlaeTcs Bblaadeil cooOIIeHus
cienyromiero cojnepxkanus «TOJBKO UIAMOT HCMOJIB3yeT CBOM KOMITBIOTEP MJisi TOTO, YTOOBI
paccmaTpuBaTh BHIe03Be3a!». Bo Bpems aemoHcTpammm OombOa ymamser cebs, HO 3a0JHO
yaanseT u Bce (pailyibl Ha JOCTYIHBIX TSl HEE TUCKaX.

DOKCHepThl CYUTAIOT, YTO HA CETOAHSAIIHUNA J€Hb YHCIIO CYIIECTBYIOIIUX BHUPYCOB
nepeBamiio 3a 50 ThICAY, MPUYEM EXKETHEBHO MOsABIsETCd OT 6 10 9 HOBBIX. PeanbHO
MUPKYTUPYIOIINX BUPYCOB B HACTOSIIIEE BpeMsi HACUUTHIBaeTCs okoio 6oiee 200.

OnuH U3 aBTOPUTETHEHIINX «BUPYCONOTroB» cTpanbl EBrenuit Kacnepckuii npennaraer
YCIIOBHO KJIACCU(UIIMPOBATH BUPYCHI MO CIEAYIOMIUM IPU3HAKAM:

. o cpezie 0OuTaHus BUPYCa;

. 10 croco0y 3apakeHHsl cpeibl OOUTaHMUS;
. 0 JIECTPYKTUBHBIM BO3MOXHOCTSIM;

. 10 0COOEHHOCTSM aJropUTMa BUpYycCa.

Bbonee monpoOHas kinaccudukaius BHYTPU dTHX TPYIII MPEICTaBIeHA HUXKE.
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Knaccugukaius KOMIBIOTEPHBIX BUPYCOB 10 Cpeie OOMTAHUS:

CereBbie PacnpocTpaHstoTCs 110 KOMIIBIOTEPHOU CETH
dainnossle BHeapstoTcs B BEIIOTHIEMBIE (ailibl
3arpy3o4Hble BHeapstorcs B 3arpy30uHslii cextop aucka (Boot-cextop)

Krnaccudukaiys KOMIbIOTEPHBIX BUPYCOB IO CIOc00aM 3apakeHHUs:

PesunentHbie HaxonsTcs B maMsiTH, aKTUBHEI JI0 BBIKJIFOUEHUST KOMITHIOTEPA

Hepesunentaoie He 3apaxkaroT namsTh, SIBJISIFOTCS aKTUBHBIMH OTPAaHUYECHHOE BpEeMs

besBpennbie [IpakTdecku He BIUSAIOT Ha paboOTy; YMEHBIIAIOT CBOOOTHYIO
MaMsTh Ha IMCKE B PE3yJIbTaTE CBOCTO PAa3MHOKEHUS

HeonacHbie YMEHBIIAIT CBOOOHYIO ITAMSTh, CO3/IAI0T 3BYKOBBIC, rpaduvyecKue
1 ripourie 3G HeKThI

OnacHbie MoryT npuBeCTH K MOTEPE MPOrPaMM WIIM CUCTEMHBIX TaHHBIX

Ouenb onacHbIe YMeHbBIIaI0T CBOOOAHYIO MaMsTh, CO3AAI0T 3BYKOBEIE, TpaduyecKue

U ipounie 3P (HeKThI

C ydueToM 0COOCHHOCTEH aNropuTMa BUPYCa BBIICISIOT:
Bupycel-«ctiytHukn»  Bupycel, He wu3Mmensitouue (aiinbl, co3mator ans EXE-daiinos
(aiiIbI-CIyTHUKH C paclIupeHueM .Com

Bupycoi-«uepBu» PacnipocTpaHsioTCcsi MO CETH, pacchUIalOT CBOM KOIMHU, BBIYUCISSA
CeTeBbIC ajipeca

«Mapa3suTHYECKUE» V3MEHSIOT cofepKIUMOe AUCKOBBIX CEKTOPOB UITH (aiiioB

«CTENICH-BUPYCHI [lepexBaThiBatOT  OOpallleHUS  OMEPAIlMOHHOM  CHUCTEMBI K

(«HEBUJIUMKU) MOPAKEHHBIM (haijiaM WM CEKTOpaM U TOJICTABISIOT BMECTO CeOst

HE3apaKEHHBIC YIACTKU

Bupycel-npuspaku He wuMeroT HM  OZHOTO  IIOCTOSHHOIO  y4acTKa  KOJa,
TPYAHOOOHAPYKHBaeMBbl, OCHOBHOE TEJIO BUpYca 3auin(ppoBaHO

MakpoBupyChI [Mumryrtest He B MamMHHBIX Kopax, a Ha \WordBasik, xuByr B
nokymentax Word, nepenucsiBarot cedst 8 Normal.dot

OCHOBHBIMU MYTSMH TPOHUKHOBEHHUSI BUPYCOB B KOMITBIOTEP SABIISIFOTCS ChEMHBIE TUCKHU
(rubkue U Ja3epHbIC), a TaKXKe KOMIBbIOTepHbIE ceTH. [Ipu 3apaxeHuH KOMIBIOTEpPAa BHUPYCOM
BaKHO €r0 OOHAPYKHUTH MO XapaKTEPHBIM MMPU3HAKAM.

[Tpu3zHakamMu BO3EUCTBUS BUPYCOB Ha KOMITBIOTEPHYIO CUCTEMY CITY)KAT CIICTYIOIIHE:

. M3MEHEHHUE JaThl CO3/1aHus U JIIUHbI (aiiia;

. nponaxa Qaiina;

. CIIMIIKOM YacThle 0OpalleHus K JTUCKY;

. HETIOHSATHBIE OIINOKY;

. «3aBHCAHHE» KOMIIBIOTEPA;

. CaMOIPOM3BOJIbHAS ITEPE3arpy3Ka ONEPauOHHON CHCTEMBI;

. 3aMeIeHre paboThl IPOIECcCopa;

. MOSIBJICHUE HEOKUJaHHBIX IPaUUeCKUX U 3BYKOBBIX 3(PPEKTOB;
. COOOIIEHNs] aHTUBUPYCHBIX ITPOrpamm;
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. cooOieHre, TpeOyroliee BBIIUIATHI KOMIICHCAIIMH 32 BOCCTAHOBJICHHE (ailioB
KOMITBIOTEPOB (BUPYCHI-BBIMOTATEIIH).

Bce peiicTBust BUpyca MOTYT BBIMONTHITHCS JOCTATOYHO OBICTPO M 0€3 BBIIAYM KAKUX-
a100 COOOIICHH, MOATOMY TI0JIb30BATENI0 OUYCHb TPYAHO 3aMETHTh, YTO B KOMIIBIOTEpPE
HPOUCXOIUT YTO-TO HEOOBIYHOE.

[Toka Ha KOMITBIOTEPE 3aPAKEHO OTHOCHTEIILHO MaJIO MPOrpaMM, HATMIHE BUPYCA MOXKET
OBITh TPaKTHYECKU He3aMeTHO. OHAKO MO MPOMISCTBUH HEKOTOPOrO BPEeMEHH Ha KOMITBIOTEPE
HA4YUHAET TBOPUTHCS UTO-TO CTPAHHOE, HAIIPUMED:

. HEKOTOpbIE€ MpPOTpaMMbl IEpecTaroT padoTaTh WM HAYMHAIOT paboTaTh
HEIPaBUIIBHO;

. Ha 9KpaH BBIBOJISATCS IOCTOPOHHUE COOOIICHUS, CHMBOJIBI U T.11.;

. paboTa Ha KOMIIBIOTEpPE CYIECTBEHHO 3aMEUIAETCSl U MOKET OBbITh MpEeKpalleHa

(BUpYCBHI-BBIMOTATEIIN);

. HEKOTOpbI€ (hailyibl OKa3bIBAIOTCS UCIIOPYEHHBIMU U T.[I.

K sromy MOMEHTY, Kak MpaBWJIO, YK€ JOCTaTOYHO MHOro (WM Jlaxke OOJIBIIMHCTBO)
IpOTrpaMM SIBJISIIOTCS 3apaKEHHBIMHM BUPYCOM, @ HEKOTOpbIE (aifjibl U AUCKU — UCTIOPUYEHHBIMH.
bonee Ttoro, 3apakeHHbIE NpPOrpamMMbl C OJHOTO KOMIIBIOTEpAa MOIJIM OBITH IEPEHECEHBI C
MIOMOUIbIO AUCKET UJIU 110 CETU Ha APYTUe€ KOMIBIOTEPHI.

Hexotopbie Buapl BHPYCOB BeayT ceOsi eme Oojee koBapHO. OHHM BHavaje HE3aMETHO
3apaxkatoT OOJIBILIOE YHMCIIO MPOrpamMM WJIM JHUCKOB, a IOTOM IPUYMHSAIOT OYEHb CEPbE3HBIE
HOBPEXCHUS, HAapUMep, GOpMUPYIOT BECh KECTKUI AUCK HAa KOMIIbIOTEpE. A ObIBatOT BUPYCHI,
KOTOpPbIE CTaparoTcsl BECTH ce0s KaKk MOXXHO 0ojiee He3aMETHO, HO IOHEMHOT'Y U IOCTEHNEHHO
HOPTAT JAaHHBIE HA )KECTKOM JINCKE KOMITBIOTEPA.

BosibIIMHCTBO BHPYCOB HE BBINOJHAET KaKUX-THOO JEHCTBHM, KpOME CBOEro
pacmipocTpaHeHusl (3apaKeHHsI IPYTUX MPOrpaMM, JUCKOB M T.JI.) W. MHOTJA, BBIIAYM KaKHX-
00 cooOmeHnit win WHBIX 3()(EKTOB, MPHIYMaHHBIX aBTOPOM BHpPYCA: HIPBI, MY3BIKH,
nepe3arpy3Ku KOMITBIOTEpPA, BBIIAYM HA DKPAaH Pa3HBIX PUCYHKOB, OJOKWPOBKH WM U3MEHEHUS
(GyHKIMHI KJIaBUII KJIaBUATYpPhl, 3aMeIJIeHUs] pa0oThl KoMIbioTepa U T.1. OHaKO CO3HATEIbHOU
nopurd MHGOPMALMU 3TU BHUPYChl HE OCYLIECTBIAIOT. Takue BHPYCHl YCIOBHO Ha3bIBaOTCA
Heonacnvimu. BrpodyeM, M 3TH BHUPYCHl CIIOCOOHBI NPUYMHUTH OOJNBIIME HEMPUATHOCTU
(HampuMep, Tepe3arpy3Ku KakJple HECKOJIbKO MUHYT BOOOIIE HE J]a/lyT BaM paboTath).

OnHako OKOJO TpeTH BCEX BHJIOB BHUPYCOB IMOPTAT JaHHbIE Ha JUCKaX — WIH
CO3HATENIbHO, WJIM M3-3a COJEp’KAIIMXCS B BHpYycax OHIMOOK, CKaXeM, M3-3a HE BIIOJIHE
KOPPEKTHOTO BBITIOJTHEHUSI HEKOTOPBIX neiicTBuid. Ecim mopya MaHHBIX TPOHMCXOIMT JIUIIb
AMU30/IMYECKU U HE MPUBOAUT K TSKEJBIM MOCIEACTBHUIM, TO BUPYChl Ha3bIBAIOTCA ORACHBIMU.
Ecnmu ke mopdya MaHHBIX TPOHMCXOIAWT YacTO WM BHPYCHl TPHYUHSIIOT 3HAYUTEIHHBIE
paspyuienust (popMaTHpOBAHUE MKECTKOTO AMCKA, CUCTEMATUYECKOE H3MEHEHUE IaHHBIX Ha
JICKE U T.JI.), TO BUPYCHI HA3bIBAIOTCS 0YEHb ONACHBIMU.

HcTopuss KOMIIBIOTEPHOM BUPYCOJIOTUHU TPEJICTABISAETCS CETOJHS MOCTOSIHHON «TOHKOM
3a JIUAEPOM», MpPHUUYEM, HE CMOTPS Ha BCIO MOIIb COBPEMEHHBIX AHTUBUPYCHBIX MpPOTpPaMM,
JUJIEpaMU  SIBIIIIOTCS MMEHHO BHpYychl. Cpelnu ThICSY BHPYCOB JIMILIB HECKOJIBKO JIECATKOB
SIBIISTIOTCSI OPUTHHAIBHBIMHA Pa3pabOTKaMH, MCIIOJIB3YIOMIMMHU JIEHCTBUTEIBHO MPUHINITHAIBEHO
HOBBIE uaeu. Bce ocranbHble - «Bapuanuu Ha TeMy». Ho kaxnmas opurmHanbHas pa3paboTka
3acTaBisieT co3jaTesiedl aHTHUBUPYCOB IPHUCIOCAOIMBATHCA K HOBBIM YCIIOBUSIM, JIOTOHSTH
BUPYCHYIO TEXHOJIOTHIO.
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Kak u npenckasbiBanock, Bce 60blIre 000poThl HaOMpaeT pa3BUTUE YEPBEH U TPOSHIICB
JUTST MOOWITBHBIX Tele(hOHOB. B HacTOAmUNT MOMEHT KOJIMYECTBO BPEIOHOCHBIX MPOrpaMm
YBEJIMUYMBAETCS IPUMEPHO Ha 1 HOBYIO ITpOrpaMMy B HEJIEINIO.

[IpumeuaTeneH TOT (akT, 4TO B aHTUBUPYCHBIE 0a3bl ObUIM JOOABICHBI MPEICTABUTENN
HOBOT'O KJlacca 4epBei Jisi MOOMIbHBIX Telle(hOHOB MO/ YIPaBICHUEM OINEPAIIMOHHON CUCTEMBI
Symbian. Peub wumer o0 «IOYTOBBIX MOOWJIBHBIX YEPBSIX», HCIOJB3YIOUUX  JUIS
camopacnpoctpaneHuss MMS  (cepBuc mepemaud  MYJIbTUMEIUWHBIX  cooOmieHui). B
oOHapy>KEeHHBIE FK3EMIUISIPBI BCTPOCHO JBa criocoda pacnpoctpaneHus. [1epBblid, yxe cTaBmmit
TPaaUIIMOHHBIM Ul MOOMJIBHBIX YepBei, uepe3 mpoTokon Bluetooth; yepBr pacmnpocTtpansiercs,
pacchbutas ce0si Ha BCe JOCTYIHbBIE ycTpoicTBa B paauyce 10-15 meTpoB. Bropoit — npu nmomoru
MMS — cooOrieHuii.

B nacrosiuii MOMEHT U3BECTHO JiBa cemelictBa MMS-uepBeit:

. Comwar, KOTOpBIM pacchbulaeT ce0s MO BCEH aIpecHOW KHHUTe MOOHMIIBHOTO
TenedoHa;
. Cabir.k, xoTopsIii BeeT cedst 6ojiee OPUTHHAIBHO, @ UMEHHO — JKJIET MPUX0J1a Ha

tesiepoH SMS- i MMS-coo01ieHus 1 oTIpasisieT cedst B OTBET Ha HETO.

HauaBmmics ¢ ogHoro enuHcTBeHHOTO Bluetooth-uepBsi, BpenoHOCHBIE MTPOrpamMMBbl ISt
MOOMJIBHBIX YCTPOWCTB celdac MPEICTaBJICHBI cpady 3-Ms kiaccamu: Worm (mpudem, 371ech
TENephb €CTh KaK «CETeBBIe» YEPBH, TAK U «IIOYTOBBIE»), Virus, Trojan.

Ecnu TpaguuuoHHBIM BHpycaM MOTPEOOBAIUCH TOAbI, YTOOBI MPUMTH K TaKoOMy
KOJINYECTBY MOBEJICHU, TO MOOMIIbHBIE BUPYCHI IPOJIEJIAIN ITOT IIyTh MEHEE YeM 3a TOJ.

MOHO ¢ yBEpEHHOCTbIO IIPOTHO3UPOBATH, UTO B OJMIKANIINI IO/ HOSABATCS MOOMIIbHBIE
IPEJCTaBUTEINN APYTUX KIIACCOB KOMIIBIOTEPHBIX BUPYCOB.

Cnpasounuk yepo3 npu pabome ¢ unmeprem

B mpomutom koMmbproTepaM yrpoxaiyd NPEeUMYIECTBEHHO BUPYCHI M yepBH. OCHOBHOM
IENTBI0 ATHX TPOTPaMM OBLIIO CaMOPaCIPOCTPAHEHHE; HEKOTOPHIE IPOTPAMMBI TAKXKe MPHUUNHSIIN
Bpen ¢ailaM M caMMM KommbloTepaMm. Takue BpeJOHOCHBIE NPOTpaMMbl — THUIIUYHBIE
NpOsIBIIEHUS] KNOepBaHjaIn3Ma.

B ueMm pa3HMIa MexK1y BUPYCOM H YyepBeM?

Bupyc — 310 camopa3zMHoKaroIascsi mporpaMMa, OHa pachpocTpaHsercs ¢ ¢aiia Ha
¢aiin u ¢ komnperoTepa Ha kKoMibioTep. Kpome Toro, Bupyc MoxeT ObITh 3alporpaMMHUpOBaH Ha
YHUYTOKECHUE WU MIOBPEXKIECHUE TAaHHBIX.

UYepBH CUHTAIOTCS MOJAKIACCOM BHPYCOB, HO 00JaNAIOT XapaKTEPHBIMH 0COOEHHOCTSIMH.
UYepBb pa3zMHOXKaeTcs (BOCIPOU3BOAUT celsl), HE 3apaxas Apyrue ¢aiibl. OH BHeApseTcs] OJAUH
pa3 Ha KOHKPETHBIH KOMIIBIOTEp W WIIET CHOCOOBI PaCIpOCTPAHUTHCS Jajiee Ha Jpyrue
KOMITBIOTCPHI.

Bupyc 3apaxaer Tem Ooibliee KOJMYECTBO (HailIoB, YeM JOJIbIIIE OH HAXOAWUTCS Ha
KOMITbIOTEpE HeoOHapyKeHHBIM. UepBb cO3/1aeT €AMHCTBEHHYIO KOMHIO CBOETO Koa. B oTinuune
OT BUpYCa, KOJI YEepBsl CaMOCTOSATENEH. J[pyruMu cioBaMu, 4yepBb — 3TO OTIENbHBIN (aiii, B TO
BpeMs Kak BUPYC — 3TO KOJI, KOTOPBIA BHEIPSIETCS B CYIIECTBYIOLIHE (DaIbI.

Yro Takoe pekjamMHble cucTembl (adware)?

[MousiTue «adwarey» BKIIIOYAET B ceOsl MPOTpaMMBbl, 3aITyCKAOIIHE PeKIaMy (4acTo B BHIIE
BCIIJIBIBAKOIIINUX OKOH) HJIK IICPCHAITPABJIAOIINEC ITOMCKOBEIC 3aITPOChl HA PEKIIAMHBIC BeO-CaNTEL
Pexnamuoe I1O yacTo ObIBaeT BCTPOEHO B OECIUIATHBIE WM YCIOBHO-OECIIaTHBIE MPOTPaMMbl U
YCTaHaBJIMBAETCSI HA KOMIIBIOTEP IOJIb30BATENsI OAHOBPEMEHHO C OCHOBHBIM IPUIIOKEHHEM 0e3
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BEJOMa WU coryacus moisib3oBarens. B Hekoropbix ciydasx peknamHoe IIO moxer TaiiHO
3arpy3uTh U yCTAHOBUTH Ha Balll KOMIIBIOTEP TPOSHCKAsI IPOTrPaMMa.

YcrapeBiue, He OOHOBJICHHBIE BOBpEMs BEpCHH Be0-Opay3epoB MOTYT OBITh YS3BHUMBIMH ISt
XaKEPCKUX MHCTPYMEHTOB, CKaYMBAIOUINX PEKJIAMHBIE IPOrPaMMBbl Ha Balll KOMIIBIOTED.

KoHTpoJibHBIE BOIPOCHI K TeMe 2

HazoBute nHbOpMaImoHHBIE YTPO3BI ISl TOCYAApCTBA.
Kakwue coznatorcst uHGOpMAIMOHHbBIE YTPO3bI ISl KOMITAHUN?
Yrto yrpokaet Tu4HOCTH ((PU3UIECKOMY JIUITY)?

HazoBuTe npuunHbl ”HGOPMAITMOHHBIX YTPO3.

Kaxkue neiictBus u coobiTus HapymaroT Mb?

I

Kakune nuaHOCTHO-TIPO(EeCCHOHANTLHBIC XapaKTEPUCTHKU COTPYAHUKOB CIIOCOOCTBYIOT
peanuzauuu yrpo3 Ub?

7. Ha3oBuTe OCHOBHBIE KOMITBIOTEPHBIE BUPYCHI.

8. Kaxkue BbI 3HacTE KOMITBIOTEPHBIC IPECTYILICHUS ?

TecThl K TEME 2
1.HecaHKIMOHMPOBAHHBIM /I0CTYIIOM SIBJISIETCS

A. HEIOCTaTOYHOE 3HAHUE PAOOTHUKAMHU MPEANIPHUATHS IPABUII 3aIUTHI HH(OPMALIUU;
b. cnaGpl1ii KOHTPOJIB 32 COOJIIOIEHNEM TIPABUI 3aIIUTH HHPOPMAIIHH;
B. xumienne Hocutenei nHGOpMaUU U JOKYMEHTAIBHBIX OTXOOB.

N

. Peanm3anuu yrpo3 unopmMaunoHHoi 6€30nacHOCTH CNIOCOOCTBYIOT:
. OOJITIIMBOCTE;
MPOCTYIHBIEC 3a00JIEBAHMS;

oo

. HaioroBeIil Kogekc.

THUNOBBIMU MY TAIMUA HECAHKIIMOHUPOBAHHOI0 10CTYNA K MH(OPMAIIUH, SABJISIIOTCH:
. IUCTaHIIMOHHOE (hoTorpadupoBaHuUeE;
BbIX0]1 U3 cTposi [IDBM;

w o w

. yparaHsl.

HecankuuonupoBanubiM g1octynom k nngpopmanun HE saBasercs:

. ICII0JI30BAHNE IPOrPAMMHBIX JIOBYILIEK;

moburenbckoe GoTorpadupoBaHue;

. BKITIOYEHHE B OMOIMOTEKU MPOTPaMM CIIEUAIBHBIX OJIOKOB TUIIA «TPOSTHCKUNA KOHbBY.

i

5. K cnocodam Bo3aeiicTBus yrpo3 Ha uHGopMmanuoHHbie 00beKkThl HE oTHOCATCS:
A. mporpaMMHO-MaTeMaTHYECKHE;
b. oprann3anuoHHO-IIPaBOBEIE;

B. noroBopHbIie OTHOILIEHHUS.

6. XakepHasi BoiiHa — 3T10?
A. aTraka KOMITbIOTEPOB U CeTeH IpakJaHCKOr0 HHPOPMALMOHHOTO MTPOCTPAHCTBA;
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b. ucnonp3oBanue nHpopMauu 15 BIUSHUS HA YMbI COIO3HUKOB U IPOTHBHUKOB;
b. 6nokupoBanue nHGOpMAIIH, IPECcIeayIoNiee b TOTYIUTh IKOHOMUYECKOEe
IIPEBOCXOJICTBO.

7. Yrpo3bl J0CTYIIHOCTH JAHHBIX BO3HUKAKOT B TOM CJIy4ae, koraa?

A. 00BEKT HE MmoJTydaeT J0CTYIa K 3aKOHHO BBIICJIEHHBIM €My pecypcam;

b. neranbHbIN 110JIB30BATENb MEPEIACT WM MPUHUMACT IJIATEKHBIC IOKYMEHTHI, a [IOTOM
OTPHUIIAET 3TO, YTOOBI CHATH C Ce0sI OTBETCTBEHHOCTH;

B. cnydarorcst ctuxuitnbie OeCTBUS.

8. BHepeHHe KOMNIbIOTEPHBIX BUPYCOB SIBJISIETCS CJIEIYIOIIHMM CIIOCO00M BO31eiCTBHUS
YIpo3 Ha MH(OPMAIUOHHBIE 00beKThI?

A. nHGOPMAITMOHHBIM;

b. dusnueckum;

B. nporpaMMHO-MaTeMaTHYECKHM CIIOCOOOM.

9. Jlornueckas 6oM6a — 3T0?

+A. KOMIIBIOTEPHBIN BUPYC;

b. crioco6 Benenns nHGOPMALIMOHHON BOHHBI;

B. mpuem, ucnons3yemslii B criope Ha GPriiocockyro Temy.

10. O0bexkTOM HH(POPMALMOHHON ATAKM He SIBJISETCH:
A. AVC B enowm;

b. kananbl nepenaun JaHHBIX;

B. npuponooxpanHbie MEpOTTPHUSITHSI.

11. Iloa «mackapagom» MOHUMaeTcs?

A. BBINOJHEHNUE KAKUX-THO0 IeHCTBUI OJJHUM MOJIb30BaTENIEM OT UMEHH JIPYTOro MoJIb30BaTes;
b. 06paboTKa 1eHEeKHBIX CYETOB MPH MOITYUYEHUH JPOOHBIX CyMM;

B. MoHOMonm3amus kakoro-mbo pecypca CUCTEMBI.

12. «JIrokom» Ha3bIBaeTcHa?

A. UCIIOIB30BaHKE IOCIIE OKOHYAHUS pa60Tr,1 JaCTUu JaHHBIX, OCTAaBIIIHNECA B IIaMSITH,

b. mepenada cooOmieHunii B c€TH OT IMEHU JAPYTOTO MOTH30BATEIS;

B. He onucanHas B TOKyMEHTAllMH HA IPOTPaMMHBINA MPOAYKT BOZMOKHOCTH pabOThI C HUM.

13. «MoOuIBbHBIe» BUPYChI PACIIPOCTPAHAIOTCS:

A. myrem B3noma nporpaMmm BOBM;

b. B BUzIe «uepBeil» U «TpOsTHIIEBY JUIsI MOOMIIBHBIX TeNe(OHOB;
B. 1o nuHuM cBA3M MEXy y371aMH CETH.

14.1na xomnbroTepHbIX npecrymienuii HE xapakrepna:
A. CIIO)KHOCTB cOOpa I0Ka3aTeIhCTB;
b. Hanu4mre 1oCTaTOYHOM CIIEICTBEHHON MPAKTHKHU IO PACKPBITHIO KOMITBIOTEPHBIX
npecrymieHuii B PO;
B. BbICOKAsI JIATEHTHOCT.
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Tema 3. I'ocynapcTBeHHOe peryjiupoBaHue
MH(OPMALMOHHOI 0€30IaCHOCTH

1. JlesaTenbHOCTh MEXTyHAPOIHBIX OpraHu3aluii B chepe HHPOpMAIIOHHON 0€30acHOCTH
2. HopmaTuBHO-TIpaBOBBIC aKThI B 001aCTH HHGOPMAIIMOHHON Oe30macHOCTH B PO

1. lesiTeIbHOCTH MeKAYHAPOAHBIX Opranu3anuii B cpepe nHGopManuoHHOH 0e30aCHOCTH

Obecnieuenrie HHGOPMAITMOHHON 0€30MaCHOCTH OCYIIECTBIISIETCS Ha OCHOBE COUYETaHUS
3aKOHOJATEIbHOU, MPaBONPUMEHHUTEIBHOM, MPAaBOOXPAHUTEIBHON, CyIeOHON, KOHTPOJIBHON U
Ipyrux (HopM JEATEIBHOCTH TOCYJapCTBEHHBIX OPraHOB BO B3aUMOJICHCTBUU C OpraHaMu
MECTHOT'O CaMOYIIPABJICHUS, OPTAaHU3AIMSIMH U TPaXKIaHAMHU.

MenepKkMeHT MHPOPMAITMOHHON 0€30MacHOCTH TPE/IoJiaraeT BbIICICHHE HECKOIBKUX
Nb:

1. YpoBeHb MeXAYHAPOAHBIX MPO(HECCHOHATBHBIX 00bETUHEHH, CBA3aHHBIX CO cepoit
MH(OPMALIMOHHBIX TEXHOJIOT U, TEIEKOMMYHUKALUNA U HHPOPMAITMOHHON 0€3011aCHOCTH.

2. YpoBeHb KPYIHBIX KOMIaHui, paboTaromux B chepe HHPOPMAIIMOHHBIX TEXHOJIOTUN
U B 3HAYUTENIBHON Mepe ONpeAesionuX COCTOSHHE HH(OpPMAMOHHONW O€30MacHOCTH B
cooOmiecTBe moib30Bareseii HHHOPMAIIMOHHBIX CUCTEM, a TaK)XK€ BIUSIOMIMX Ha 0€301MacHOCTh
Pa3TUYHBIX JIEMEHTOB HHPOPMAITHOHHON HHPPACTPYKTYPHI.

3. l'ocynmapcTBeHHBIN YPOBEHB - YPOBEHBb TOCYIAPCTBCHHBIX M MEKITPABUTEILCTBEHHBIX
OpTraHW3aIyii, BIUAIOIMNX Ha J>KU3Hb OOIIECTBA, COCTOSHUE IPABOBOM CHCTEMBI, Pa3BUTHE
SKOHOMMKH U TEXHOJIOTHIA.

4. YpoBeHb OTHENbHBIX KOMIIAHUH - COOOIIECTBO MOJb30BaTeNneld WH(GOPMAIMOHHBIX
CHUCTEM, 3aWHTEPECOBAHHBIX B  COOCTBEHHON  HH(OpPMAIMOHHOW  OE30MacHOCTH U
o0ecrevynBarouX 3alUTy UMEIOIUXCS Y HUX HHPOPMAIMOHHBIX PECYpCcOB COOCTBEHHBIMH
CUJIaMHU.

HekoTopsie umccieqoBaTeny BBIACISAIOT JOMOJHUTEIBHBIN MTPOMEXYTOYHBIH YpOBEHB -
KOHCQJITUHTOBBIE W BHEJPECHYCCKHE KOMITAHWH, Yy4eOHBIE IEHTpPHI, padoraromme B chepe
WH(OPMAITMOHHON 0E30IMaCHOCTH ¥ JICWCTBYIOIIME KaK CBSI3YIOIIECE 3BEHO MEXKIY Pa3IUIHBIMU
OpTraHU3AI[IOHHBIMH YPOBHSIMHU.

Jlis KaXJI0TO YpOBHS YKa3aHHOM MEpapXuH XapaKTepHbI CBOM 3aJaud U crenuduyHbie
METO/IbI OPTaHU3AIUOHHOM paboThI[25].

BriensitoT HECKONBKO THUIIOB MEXKIYHAPOIHBIX OpTraHW3alluid, JEHCTBYIOMUX B cdepe
WH(GOPMAIIMOHHONW  0€30MmacHOCTM U OKAa3bIBAIOIIMX  CYIIECTBEHHOE  BJHMSHHE  Ha
(YHKIITMOHUPOBAHKWE TJOOATBHBIX HH(DOPMAIMOHHBIX CHCTEM U  JICATEIBHOCTH  BCETO
MH(OPMaLIMOHHOTO COO0IIECTRA:

1. Kpymabie MexayHapoJHbIe HEKOMMEPUYECKHE M HETIPaBUTEIILCTBEHHBIC OpraHU3aIlnHy,
00BETMHSIONINE CIIEIINATICTOB B OMPEISIICHHBIX 00JIACTSIX, CYIIECTBYIONINE, KaK MPAaBHIIO, YKE
B TEUYCHHE MHOTHX JIET W OXBAaTHIBAIOIINE MHOXECTBO OCHOBHBIX HAIPABICHUU pa3BUTHUS
KOMIBIOTEPHONH WH)KEHEPHUH, SJICKTPOHUKHA U TEIEKOMMYHUKAIIMMA, BKIIOYas B TOM YHCIE H
OTpe/ieieHHbIE BOIMPOCHI OOecreueHus: OE30MaCHOCTH COBPEMEHHBIX HH(OPMAIIHOHHBIX
TEXHOJIOTHUM.

2. OtnenbHBIE OTHOCUTEIEHO HEOOJBITNE OPTaHU3AI|H, KOTOPHIE CIICIIHATU3UPYIOTCS Ha
OoJsiee WJIM MEHEe Y3KHX BOIpocax HH(POPMAIMOHHOW O€30MacHOCTH, MMEIOIINX TJIO0AIbHOE
3HaYeHHe JJI1 BCEro cOoOOIIeCcTBA MOJb30BaTeNiel MHPOPMAIIMOHHBIX CUCTEM, U TMOSBUJINCH Ha
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0a3e uYACTHBIX KOMIAHUN WJIM UCCIEA0BATEIbCKUX CTPYKTYp B TEUEHHE IIOCIEAHEro
NecATWIEeTUs, Korga mpodimembl HMHGOPMAMOHHON  0OE30MacHOCTH  CTaJd  OCOOEHHO
aKTyaJIbHBIMHU.

3. CoBMecTHBIE CTPYKTYpbl (KOMHUTETHI, ajbsSHChl M T.I.), CO3JaBacMble (MHOTIA
BPEMEHHO) KPYHNHBIMH KOMIAHUSMHU (MHOTJA MpPH YYaCTUU KPYIHBIX HCCIEA0BATEIbCKUX
LEHTPOB, Y4EOHBIX 3aBEICHUN U MPABUTEIbCTBEHHBIX CTPYKTYp) VIS PEUICHHS OMpeAesIeHHBIX
3a7a4 B chepe nHMOPMAIIMOHHBIX TEXHOJIOTHI U HHPOPMaIMOHHOM Oe3omacHocTH [42].

JUnist KaKJ0ro THIIA XapaKTEePHbI CBOM cHenu(uYeckue opraHu3alMoHHbIE 0COOCHHOCTH,
HO HMX OOBenuHSEeT pemieHue oOImel 3amaun pa3pabOTKH, COTJIACOBAHUS M JIAIbHEHIIEro
pacrpocTpaHeHus OOIIMX JJIi BCErO COOOIIECTBA IMOJb30BaTeNe MH(POPMALMOHHBIX CHUCTEM
TEXHUYECKUX W OPraHM3allMOHHBIX PEIICHUH, K YHCIy KOTOPBIX OTHOCATCS HPOTOKOJIBI
[JI00aNBHBIX CeTel; apXUTEKTYpPbI, AITOPUTMBI, MPOTOKOJIBI MMYOJUYHBIX CPEICTB MIHU(GPOBAHUS
JMAHHBIX; TMpaBWIa MOCTPOCHHs TN00aIbHBIX ceTell oOMeHa MJaHHBIMU U JIPYTHX 3JIEMEHTOB
riobanbHON HHPPACTPYKTYPbI HHPOPMAIIMOHHOMK Oe3omacHocTH [53].

B kauecTBe BaKHBIX 3JIEMEHTOB OPraHU3AIMOHHON PabOThl HA YPOBHE MEKTYHAPOTHBIX
CTPYKTYp SIBIISIFOTCS:

- opranu3anysi oOMeHa 3HaHUSAMHU U aKTyaJIbHbIMU HOBOCTSIMH B CPEJIE CIIELUAINCTOB 10
MH(OPMaLlMOHHON 0€30MacHOCTH B TakuX (opmax, Kak MyOlIMKanus CHequalu3HUpOBAaHHBIX
NEPUOINYECKUX HM3TaHUN M COOPHUKOB HAyYHBIX paboT, OpraHM3alus CHEIHaTH3HPOBAHHBIX
HAYYHO-TIPAKTHYECKUX KOH(EpPEHIINA, CEMUHAPOB H T.IL.;

- opraHu3zalvs U THOJJEepKaHHE B aKTyaJIbHOM COCTOSHUM 0a3 MaHHBIX W 0a3 3HAHUU,
KOTOpBIE COJEp>KaT CBEICHHUS, HEOOXOAUMbIC TOJIb30BATENSAM HH(POPMAIIMOHHBIX CHCTEM,
aJMUHHCTpATOpaM, pa3paboTyuKaM U JPYTUM YYacTHUKAM JAJisi obecriedeHus: nH(OpMaluOHHON
6e3omacHOCTH. B kauecTBe mpuMmepa MOXKHO MPHUBECTH 0a3bl JAHHBIX, COJAEpXKAIUE CBEACHUS O
BBISIBJICHHBIX ~ YSA3BHUMOCTSAX  Pa3IMYHBIX  IPOrpaMMHBIX W allllapaTHbIX  IJIaTHopM
uH(pOpMaIMOHHBIX cucTeM [19].

JUias  opraHM3allMOHHOM  pabOThl MEXIYHApOAHBIX CTPYKTYp HE  XapakTepHa
YHHUBEPCATbHOCTh, IIOCKOJIBKY HMX OTJIMYAET CaMOCTOSITEIbHOE TIOCTpPOEHHE paboThl Ha
HEKOTOPBIX OOIIMX OpraHW3allMOHHBIX NPHUHIMIAX: TPUHIUNE caMO(pUHAHCHPOBAHUS;
IOPUHIUIE JOOPOBOJIBHOCTH YUacTHs B pab0Te TaKUX CTPYKTYpP U B OTJEIBHBIX MPOEKTAX MU BO
Bceil paboTe; MPUHIIMIIE OTKPHITOCTH (JIOCTYITHOCTH) PE3y/IbTaTOB PaOOTHI (BCEX MM MX YacTH)
JUTS1 COOOIIECTBA CIICIIMANUCTOB B chepe nHPOPMAITHOHHBIX TeXHoIorHi [32].

K umcmy OCHOBHBIX U HaumOojee  KpPYHHBIX  H3BECTHBIX  MEXKIYHApPOJHBIX
npodeccuoHanbHBIX 00beAMHEHUH B chepe MHPopMalmoHHON Oe3omacHocTH oTHOCAT ITU -
International Telecommunication Union; IEEE - Institute of Electrical and Electronics
Engineers; ACM - Association for Computing Machinery; W3 Consortium; ISSA - Information
Systems Security Association; ISO - International Organization for Standardization; IETF -
Internet  Engineering Task Force; ICSA - International Computer  Security
Association;Information Systems Audit and Control Association (ISACA); Internet Security
Alliance [43].

Bosee moapoOHO paccMOTpUM JAEATENBHOCTH OTAENbHBIX opraHu3zauuii. Haunem co
crapeiimeit -  InternationalTelecommunicationUnion  (ITU) - MexayHapoaHbiii  CO103
anekTpocBszu. OHa Oblia ocHOBaHa B 1885 rony xak MexayHapoIaHblii TenerpadHblil O3 U
nmoyiydmiia cBoe HoBoe Ha3Banwe B 1934 romy. B wnacrosmee Bpems ITU oO0wemunser 189
rocynapctB. IlepBoHauanbHO ee 3afauell HM3HAYaIbHO OBUIO YIpaBlieHWE U KOOPAMHALUSA
NeSITeIbHOCTH B cepe mepenaun nHPOpMALMU U, B YACTHOCTH, B PAJMOCBA3H M TenerpadHou
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cBsi3u. OnHaKo MO Mepe pa3BUTUS TJIO00ANBHBIX KOMIBIOTEPHBIX CETed M WHTEerpalnuu
KOMIIBIOTEPHBIX U TEJICKOMMYHUKALMOHHBIX cHcTeM, o0nacte aearensHoctd ITU Obuia
3HAYUTEIBHO paclIMpeHa W B HACTOsIIee BpeMs BKIIOYAET B ce0sS MHOXKECTBO BOIIPOCOB,
CBSI3aHHBIX C IOCTPOCHHEM KOMIBIOTEPHBIX CETeH, nepeaauei nu(poBbIX TaHHBIX, 00pabOTKOM
uHpopmManuu W T.IL Unenamu ITU-T sBasitoTCA TOCyAapCTBEHHBIE OpraHbl BJIACTH
(MMHHCTEpCTBA U BEIOMCTBA CBA3HM OTHEIbHBIX CTPaH); HAYUYHbIE OpraHU3allud U KOMIAHUU -
MIPOU3BOJUTENN TEIEKOMMYHHKAIIMOHHOTO 00OpYAOBaHUS; PErMOHANbHBIE M MEXIyHAPOIHbIC
TEJIEKOMMYHHUKAIIHOHHBIC OpraHU3aIHH.

Crpykrypa ITU-T Bkmiowaer 4 (yHKIMOHaNbHBIX opraHa: BcemupHyio accamb6iero 1o
crangaptuzanuu  TenekommyHukammii - (WorldTelecommunicationStandardizationAssembly),
IPOBOJUMYIO KaX/Ible YEThIPE T0/a, - OCHOBHOM PyKOBOJSAIIMI OpraH CeKTOpa CTaHIapTH3AIHH;
bropo mo crammaptuzamuu tenekommyHukanui (TelecommunicationStandardizationBureau) -
HCIIOJTHUTENIbHOE TIOJIpa3/ieTIeHue CEKTOpa CTaHAapTU3AlMHU; UCCIIEeI0BATEIbCKUE TPYIIIBI (BCETO
ux 14);  KOHCyJIbTAaTHBHYIO  TpYIIy MO  CTaHAAPTH3ALUU  TEJICKOMMYHHKAIUI
(TelecommunicationStandardizationAdvisoryGroup) - BCIOMOraTelbHOE  IOApa3iecHHE,
OCYIIECTBIISIOIIEE KOOPAUHALMOHHYIO PadoTy.

Haunbonee wu3BeCcTHON MeXIyHApOAHON opraHuzamueii B cdepe HHGOPMAIMOHHON
6esonmacuoctn  sBusiercs  InstituteofElectricalandElectronicsEngineers (IEEE) - Wucturyt
MHKEHEPOB 10 AIEKTPOHUKE U 3eKTpoTexHuke. OHa cyuiecTByeT ¢ 1884 roga u B HacTosiee
Bpems HacuuTbiBaeT 0kos10 380000 unenoB u3 150 ctpan mupa. B cepy ee nunrepecoB BXOauT
MHO>KECTBO BOIIPOCOB, CBSI3aHHBIX C 3JEKTPOTEXHUKOU, PATUOITIEKTPOHUKOM, BHIYHCIUTEIBHON
TEXHUKOW, HMH()OPMATHKOW, a TakKe HEKOTOPbIMH pa3jeiaMd (QU3UKU W MaTeMAaTUKH.
Opranuzanus  paboTaeT B CIEOYIOIIMX  OCHOBHBIX  HANpaBICHUSX:  IMPOBEJICHUE
CHELUaTU3UPOBAHHBIX MPO(ECCHOHABHBIX KOH(PEPEeHIMH; MyOauKaIys creluaiu3upoBaHHbIX
U3JJAaHUH; TOJAEp)KKa 00pa3oBaTENbHON  JIEATENIFHOCTH; TOJJICP)KKa HMHHOBAIIMOHHBIX
TEXHUYECKUX ¢ METOAMYECKHMX pa3pabOTOK B pa3nuyHbIX cdepax; pa3zpaboTka u
pacnpocTpaHEeHUE TEXHUUYECKUX CTaH/IapTOB.

Opnoit w3 crapeiimux acconuanuii sasusercss AssociationforComputingMachinery
(ACM) - Accormanusi BBIYACIUTEIbHON TEXHUKH, co3manHas B 1947 romy. OCHOBHbIC 3a1a4u
ACM - moaznepxkka oOpa3oBaTeNbHBIX IMPOEKTOB B cdepe HHMOPMAIMOHHBIX TEXHOJIOTHH,
OpraHu3alys HaydHO-IIPAKTUYECKUX KOH(pEepeHIUH, CUMIIO3UYMOB U CEMUHAPOB, OOIIECTBEHHO-
nojguTHYeckas paboTa, CcBA3aHHas C HHGOPMAIMOHHBIMU TEXHOJIOTHSIMH, IyOJIMKaIUs
NEPUOIMYECKAX M3AaHUH W COOPHMKOB HAy4YHBIX TPYIOB, TIIOCBSIICHHBIX TMpobiIemMamM
COBPEMEHHBIX HMH(OPMAIMOHHBIX TEXHOJIOTHUH, MOAJEpKKA OSJICKTPOHHOTO apXWBa TaKHX
nyOnMKaIuii, a Takxke apyras nogo0Has 1eITeIbHOCTb.

WorldWideWebConsortium (W3C) - Koncopiiuym Bceemupnoit Ilayrunsr. Co3nanue
W3C Obuto uwnammmmupoBano B 1989 romy ¢ menpio pa3pabOTKM €IMHBIX, COTIACOBAHHBIX
CTaHJapTOB OOMeHa MH(OpMalueil B TI00ANBHBIX CETSAX Mepelauyd AaHHBIX, a O(QHUIMATIBHO
co3aaHue KoHcopimyMa Obuio odopmieHo B 1994r. nns obecrnieueHUsT BO3SMOXKHOCTH JIOCTYTIA K
ceth MHTepHeT i Kak MOXHO OOJBIIEro Yucia JroAed, oOecreueHHe BO3MOXKHOCTU
HNOJKIIOUeHUs! K VIHTepHeT pa3iuyHbIX TEXHUYECKUX YCTPOMCTB, oOecrieueHHe BO3MOKHOCTH
CTPYKTYpUPOBaHUSI W (opMalM3aliid WHTEpHET-MHGOpMAIMK, oOecredeHue HaACKHOCTH U
6e3onmacHocTH ooMeHa uHpopmarueit. K HacTosmeMy BpeMeHH KOHCOPIIMYM O00BheMHSET OoJiee
YEeTHIPEXCOT  BEAYNIMX  TEXHOJOTHMYECKMX M  TEJICKOMMYHUKAIIMOHHBIX  KOMITAaHHA,
MPABUTEIBCTBEHHBIX OPraHU3alMi, UCCIEI0BATENbCKUX IEHTPOB, MHCTUTYTOB U YHHUBEPCUTETOB
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no Bcemy wmupy. Kpome TOro, B mrare KOHCOpLIHYyMa COCTOST OKoJIO 70 HE3aBUCHUMBIX
TEXHHUYECKUX IKCTIEPTOB, 00ECIICUNBAIONINX €ro padoTy.

International Organization for Standardization (1S0O) -
MexnayHaponHasopranuzanusnocranaaptuzanud. ISOOp1a  yupexaena B 1946r.  kak
HEIMPaBUTEILCTBEHHOEC OOBEIMHECHNE HAIMOHAIBHBIX OpraHU3alHMil IO CTaHJapPTH3allWH,
HalleJICHHOE Ha YHU(PUKAHMIO CTaHAAPTOB B Pa3JIMYHBIX O0JAaCTSIX MPOU3BOJICTBEHHON
JEATeILHOCTH U OKazaHHWs ycayr. [lomumo OCHOBHBIX WieHOB (156 cTpaH), HEMOCPEICTBEHHO
y4dacTByooumx B padore, B ISOTarke Bxoast wieHbl-koppecnionaeHtsl (Correspondentmember)
- CTpaHbl, HE UMEIOIIUE TIOJHOLEHHBIX OPTaHOB CTaHIAPTH3AIUH, & TAKXKE UICHBI-TTOAMUCIYUKI
(Subscribermember) - ctpanbl ¢ HEOONBIIMMU SKOHOMHKAMH, TOJIYYArOIMEe HEOOXOAUMYIO
CIpaBOYHYI0 WHGOPMAIMIO Ha JBTOTHBIX yCHOBHUSX. |7aBHeIM opranom ympasieHus MCO
SABISICTCSL  ©keroaHas [eHepanpHas AccamOiiesi, NMPUHUMAOIIAS CTPATETHYECKHUE PEIICHHUS,
KacarolIMecs Pa3BUTHs BCEH OpraHU3aIMH, IMOATOTOBKOM KoTophix 3aHuMaetcss Coser MCO Ha
coOpaHusAX, NPOXOMAIIMX JBa pa3a B ToA. HemocpeacTBeHHO pa3pabOTKOH CTaHAAPTOB
3aHUMAIOTCA TEXHUYECKHME KOMHUTETbl M TOIAKOMHUTETHl C YYacTHEM MpeAcTaBUTENeH
3aMHTEPECOBAaHHBIX CTpaH. [IpOeKThl MEXIyHAPOIHBIX CTAaHAAPTOB, MPHUHATHIE TEXHUYECKUMU
KOMHUTETAMH, PACCBUIAIOTCSI B HAI[MOHAJIbHBIC OPTaHHW3AIlMM JIJISi TOJOCOBAHUS; JOKYMEHT
MPHOOpPETaET CTAaTyC MEKIYHAPOTHOTO CTAHIAPTA, €CIIU 3a HEro MPOroJIocoBajio He MeHee 75%
YJICHOB, Y4aCTBOBAaBIIMX B TojocoBanuu. OcHOBHBIM moapasneneHueM MCO, 3anumarommmces
BOIpocamMu MH()OPMAIMOHHON Oe30macHOCTH, ABisieTcss OObeIMHEHHBI TEXHUICCKUI KOMHUTET
JTC1 «MHpopMallMOHHBIE TEXHOJOTHH», B COCTAaB KOTOPOro BXOAWUT moakomMuter SC27
«CpenctBa 6e3omacHocTH B mH(MopMarmoHHbix Texnomorusx» (I'T'Securitytechniques) [51].

JNEATEJIBHOCTD CIIELITUAJIN3NPOBAHHBIX MEX/ITYHAPOHBIX
OPI'AHMBALIMI U OFBEJIMHEHUI B COEPE MHOOPMAILIMOHHOM
BE3OITACHOCTM.

OYHKIIMOHUPOBAHUE CHEIUAIN3UPOBAHHBIX OpraHU3alMi, HMEIIUX TI00anbHOe
BJIMSIHUE Ha yNpaBiieHHue MH(OPMAalMOHHONW 0€30IacHOCThIO Ha pa3jIMuYHBbIX YPOBHAX U oOIiee
cocTosiHuEe MH(OPMAIIMOHHON 0€30IaCHOCTH, OCYIIECTBISIETCS, KaK MpaBuilo, Ha Oase:

- YacTHBIX KOMIIAaHWH, 3aHMMAIOUIMXCS  MCCIEJOBAHUSAMH, pa3pabOTKaMu U
KOHCYJIbTUPOBaHHEM B cepe HH(HOpMAIIMOHHON 0€30aCHOCTH;

- KpYIHBIX Y4YeOHBIX 3aBEICHUH, CHEUHATU3UPYIOUIMXCS Ha HH(OPMAIIMOHHBIX
TEXHOJIOTHSIX, a TAKKe 00J1a1al0IINX CYIIECTBEHHBIM aBTOPUTETOM U (DPMHAHCOBBIMU PECYPCAMU;

- IPaBUTENILCTBEHHBIX YUpPEXKICHUN, OTBETCTBEHHBIX 3a oOecriedeHne NHPOPMaMOHHON
0€30MacHOCTH B OIpe/ieIeHHBIX cepax [44].

OCHOBHBIM HaIlpaBJICHUEM OPTraHU3allMOHHOW pPabOTHI CTAHOBUTCS (OPMUPOBAHHE U
nojaaepkaHue 6a3 JaHHBIX, COAEpKAIIUX WH(OPMALIMIO O CTABIIUX M3BECTHBIMU YS3BHUMOCTSIX
Pa3IMYHBIX MPOTPAMMHBIX M allllapaTHBIX CPEJICTB, a Takke Apyrue (opMbl U HaANpaBICHUS
UH(POPMALIMOHHOM, KOHCYJIBTATUBHON M METOIMYECKO paldoThl B jaHHOU cdepe. B kauectBe
Ba)XHBIX (PaKTOPOB YCIEIIHOCTU B JIAaHHOM CIIy4dae BBICTYNaeT OO0beJUHEHHE HH(pOpMaruu u3
KaK MOXXHO OOJIBIIIErO YMCJIa MICTOYHMKOB M Kak MOKHO Oosiee 3(h(heKTHBHOE pactpocTpaHeHue
3HaHUW B COOOIIECTBE IMoJib3oBaTenel MHGOpMAaUMOHHBIX cucTeM. /[l manHOM (opmbl
OpraHU3aIMOHHONW PabOThl XapakTEpPHBI OTCYTCTBHE OOIMMX MPaBWJI PabOTHI M W3MEHEHUS B
cocTaBe opranu3aiuii [16].

B HacTosmiee BpeMs MOXKHO BBLAEIHUTH CIEIyIONUe Hanbosee 3HaYMMble OpraHU3alluy,
sanumatomme 3ty Humy: CERTCoordinationCenter- Koopaunanuonnsiii mentp CERT,
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HccnenoBarensckas rpynna X-Forcexkomnanuu IBM.

CERTCoordinationCenter (CERT/CC) - Koopaunanuonssiit rieatp CERT,Bo3HuKIIas B
1988 romy kak Computersecurityincidentresponseteam(I'pynma pearupoBaHusi Ha HHIUICHTBI,
CBSI3aHHbBIE C KOMIIBIOTEPHOI 6€30MacHOCThI0), PyHKIMOHUPYET Ha 6aze HCTUTYTa pa3paboTKu
POrPaMMHOTO obecrnieueHus npu YHuBepcurere Kapneru-
Menon(SoftwareEngineeringlinstitute, CarnegieMellonUniversity) u buHaHCHpYyeTCS
MuHuctepcTBOM 000pOHBI 1 MUHUCTEPCTBOM HalMoHaIbHON O6e30onacHocTu CIIIA.

X-Forcesecurityintelligenceteam - HccnenoBarensckas rpynma X-Forceornocures x
kommanuu InternetSecuritySystems(755) - HanboJsiee aBTOPUTETHOTO IMOCTABIIMKA KOMITJICKCHBIX

pemernii B cepe MHPOPMALMOHHON 0€30MAaCHOCTH, KIMEHTAaMH KOTOPOTO SIBISIOTCS Bce 0e3
uckioueHus: kpynHeimume xommanuu CIIIA, a Taxke IpaBUTENbCTBEHHbIE OpraHu3auuu. B
koHie 2006 roma 755 Obuta kyrieHa komnanued |IBMwu wHTErpmpoBaHa B Hee B KayecTBE
CaMOCTOSITeNILHOTO noApasnenenus. OaHol u3 3agau rpymnmbl X-FOrcessisiercs noaaepxaHie B
AKTyaJIbHOM COCTOSIHMM 0a3bl JaHHBIX M3BECTHBIX YSI3BUMOCTEH Pa3IUYHBIX MPOTPAMMHBIX U
anmnapaTHbIX WaTdopm.

Taxke OJHUM U3 HANpPaBICHUN CIPABOYHO-MHPOPMAIIMOHHON JEATEIbHOCTH JTOU
UCCJIEIOBATEIbCKON TPYIIBI SBJISETCS OKa3aHWE YCIYT [0 MHAMBHUIYaJbHOMY aHAJIU3y YIpo3
undopmuposanuio (X-ForceThreatAnalysisService (XFTAS)). [laHHBbIi KOMIUIEKC YCIyT
MO3BOJISIET 3aKa3YMKaM €KEJIHEBHO TOJIYyYaTh aAalTUPOBAHHYIO aKTyalbHYI0 MH()OPMAILUIO 00
yrpo3ax M YSI3BUMOCTSIX C YY4ETOM OCOOEHHOCTEH MOCTPOCHHUS MX WH(POPMAIMOHHBIX CHUCTEM
(rutatopm, nputoxkeHui, chepbl BeaeHus OusHeca, Teorpa@uIecKoro MoJoKEH!s) U BKI0YAST
B cel0s wuHpopMmanuioo 00 yrpo3ax; OSKCHEpTHBIM aHalu3 Yrpo3; ONHUCaHWE TEKYIIEro u
MIPOTHO3HOT'O COCTOSIHUS YTPO3; PEKOMEHIyeMbIE CIIOCOOBI YCTPAaHEHUS yTPO3; KOJIUYECTBECHHBIN
aHann3 arak 3a nocinenHue 30 nHed. Eme onHOM M3 3amad Ipynmbl SIBISETCS BBITYCK
NEPUOANYECKUX (EeKEKBapTalIbHbBIX, €XKETOJAHbIX) MH(OPMALIMOHHBIX OoJUIeTeHel ¢ o0030pamu
HauboJee 3HaUUMBbIX COOBITUH B cepe HHPOPMALIMOHHON OE301MaCHOCTH.

AJBSHCB KPYITHBIX TEXHOJOTUYECKHX KOMMAHUW TMPEACTABISIIOT CO0OM BpeMEHHBIE

(3aKiIrOYaeMble Ha KPATKOCPOUHYIO WJIM CPEIHECPOUYHYIO TEPCIEKTHBY) WM OJTOCPOYHBIC
COIJIAIICHHUST ~ MEXKAY  HECKOJIbKAMH  (UpMaMH,  HalpaBlICHHbBIE Ha  COBMECTHOE,
CKOODIMHUPOBAaHHOE,  IICJICHANIPABICHHOE  PEIICHHE  OMPEACICHHBIX  MaclTa0HBIX U
pPECYpPCOEMKHX 3aJady pa3BUTUS TEXHOJIOTMH, (OPMHUPOBaHHS PBIHOYHOIO CIpoca Ha
OIPE/ICIICHHBIE MTPOIYKTHI H OpraHU3alui HHYPACTPYKTYPBI HHPOPMAIIMOHHOH O€30MaCHOCTH.
SmartCardAlliance (SCA) - AnbsiHC 110 cMapT-KapTaM 3aHUMAETCS BOIPOCAMH Pa3BUTHUS

TEXHOJIOTMM CMapT-KapT - OJHOM U3 KIIIOYEBBIX TEeXHONOrHi B chepe uHGOOpMALMOHHON
0€30MacHOCTH, HCIOJIb3YyeMOM Il MACHTU(UKAIMK T0JIb30BaTeNel pa3uyHbIX CEPBHUCOB U
MH(MOPMALIMOHHBIX CHUCTEM (TaKUX Kak MOOWJbHBIE TelepOoHHBIE CEeTH, OaHKOBCKHE
<QJEKTPOHHBIE KOLIENbKU» U T.I.). OTOT JOJTOCPOYHBIN (CTpaTernyeckuil) anbsHC OBLI
oOpazoBan B  Hauvaie 2001 roga  IyTeM  CIOMSHUA ~ JABYX  OpraHU3alWi:
SmartCardIndustryAssociationn SmartCardForum.B cocraB anbsHCca BXOIAT OKOJIO COTHH
pa3IMYHBIX KOMIIAHUI U IPaBUTEIbCTBEHHBIX OPraHU3aluM.

InternetSecurityAlliance (ISA) - AnpsiHc mo 6e3omacHOCTH ceth MHTEpHET CO34aH B
ampesie 2001 roma 1o MHUIMATHUBE JABYX KPYNHBIX aBTOPUTETHBIX OPraHHU3alUi:

CERTJCCVYuuBepcurera KapHern-MemioH W AccCOUUay 3JICKTPOHHOW TPOMBIIIICHHOCTH
(ElectronicIndustriesAlliance, EIA). Vxe x cepeaune 2004 roma B albfHC BXOAWUIO OKOJIO
TPHUIIATH YICHOB, B YMCIIE KOTOPBIX TaKWe KpymHble Kommanuu, kak Boeing, NEC, Mitsubishi,
FederalExpress, AIG, Sony, Symantecu apyrue. B cocraB ajbsiHCa BXOIAT OKOJIO TPHUALIATH
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acCOIIMUPOBAHHBIX uieHOB. Ha mnepBoHauanbHOM 3Tane co3faHusl albsgHCA €ro OCHOBHOM
3ajaueil ObUTO TOBBIIEHHE HPPEKTUBHOCTH oOMeHa uHpopMmanueir 00 ysI3BUMOCTSX,
pacnpoctpansiemoit CER7JCC.

ThelnternationalBiometricindustryAssociation (IBIA) - MexkayHapoaHas accolManus
KOMITAHMH-TIPOU3BOJIUTENCH OMOMETPUYECKOT0 000pynoBaHus co3aana B 1998 romy c 1enbio

KOJUIEKTUBHOM  TMOAJEPKKM  MHTEPECOB  KOMIIAHWM, CBSI3aHHBIX C  [POU3BOJICTBOM
OonomMerpuueckoro oOopynoBanusi. OCHOBHOW 3amaued  SBISETCS  B3aUMOJCHCTBHE C
NOTEHLUMAJIbHBIMU  3aKa3uMKaMM HX [POAYKLUUM C LEIbI0 IPOABMKEHUS  CPEICTB
OnomMeTrpruueckoil uaeHTUuKanuu. UieHaMu accoluanuu SIBISIOTCS OKoo 30 KoMIaHui U
opranm3auuii, cpenu koropbix Hitachi, LGElectronics, Panasonic, NEC u napyrue [45].

2.HopMaTHBHO-NIpaBOBbIe AKTHI B 00J1acTH HHGOPMALMOHHOI Oe3omacHOCcTH B PD

[IepBoHa4aJIbHO, CTOJIKHYBIIMCH C KOMIIBIOTEPHON MPECTYIHOCTHIO, OPraHbl YTOJIOBHOU
IOCTHIIMM TOCYIapcTBa Hayauu OOphOy ¢ HEH MpH NMOMOIIM TPAJUIIMOHHBIX HOPM O Kpaxe,
IIPUCBOEHUHU, MOUICHHUYECTBE, 3JI0yNoTpeOieHuu naoBepueM U jp. OJHAKO TakoW IMOAXOJ
OKa3ajCsi HE BIIOJHE YNAauyHbIM, IIOCKOJIBKY MHOTME KOMIIBIOTEPHBIE IPECTYIUICHUS HE
OXBaTBIBAIOTCSI COCTABaMU TPAJAULIMOHHBIX MPECTYIJICHUH (HampuMmep, BOPOBCTBO U3 KBApTHPHI
—3TO0 OJIHO, & KOTIMPOBAHUE CEKPETHON KOMIbIOTEPHOI HH(pOpMAIIUK — 3TO APYTOE).

HecooTBeTcTBHE KPUMHMHOJIOIMYECKONM PpEaJbHOCTH U  YrOJOBHO-IIPABOBBIX HOPM
noTpedoBajIo pa3BUTHUS NOCIeAHUX. Pa3BUTHE 3TO MPOUCXOIUT B IBYX HaIIPaBJICHUSAX:

. 0oJiee MUPOKOE TOTKOBAHHUE TPAAUIIUOHHBIX HOPM;

. pa3paboTKa CrenuaIu3uPOBaHHBIX HOPM O KOMITBIOTEPHBIX PECTYIICHUSIX.

[Ipectymuienus, coBepliaeMble C TOMOIIBIO KOMIIbIOTEpAa B (PMHAHCOBO- KPEIUTHOM
CUCTEME, B OCOOCHHOCTH OTMBIBAHHUE JICHET, HAXUTBIX MPECTYIHBIM MyTEM, PUHSUIA MUPOBOI
MaciTal. 3aKOHOAATENH, cTapasch 00€30MacuTh CBOM CTPaHbl OT €ro MPOHUKHOBEHUS, U3JalIn
P 3aKOHOB, HAIPaBICHHBIX HA OPraHU3aLMI0 KOHTPOJSA TOCYIapCTBEHHBIMH OpraHaMH U
0aHKaMHU BKJIQJIOB M JECHEXHBIX IEPEBOJOB IrpaxaaH. UTo ke MperycMaTpUBaeTCsl B 3TOU CBSI3U
B CIIA:

e Kaxaoe (pUHAHCOBOE YUPEKIEHHE JOJDKHO IPENOCTaBIATh CIyX0e Ka3zHauelcTBa
(areHTCTBY BHYTPEHHHX JI€J1) ACKJIAPALMIO JUIs COBEPUICHUS pa3IMYHbIX OAHKOBCKUX
ornepauuit Ha cymmy 6ozee 10 ThIC. JOIIAPOB;

® UrOpHbIE JJoMa ¢ OOIIMM TOJIOBBIM JO0XOJOM CBBILIIE OJHOIO MWIJIHOHA J0JIJIapOB
BHOCATCSl B CIIMCOK (PUHAHCOBBIX OpraHM3aLUi, KOTOpbIE 0053aHbl PErHCTPUPOBATH
JIEHE)KHBIE ONIEpalliy Ha cyMMYy cBbllie 10 Teic. 101apoB;

¢ MHUHHUCTP (PMHAHCOB YIOJHOMOYEH BBIIUIAYMBATh BO3HATPaKJIEHHUE JIMIIAM, KOTOpPbIE
NPEJOCTABIAIOT €My CBeleHHs (M3 NepBbIX pPYK) O HapylmleHHH (PUHAHCOBOM
JUCLUIUIMHBl TP COBEPUIEHMM OIlepaluii Ha cymMmy cBblmie 50 ThIC. T0JIIapOB.
Bosnarpaxxaenue orpanuunBaercs au00 25% KoH(pUCKOBaHHOW cyMMbl, 1160 150
TBIC. JJOJUI.

[TonbITKM perynupoBaHHUsl OTHOIIEHUN B cepe KOMIbIOTEPHOW HHPOpMAIUHN ykKe He

OJIMH JIECATOK JIET IPEANPUHUMAIOTCS HE TOJIbKO B CIIIA, HO M B IpyTrUX pa3BUTHIX CTPAHAX.

Pocculickas nefiCTBUTENBHOCTh HE SBIISIETCS MCKIFOYEHUEM M KaXIOJHEBHO IPUHOCHUT
HOBBIE IIPUMEpBI MpecTymieHuid B chepe nHdopMaTuzauu U KomnbioTepusanuu. [locnennue
noTpe0OoBaIM OT POCCHICKOTO 3aKOHOAATENS MPUHATHS CPOYHBIX a/€KBATHBIX NPABOBBIX MeEp
IIPOTUBOJECUCTBUS 3TOMY HOBOMY BHUJYy IIPECTYITHOCTH.
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OpraHu3anMOHHYI0 OCHOBY CHCTEMBI oOOecreyeHHs WH(POPMALMOHHOM O€30MacHOCTH
cocraBisitor:  Coer @enepanuun  DexpepanbHoro CoOpanus Poccuiickoit  ®deneparnyn,
locynapctBennas Jlyma ®enepanpHoro CobOpanusi Poccuiickoit @eneparuu, [IpaButenbcTBoO
Poccutickoit ®enepanun, CoBet bezonacnoctu Poccuiickoit @enepannu, dheaepaibHble OPraHbl
UCIIOTHUTENIbHOW  Biactv, LleHTpanpHblii  Oank  Poccmiickoit  ®enepanuu, BoeHnno-
IpoMbIlUIeHHass  Komuccus — Poccuiickoit  @epepanuy,  MEXKBEIOMCTBEHHBIE  OpTraHbl,
coznaBaeMble [Ipesumentom Poccuiickoit ®@enepauun u  IlpaButenbctBoM Poccuiickoit
®enepany, OpraHbl UCIIOJIHUTENBHON BiacTH cyObekToB Poccuiickoit denepaiuu, opraHbl
MECTHOTO CaMOYIIPABJICHUS, OpPTraHbl CyAeOHON BIACTH, NMPHUHUMAIOIINE B COOTBETCTBUU C
3aKoHO/AaTeNnbCcTBOM Poccuiickoit ®depepanuyd ydacTue B PELICHUU 3a/lady MO OOECIEeYEHUIo
UH(POPMALIMOHHOM 0€30MaCHOCTH.

YyacTHHKaMH cUCTeMBbl oOecredeHuss WHGOPMAMOHHONW O€30MacHOCTU SBISIOTCS:
COOCTBEHHUKHU OOBEKTOB KPUTUYECKOW HMHOOPMALMOHHOW HHQPPACTPYKTYPHI M OpraHU3alluy,
SKCITyaTUPYIOLUE Takhe OOBEKThI, CpPEACTBA MAacCcOBOM HWHGOpPMAIMM U  MacCOBBIX
KOMMYHHKAIIMI, OpraHu3aliy JeHEeKHO-KPEIUTHOM, BATIOTHOW, OAHKOBCKOW M HWHBIX cdep
(bUHAHCOBOTO PBIHKA, ONEPATOPHI CBSI3U, ONEPATOPhl MH(POPMAILIMOHHBIX CUCTEM, OpraHU3alluy,
OCYIIECTBISIOMINE JEATEILHOCTh MO CO3JAaHUIO0 U JKCIUTyaTallud WHQPOPMAIMOHHBIX CHUCTEM M
ceTel cCBsA3M, MO pa3paboTKe, IPOU3BOJICTBY M OKCIUIyaTallud CpPEJICTB oOecreyeHus
WH(OPMAIIMOHHONW  0E30MacHOCTH, 10 OKa3aHWI0 YCIyr B  o0jacTm  oOecreueHUs
MH(OPMALlMOHHOM  OE€30MACHOCTH, OpraHu3alud, OCYILECTBISIOUIME  00pa30BaTEIbHYIO
NEeSTENIbHOCTh B JaHHOM 005acTH, OOILIECTBEHHbIE OOBEIAWHEHHUS, WHbIE OpraHH3aluu U
rpakaHe, KOTOpbIe B COOTBETCTBUU C 3aKOHOJaTeNbCcTBOM Poccuiickoii denepanuu y4acTByIOT
B PEILLIEHUH 3a7a4 110 0becredeHn0o HHPOPMAIIMOHHON 0€3011aCHOCTH.

Cny>x0bl, OpraHU3yIOIIUE 3aIUTY HHPOPMAIIUN Ha yPOBHE Tpeanpusituii (0aHKOB U Ap.):

- OT/I€71 5)KOHOMUYECKON 0€30MacHOCTH;

- ciy»k0a 6e301acHOCTH TIepcoHana (PeXKUMHBIN OTIeN);

- cI1y>kObI HH(OPMAITMOHHOM 0€301MaCHOCTH;

- OT/IEJ KaJpOB.

HopMmaTtuBHO-1IpaBOBBIE aKThl B 00J1aCTH UH(POpPMAIIMOHHOM Oe30macHOCTH B PO mpencraBieHsb
Ha puc.9.
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Yuazpi MpeangenTa PO
JAHOH B Ge0epanbHOrD YPOBH A |senoues

AHThI I:IJEJJ,EFJE.HI:HDFD PEOSRLAEHNE SOHTHTFUHOHHNES SANIHN, KIS |

FAKOHOOATENBLTED HDHETHT‘.‘L[HH P

MexayHapogHele gorosopel PO

| Mpuraim PCb

MeToguyeckmne I
L OKYMEHTEI JOHTpHUHE MHGOPMELIAOH HOH
roOCY0apcTEE HHBIX GezonacHocTh PO
OpraHoe Poccum | PyHOBOAAWME OOHYMEHTHI GCTIH
4 | | Facremmanamozin Pocsie) |
PeHoMEHOAWHMK N0 CTAHASPTHIALMH
CraHgapTel
- [oCYOapCcTBEHHbBIE (HAULHWOHANEH BIE)
MHbOPMALLMOHHOH CTaHaapThi PO
fesonacHoCTH

MemayHapoaHble cTaH AapThl

Puc.9. HopmaTuBHO-IpaBoBbIe aKThI B 00J1aCTH
uHpopMannoHHoH O6e3onmacHoCTU B PD

B P® x HOpMaTMBHO-NPaBOBBIM akTaM B 00JacTH MH(POPMAIMOHHON O€30MacHOCTH
OTHOCSITCS:
» Axmul ghedepanvhozo 3aKkonHo0amenvcmea:
e MexnyHapoHble 10roBopsl PO;
e Koucrurymus PO [1];
e 3akoHHI (enepanbHOrO YpOBHsS (BKIIOYas (enepanbHble KOHCTHTYIIHOHHBIE
3aKOHBI, KojeKchl) [6-10];
e Vkaswl [Ipesunenra PO [2];
e Tlocranosienus [IpaButenscrea PO [3];
e HopMmaruBHBIE IPABOBBIE aKTHI (he/IePATLHBIX MUHUCTEPCTB H BEJIOMCTB;
e HopmaruBHbIe TIpaBOBbIE aKThl cyObekToB P®, oOpraHoB MeCTHOTrO
CaMOYTIpaBJICHHS U T.]I.
K HOpMaTHBHO-METOIMYECKIM JOKYMEHTAM MOKHO OTHECTH
- Meroauueckue JOKyMEHThI TOCYIapCTBEHHBIX OpraHoB Poccuu:

. HoxTtpuna wuHdopmanmoHHOW OezomacHoct P®  (YTBepkIeHa ykazom
[Mpesunenta Poccuiickoit denepartuu ot 5 nexadps 2016 r. Ne646) [2];

. Pykosogsuue nokymentsl @CTIK ('ocrexkomuccun Poccun);

. [Tpukaszer ®Cb.

. JIokyMeHTBI ¥ CTaHIApThl, pErVIAMEHTHPYIOIIME  3allUTy  OOBEKTOB

UH(POPMATH3ALUHN OT HECAHKIIMOHUPOBAHHOTO JIOCTYIa K HHPOPMALIUH.
. JIOKyMEHTBl M CTaHIAPTHI, pETJIAMEHTHUpPYIOUIHEe TpeOOBaHUS K IOJICUCTEME
KpUNTOrpadguyeckoi 3amunThl.
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. JIOKyMEHTBI, perilaMeHTHUPYIOIIME 3alIUTy OOBEKTOB HH(GOpMATH3alUUA OT
BO3JICUCTBUH BPEIOHOCHBIX IIPOrpaMM.

. JIOKyMEHTBl W CTaHAAPTHI, PETIAMEHTHPYIOIINE OCOOCHHOCTH 3alllUTHI CETeH
niepeiayn JaHHbIX.

. JIOKyMEeHTBI W CTaHAApThl, PETJIAMEHTUPYIOIIHWE  3aIIUTy  OOBEKTOB
UHPOPMATH3AIUY OT YTCUKHA UHPOPMALIUH 110 TEXHHYECKHM KaHaIaM.

. JIOKYMEHTBI ¥ CTaHIAPTHI, PErJaMEHTUPYIOIINE 3aIUTy 3/1aHUi, TOMEIICHUH U
KOHTPOJIMPYEMBIX 30H 00BbeKTa HH(POPMATH3ALINH.

. JIOKyMEeHTBI W CTaHIApThl,  PErJIAMEHTUPYIOIIME  3alIMTy  OOBeKTa
nH(}OpPMATH3AINY OT BHEITHUX BO3JIEHCTBYIOMUX (PAKTOPOB.

. CraHgapThl, periiaMeHTUpYIOIIe TpeOoBaHus K 0(QOPMIICHUIO TOKYMEHTAIUU U
JOKYMEHTOB Ha 00BEKT WH(POpPMATH3AIINH.

. JIOKyMEHTBI ¥ CTaHIApPThI, PETJIAMEHTHPYIOIIUE OICHKY KadyecTBa OOBEKTa
UH(POPMATU3AIUH, BUJIBI HCIIBITAHUI STHX 0OBEKTOB.

. CrangapThl B 00J1aCTH TEPMUHOB U OTPE/ICIICHUN.

. [lpaBoBoli  pexkuM  HHPOPMALMU, CPEACTB  WHPOPMATUKH, HHAYCTPHH

uH(OPMATH3ANN ¥ CUCTEM HMH()OPMAIMOHHBIX YCIYT B YCJIOBHSIX PHCKA, cpelcTBa M (Hopmbl
3aIUThl UHOOPMALIHH.

. [TpaBoBOI#i cTaTyC y4aCTHUKOB IIPAaBOOTHOLLIEHUH B Ipolieccax MHPOpMaTH3aLUK.

. [Topsinok oTHOLIEHUH CYyOBEKTOB € YYETOM MX MPABOBOIO CTaTyca Ha PazIUYHbIX
CTaUAX ¥ YPOBHAX Mpoliecca QyHKINOHUPOBAHUSI HH(POPMAIIMOHHBIX CTPYKTYP M CUCTEM.

Vka3 Ilpesunenta P ot 5 gexabps 2016 r. Ne 646 “O0 yrBepxkneHuu J{OKTpUHBI
nHpopmarmonHoi 6e3omnacHoctu Poccutickort denepanyn’

Wtak, mnpaBoBoe oOecrieueHHEe KOMIBIOTEPHON O€30MacCHOCTH BKIIOYAET HOPMBI,
OCYIIECTBIISONIME OOLIECTBEHHbIE OTHOLICHMS, BO3HUKAIOIIME B MpoOIecce JeATeIbHOCTH
(bu3NYECKUX JIUL, OpraHUu3aluil U TOCYAapCTBEHHBIX OPTaHOB.

[TpaBoBoe oOecrieuenre nHGOPMAITMOHHOM 0€30MTaCHOCTH 03HAYACT:

. 3awumy uHmepecos uuYecKux auy - TyTeM BBEICHHUS HOPM, YCTaHABIHBAIOIIHX
npezensl cOopa U MCIOJIb30BAHUS CBEICHUI 00 ITHUX JIMIIAX CO CTOPOHBI TOCYAAPCTBA M MHBIX
CyOBEKTOB;

. 3awumy unmepecog cocyoapcmea u obujecmea - MyTEM YCTAaHOBJIEHUS IpH-

OPHTETOB 3aIUTH HHMOPMALIHH, OXPAHIEMOH Kak COOCTBEHHOCT TOCYIapCTBa

. 3awumy uHmepecos pUOUYecKux u @usudyeckux auy - IyTEM YCTAaHOBICHHS
HOpM, pETyJupyIolMX oO0paimieHue ¢ oxpaHseMoill uHopManuel, oOecneunBaomen
JEeSITENIbHOCTD 3TUX JIUI, U YCTAaHOBJICHUS MEXaHU3MOB 3aIIUTHI 3TUX CYOBEKTOB.

[IpaBoBoe oOecrieueHne KOMITBIOTEPHOM OE€30MacCHOCTH BKIIOYaeT B ce0si  BHIBI
JIeATEIbHOCTH, NpecTaBIeHHbIe Ha puc. 10.
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Puc.10. Cocrasasironue npaBoBoro odecneuenuss Ub

B 2016 rony yrBepxnaena HoBas JlokTpruHa uHopmanuonHoii 6esonacHoctu Poceunn.
[2].

B Heil ompeneneHbl cTpaTerM4ecKWe €T W OCHOBHBIC HAmpaBJICHUS 00ecredeHus
MH(POPMALIMOHHON 0€30MaCHOCTH.

IIpoananu3upoBaHbl OCHOBHbIE HMH(OpPMAIMOHHbIE YIpo3bl. JlaHa OIlEHKa COCTOSHHIO
nH(pOpMaIMOHHOM 0€30MMacHOCTH.

OTmMmeuaercsi, 4YTO MPAKTUKA BHEJIPEHUS HH(OPMALMOHHBIX TEXHOJIOTUH 0e3 yBSI3KH C
oOecrnieyeHreM HMH(OPMAIIMOHHONW 0€30MaCHOCTU CYIECTBEHHO IOBBIIIAET BEPOATHOCTh
MPOsIBIIEHUS] THPOPMAILIMOHHBIX yTPO3.

Ha cocrosinue nHbOpMalimoHHONW 0€301aCHOCTH BIIUSET, B YACTHOCTH, TOT (PakT, UTO
HEKOTOphIE€ 3apyOeXHble CTpaHbl HapallMBalOT BO3MOXKHOCTH MH(POPMAIMOHHO-TEXHHYECKOIO
BO3JCHCTBUS Ha MWH(POPMALMOHHYIO HWHQPACTPYKTYpy B BOEHHBIX LEISAX. Y CHIUBAETCS
JEATEIbHOCTh OPraHM3alUi, OCYIIECTBILSIIOIIUX TEXHUYECKYI0 pAa3BeIKy B OTHOILIEHUU
POCCUICKHUX TOCOPTaHOB, HAY4YHbIX opranu3aunii u npeanpusatui OIIK.

OTMmeuaercss TeHJIEHIMS K yBeIMYeHHIO B MHOCTpaHHbIX CMMU o0bema MaTepualioB C
NPEIB3STOM  OLEHKOM oOTedecTBEeHHOM rocnoauTuku. Poccuiickue CMM  3auactyro
HOJBEPraroTCs 3a PyOe oM OTKPOBEHHOM JUCKPUMHHALIUY.

PasnuuHble TEppOpPUCTHYECKHME M DKCTPEMUCTCKUE OPraHU3AalMU IIUPOKO HMCIOJB3YIOT
MeXaHu3Mbl UHGOPMAIMOHHOTO BO3/AeWCTBUA. Bo3pacraioT Macmtadbl KOMIBIOTEPHOMN
IIPECTYITHOCTH.

[IpuBonsATCS OCHOBHBIE HampaBieHHUs oOecriedeHus] NHOOPMALIMOHHONW 0E30MacHOCTH B
o01acTi 060POHBI, TOCYIAPCTBEHHON 1 OOIIECTBEHHOM 0€301MacHOCTH, B 9SKOHOMUYECKOH chepe,
B O0JlacTM HAyKHM, TEXHOJOIMH U 00pa3oBaHUs, CTPATErMYeCKOH CTaOMIBHOCTH U
PaBHOIIPABHOI'O CTPATETMYECKOrO MAPTHEPCTBA.

Bospacrator MacmtaObl KOMIBIOTEPHOM MPECTYIHOCTH, HPEXJIe BCEro B KPEAUTHO-
¢buHaHCOBON cdepe, YBEIMUMBAETCS YHUCIO TMPECTYIUIEHUHM, CBS3aHHBIX C HapylIeHHEM
KOHCTUTYIIMOHHBIX MPaB U CBOOOJ YelIOBeKa U T'paXk/JlaHWHa, B TOM YHCIIE€ B YaCTH, Kacaroueics
HEMMPUKOCHOBEHHOCTH YaCTHOW JKW3HU, JUYHOM M CeMEHHOW TalHbBI, TpH 00paboTKe
MEPCOHAIBHBIX JIaHHBIX C HCIOJIb30BaHNEM MH(GOPMAIMOHHBIX TeXHOMOorui. [Ipu aTOM MeToapl,
CHOCOOBI ¥ CPEJICTBA COBEPILICHUS TAaKUX MPECTYIUICHUH CTAaHOBSTCS BCE U30IIPEHHEE.
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Cocrostnue  uH(pOpManMOHHON  Oe3omacHocTH B 00jacT  OOOPOHBI  CTPAHBI
XapaKTepU3yeTcsl YBEIMYECHUEM MAacIITabOB TMPUMEHEHUS OTACIbHBIMH TOCYIapCTBaAaMH U
OpraHu3ausIMu WH()OPMAIMOHHBIX TEXHOJIOTHHA B BOCHHO-TIOJUTUYCCKHUX IIETISAX, B TOM YHCIIe
JUISl OCYLIECTBJICHUS JEUCTBUN, IPOTUBOPEUAINX MEKIYHAPOJHOMY IpaBy, HAallpaBJICHHBIX Ha
MOJPHIB CYBEPEHHUTETA, IOJIUTUYECKOM U COIMAIBbHOM CTaOUIBLHOCTH, TEPPUTOPUATBHOMN
uenoctHoctu  Poccuiickoit @Pepepauuu M €€ COWO3HUKOB U IPEACTABISIOIIUX  YTPO3y
MEXIYHApOJAHOMY MUPY, TTI00aIbHON U PETHOHATILHON O€30MacHOCTH.

Cocrostne  MH(MOPMAIMOHHONH  0E30MAaCHOCTH B OOJIACTH  TOCYAAPCTBEHHOM H
00IIeCTBEHHON 0€30IacHOCTH XapaKTepU3YeTCs TOCTOSHHBIM IOBBIIIEHHUEM CJIOXHOCTH,
YBEIMYEHUEM MACHITa00B U POCTOM CKOOPAWHUPOBAHHOCTH KOMIBIOTEPHBIX aTak Ha OOBEKTHI
KPUTUYECKOH  HMH(GOPMAIMOHHOH  WMHQPACTPYKTYPHI,  YCWJICHHEM  pa3BeAbIBATEIbHOMN
JIEATEIbHOCTH MHOCTPAHHBIX TOCyAapcTB B oTHouieHMM Poccuiickoin denepannu, a Takke
HapacTaHUEM YTpo3 MPUMEHEHHs] WH(GOPMAIMOHHBIX TEXHOJIOTUN B LESIX HaHECEHUs yiiepOa
CYBEpEHUTETY, TEPPUTOPUATHHON LIETOCTHOCTH, MOJIUTUYECKOM M COLMATIbHOW CTaOWUIBHOCTH
Poccuiickoit denepaiumu.

CoctosHre HHPOPMAIIMOHHOM 0€30MaCHOCTH B SKOHOMHUYECKOH cepe XapaKTepus3yeTcs
HEJOCTATOYHBIM YPOBHEM DPA3BUTHUSI KOHKYPEHTOCIOCOOHBIX WH(OPMAIMOHHBIX TEXHOJOTHA U
UX HUCHOJIb30BaHUS JJIs NPOU3BOJACTBA NPOAYKIMHM M OKa3aHUs yciayr. OcTaeTcsi BBICOKHUM
YPOBEHb 3aBUCUMOCTH OTE€UECTBEHHOW IMPOMBIIUICHHOCTH OT 3apyOeKHBIX HMH()OPMAIMOHHBIX
TEXHOJIOTMI B YacTH, KAacaloIIeHCs »JJICKTPOHHOM KOMIIOHEHTHOM 0asbl, MPOrPaMMHOIO
oOecrieyeHns, BHIYUCIUTENbHON TEXHUKU U CPEICTB CBS3H, YTO OOYCIIOBIMBAECT 3aBUCHUMOCTH
COIIMAIbHO-3KOHOMUYECKOro  pa3Butus Poccuiickoit ®Pexepauuvi  OT  IEONOJUTUYECKUX
MHTEPECOB 3apPYOEIKHBIX CTPaH.

CoctosiHue WH(MOPMAMOHHONW O€30MacCHOCTH B O0JaCTH HAyKH, TEXHOJNOTUN U
00pa3oBaHMUs XapaKTEpU3YeTCsl HEAOCTATOYHOW A(P(EKTUBHOCTHIO HAYYHBIX HCCIIEIOBAHUM,
HaIpaBJIECHHBIX Ha CO3/IJaHUE MEPCIIEKTUBHBIX NH(OPMAITHOHHBIX TEXHOJIOTHM, HU3KUM YPOBHEM
BHEJJPEHHUS OTE€YECTBEHHBIX pa3pabOTOK U HEAOCTATOYHBIM KaJpOBBIM 0OecreueHueM B 00J1acTH
MH(OPMaLMOHHON 0€30MaCHOCTH, a TaK)K€ HU3KOW OCBEIOMIJIEHHOCTBIO TpaKJaH B BOMpoOcax
obOecrieueHus JaUYHOM uWHMOpManMOHHONW Oe3omacHocTH. I[lpu »>TOM MeponmpusTus IO
oOecrieyeHnI0 0€30MacHOCTH MH(POPMALMOHHOM MH(PACTPYKTYphl, BKIIOYas €€ LEIOCTHOCTS,
JOCTYMHOCTh U YCTOWYMBOE (YHKIIMOHUPOBAHHUE, C WCIOJIb30BAHUEM OTEYECTBEHHBIX
WH(OOPMALIMOHHBIX TEXHOJOTHMH M OTEYECTBEHHOW NPOAYKIIMHU 33a4acTyl0 HE HMEIOT
KOMIUIEKCHOW OCHOBBI.

OCHOBHBIMHU HampaBJICHUSIMHU OOecTieueHruss HHPOPMAIMOHHON 0€30MacHOCTH B 00IacTH
rocy/1apCcTBEHHON M OOIIECTBEHHOI 0€30MacCHOCTH B COOTBETCTBUU CO CTpaTErue sSBISIOTCSA:

a) TPOTUBOJICHCTBHUE UCITOJIH30BAaHUIO WH()DOPMAITMOHHBIX TEXHOJIOTHI TSI TIPOTIaraH bl
OKCTPEMHUCTCKOM  HUJCOJOTUM,  PACTIPOCTpaHeHHs  KceHopoOuu, wmed  HaIMOHAIBHOU
UCKIIIOUUTENIbHOCTH B LENSAX TMOAPbIBA CYBEPEHUTETA, MOJUTUYECKOM M  COLIMAIbHOU
CTaOUITPHOCTH, HACWJIBCTBEHHOTO H3MEHEHHsS] KOHCTHTYIIMOHHOTO CTpOS, HapyIIECHUs
TeppUTOpHUAIBLHOM LenocTHOCTU Poccuiickoit denepanuu;

0) mpeceueHHe [EATENBHOCTH, HAHOCAIMIEH YyiiepO HalUMOHAIBHON O0€30MacHOCTH
Poccuiickoit denepanuu, OCYIIECTBISIEMOM € HCHOJB30BAHUEM TEXHUYECKUX CPEACTB U
WH()OPMAIIMOHHBIX TEXHOJIOTHH CIHENUATbHBIMU CIYy)KOaMU W OpraHU3AIUSIMHA HHOCTPAHHBIX
roCy/apCTB, a TAKXKe OTIEJIbHBIMU JINLAMU;

B) TIOBBIIIEHWE 3alTUIICHHOCTH KPUTHYECKOW HH(POPMAIMOHHONW HHQPPACTPYKTYPHI H
ycTOHYMBOCTH  €¢  (DYHKIMOHHPOBAHUS, pPa3BUTHE  MEXaHU3MOB  OOHapyKeHUs U
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OpeaynpexaeHuss WHPOPMALMOHHBIX YIPO3 M JIMKBUAALMHU MOCIECICTBUA HMX IPOSBICHUS,
MOBBIIICHNE 3ALIUIICHHOCTH IPAXKIAH U TEPPUTOPUIM OT ITOCIECIACTBUM YpE3BbIYAaHBIX CUTYaLUH,
BBI3BAHHBIX ~HMH(POPMALMOHHO-TEXHUYECKUM BO3JICHCTBHEM Ha OOBEKTHl KPUTHUYECKOU
nH(pOpMaITMOHHON HHPPACTPYKTYPHI;

I) TIOBBIMICHHE OE30MacHOCTH (DYHKIIMOHMPOBAHHUS OOBEKTOB HMH(POPMAIIMOHHOMN
UHQPACTPYKTYpbl, B TOM 4HCI€ B LEJIAX OOECleYeHUuss YCTOMYMBOrO B3aUMOACHCTBUS
rOCyJapCTBEHHBIX OpPraHOB, HEJOMYLIEHUs MHOCTPAHHOIO KOHTPOJIA 3a (DYHKIIMOHUPOBaAHHEM
TakuX OOBEKTOB, OOecreueHHe IEIOCTHOCTH, YCTOHYMBOCTH  (YHKIMOHHUPOBAHHUS H
0€30MacHOCTH €IMHON ceTH 31eKkTpocBsizu Poccuiickoit denepaunn, a Takxke oOecriedeHHe
Oe3omacHocTH MHGpOpPMaLWH, MepeaaBaeMoil mo Hed U oOpabaTeiBaeMoll B MH(POPMALMOHHBIX
cucremax Ha tepputopun Pocculickoit @enepanuu;

1) TIOBBIILIEHHE 0e30MacHOCTH (PYHKIIMOHUPOBaHUSA OOPa3L0B BOOPY)KEHUS, BOCHHON U
CIEMAJIBHOM TEXHUKU U aBTOMaTU3UPOBAHHBIX CUCTEM YIIPABIICHUS;

€) MnoBbllIeHHE APPEKTUBHOCTH MNPO(UIAKTUKM IPaBOHAPYIIEHHUH, COBEpIIAEMBIX C
UCMOJIb30BAaHUEM  MH(QOPMALMOHHBIX  TEXHOJIOTMH, W IPOTHBOJACUCTBUS  TaKUM
IIPaBOHAPYLICHUSM;

K) obecriedeHne 3amuUThl WHGOpPMAIMK, COJIEpKAIleH CBEACHHUS, COCTaBJISIOIINE
TOCYJapCTBEHHYIO TaifHy, MHOH WH(pOpPMAIMK OTPAHWYCHHOTO JOCTYIAa M PAaCHpOCTPAHEHUS, B
TOM 4YHCII€ 32 CYeT MOBBIIEHUS 3aIIMIICHHOCTH COOTBETCTBYIOIIMX HH(OPMAIIMOHHBIX
TEXHOJIOTHIA;

3) COBEPILIEHCTBOBAHUE METO/I0B U CIIOCOOOB MPOU3BOJCTBA U OE€30IIACHOTO IPUMEHEHHUS
IOPOAYKIMH, OKa3aHWs yCIyr Ha OCHOBE MH(OPMALMOHHBIX TEXHOJOIWH C HCHOJIb30BAHUEM
OTEYECTBEHHBIX  Pa3pabOTOK,  yJOBIETBOPSIOIIMX  TpeOoBaHUAM  HMH(OpMAIMOHHON
0e30IMacHOCTH;

u) TnoBbllIeHHE A()PEKTUBHOCTH HMHPOPMAIMOHHOTO OOECIEYeHMs] pean3aluu
rocynapcTBeHHoM noautuku Poccuiickoit denepanuu;

K) HelTpanu3auus MHGOPMAIMOHHOIO BO3/CHCTBHS, HAINPaBICHHOIO Ha pa3MbIBaHUE
TPaJMLIUOHHBIX POCCUNUCKUX JTYXOBHO-HPABCTBEHHBIX I[EHHOCTEH.

CrparernyeckumMu  LenssMu  oOecriedyeHHs  HMH(OPMAIMOHHONW  0€30macHOCTH B
HSKOHOMHUECKOW cdepe SABISAIOTCA CBEIEHHE K MHHHUMAIBHO BO3MOKHOMY YPOBHIO BIIMSIHUS
HETraTUBHBIX (aKTOPOB, OOYCIOBIEHHBIX HEJOCTATOYHBIM YPOBHEM pPa3BUTHsS OTEUECTBEHHOMH
oTpaciay WH(GOPMALMOHHBIX TEXHOJOTMH M 3JIEKTPOHHOM IMPOMBILIUIEHHOCTH, pa3paboTka U
MIPOU3BOJICTBO KOHKYPEHTOCITOCOOHBIX CPEeACTB oOecniedeHus HHGOPMAIIMOHHONW 0€30MacHOCTH,
a TakKXKe TOBbIIIEHHEe OO0OBEMOB M KauecTBa OKa3zaHUs yciayr B oOjacTu obOecriedeHHs
MH(pOPMaLlMOHHON OE30M1aCHOCTH.

OcCHOBHBIMU ~ HamnpaBleHUSIMU oOecniedeHus HH(OpPMALMOHHONW O€30MacHOCTH B
HKOHOMUYECKOH cepe sABISAIOTCS:

a) MHHOBAIMOHHOE Pa3BUTHE OTPACIM HMH(GOPMAIMOHHBIX TEXHOJOTMHA U 3JIEKTPOHHOM
IIPOMBIIIJIEHHOCTH, YBEJIWYEHHE JAOIM NPOAYKIMHM 3TOH OTpacid B BaJlOBOM BHYTPEHHEM
IPOAYKTE, B CTPYKTYpE KCIOPTa CTPaHbI;

0) JNMKBUAAIMS 3aBUCHUMOCTH OTEYECTBEHHON NPOMBIIIJIEHHOCTH OT 3apyOeKHBIX
MH(OPMALIMOHHBIX TEXHOJIOTUHA M CpPeACTB oOecredyeHus HHQPOPMAIMOHHON Oe30MacHOCTH 3a
CUYeT CO3JaHUs, PA3BUTHS W ILIMPOKOTO BHEIPEHHS OTEYECTBEHHBIX pa3pabOTOK, a TaKxke
IIPOM3BOJICTBA MPOAYKILIMU U OKa3aHUs YCIYT Ha UX OCHOBE;

B) MOBBIIIEHHE KOHKYPEHTOCIIOCOOHOCTH POCCHUMCKMX KOMIIaHUH, OCYILECTBIISIOLINX
JeSITeIbHOCTh B OTpAacid MH()OPMAIIMOHHBIX TEXHOJIOTMH W 3JIEKTPOHHOW MPOMBIIUICHHOCTH,
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pa3paboTKy, MPOU3BOACTBO M OKCIUTyaTallUI0 CpEeACTB olecreueHuss HH()OpMAIMOHHON
0€30IaCHOCTH,  OKa3bIBAIOIIMX YCIyrd B oOnactu  obecrieueHUs  HMHGOPMAIIMOHHOMN
0€30MacHOCTH, B TOM YHMCJIE 33 CUET CO3JaHus OJaronpUATHBIX YCIOBHUM Ul OCYILECTBICHUS
JIeATeIbHOCTH Ha TeppuTopuu Poccuiickon denepannu;

I') pa3BUTHE OTEUECTBEHHOM KOHKYPEHTOCIOCOOHOW 3JEKTPOHHOW KOMIIOHEHTHOH 0a3bl
U TEXHOJIOTMH MPOM3BOJCTBA HJIEKTPOHHBIX KOMIIOHEHTOB, OOeCIeueHHe M[OTPeOHOCTH
BHYTPEHHETO PbIHKA B TAKOM NMPOIYKLUH U BBIXOJA 3TOM MPOLYKLIMU HA MUPOBOX PBIHOK.

Crparerudeckoid 1enbl0 oOecrieueHus WHPOPMAIIMOHHOW O€30MacHOCTH B 00JIACTH
HAyK{, TEXHOJOTMHA M O00pa3oBaHMs SIBISETCS MOJAEPKKA WHHOBAIMOHHOTO M YCKOPEHHOTO
pa3BUTHS CHCTEMBI oOecrieueHus] MHPOPMALMOHHON 0€30MacCHOCTH, OTPAcIu WH(POPMAIIMOHHBIX
TEXHOJIOTMI U 2JIEKTPOHHOU IIPOMBIIIJIEHHOCTH.

OCHOBHBIMU HAIIpaBJIECHUSMHU OOecredeHnss HHPOPMALMOHHOW 6€30I1aCHOCTH B 00JIaCTH
HAaYKH, TEXHOJIOTUH 1 00pa30BaHUs ABISIFOTCS:

a) JIOCTHKEHHE KOHKYPEHTOCIIOCOOHOCTU POCCUICKMX MH(OPMAIIMOHHBIX TEXHOJIOTHH U
pa3sBUTHE HAyYHO-TEXHHYECKOT0 IOTEHIMada B oOxactu oOecreyeHus HHPOPMALMOHHON
0€30I1aCHOCTH;

0) co3manue W BHeIpeHHE WH(POPMAIMOHHBIX TEXHOJIOTUH, W3HAYAIBHO YCTOMYUBBIX K
Pa3IUYHBIM BUAAM BO3JIEHCTBUS;

B) IPOBEIECHUE HAYYHBIX HCCIEJOBAHUM M OCYIIECTBJIEHHUE OIBITHBIX Pa3padOTOK B
[ENAX CO3JaHMs TEPCIEeKTUBHBIX HH()OPMAIMOHHBIX TEXHOJOTHMA W CpPEACTB oOecredeHus
nH(pOpMaIMOHHOM 0€301MacCHOCTH;

I) pa3BUTHE KaJpOBOIr0 IOTEHLHUana B obsacTu oOecrieyeHuss HHGPOPMALMOHHON
0€30I1aCHOCTH U IPUMEHEHUS! MH(POPMAIIMOHHBIX TEXHOJIOTUH;

1) oOecrieyeHHe 3alUIEHHOCTH IpaX/aH OT MH(POPMAIMOHHBIX YIPO3, B TOM YHCIE 3a
cueT (opMUPOBaHUSI KYJIbTYPhI TMUHON HMHPOPMAIIMIOHHON 0€30I1aCHOCTH.

Pe3ynbraThl MOHUTOpMHra peanu3auuMd HacTosimed JIOKTpUHBI OTpa)XkarTcs B
exxeronHoMm nokinane Cexperaps Cosera besomacHoctu Poccuiickoit ®enepanun I[pesunenty
Poccuiickoit @®enepaniii 0 COCTOSSHMM HAIMOHAJbHOW O€30MacHOCTH M Mepax o ee
YKPEIUIEHUIO.

OCHOBHBIM TOCYJIapCTBEHHBIM OpPraHoOM, OIpeeNsouMM Hoautuky PO B cdepe
0€30IacCHOCTH  CTpaHbl B IEJIOM M HMH(OpMAIMOHHOM O€30MacHOCTH B  YacCTHOCTH,
asisiercss Coset 0e3onacHocTu P®.

BenymuM rocynapcTBEHHBIM YUPEXKACHHEM, HEMOCPEICTBEHHO OTBETCTBEHHBIM 32
peann3annio rocyIapCTBEHHON MOIUTUKN B chepe NHPOpMAIIMOHHOM 0€30MacHOCTH U 3allUTy
rOCyJapCTBEHHBIX MHTEPECOB Ha OOIIEHAIIMOHAIEHOM YPOBHE, sBisieTcsl DenepajibHast cJIy:k0a
110 TEXHUYECKOMY U IKCHOPTHOMY KOHTPOoJ10 — DCTIK. BaxkHyro poip B cUCTEME OpraHoB
roCy/1apCTBEHHOW BIIACTH, OTBEYAIOIIMX 3a PELIeHHe 337a4 MHGOPMAIMOHHON O€30MacHOCTH,
urpaet Takxe Cay:k0a cnenuanbHoi cBsa3u U uHpopmanum (" Cneucssass Poccun'"), c 2004
roga Bxoxasamas B coctaB dexepanbHoil ciaykObl OXpaHbl. Bompockl MOBBIIEHHS KayecTBa
UHPOPMALIMOHHOM paboTel M HMH(OPMAITMOHHOW O€30MAaCHOCTH pEelIaloT TaKkKe Jpyrue
(benepanbHbIe OpraHbl (B Mpeenax cBOeH KOMIIETEHIINN):

e  MuHUCTEPCTBO CBS3M U MACCOBBIX KOMMYHUKaNM PD;
e MunucrepcTBo BHyTpeHHHUX Aen PD.

Taxke oTAenbHbIE TOCYJapCTBEHHBIE BEIOMCTBA, MPEAbSBIIAIONINE 0COObIe TPeOOBaHUS
K YPOBHIO 3aIUIIEHHOCTH nHpopmaruu, peanu3yroT COOCTBEHHBIC
MEPOTPHUATHS 710 OOECIIEYCHUIO 3aTUTHI HH(POPMAILIUU:
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e OCb (YmpaBneHue KOMIbIOTEPHON U MHPOPMALMOHHON Oe30macHOCTH, a Takke LIeHTp
10 JIMIIEH3UPOBAHUIO, CEPTUPHUKAIMU U 3aLIUTE rOCYJapCTBEHHON TaiHbI, YIpaBiIcHHUE
cnennanbHoi cBsa3u 1 HUM nHpopMannoHHBIX TEXHOIOTHIA);

e Munarom P® u cucrema noaBeOMCTBEHHBIX €My MpPEANPUATUH (B COCTaBE KOTOPOTO
dbyakuuonupyet Llentp "Artom3ammuranapopm");

e IlenTpanbubiii 6ank P® (B coctaBe koToporo (GyHkmuoHupyer [J1aBHOE ympaBicHHE
0€30I1aCHOCTH U 3aILUThl THPOPMALIMU) U HEKOTOPBIE IpYTHE.

Coser be3zonacnoctu P®, Bosrnasnsemslid [lpesunenrom P®, cocTouT M3 KIIIOUEBBIX
MUHHCTPOB M pPacCMaTpUBAET BOIPOCHI BHYTPEHHEM U BHEIIHEW NOMUTUKU Pocculickon
Qeneparun B obmacTu  oOecrieyeHus:  OE30MACHOCTH,  CTpaTerH4ecKue  MpoOIeMbl
rOCYyJapCTBEHHOH,  DKOHOMHUYECKOH,  OOIIECTBEHHOH,  00OpOHHOU, HHGOPMALIMOHHOI,
9KOJIOTUYECKOIN U MHBIX BUJOB Oe3onacHocTd. OcHOBHbIMU (pyHKIMssMH CoBeTta be3onacHocTu
ABIIIOTCA:

e mnoaroroBka peweHuil Ilpesmpenra PO mo coorsBercTByromuM BoIpocaMm, B T.4. IIO
BOINpOcaM MH(OPMAIIMOHHON 6€3011aCHOCTH;

e  PacCMOTPEHME 3aKOHOIIPOEKTOB, B PAMKAX CBOEH KOMIIETCHIIVY;

e OpraHu3alys ¥ KOOPAHMHAIUS pa3pabOTKH CTpaTeruu B 001aCTH BHYTPEHHEH, BHEIIHEH 1
BOCHHOW IIOJUTHKH, BOEHHO-TEXHUYECKOI'O COTPYJHMYECTBA U HHPOPMALMOHHON
6e3onacHoctu PD, ocyliecTBieHne KOHTPOJIA 3a peau3alureil 3TON CTpaTeruu opraHaMu
BJIACTH, OI[CHKA BHYTPEHHHUX U BHEITHHUX yrpo3 )KM3HEHHO BAYKHBIM MHTEpECaM 00bEKTOB
0€30I1aCHOCTH U BBISBJICHHE UX UCTOUHUKOB U JP.

Jlns pemieHus 3ajad, CBSI3aHHBIX C oOecreyeHHeM MH()OPMALMOHHOW 0€30IacHOCTH, B
cocrabe Cb ¢Qynkuuonupyer cosznannoe B 1997 romy VYmnpasneHue uHGOPMAIMOHHON
6e30macHOCTH (OHO M3 BOCBMHM NPOQMIBHBIX YIpPaBICHWH), a Takxke MeXBeIOMCTBEHHas
KOMUCCHS 70 UHPOPMAIIMOHHON Oe3omacHOCTH. DPYHKUMSAMH YIpaBieHUs WH(GOPMalMOHHON
0€30I1aCHOCTH SIBIISIFOTCSL:

e moarotoBka mnpemioxeHuit Cosery be3omacHocT 1o BbIpabOTKE M peaau3aluu
OCHOBHBIX  HaNpaBlieHUH MOJUTUKM rocyaapctBa B  oOmactu  oOecredeHus
UH(POPMAaLMOHHOM Ge3omacHocTH PO;

e aHAJU3 M MPOTHO3UPOBAHHUE CUTYAIMH B 001acTH HH(OpMaIMoHHOM 6e3onacHocTu PD;

e BBIBJICHUE HCTOYHUKOB OINACHOCTH, OLIEHKA BHEIIHUX W  BHYTPEHHUX )2PO3
ungopmayuonnoi bezonachocmu ¥ NOAroToBKa mpeioxenuit Cosery besonacHoctu mo
UX MPEeIO0TBPAILEHUIO;

e paccMOTpEHHE B YCTAHOBJIEHHOM IOPSIIKE MPOEKTOB (eiepaIbHBIX LEIEBBIX MTPOrPAMM,
HaIpaBJIEHHBIX Ha obecrneyeHne uHGpopManoHHON Oe3zonmacHoctd P®, moaroroBka
COOTBETCTBYIOIIMX MPEIIOKEHUM;

e ydacTH€ B IOJrOTOBKE MaTepHalloB IO BompocaMm obecriedeHus: UHGOPMaIMOHHON
6e3onmacHoct P® mns exerogHoro mnocnanus llpesugenta PO DenepanrbHOMY
Cobpanuro u ans noxnanos [pesunenra PO;

e TMOATOTOBKA MpeMIoKeHHH 1o mnpoekraM pemeHuit Cosera be3omacHoctn u
UH(POPMALIMOHHO-aHAIUTHYECKUX MAaTepuajoB K €ro 3aceJaHusM [0 BOIpPOCaM
obecrieuenust ”HGOPMAIIMOHHON Oe30macHOCTH PD;

e moarotoBka mnpemioxkeHuit Cosery besomacHoctn 1o pa3paOoTke IPOEKTOB
HOPMAaTUBHBIX MPAaBOBBIX aKTOB, HAIPaBJIEHHbIX Ha oOecrieueHue HHPOPMAIOHHOM
6e3omacuoctu PO. [14]

67



®enepanbHas CIy:k0a M0 TEXHHYECKOMY M IKCNOPTHOMY KOHTpoaw (PCTIK), no
asrycta 2004 roma wu3BecTHass Kak ['ocynapcTBeHHast TeXHH4YecKasi KOMHCCHSI TIPH
IIpesunente Poccuiickoii ®@egepanun (I'ocrexxkomuccenss P®), Obuta co3nana B stuBape 1992
roga Ha 6aze ['ocrexxomuccun CCCP no npoTuBOAEHCTBUIO UHOCTPAHHBIM TEXHOJIOTMYECKUM
pa3BeJKaM, KOTOpasi, B CBOIO ouepeddb BeIeT OTCUET CBOEro CyIllecTBOBaHUs ¢ nekadps 1973
rona. [Ipousomenmee B 1992 rony nmpeoOpa3zoBanue OBLJIO CBA3aHO CO CMEHOM IMOJIUTUYECKHX
IPUOPUTETOB, WHTEHCUBHBIM  Pa3BUTUEM  JJEKTPOHHBIX KOMMYHUKAlUd U  CPEACTB
BBIYUCIUTENIPHOW TEXHUKH, OTMEHOH TOCYJapCTBEHHOW MOHONOJIMM Ha MHOTHE c]epsl
DKOHOMMYECKOW M TEXHUYECKOW JEATEIIbHOCTH, PA3BUTUEM PBIHOYHBIX OTHOLICHUIA,
pacuiMpeHHeM MEXIYHApOOHBIX cBsi3ei u  npyrumu  ¢akropamu. DCTIK, panee
noguuHsABIIasca Hanpsmyio Ilpesunenty P®, B mpouecce aqMUHHCTpAaTUBHON pedopmbl ObLia
nogunHeHa MunuctepctBy 00opoHbl. PCTOK sBIsSeTCS KOJJIETHATIBHBIM OPTaHOM — B COCTaB
Konnerun BXOIAT OKOJIO ABagUaTH IPEACTABUTENEH pa3IMYHbIX MUHUCTEPCTB U BEJOMCTB
(rmaBHBIM 00pa3oM, B paHTe 3aMECTHTENICHI MUHUCTPOB U TUPEKTOPOB JAETAapTAMEHTOB), TAKUX
kak MBJ[, MU]I, ®Cb, Munarom, @CO, CBP u npyrux.

OcnoubiMu QyHkIIsIMU DCTOK sBnstorces:

e IPOBEIEHUE E€IUHOM TEXHUYECKOW IOJUTHKM U KOOpAMHALUs pabdoT MO 3aliuTe
uH(popMaLuu;

e OpraHuzalus U KOHTPOJb 3a MPOBEAECHHEM pabOT IO 3aluTe MH(OpPMALUU B OpraHax
TOCYJapCTBEHHOTO YIIPABJICHUS, OOBCIUHEHHAX, KOHILIEPHAX, HA TPEANPHATUAK, B
OpraHM3alsaX U YYpPEKACHUAX (He3aBUCUMO OT (OpM COOCTBEHHOCTH) OT YTEUKHU IO
TEXHHMYECKUM KaHajaM, OT HECaHKIMOHUPOBAHHOTO JocTyna K uHopMauuy,
oOpabaTbiBaeMON TEXHHMYECKUMHU CPEICTBaMH, W OT CHEHMaIbHBIX BO3JCHCTBHI Ha
UH(OPMALIUIO C LIEIbI0 €€ YHUUTOXKEHUS U UCKAXKEHUS;

e TMOAJEPKAHHWE CHUCTEMBI JMIIEH3UPOBAHUS JI€ATEIbHOCTH MPEANPHUATHI, OpraHu3aluii u
YUPEXKJIEHUN IO OCYIIECTBICHUIO MEpPONPUATUN U (MJIM) OKa3aHUIO YCIYyT B 00JAcTH
3alUThl HHQOPMALIUK U cepTUGUKALIUN CPEJICTB 3aLUTHl HTHPOPMAIIH.

Jlia peanuzauuu QyHKUMi no nuuensupoBanuio B cocrase PCTOK ¢ynkumonupyoor 7
pPETHOHANBHBIX  yIpaBlieHUH (no ¢enepanbHbIM  OKpyram), a Takke 20 oTpacieBbIX
aTTeCTAllMOHHBIX (JIMIIEH3MOHHBIX ) LIEHTPOB.

Cayx0a cneumanbHoil cBsizu U uHPpopmannu (CneuncBsasb Poccum), co3nanHas B
mapte 2003 roma B pamkax PDenepanbHON ciayxkObl OXpaHbl Ha 0a3ze YIpa3IHEHHOIO
@®enepallbHOTO areHTCTBA IMPaBUTENbCTBEHHON cBsi3u M uHpopmauuu (DAIICU), B nemom
npu3BaHa oOecrieunBaTh  (QYHKIMOHMPOBAHHE TMPE3UIEHTCKOM  CBS3M, OpraHM3allyIio,
AKCIUTyaTallMl0 U Pa3BUTHE CIELMATIBHOW CBSI3U AJI TOCYAApCTBEHHBIX OPraHOB W pellaTh
JIpyrue aHaJIOTMYHbIE 3a/1a4H.

[Ipu sTOoM 3anauamu CrienCBsI3M TAKKE SABIISIFOTCS:

e mpoBeAeHHE pabOT MO 3alUTe TEXHUYECKUX CPEACTB  CIEHUATBbHOW  CBSI3M,
YCTaHABIMBAaEMbIX B KaTETOPUPOBAHHBIX IIOMEUIEHMSX TOCYJapCTBEHHBIX OpIaHOB,
BKJTI04ast 0CO00 BasKHBIE;

e OpraHu3alys B CHCTEME CIEIHAIbHON CBSI3U MU(PPOBAILHON AESATEILHOCTH, OTHECEHHOM
K kommerenuu Cnencsssu Poccun;

e ydacTue B pa3paboTKe HOPMAaTUBHOM TEXHUYECKON JOKYMEHTAIMH 110 BOIPOCAM 3aIUThI
nH(pOpMallMU B CUCTEMAaX CHEMaIbHON CBS3H;
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e yyacTHe B pa3paboTKe M pealu3alud Mep MO0 O0eCleYeHUuI0 HHPOPMALUOHHON
0e30MmacHOCTH Poccuiickoii ®enepauuu, 3alluTe CBEJICHUH,
COCTABJISIIOLIUX 20CYO0APCMBEHHYI0 MAUHY,

e ydacTU€ B CO3JaHUHM, OOECIIEYEHUHM U  PA3BUTHUM CHCTEMBI  DJIEKTPOHHOTO
JIOKyMEHTO000pOTa TOCYIapCTBEHHBIX OPraHOB C HCIOJb30BAHUEM YIOCTOBEPSIOIINX
LEHTPOB;

e OpraHuzalus U T[POBEICHUE MEPOIPHUATHI MO MPEeIOTBPALICHUIO YTEUYKH IO
TEXHUYECKUM KaHaiaM WH(POPMAIMK B CUCTEMAaX CIIEHUAIBHON CBA3H, HH(POPMALIMOHHO-
TE€XHOJIOTHYECKHUX, MH(POPMALMOHHO-aHATUTUIECKUX u nH(GOPMAIMOHHO-
TEJIEKOMMYHUKALMOHHBIX CUCTEMaX, Haxosamuxcs B BeaeHun Creucssizu Pocenn;

e BBINIOJIHEHWE TpeOOBaHUU obecnieueHus WHGOPMAIMOHHONW O0€30MacHOCTH OOBEKTOB
rocy/1apCcTBEHHOW OXpaHBbl.

MuHHCTEPCTBO CBS3M M MACCOBBIX KOMMYHMKanui P® B june mog4ynmHsA0OMIErocs
emy ®enepanbHOIo areHTCcTBa no HH(OPMALIMOHHBIM TeXHOJIOTHAM
(PocuH(opMTeXHOJIOTHH) OCYIIECTBIISIET U OpTaHU3YyeT CJeAyIolre BUIBI pabom B chepe
nH(pOpMaIMOHHOM 0€3011aCHOCTH:

e TOATBEPXJACHHUE TOJUTMHHOCTH SJICKTPOHHBIX MHU(DPOBBIX TMOINKCEH YIIOTHOMOYECHHBIX
JIUI] YIOCTOBEPSIOIINX ICHTPOB B BBIIAHHBIX MU CEPTU(HUKATAX KITFOUYCH MTOIMUCEH

e BEJIEHUE E€IUHOTO TOCYAapCTBEHHOIO peecTpa CEepTU(PUKATOB KIHOYEH MNOoANucen
yIOCTOBEPSIONINX ~ LEHTPOB M  peecTpa  CepTUPHUKATOB  KIIOYEH  MOANHUCEH
YIIOJTHOMOYEHHBIX JHIl (efepalbHbIX OpPraHOB TOCYJAapCTBEHHOW BJIACTH, a TaKkKe
o0ecrneyeHue T0cTyna K HUM Tpak/laH, OpraHU3allfii, OpraHoB rocy1apCTBEHHON BJIACTH
Y OPTaHOB MECTHOT'O CaMOYIPaBICHUS;

e BBINOJIHEHHWE (YHKIMHU TOCYJApPCTBEHHOTO 3aKa3uWka HAyYHO-TEXHHYECKHX U
WHBECTHUIIMOHHBIX MPOTPAMM U MTPOEKTOB B chepe HHHOPMAITMOHHBIX TEXHOIOTHH.
YHOJTHOMOYEHHBIM OpPraHOM /10 BEACHHUIO PEeCcTpa JOBEPEHHBIX YIOCTOBEPSIOLINX

nentpoB sBisiercs OI'YIT HUU "Bocxon".

®denepanbHas ciay:k0a mo Haa3opy B cdepe cBsA3M, MHPOPMALMOHHBIX TEXHOJOTUH 1
MaccoBbIX KOMMYHHKanuili (PockoMHan30p) sBisieTcs YHNOTHOMOYEHHBIM (hefepaibHbIM
OpraHOM HCIIOTHUTEIBHOW BIIACTH 10 3alIUTe TpPaB CyOBEKTOB MEPCOHATBHBIX [aHHBIX. B
MOJTHOMOYHS JTAHHOTO OpraHa BXOJHUT MpeceueHUe HapYIICHHH, KOTOPbIe MOT'YT BO3SHHKATh MPHU
00paboTKe mepCcoHaNbHBIX JaHHBIX rpakaad Pd. [15]

B cucreme 3akoHOIaTeNbHOM BJIACTU OCHOBHBIM CTPYKTYPHBIM IOJAPA3JIEICHUEM,
MPU3BAaHHBIM PEIIATh BOMPOCH (POPMHUPOBAHUS M PEAU3AIUU TOCYAAPCTBEHHOW TOJMTUKH B
chepe wuwH(bOpmammoHHOW  Oe3omacHocTH, sBiasercs Komurer mo  0e30macHOCTH
I'ocynapcrBennoii nymbl ®enepanbHoro coopanusi Poccuiickoit ®enepanumn. B cocrtase
storo Komurera dyakuuonupyet [lonkomuter mo uHpopManuoHHOW Oe3omacHocTu. B
3aKOHOJATENHHOU paboTe B paMKax 3Toro Komurera npuHUMAOT y4acTHeE:

e CHENMAIMCTHI U pyKOBoauTenu mpopuibHelx noxapazaenenuit ®Cb, CBP, ®CTOK,
MB/I u gpyrux Be1IOMCTB;

e pyxoBogutenu Cosera 6e3onacHocT PO u 1pyrux npaBUTETLCTBEHHBIX OPTaHOB;

e TMpeACTaBUTENM OOUIECTBEHHBIX OpraHu3anuii, QoHIOB U  MpodeccrnoHaTbHbBIX
00bEeANHEHHT;

e TIPEICTABUTENIN KPYITHBIX KOMMEPUYECKHX KOMIIAaHUH — JIUJIEPOB B PA3BUTHH OPTaHHU3AIIAN
Y TEXHOJIOTHI MH(POPMAIIMOHHON 0€30MacHOCTH (B TOM YHuCiie OaHKOB, TEXHOJOTUUECKHUX
KOMITaHWM U JIp.);
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e MPEICTABUTENM BEIYLIIMX HAYYHO-UCCIEAOBATENbCKUX YUPSKICHUA M  y4eOHBIX
3aBEJICHUM.

BonpmMHCTBO IOIEH HE COBEPIIAIOT IIPOTUBOIIPABHBIX JIEHUCTBUM HE IOTOMY, YTO 3TO
TEXHUYECKH HEBO3MOXHO, a IOTOMY, YTO 3TO OCYXAAETCS WM HAKa3bIBA€TCsl OOILECTBOM, UTO
TaK IOCTynaTh He MpUHATO. B pamkax obecrneueHus MHGOPMAIMOHHON 0€30IaCHOCTH ClIEAYeT
paccMOTPETh Ha 3aKOHOJATEIbHOM YPOBHE JIBE€ TPYIIIBI MEp:

. MepbI, HAIIPAaBJIECHHbIE HA CO3/IaHUE U MOJJEpKaHUE B OOIECTBE HETaTUBHOTO (B
TOM YHCIIE KapaTeIbHOI0) OTHOIICHHS K HAPYUICHHWSM W HAPYHIUTEIIM HH()OPMAITMOHHOU
0€30I1aCHOCTH;

. HaNpaBJSIOIUME U KOOPAWHUPYIOIIUE MEPHI, CIIOCOOCTBYIOIIME MOBBIIICHUIO
oOpa3oBaHHOCTH OOIIeCTBA B 00JACTH HH(POPMAIMOHHOW O0€30ImacHOCTH, MOMOTAIONIUE B
pa3paboTKe M paclpoCTpaHEHUH CPEACTB oOecrieueH st UH(OPMaIIMOHHON 0€30MacHOCTH.

K nmepBoii rpymnme cielyer OTHECTM OCHOBHBIE 3aKOHOZAATENIbHBIE AaKThl 11O
UHPOPMALIMOHHOM 0€30IacHOCTH, SIBIIAIOLIMECS YacTbi0 MpPaBOBOW cucTeMbl Poccuiickoit
®enepanuu.

B Koncrtutyuun P® conepxkutcs psl IpaBOBBIX HOPM, OIIPEIEISIIOIIMX OCHOBHBIE IIPaBa
U cBOOOIBI rpaxkiaan Poccum B obOnactu wHQpOpMATH3AIMK, B TOM YHCIE CT. 23 ompeienser
IIpaBO Ha HENPUKOCHOBEHHOCTh YAaCTHOM JMKM3HH, JIMYHYHO M CEMEUHYIO TaliHy, TalHy
NEPENCKH, TeIEePOHHBIX MEPEroBOPOB, MOYTOBBIX, TeNErpagHBIX M UHBIX COOOIICHUH; cT. 42
o0ecrieynBaeT MpPaBO Ha IOJYYCHHE JOCTOBEPHOW MH(POPMALUU O COCTOSHHU OKPYXKAroIe
Cpelbl U Ap.

B  VYronoBuom komexkce PO wumeroTcs  HOPMBI,  3aTparvuBarOlIMe  BOIPOCHI
UH(POPMALIMOHHOM 0€30MacHOCTH TpakaaH, OpraHu3aluil u rocynapersa. B uncie takux crareit
cT. 137 «HapymeHne HENPUKOCHOBEHHOCTH YacTHOW XW3HW», cT. 138 «Hapymienue TtaiiHbI
NEPENNCKH, TeIe(OHHBIX NEPErOBOPOB, MOYTOBBIX U TelEerpaHbIX UM WHBIX COOOLEHUI», CT.
140 «OTka3 B MpenoCTaBICHUU Tpa)xJaHWHy HHPopmanun», cT. 155 «Pasrnamenue TaiHbI
ycblHOBIIEHUS (ynouepeHus)», cT.159.1-159.6 «MomennuuectBo», cr. 183 «HezakoHHoe
MOJIyUeHUE U pas3rJalleHHe CBEIEHUH, COCTaBJSIONIMX KOMMEPYECKYI0 WM OaHKOBCKYIO
TailHy», c1. 272 «HemnpaBomepHBIi J0OCTynm K KOMIBIOTEpHOW HHOpManuu», cr. 273
«Co3naHue, UCIIOIb30BAaHUE WU PACIIPOCTPAHEHNE BPEIOHOCHBIX ITporpamm At O9BMy, cr. 274
«Hapymenne mpasun sxciutyarannid 9BM, cuctembl OBM mnu ux cetu» u ap. [57].

B HanorosoMm xoxekce P®D nmeercs ct. 102 «Hamorosast TaiftHa.

B I'paxnanckoMm koaekce P® Bompocam obecrnieueHuss ”HGOPMaIMOHHON 0€3011acHOCTH
nocBseHs! cT. 139 «CnyxebHas 1 KOMMepUecKas TaiiHa», CT. 946 «TaitHa cTpaxoBaHusI» U Jp.

[Ipunsaro Ilocranosnenue [IpaBurenscrBa PCOCP O nepeune cBeneHuil, KOTOpbIE HE
MOTYT COCTABJISITh KOMMEPYECKYI0 TalHy (0T 5 mekabps 1991 r. Ne35).

B coorBerctBum ¢ 3tuM IlocraHoBieHneM B 1ensx oOecredeHHs esTeNbHOCTH
rOCyJapCTBEHHON HAJIOTOBOM CIIy:KOBI, IPAaBOOXPAHUTEIbHBIX U KOHTPOJIMPYIOIIUX OPTaHOB, a
TaKXke IpeAynpexIeHus 370ynoTpedaeHuii B mporecce npusaruzauuu [Ipasutensctso PCOCP
MIOCTAHOBJISIET:

1. YcTaHOBUTE, YTO KOMMEPYECKYIO TallHy MPEANPHUATHS U IPEIITPUHUMATENS HE MOTYT
COCTaBJISITh!

yupeAuTENbHbIE JOKYMEHTHl (pelleHHe O CO3JAaHMU NPEeINpUsTUS WIA JOTOBOP
yupeaureseil) u Ycras;

JOKYMEHTBI, JAalOIIMe IpPaBO 3aHUMAThCS IPEAIPHUHUMATEIBCKOM EATEIBHOCTBIO
(TOKYMEHTBI, TOATBEpXKAatoKe (akT BHECEHHs 3amuceld O IOpHIUYEecKHX juuax B EauHbii
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rOCYIapCTBEHHBIN PEECTP IOPUANUECKUX JIUL], CBUAETEIBCTBA O TOCYAAPCTBEHHON perucTpanun
WH/IMBUIYAJIbHBIX TPEANpPUHUMATENEH, JIUIEH3UH, NaTeHThl) (ab3all B peAaKkiuy, BBEJCHHON B
nemcteue ¢ 24 okts0pst 2002 rona nocranosienuem IIpaButensctBa Poccuiickoit @enepanuu ot
3 okTs16ps 2002 roga N 731;

CBEJCHMSI IO YCTAHOBJCHHBIM (OpMaM OTYETHOCTH O (DUHAHCOBO-XO3SHUCTBEHHOU
NESTEIIbHOCTH U WHBIE CBEJCHHS, HEOOXOAUMBIE ISl MPOBEPKH NMPABUIBHOCTH HCUUCICHUS U
YILTIaThl HAJIOTOB U JAPYTUX 00S3aTEeNbHBIX IJIATEKEH B TOCYIaPCTBEHHYIO OIO/DKETHYIO CUCTEMY
PCOCP;

JOKYMEHTBI O TUIATEXKECITOCOOHOCTH;

CBEIEHUSI O YHMCICHHOCTH, COCTaBe pabOTaIOIIMX, WX 3apabOTHOHN IIaTe W YCIOBUSX
TpyZa, a TAaKXKe 0 HATMYUN CBOOOJHBIX MECT;

JIOKYMEHTBI 00 yIjiaTe HaJIOTOB M 0053aTeNbHbBIX IJIaTeKaX;

CBEIEHUS O 3arpsi3HCHUM OKpYKAroUIel Cpelbl, HApYIIEHMH aHTUMOHOIIOIBHOTO
3aKOHOJATEIbCTBA, HE COONIONEHUN O€30IMacHBIX YCIOBUU TpyJAa, peaau3aluu MPOAYKIIUH,
MPUYMHSIOWEH Bpel 3J0POBBI0 HACEIICHMS, a TAKXKE JAPYTUX HAPYIICHUSX 3aKOHOAATENIbCTBA
PC®CP u pazmepax NpHUMHEHHOTO MPH 3TOM YyIIepoa;

CBEACHUsSI 00 y4acTUM JOJDKHOCTHBIX JIMI[ NPEJNpPUSTHS B KOONEPAaTUBAX, MaJbIX
OPENNPUATHIX, TOBApUILIECTBAX, AKIUOHEPHBIX OOILIECTBaX, OOBEIUHEHUSIX M APYTruUx
OpraHM3alMsIX, 3aHUMAIOLUXCSl TPEANPUHUMATENBCKOM 1€ATENbHOCTBIO.

2. 3anpeTuTh rocyapCTBEHHBIM U MYHULIMIIAJIbHBIM NPEANPUATHSIM /10 U B IIPOLIECCE UX
MIpUBATU3allMM OTHOCUTh K KOMMEPUYECKOW TallHE JJaHHBIE:

0 pa3Mepax UMYILECTBa NPEINPUATUS U €r0 JEHEKHBIX CPEICTBAX;

O BIIO)KEHUU CPEJCTB B JIOXOJHBbIC aKTUBBI (IIEHHbIE OyMaru) APYrux MNpeAnpusTuii, B
NPOILIEHTHBIE OOJINTALUU U 3alMBI, B YCTaBHbIE (DOH/IbI COBMECTHBIX MPEANPUITUH;

O KpEIWUTHBIX, TOPrOBBIX M HHBIX O0053aTENbCTBAX MPEANPUATHS, BBITEKAIOUINX W3
3akoHozarenbcTBa PCOCP 1 3aKi1I04€HHBIX UM JIOTOBOPOB;

0 JI0roBopax ¢ KooIllepaTUBaMHM, HWHBIMH HETrOCYJapCTBEHHBIMU MPEAIPUITHUIMU,
TBOPUYECKUMHU U BPEMEHHBIMH TPYJIOBBIMU KOJJIEKTUBAMH, a TAKXKE OTAEIbHBIMU IPaXKAaHAMHU.

3. IlpennpusTus W nMLA, 3aHUMAOLIMECS NPEIIPUHUMATENBCKOW NEATENbHOCTBIO,
PYKOBOJUTENN TOCYJapCTBEHHBIX M MYHUIMNAIbHBIX HPEANPUATHNA 00s3aHBI INPEICTaBIATh
CBE/ICHUS, NEPEUYHCICHHbIE B MYHKTAaX HACTOSILEro MOCTaHOBIIEHUS, MO TPEOOBAHUIO OPTraHOB
BJIACTH, YIPABIEHUS, KOHTPOJMPYIOIIMX W IPAaBOOXPAHUTEIBHBIX OPraHOB, APYTUX
IOPUAMYECKUX JIML, UMEIOIINX Ha 3TO MPaBO B COOTBETCTBHM ¢ 3akoHoaarenbcTBoM PCOCP, a
TaK)Ke TPYI0BOTO KOJUIEKTUBA MPEIIPUATHUS.

4. JleicTBME HACTOAILIETO IIOCTAHOBIIEHHWS HE pACIpPOCTPAHSIETCS HA CBEIACHUS,
OTHOCUMBIE B COOTBETCTBHH C MEXIYHAPOJHBIMH JOTOBOPAMHM K KOMMEPUECKON TaifHe, a TaKkkKe
Ha CBEJIEHUS O JEATEIbHOCTU MNPEANpPUATUS, KOTOPbIE B COOTBETCTBUU C JACHCTBYIOLIUM
3aKOHOJATEIBCTBOM COCTABIIAIOT FOCYAAPCTBEHHYIO TaliHY.

b. Ensriun

B ®enepanbrom 3akone oT 21.07.1993 1 Ne5485-1 «O rocynapCTBEHHON TailHE»
IpeJICTaBIICHBI CIIEAYIOIUe cTaThu [6]:

Pasznen 1. OOmiue monoxenns

* Cratbs 1. Cdepa neiicTBHsI HaCTOSIIEr0 3aKOHA

* Ctatbst 2. OCHOBHBIE ITOHSATHS, UCIIOJIb3YEMBIE B HACTOSIILIEM 3aKOHE

* Crarbs 3. 3akoHonaTenbecTBO Poceniickoit @enepaniv 0 TocyJapcTBEHHOM TaliHe
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* Cratps 4. IlosiHOMOUYHMSI OpPraHOB IOCYJAapCTBEHHON BJIACTU U JIOJDKHOCTHBIX JIMI[ B
00J1aCTH OTHECEHUS CBEJICHUI K TOCYAapCTBEHHOM TalfHe U MX 3aIUTHI

Paspgen II. [lepeyens cBeieHNH, COCTABIISIOUX I'OCYJaPCTBEHHYIO TalHY

* Crarbs 5. IlepedyeHb cBeieHUI, COCTABIISIIONINX TOCYIAPCTBEHHYIO TATHY

Paznen III. OTHeceHue cBeEHUI K TOCYITapCTBEHHOM TailHE M MX 3aCEKPEUMBAHUE

* Crarbss 6. IlpuHUMIOBI OTHECEHUS CBEACHUM K TOCYIapCTBEHHOW TailHE WU
3aCEKpeYMBaHMsI dTUX CBEICHUN

* Crarbst 7. CBeneHus, HE IOJUIEKALIUE OTHECEHMIO K TOCYJAapCTBEHHON TallHE U
3aCEKPEYMBAHUIO

* Crarps 8. CTeneHH CEKpPEeTHOCTU CBEIEHUH M Ipu(bl CEKPETHOCTH HOCUTENEH 3THX
CBEJICHUU

* Crarbs 9. [lopsiiok OTHECEHUSI CBEJICHUI K TOCYIapCTBEHHOW TailHEe

* Crates 10. OrpanuueHue mpaB COOCTBEHHOCTH MPEANPHUATHHA, YUYpPEKIACHUH,
opranmsauuii u rpaxnaH Poccuiickoit @enepanuu Ha uHGOpMALMIO B CBA3M C €€
3aCeKpeYrBaHUEM

* Crarbs 11. [Topsanok 3acekpeunBaHus CBEICHUM U UX HOCUTENEH

* Crarbst 12. PekBU3UTBI HOCUTENEH CBEIEHUH, COCTABIISIIOIINX TOCYJapCTBEHHYIO TallHy

Paznen IV. PaccexkpeunBanue cBeICHUI U UX HOCUTEIICH

* Crarbs 13. [lopsaok paccekpeurBaHUsl CBEICHUIN

* Cratps 14. llopsaok paccekpeuMBaHUsS HOCUTENEH CBEAECHUN, COCTABIISIOIINX
rOCyIapCTBEHHYIO TallHy

* Cratps 15. McnoaHenue 3anpocoB rpakaaH, NPEANPUATU, YIPEKICHUN, OpraHu3annii
Y OPTraHOB IOCyJapcTBeHHOM Biactu Poccuiickoii denepanyy 0 pacCEKpEUNBAHUN CBEICHUM

Pasznen V. PacniopsikeHue cBeIeHUSAIMHU, COCTaBIISIFOIMMU F'OCYIapCTBEHHYIO TaliHy

* Cratps 16. B3aumHas nepenadya CBEAECHMH, COCTABIIAIONINX TOCYIapCTBEHHYIO TalHY,
OpraHaMM rocy/1apCTBEHHOW BJIACTH, MPEANPUATHIMU, YUPEKIECHUIMHU U OpraHU3alUusIMU

* Cratps 17. [lepenaya cBeeHU, COCTABIAIOIINX TOCYJaPCTBEHHYIO TallHY, B CBSI3H C
BBIMIOJTHEHHEM COBMECTHBIX U IPYTUX paboT

* Crarpsa 18. Ilepenaua cBeneHMI, COCTAaBISIIOIIMX TOCYAAPCTBEHHYIO TalHY, IPYrUM
rocyapcTBaM WJIN MEXIyHApOIHBIM OpPraHU3alHAM

* Crarbs 19. 3amura cBeIeHUH, COCTAaBJIAIOIIMX TOCYAApPCTBEHHYIO TalHy, IIpU
U3MEHEeHUU (PYHKUUH CyOBEKTOB ITPAaBOOTHOIICHUH

Pa3znen VI. 3ammra rocyaapcTBEHHOM TaliHBI

* Cratps 20. Oprassl 3alIATHI TOCY1apCTBEHHON TalHBI

* Cratpa 21. Jlonyck TOJ>KHOCTHBIX JIMIL ¥ TPaXJaH K TOCY1apCTBEHHOW TaliHe

* Cratbs 21.1. OcoOblit TOPSAOK JOMyCKa K TOCYIapCTBEHHOM TaiiHe

* Cratbs 22. OcHOBaHHUs I OTKa3a JOJDKHOCTHOMY JIMILYy WJIH TPaXXJIaHUHY B JOITYCKE K
roCyJapCTBEHHOM TaiiHE

* CraTbs 23. YcioBus MpeKpaleHus A0MycKa AOHKHOCTHOTO JIMLA WM TPaKIaHUHA K
rOCyJapCTBEHHOM TaiiHE

* Cratps 24. OrpaHuueHus NpaB JOJDKHOCTHOTO JIMIA WIN TpakJaHUHA, JTOMYLIEHHBIX
WJIM paHee JOMYCKaBIIMXCS K TOCYapCTBEHHOW TaliHe

* Cratpa 25. Opranuzanys A0CTyIa JOIKHOCTHOTO JIMIA WK TPaXXJaHUHA K CBEJICHUSM,
COCTaBJISIOLIUM T'OCYJapCTBEHHYIO TallHy

 Cratbst 26. OTBETCTBEHHOCTh 3a HapyIICHWE 3aKOHOJATeNbcTBA Poccuiickoin
®denepanyu 0 roCyAapCTBEHHON TaliHe
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* Cratps 27. Jlonyck NpeAnpHsITHH, YUPEXKACHUN U OpraHu3aluid K MPOBEACHUIO padoT,
CBSI3aHHBIX C UCIIOJIB30BAHUEM CBEICHHM, COCTABIIAIONINX FOCYJaPCTBEHHYIO TallHY

* Cratps 28. [Topsgok cepTUHUKAIMN CPEACTB 3aUTHI HH(POPMAIUU

Paznen VII. ®unancupoBaHue MEpONPUATHI O 3alATE TOCYAaPCTBEHHOU TalTHbI

* Crarbs 29. ®uHaHCHPOBAHKE MEPOIPUATHM 1O 3aIIUTE TOCYJAPCTBEHHOMN TalHbI

Pazgen VIII. Kortpons 1 Ham30p 32 00ECIEUEHHEM 3alUThI TOCYaPCTBEHHOMN TailHBI

* Cratbsa 30. KoHTpoJIb 32 00eCrieYeHUEM 3aIUThI TOCYIaPCTBEHHON TalHBI

* Cratps 30.1. ®@enepabHBIN TOCYIAPCTBEHHBIN KOHTPOIb 32 O0OCCIICUCHUEM 3aIUThHI
rOCYIapCTBEHHOW TAHBI

* Crarbst 31. MexXBe1OMCTBEHHBIN U BEJOMCTBEHHBIN KOHTPOJIb

* Crarbs 32. [Ipokypopckuii Haa30p.

OcHoBOMONAralOmyUMu  JIOKyMeHTaMH B cdepe HH(POPMALUOHHBIX TEXHOJIOTUH |
uHpopMalMOHHON Oe3omacHocTH  siBisgercss @enepanbhblii  3akoH  «O0  uHpopMaruy,
MH(POPMALMOHHBIX TEXHOJIIOTUAX U 0 3ammTe nHpopmarmum»(ot 27 utons 2006 rona N 149-D3)
(http://www.consultant.ru/document/cons_doc_LAW _61798/) [8].

OH BKJIIOYAET CIICAYIONINE CTAThU:

Cratps 1. Cdepa neiictBus Hacrosimero denepaibHOTo 3aK0Ha.

Cratbs 2. OcHOBHBIE IOHATHSI, UCIIOJIb3YEMBIE B HacTosALEeM DenepanbHOM 3aKOHE.

Cratbst 3. [IpuHUMIOBI MPaBOBOIO PEryJMpoOBaHUs OTHOIIEHUH B cdepe UHPOpManuy,
UH(POPMALIMOHHBIX TEXHOJIOTUH U 3alUThl MH()OpMAIIH.

Cratbs 4. 3akoHonarenbcTBo Poccuiickoit denepanuu o6 nHpopmannu, HHGOPMATMOHHBIX
TEXHOJIOTUSIX U O 3aIIUTe HH()OPMAIIH.

Cratbs 5. UH(dopmaiys kak 00bEKT NPaBOBBIX OTHOILIEHUH.

Cratbs 6. O6nanaTens nHGOPMALIUH.

Cratbs 7. O0menoctymnHast uHGopmaus.

Cratbs 8. [IpaBo Ha foCTYn K HHPOPMALIUH.

Cratbs 9. Orpanuuenue 10cTyna K MHGOpMaIuu.

Cratbs 10. Pactipoctpanenue nHGopManuu iy npe1ocTaBieHne HHpopMarum.

Cratps 11. JlokymeHTHpOBaHNE HHDOPMALIUH.

Cratbst 12. T'ocymapcTBeHHOE peryiaMpoBaHue B cdepe NMpUMEHEHUs HH()OPMAIMOHHBIX
TEXHOJIOTH.

Cratbs 13. IHpopMaMOHHbIE CUCTEMBI.

Cratbsa 14. I'ocynapcTBeHHbIe HH()OPMALIMOHHBIE CUCTEMBI.

Cratps 15. Vcnonbs3zoBanue HHYOPMAIIMOHHO-TEIEKOMMYHUKAIMOHHBIX CETEH.

Cratps 16. 3amumra nHGOpMaIum.

Cratest 17. OTBETCTBEHHOCTh 3a IpaBoHapymeHus B chepe uHPoOpmanuy,
UH(POPMALIMOHHBIX TEXHOJIOTUN U 3alIUTHl MH()OPMAIHH.

B 2006 (c n3m. Ha 1 suBaps 2017r.) npunat @3 «O nepcoHanpHBIX JaHHBIX» Ne 152,
HaIpaBJIEHHBIM Ha 3amMTy JU4YHOM uHpopmauuu. HWMHunuatuBa 3akoHojaTened Oblia
CBOEBPEMEHHA: yYaCTWJINCh CJly4al MOIICHHHYECTBA, CBSI3aHHBIE C  HCIOJIb30BAaHUEM
NEPCOHAIBHBIX JAHHBIX, B TOM YUCIE JJIS U3BATUS KPYIHBIX CYMM JIEHEr. JTOT 3aKOH SBJISETCS
OPEINOCHIIKON Il obecreueHus! JODKHOTO ypOBHSA O€30MacHOCTH XpaHEHUs MH(OpMaIuH,
3alIUTHl OT yTedeK M3 0a3 JaHHBIX KPYIHBIX OpraHM3alMi: TOCYHapCTBEHHBIX CTPYKTYD,
CTPaxOBbIX KOMIIaHUH, It-KOMIIaHUI U IPYTHUX.
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K NEpCOHAJILHBIM JAHHBIM MOTYT OBLITb OTHECEHEI CBCACHUA, NCIIOJb30BAHNUC KOTOPBIX

0e3 coryacusi CyObeKTa MEePCOHATBHBIX TAHHBIX MOXKET HAaHECTH BpPE] €r0 YECTH, JOCTOMHCTBY,
JIEJIOBOM peryTanuu, 100poMy WMEHHU,- UHBIM HEMaTepHaIbHBIM OJlaraM W MUMYIICCTBCHHBIM

HHTEpecaMm:

. Ouorpaduueckre U OMo3HaBaTENIbHBIC JIAaHHBIE (B TOM YHCIIe 00 00CTOSITEIbCTBAX
POKIIEHUS, YCBIHOBJICHUS, Pa3BO/Ia);

. JUYHBIC XapPAKTEPUCTUKHU (B TOM YHCIIE O JTUYHBIX IPUBBIUKAX U HAKIOHHOCTSX );

. CBEJICHUS O CEMEHHOM TOJIOKEHUU (B TOM YHUCJIE O CEMEHUHBIX OTHOIICHUSIX );

. CBeZICHHsI 00 UMYIIIECTBEHHOM, (PMHAHCOBOM ITOJIOKEHUHU (KPOME CITy4aen, MPsiMO

YCTaHOBJIEHHBIX B 3aKOHE);

. COCTOSIHUE 37J0POBbSI.

CyObexTaMu npaBa 371eCh BBICTYNAIOT:

. CyObEKTbl IEpPCOHANbHBIX JaHHBIX - JIMIA, K KOTOPbIM  OTHOCSTCS
COOTBETCTBYIOIME JAHHbBIE, U UX HACIECIHUKH;

. JIe€prKaTeN IIEPCOHAIBHBIX JAHHBIX - OPTaHbl TOCYJaPCTBEHHOM BIIACTH M OPIaHbI
MECTHOIO CaMOYIIPaBJIEHUs, IOpUAUYECKHEe U (U3MYECKHE JIUIA, OCYIIECTBISIOMUE Ha
3aKOHHBIX OCHOBaHUSX cOOp, XpaHEHHE, Niepeaady, yTOuHeHHe, OJIOKUpOoBaHue, 00e3TMINBaHHE,
YHUUTOKEHUE NIEPCOHANIbHBIX JaHHbBIX (0a3 MEpCOHAIBHBIX JIaHHBIX).

[lepconanbHple maHHBIE W paboTa ¢ HUMH JOJDKHBI COOTBETCTBOBATH CJIEIYIOIIUM
TpeOOBaHUSAM:

1. IlepcoHasibHBIE 1aHHBIE TOJIKHBI OBITH MOJIY4Y€HBl U 00pabOTaHbl 3aKOHHBIM 00pa3oM
HA OCHOBaHMUHM JICHCTBYIOIIETO 3aKOHOATEIbCTBA.

2. IlepcoHanbHble JaHHbIE BKJIIOYAIOTCS B 0a3bl MEPCOHAIBHBIX JAHHBIX HA OCHOBaHHUU
CBOOOJHOTO corjacusi CyObeKTa, BBIPAKEHHOIO B NHCbMEHHOH (opme, 3a HCKIOYEHUEM
CIIy4aeB, MIPSIMO YCTAHOBJICHHBIX B 3aKOHE.

3. IlepconanbHble AaHHBIE AOJKHBI HAKAIUIMBATBCA [UIsI TOYHO ONPEACNIEHHBIX U
3aKOHHBIX II€JIel, HE HCIOJIb30BaThCS B IPOTUBOPEYUH C ITHUMHU LEIIMU U HE OBITh
M30BITOYHBIMU 110 OTHOLIEHHIO K HUM. He gomyckaercss oObeauHeHHe 0a3 MEepCOHAIbHBIX
JTAHHBIX, COOpAHHBIX JepXkaTels MU B PasHbIX LESIX, A aBTOMAaTU3MPOBAaHHOW 00pabOTKU
UHpOpMaLUH.

4. IlepcoHanibHBIE JaHHBIE, IPEIOCTABISIEMbIE JIepKaTeNeM, T0JIKHbBI ObITh TOYHBIMHU U B
ciyyae He0OXOJMMOCTH OOHOBIISTHCS.

5. IlepcoHanbHble JaHHBIE JODKHBI XPAaHUTHCS HE J0JIbILE, YEM 3TOT0 TPeOyeT Leb, JUIs
KOTOpPOM OHU HaKaIUIMBAIOTCS, W TMOJIEKATh YHUUTOXKEHHIO MO JTOCTHXKEHHH 3TOH IeNu WU
[IOMHUHOBAaHUH HAJOOHOCTH.

6. IlepcoHanbHbIE aHHBIE OXPAHSAIOTCS B pPEXHUME KOHPHUACHLIMATbHOW HH(OpManuu,
UCKJTIIOYAIOIIEM HMX CllydailHO€ WJIM HECAHKI[MOHMPOBAHHOE pa3pylICHHE WIN CIy4yalHyI0 HX
yTpary, a paBHO HecaHKIIMOHUPOBaHHBIH JTOCTYI K IaHHBIM, UX U3MEHEHHE, OJIOKMPOBAHUE WIIN
nepegayy.

7. ns auu, 3aHMMAarOIMX BBICIIME TOCYAApCTBEHHBIE JOJKHOCTH, M KAaHIUAATOB HA 3TU
JIOJDKHOCTU MOXKET OBITh YCTaHOBJIEH CIIELUANIbHBIA MPAaBOBOM PEXUM JUISI UX MEPCOHATBHBIX
JAHHBIX, 00€CTIEYNBAIOUINI OTKPBITOCTh TOJILKO OOIIECTBEHHO 3HAYNMBbIX JIaHHBIX.

K mnojm3akoHHBIM HOPMAaTHUBHBIM aKTaM B o00JacTd HMHPOpPMATH3AIUU OTHOCATCS
cootBercTBytomme Ykaswl [Ipesunenta P®, [locranoBnenus [IpaButenscrBa P®, [lpukassl u
Jpyrue T0KyMEHTHI, U37aBaeMble (hpefiepalbHbIMA MUHHCTEPCTBaMU U BeoMcTBamu. Hampumep,
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Va3 IIpesunenta PO o0 yTBepkIeHNH MEpedHs CBEACHUN KOH(UACHIIMATBLHOTO XapaKkTepa OT
6 mapta 1997 r. No 188 (mput. Ne2).

Jlnist co3aanus U MoAaepKaHus He0OXOJMMOTO YPOBHS HH(POPMAITMOHHON 0€301MacHOCTH
B (upMme pa3pabaThiBaeTCs CUCTEMA COOTBETCTBYIOLIMX IMPABOBBIX HOPM, IpEJCTaBICHHAs B
CIIEYIOIINX JOKYMEHTAX:

. YcraBe W/uim yupeiuTeIbHOM JJOTOBOPE;

. KOJUIEKTUBHOM J1I0IOBODE;

. IIpaBUJIaX BHYTPEHHErO TPYIOBOIO PacloOpsIKa;

. JOJKHOCTHBIX 00SI3aHHOCTSAX COTPYIHHKOB;

. CHEUMATbHBIX HOPMAaTHBHBIX JOKYMEHTaX 1O HH(OPMAIMOHHON O€30MacHOCTH

(mpukasax, MOJOKEHUSIX, UHCTPYKLUSAX );

® J0roBopax co CTOpOHHUMHU OpraHHU3alUAMU;
® TPYHAOBBIX IOIrOBOpaX € COTPYAHUKAMU;
® HWHBIX HTHANBUAYAJIbHBIX aAKTaX.

[Ipu opranumzauuu Wb opranuzanuu pykOBOJCTBYIOTCSI CTaHIAapTaMH, B YACTHOCTH
ucnonezyercs [OCT P UCO/MBK 27005-2010 UndopmanmonHast TexHojorus. Metoasl u
cpencTBa obecriedcHusi 0€30MacHOCTH. MEHEDKMEHT pucKa MH()OPMAIMOHHONW 0e30macHOCTH
(dara axryanmuzaruu: 21.05.2015) TOCT P UCO/MBK 27005-2010.

CrangapT mpencTaBisieT PYKOBOJCTBO MO MEHEHKMEHTY pHUCKa HH(POPMAIMOHHOMN
o6e3onacHocTy. CTraHmapT MOJAEpKUBaeT o0mue KoHmenmuu, omnpeaeneHHele B MCO/MOK
27001, um mnpemHa3HaueH I COJCHUCTBHUS aJeKBaTHOro obecreueHus WHHOPMAIMOHHON
0€30MacHOCTH Ha OCHOBE T0JIX0/1a, CBSA3aHHOTO C MEHEPKMEHTOM PHCKA. 3HAHWE KOHIEHIIUH,
MoOJIeJIel, TIPOLIECCOB U TepMUHOIOTHH, u3i0keHHbIX B UCO/MOK 27001 u UCO/M3K 27002,
BaYKHO JJIsI TIOJTHOTO MOHUMAaHUs ctanaapta. CTaHIapT IpUMEHUM JIJIsl OpraHU3aIluil BCEX TUIIOB
(Hampumep, KOMMEPYECKUX MPEINPHUSATUN, TOCYIAPCTBEHHBIX YUPEKIECHUN, HEKOMMEPUYECKUX
OpraHu3aluil), IUIAHUPYIOLIUX OCYIIECTBIATh MEHEIKMEHT pPHUCKOB, KOTOpPbIE MOTYT
CKOMITIPOMETUPOBATH HHPOPMAIIMOHHYIO 0€30T1aCHOCTh OpTaHU3AIIHH .

HTax, oOCHOBHBIE IIPAaBOBBIE TIOKYMEHTHI B chepe MH(POpMaAIIMOHHON 6€30acHOCTH:

e Koucrurymus PO (http://constitutionrf.ru/);

e @enepanbHblii 3akoH ot 27 wmrong 2006 r. N 149-®3 «O06 wuHbpopmanuwy,
UH(POPMALIMOHHBIX TEXHOJIOTUSIX U 3aluTe uHpOpMAaLIUN»
(http://base.garant.ru/12148555/);

o ®denepanpubiii 3akoH OT 27 wutons 2006 r. N 152-®@3 "O nepcoHalbHBIX AaHHBIX" (C
n3MeHeHusiMu BetynuBinux B crory 01.03.17 r.) (http://kodeks.systecs.ru/zakon/fz-152/);

o @enepanbublii 3akoH oT 06 ampens 2011 Ne63 «OO6 »snexkTpoHHOW moamucu» (c
n3MenenussmMu Ha 23.06.16 r.) (http://docs.cntd.ru/document/902271495);

o ®denepanpHbiid 3akoH 0T 29 utonsa 2004 r. N 98-®3 "O komMmepueckoi Taitae") (pen. ot
12.03.14 r.) (http://yconsult.ru/zakony/zakon-rf-98-fz/);

e JloxTtpuna WH(POPMAITMOHHOM 0e30MmacHOCTH Poccuiickoit denepannn
(ytB. yrBepxknmeHa Ykazom Ilpesunenta PD Ne 646 or 5 pmexabps 2016 r.)
(https://rg.ru/2016/12/06/doktrina-infobezobasnost-site-dok.html);
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e Vka3 mpaBurenbctBa P®  Nel88 00  yTBepKaeHMM  TIEpeyHs  CBEICHUU
KoH(puaeHIHaIbHOTO Xapaktepa 1997r. (¢ u3m. u gorm. ot 23 centsops 2005 r., 13 urons
2015 r.) (http://base.garant.ru/10200083/#ixzz4bCt8H6TU);

o @cnepanpublii 3akoH oT 21 wmrons 1993r. Ne5485 «O rocynmapcTBEHHOW TalHE»

(Denepanphbiii 3ak0H "O BHECEHWHM HM3MEHEHHMH B cTaThio 5 3akoHa Poccuiickoit
Oenepannu "O rocynmapctBeHHor TaitHe" oT 15.11.2010 N 299-®3 (mocnemHsis
penaxuws) (http://www.consultant.ru/document/cons_doc_LAW_106802/);

e TpynoBoii konekc PO — rmaBa 14 «3amnura nepcoHaIbHBIX JaHHBIX PpA0OOTHHUKA» (OT
30.12.2001 N 197-@3 (pen. ot 03.07.2016)
(http://www.consultant.ru/document/cons_doc LAW_34683/);

o ['paxnmanckuii koaexkc Y. Ned Paznen 7 «lIpaBa Ha pe3ysabTaThl HMHTEIICKTYaJIbHOM
JEATeILHOCTH W cpencTtBa wHAMBUAyamuzanun» (18 mexabps 2006 roma N 230-D3)
(http://www.consultant.ru/document/cons_doc LAW_64629/).

CryneHntam cieayeT O3HAKOMHUTBCS C OTUMU JOKymMeHTamMu B MHTepHere (vi.ampeca

npunaraiotcs). Kpome Toro, HeoOXoaumMo 03HaKOMUThCS ¢ ocHOBHbIM ['OCTom
(http://gostrf.com/normadata/1/4293804/4293804268.pdf).

KonTpoJbHbIe BONPOCHI 110 TeMe 3

1. Yro cocraBiusier 6a3zy pyHKIMOHUPOBAHUS ClIEUATM3UPOBAHHBIX OpraHu3aluil B chepe
nH(popMaInmoHHOM O6e30MmacHOCTH?

2. Ha3zoBute xapakTepHble 4YepTbl OPraHU3alMOHHOW pPabOThI ClEUATU3UPOBAHHBIX
opranu3zaiuii B cepe HHPOPMALMOHHOM O€30MaCHOCTH.

3. Yto npeacTaBisioT cOOOM aabsSHCHI KPYIHBIX TEXHOJIOTMUYECKUX KOMIaHUMH?

4. Tlepeuncnure TUMUYHBIC TPUEMBl OPTAaHM3ANMOHHON pPAaOOTHI ANBSTHCOB KPYITHBIX
TEXHOJIOTUIECKUX KOMITAHH.

5. Cuaenaiite A0KJag O AESITEIBHOCTH OJHOW M3 CHEUAIM3UPOBAHHBIX OpraHU3alUil B
cdepe nHHOpMALIMOHHON OE30MTACHOCTH.

6. Uem 3aHuMaeTcs AnbsHC IO cMapT-KapTam?

7. Kakue 3aaun pemaet AnbsHc 1o 06e3onacHoctu cetu MHTepHeT?

8. Cnenaiite AOKIaa O JEATEIBHOCTH OJHOM M3 MEXIYHApPOJHBIX OpraHu3aluii B cdepe
MH(}OPMaLlMOHHON 0€3011aCHOCTH.

9. O yem JlokTprHa HHPOpPMaMOHHOH Oe3omacHOCTH PD (5 mexadps 2016 r.)?

10. Haiite xapakrepuctuky PenepanbHoro 3akoHa oT 27 utons 2006 r. N 149-03 «O6
uH(popMalu, THPOPMAIIMOHHBIX TEXHOJIOTHUSIX U O 3alIUTe HHQOpMALIUN»?

11. O gem ®@enepanpHbnii 3akoH OT 6 ampens 2011 r. N 63-®3 «O06 »1eKTpOHHOU
noanucu» (¢ u3M. Ha 2014 1.)?

12. Oxapaxrepusyiite conepxanue crareit 159(1-6), 272, 273, 274 VK.

3al[aHI/IC JIJISI CAMOCTOSITEILHOM pa6OTLII 3aI10OJIHUTE Ta6.HI/II_Iy.

HaumenoBanue MC)KI[yHapOJIHOI\/II opraHnu3anuu OcHoBHBIC 3aga4un
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Tecthbl K TEME 3
1. Accomuanus BHIYUCJIUTEIHHON TEXHUKH CO31aHA B

A. 1947 rony;
b. 1964 rony;
B. 2017 rony.

2. Koncopunym Beemupnoii Ilayrunsl odopmiien
A. B 1989 rony;

b. B 1994 rony;
B. B 2017 rony.

3. MexxayHapoaHasi OpraHu3amnusi Mo CTAHAAPTH3ALUH ITO
A. ISO;

b. ACM;
B. OOH.

4.IlpoekT MEXIYHAPOAHBIX CTAHAAPTOB NPHOOpeTaeT CTATYC MEKIYHAPOIHOIO
CTaHapTAa, eCcJIM 32 Hero MpPoroJ0coBajio
A. 100% uneHOB;
b. 75% uneHos;
B. 80% unenos.

5. AuibsiHc o 0e3onacHocTu cetu UHTEepHeT co31aH B
A. 2001 1.

b.2016T.
B.2017r.

6.lokTpuna UndopmannonHoii 6e30acHOCTH NPUHATA B
A. 2012 rony

b. 2014 rony
B. 2016 rony

7. B opraHm3anMOHHYK OCHOBY CHCTeMbl oOecnedyeHusi HHGPOPMALMOHHOI
0ezonacHoctu P® Bxoaur:

A. Coser Oe3onacHocTH PD;

b. MunucrepctBo 06pazoBanus u Hayku P®D;
B. [PV CIIIA.

8. K akram ¢enepaabHoro 3akonoaarenscrsa no Ub B P® Bxoasr:

A. Ilpukasel ©CBb;
b. MexnayHapoIHbIe CTaHIAPTHL;
B. Koncrurynus PO.

9. [IpaBoBoe obecneuenue Ub o3navaer:
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A. 3amuTy UHTEpecOB GU3NYECKUX U IOPHINIESCKUX JIHII;
b. 3amuty nHTEpEeCcOB rocyaapcTBa U 0OIECTBa;
B. Bce BhllIenepevrcIeHHOE.

10.MacmTadbl KOMNBIOTEPHOM NMpecTyNnHOCTH B PD
A. HeyKkJI0HHO CHMKAIOTCS;
b. Bozpacrator;
B. Ocratorcs u3 roga B roJl HEU3MEHHBIMH.

11. Crarbs 23 Koncruryuuu P® onpenensier:
A. IlpaBo Ha noxy4eHue JOCTOBEPHON HHPOPMAIIMHN O COCTOSIHUH OKPYXKAIOLIEH Cpe/ibl;
b. IIpaBo Ha HEMPUKOCHOBEHHOCTh YACTHOW KU3HH, TUYHYIO U CEMEUHYIO TallHy U UHbIC
COOOILIEHHMS;
B. Otka3 B npenocTaBieHUN TpakJaHUHY WH(POPMAIIHH.

12. B HanoroBom kojexce P® umeercs:
A. c1.139 «CiyxeOHas 1 KOMMepUecKas TaiiHay;
b. c¢1.102 «Hanorosele TalHEBI;
B. ¢1.946 «Taitna cTtpaxoBaHUs».

13. ®enepanabublii 3akoH «O0 HHpopMaUH, HHPOPMAIUOHHBIX TEXHOJIOTHSX U O
3ammTe HHpoOpMaATUID)

A. 1IOKa He IPUHAT;

b. mpunsr B 2000 rony;

B. npunsat B 2006 roxy.

14. ®enepaibHblii 3aKk0H «O MePCOHANBHBIX JAHHBIX)» PUHAT:
A. B 2006 rony c usmenenusimu Ha 1 suBaps 2017 roga;
b. B 2009 rony;
B. B 2016 rony.

15. B kakoii cratbe YK npeaycmarpuBaercs Haka3zanue 3a «HenpaBomepHblii qoctyn
K KOMIBLIOTePHOIi HHpopManum»?

A.Bc1.272;

b. B cT.273;

B. B cT.274.
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Tema 4. Ilogxoabl, NPUHIUNBI, METOABI U CPeCTBA 0O0ecTedeHusl

0€e30ImacHOCTH
1. [TonuTrka 6€30MACHOCTH U €€ TPUHIIUIIBI.
2. Mertoapl u cpencta obecnedeHus: Ub.

1. MomTHKa 0€30MACHOCTH U €€ MPUHIUIbI

WHCTpyMEHTHI M MeXaHW3Mbl HH(OPMAIIMOHHON O€30MacHOCTH BKIIOYAIOT B cels
MPOLIECCHl U MPOLEAYPhl OFPaHUYCHHS U Pa3rpaHUYCHUs JOCTYyNa, HHHOPMAIMOHHOE CKPBITHUE;
BBeJICHUE U30BITOYHON MH(GOPMAIIMU U UCIIOJIb30BaHUE N30BITOYHBIX MHPOPMAIIMOHHBIX CUCTEM
(cpenctB  XpaHeHms, OOpaOOTKM | Tiepedadyn HWHGOpPMAIKMK); WCIOJI30BaHUE METOJIOB
HAJEKHOTO  XpaHEHUs, mpeoOpazoBaHus U  mepegaud  UHGOpMalWK;  HOPMATHUBHO-
aJIMUHHUCTPATUBHOE MOOYKACHUE U NPUHYXIeHHE [52].

Ha mpakTuke coBpeMeHHBIC TEXHOJIOTHH 3alUThl MHPOPMAITUU OCHOBAHBI HA PA3IMYHBIX
0a30BBIX cepBHCAax (TakWx, KakK ayTeHTU(UKanws, OOeCredyeHHe IEeJIOCTHOCTH, KOHTPOIb
JOCTYyTIa U JIP.), ¥ UCTIOJB3YIOT PA3IMYHbIC MEXaHU3MbI 00CCIICUCHHS OE30IMaCHOCTH (TaKHe, KakK
mdpoBanue, HU(PPoBbIC MOAMNUCH, YIIPABICHUE MApIIPyTH3AUEH Ap.)., HO OTHUX TEXHUYECKHX
CPEICTB HEIOCTAaTOYHO: HEeoOXoIuMMa OpraHU3allMOHHO-YIIpaBICHUYECKas MAeATeIbHOCTh -
OpraHu3aloHHOe obecredeHrne WHGOPMAIMOHHONW 0e30MacHOCTH, KOTOpOE€ MpEeACTaBIseT
co00il OAHO M3 4YEThIpeX OCHOBHBIX HaIpaBIeHUU pabOTHl B oO0IIel cucteme Mep B chepe
uH(OpPMAIIMOHHOKW  0€30MacHOCTH,  BKIIOYamOme B ceb1  Takke  pa3paboTky
CHEIUATU3UPOBAHHOTO  MPOTPAMMHOTO  OOECIIEYEHHUs, W3TOTOBJICHHWE ¢  HCIOJIH30BAHHE
CICIHUAIGHBIX  allllapaTHBIX  CPEJCTB HM  COBEPIICHCTBOBAHUE  KPUIITOTPAPHUSCKHUX
(MaTeMaTHYeCKHX ) METOI0B 3anuThl nHpopmarmu [40].

[TomuTrka 0€30MacHOCTH OMpeAeNseTcs KaK COBOKYIMHOCTh JIOKYMEHTHPOBAHHBIX
yIpaBIeHYECKUX PEIICHNH, HAIPaBIEHHBIX Ha 3alIUTy HHGOPMAIIMU U aCCOLIMUPOBAHHBIX C HEl
peECYpCOB.

IIpu pa3paboTke M NPOBEICHMM €€ B JKHU3Hb LEIecO00pa3HO PYKOBOJCTBOBATHCS
CIIEYIONMMHU TPpUHIUTaMU [57]:

v HEBO3MOKHOCTH MUHOBATh 3ALIUTHLIE CPEICTBA;
YCHJICHHE CaMOTO c1aboro 3BeHa;
HEBO3MOXXHOCTb ITEPeXoia B HeOE30IacHOe COCTOSTHHE;
MUHUMU3AINS TPUBHIICTHIA,
paznenenue o0s3aHHOCTEH;
AIIETOHUPOBAHHOCTH OOOPOHBL;
pasHooOpa3ue 3alUTHBIX CPE/ICTB;
MPOCTOTA U YIPABISIEMOCTh HHPOPMAITMOHHON CHCTEMBI;
obecrieueHre BCEOOIIeH MOAeP>KKH Mep 0€30MMacHOCTH;
aJIeKBaTHOCTH (pa3yMHasi JIOCTaTOYHOCTH);
CHCTEMHOCTH;

AN NI N NN N Y U U NN

IMPO3pavYHOCTb JIA JICTAJIBHBIX HOJ'II)SOBaTeJ'IeI\/'I;

<

PaBHOCTOHKOCTbH 3BEHbEB.

IIpyuHIMI HEBO3MOKHOCTH Tepexoaa B HeOE30MacHOE COCTOSHUE O3HAYaeT, YTO NpH
JT0OBIX OOCTOSATENIBCTBAX, B TOM YHCIE HEIUTATHBIX, 3aIIUTHOE CPEICTBO JINOO MOJIHOCTHIO
BBITOJIHSACT CBOM (DYHKIMH, JTHUOO MOJHOCTHIO Onokupyer moctyn. OOpa3HO TOBOps, €clid B
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KpPENOCTH MEXaHU3M IOJBEMHOI0 MOCTa JIOMAETCs, MOCT JOJDKEH OCTaBaTbCsl B IOAHSITOM
COCTOSIHUH, NIPENATCTBYS IPOXOY HENPUSTEIS.

IpuHuMn MHUHUMU3AUMM TPUBUIICTHI TPEINUCHIBACT BBIIEIATH MOJIB30BATEISIM U
aJIMUHUCTPATOpPaM TOJBKO T€ IpaBa JOCTYIA, KOTOPble HEOOXOAMMBbI MM JUIS BBINOJHEHUS
CITYKEOHBIX 00sI3aHHOCTEH.

IIpuHumn pasjgejieHuss O0sI3aHHOCTEH MpEeANoyiaraeT Takoe paclpelelieHue pojed u
OTBETCTBEHHOCTH, P KOTOPOM OJIMH YEJIOBEK HE MOXKET HApyLIUTh KPUTHUECKH Ba)KHBINA IS
OpraHu3alyi TPoLecc. ITO OCOOCHHO BaKHO, YTOOBI MPEIOTBPATUTH 3JIOHAMEPEHHBIC WU
HEKBaIU(UIIUPOBAHHBIE IEHCTBUSL CHCTEMHOTO aIMUHICTPATOPA.

IIpuHIMN 311€JJOHMPOBAHHOCTH O0OPOHBI INPEANMCHIBAET HE I0JIaraTbCsl Ha OAMH
3alIUTHBIA PyOek, KakuM Obl HaJeKHBIM OH HU Ka3ajics. 3a CpeACTBaMu (PM3NYECKOM 3aIUTHI
JOJDKHBI ~ CIIeloBaTh, IPOrpaMMHO-TEXHMUYECKHE CpEeACTBA, 3a  UACHTUUKALMEH U
ayTeHTU(UKaLuell - ynpaBiIeHHe JOCTYIOM M, KaK HOCIEeTHUNA pyOex, - MPOTOKOJIMPOBAaHUE U
ayauT. DIIeToHUpOBaHHAs 000poHa crocoOHa o KpaiHel Mepe 3aepKaTh 3JI0YMBIIIJICHHUKA,
a HajlMyhe Takoro pyOexka, Kak INPOTOKOJIMPOBAHUE U ayAUT, CYLIECTBEHHO 3aTPyIHSET
HE3aMETHOE BBINOJIHEHUE 3JI0YMBIIIJICHHBIX ASHCTBU.

IIpunuun pa3sHooOpa3usi 3aINMTHBIX CPeACTB PEKOMEHAYET OpraHU30BbIBAThH
pa3iIuyHBIe MO0 CBOEMY XapakTepy OOOpPOHUTENbHBIE PYOEX H, YTOOBI OT MOTCHIHUAIBHOTO
3JIOYMBIIIJIEHHUKA TpeOOBAJIOCh  OBJIAJEHUE Pa3HOOOpPa3HbIMM W, IO BO3MOXKHOCTH,
HECOBMECTHUMBIMH MEXAy c000i HaBbIKaMU (HAmpuMep, YMEHHEM IPEOA0JIeBATh BBICOKYIO
orpajy ¥ 3HaHueM ciabocTell HECKOIBKUX OMEPALMOHHBIX CUCTEM).

OueHp BakeH NPUHUIUI MPOCTOTHI U YIPaBIAEMOCTH MH(OPMAIIMOHHON CHCTEMBI B
LIEJIOM U 3AIIUTHBIX CPEJICTB B 0COOEHHOCTHU. TOJIBKO JUIsl TPOCTOrO 3AIMUTHOTIO CPEICTBA MOXKHO
dopmanbHO UM HePOPMaIbHO JJOKA3aTh €r0 KOPPEKTHOCTh. TONBKO B MPOCTON M yHpaBisieMon
CHUCTEME MOXKHO IIPOBEPUTH COTJIACOBAHHOCTh KOH(MUIypall pa3HbIX KOMIIOHEHTOB U
OCYIIECTBUTH LIEHTPAIM30BaHHOE aJMUHUCTpUpOBaHUE. B 3TON CBA3M BaXHO OTMETUTh
UHTErpUpYIOIIyI0 poiib Web-cepBrica, CKphIBalOLIEro pa3HOOOpa3ue 00CIyKUBAeMbIX 00BEKTOB
U TPEJOCTaBISIOLIETO €IWHbIN, HarsaaHbli uHTepdeiic. COOTBETCTBEHHO, €CIM OOBEKTHI
HEKOTOPOro BHIa (CKakeM TalOmuibl 0a3wpl AaHHBIX) gocTymHbl depe3 Web, Heobxomumo
3a0JI0KUpOBaTh MPSIMOM JOCTYN K HHUM, IOCKOJIbKY B IPOTMBHOM Ccllyyae cuUcTeMa Oyjaer
CJI0’)KHOH U TPYAHOYIIPABJIsAEMOM.

IIpuHuun Bceodmieit moaaep:KKu Mep 0€30IaCHOCTH HOCUT HETEXHUYECKHUI XapaKTep.
Ecin monp3oBareny W/MIAM CHCTEMHBIE AJMUHUCTPATOpPhl CUUTAIOT HH(YOPMAILMOHHYIO
0€30MacHOCTh YeM-TO M3JIMIIHUM WM JaKe BPak1eOHBIM, PEKUM O€301MacHOCTH CPOPMHUPOBATH
3aBesoMo He ynactces. Ciieyer ¢ caMoro Havajia IpelyCMOTPETh KOMILJIEKC Mep, HalpaBIeHHBIN
Ha oOecrieyeHne JIOSUIbHOCTH MepCOHaa, Ha MOCTOSTHHOE 00ydeHue, TEOPETHUECKOe U, IIIaBHOE,
MIPAKTHYECKOE.

IIpunuun ajgexkBaTHOCTH (pasyMHasi J0CTATOYHOCTb). COBOKyIHas CTOMMOCTb
3alUThl (BpeMEHHbIE, JIOJCKHE M JCHEXKHBIE PECypChl) JOJDKHA OBITh HIKE CTOMMOCTHU
3alUIIAEMbIX PECYpCcOB. Bpsn 1M JexiacCUpOBaHHBIM NposieTapuil MOTPATUT JEHBIM Ha
METAJTIMYECKYIO JBEPb, CYNEP3aMOK M CHTHAIM3AIMI0, €CIM B KBApTHPE HENPONMTHIE BELIU
MO’KHO MEepECUUTaTh MO MablaM.

Cucremuoctb. KoHEUHO, BaKHOCTb 3TOr0 MPUHIUINA TPOSBISETCS MPU MOCTPOCHUU
KPYIHBIX CHUCTEM 3allUThl, HO U B HeOoiblIOW (upmMe HE CTOMT 3a0bIBaTh O BaXHOCTH
cucreMHoro nonxozxa. OH COCTOMT B TOM, 4YTO CHUCTEMA3alllUThl JOJDKHA CTPOUTHCA HeE
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abCcTpakTHO (3alIMTa OT BCEr0), a Ha OCHOBE aHAJM3a yrpo3, CPEACTB 3alIUTHI OT ATUX YIPO3,
MOKCKA ONTUMAIBHOTO HA0Opa ATUX CPEJICTB.

IIpo3payHocTh AJ41 JieraJbHBIX MOJb30BaTeNeil. MOXXHO 3aCTaBISATH IOJIb30BaTENCH
nepea KaxJaoW orepanued Uil HaAeKHOW HACHTU(PHKAUU BBOAWTH 10-3HAYHBIA IapoJib,
MPUKJIAJBIBATh NN K CKAaHEpy M MPOM3HOCUTH KOJOBYIO (hpasy. Ho He pazberyrcs nm mocie
3TOTO COTPYIHHKHU.

PaBHOCTOWKOCTH 3BeHbeB. 3BCHbBS - 3TO AJEMEHTHI 3alllUTHI, TPEO0JICHNE JTI000TO U3
KOTOPBIX O3HA4aeT MPEOJIOJICHHE BCEH 3aluThl (HApUMEp, OKHO U JIBEPh B PaBHOM CTENEHU
OTKpPBIBAIOT BOpPY IMyTh B KBapTupy). [IOHATHO, 9YTO HEIB3s CIIa0OCTh OJHUX 3BCHBHECB
KOMIICHCHPOBATh YCUJICHHEM JPYTHX. B 1F000M cilydae MpoYHOCTh 3aIUTHI (MM €€ YPOBHS, CM.
HUKE) OMPECIISETCS MPOYHOCTHIO CaMOT0 C1ad0T0 3BEHA.

['1aBHBIME 3TaraMu MOCTPOCHHMS TIOJUTUKH 0€30ITaCHOCTH SIBIIIOTCS CJICIYIOIIHUE:

. oOcnenoBanue WHGOPMAIMOHHON CUCTEMbl Ha TMpeIMEeT YCTAaHOBJICHHUSA
OpPraHU3aIMOHHON U MH(OPMALIMOHHON CTPYKTYPHI U YTpo3 0€30macHOCTH HH(POpMAIUY;

. BBIOOD U yCTaHOBKA CPEJICTB 3aLUTHI;

. MOJIFOTOBKA MepcoHana paboTe co cpefCcTBaMH 3aIIUTHI;

. OpraHu3aIys 00CITy>KHBaHHSI 110 BOIPOCcaM WH()OPMAIIMOHHON O€30IMaCHOCTH;

. CO3/IaHUE CHUCTEMBI MEPUOINIECKOTO KOHTPOJIS HHPOPMALMOHHON 0€30MacHOCTH

ncC.

B pesynpraTte umsydenus ctpykrypsl UC u TexHOmoruum oOpaOOTKH [aHHBIX B HEH
pa3pabateiBaeTcs Konuenunusi undopmanuonnoi 6esonacioctu MC, Ha OCHOBE KOTOPHIX B
JAIbHEWIIEM TPOBOASTCS Bce padoThl mo 3ammte uHpopmanuu B MIC. B koHuenuun HaxomsT
OTpaKEHHE CJIEIYIOIINE OCHOBHBIE MOMEHTHI:

= OpraHu3aIys CeTH OpraHu3allny;

= CYLIECTBYIOIIME YIrpo3bl OE30MaCHOCTH HMHPOpPMAIMH, BO3MOXKHOCTH HX
peanu3aiuy U MpernoiaraeMblid yiiep0 oT 3TOH peanu3aluy;

= opranusanus xpanenus nadopmanuu B UC;

= opranuzaius 00padoTku nHpopmaluy; (Ha Kakux paboynx MecTax U ¢ MOMOIIBIO
KaKOro MporpaMMHOIo o0ecredyeHus);

= perjJamMeHTanus JoMmycKa nepcoHana K Tol Wik MHOM uH(opMaIumy;

= OTBETCTBEHHOCTb IIEpCOHANa 3a o0ecredeHrne 6€30MacHOCTH.

B xoneuHoM wurtore Ha ocHoBe Konnenuuum wunHdopmarmonHoit OezomacHoctu HC
co3zaercd cxeMa O€30MacHOCTH, CTPYKTypa KOTOPOW JOJIKHA YIOBIETBOPAT» CIEAYHOIUM
YCIIOBUSM:

1. 3ammra OT HECAaHKIMOHHUPOBAHHOTO NPOHUKHOBEHHUS B KOPIOPATUBHYIO CETh U
BO3MOXXHOCTH YT€UKH UH(DOpPMAIIMH 110 KaHAJIaM CBSI3H.

2. PazrpannyeHue oTokoB HH(GOpMAIMK MEXKY CETMEHTAMH CETH.

3. 3amuTa KpUTUYHBIX PECYPCOB CETH.

4. 3ammTa paboYnx MECT M PeCypcoB OT HECAaHKIIMOHUPOBaHHOTO noctyna (HC/)).

5. Kpunrorpaduyeckas 3anura HHPOPMALMOHHBIX PECYPCOB.

C mpakTHYecKON TOUKHU 3pEHMs MOJIMTHKY O€30M1aCHOCTH 1eJ1eCO00pa3HO paccMaTpUBaTh
Ha Tpex YypoBHAX jeranu3anuu. K BepxHeMy YpOBHIO MOXKHO OTHECTH pEILIEHUS,
3aTparvMBaollye OpraHu3aluio B 1eiaoM. OHM HOCAT BechbMa OOIIMM XapakTep W, Kak IpaBWIIO,
HCXOJAT OT PyKOBOJCTBA OpTraHU3aIliH.

[TpumMepHBIf CcHUCOK TONOOHBIX pEIIEHUH MOXET BKIOYaThb B ceOs  CIeaylolue

DJICMCHTHI:
81



. pemieHne  cHopMUpPOBaTH MM TEPECMOTPETh KOMIUICKCHYIO IPOTpamMMy
obecrnieueHrss WH(HOPMALMOHHON 0€30MaCHOCTH, Ha3HAYEHHWE OTBETCTBEHHBIX 3a MPOABIKCHUE
[IPOrPaMMBI;

. dbopMynupoBKa 1eNei, KOTOpble TMpecieqyeT OpraHuzanus B  o0Jactu
MH(OPMALIMOHHON 0€30MacHOCTH, OMpefesieHne OOIMX HampaBiIeHU B JIOCTH)KEHUU ITHUX
HeeH;

. obecrnieueHue 6a3bl Il COOIIOICHUS 3aKOHOB U IIPaBUIL

. (dopMynHupoBKa aJIMUHUCTPATUBHBIX PEIICHHH IO TEM BOMNPOCAM peau3alliu
nporpaMMbl 0€30MacHOCTH, KOTOpBIE JOJDKHBI pacCMaTpUBAThCS HAa YPOBHE OpPraHM3ALUU B
IEJIOM.

JUisi TIONMUTUKK BEPXHErO YPOBHS LIEIM OpraHu3aluu B 001acTé HMH(GOPMAIMOHHON
Oe3omacHoCTH  (GOPMYIUPYIOTCA B TEPMHUHAaX  LEJIOCTHOCTH,  JOCTYIHOCTH U
KoH(uAeHIMaNbHOCTU. Eciun opranu3zamus oTBe4aeT 3a MojJiep kaHue KPUTHUECKU BaXKHBIX 0a3
JTAHHBIX, Ha TEPBOM IUIAaHE MOXXET CTOSTh YMEHBIIECHHE YHWCla MOTEPb, MOBPESKICHUN WIN
UCKaXCHUI NaHHBIX. J[7s opraHu3anuy, 3aHUMAIOLICICS MpoAaXkeil KOMIbIOTEPHON TEXHUKH,
BEPOSATHO, Ba)XKHA aKTyaJbHOCTh HH(OpPMAIMH O MPEAOCTaBISIEMBIX yCIyrax M IIeHaX U ee
AOCTYIIHOCTh MAaKCUMAJIbHOMY 4YHCJITY IHNOTCHIHUAJIbHBIX HOKYHaTCJ'ICf/'I. PYKOBOI[CTBO PEKUMHOTO
OPEINPUATHS B IEPBYIO O4epelb 3a00THTCS O 3alIUTE OT HECAHKIMOHWPOBAHHOTO JIOCTYIIA, TO
€CTh O KOH(l)I/IIICHIII/IaJII)HOCTI/I.

Ha BepxHHi1 ypOBE€Hb BBIHOCHUTCS YIPABICHUE 3aLIUTHBIMU PECYpCaMU M KOOPIHHALMSA
MCIIOJIb30BaHUS 9TUX PECYpPCOB, BIICJICHHUE CIEIHATLHOTO MEPCOHAA [ 3alUThl KPUTUYECKU
BaXHBIX CHCTEM W B3aUMOJCHCTBHE C IPYTMMH OpraHu3alusMu, 00ecreuyMBAIOIIMMU WU
KOHTPOJMPYIOIIUMHU PEKUM OE30MMaCHOCTH.

[TonmuTHKka BepXHEro YpOBHS JOJDKHA YETKO OYepurBaTh c(epy CBOETO BIMSIHHUSA.
Bo3MoxHO, 3TO OynyT Bce KOMITBIOTEPHBIE CHCTEMBI OpraHM3anud (WM JJake OOJbIle, eCIH
IMOJIMTUKA PETIAaMCHTUPYET HCEKOTOPBIC ACICKTbI HCIIOJIB30BaHUA COTPYAHUKAMHU CBOUX
JIOMAIlTHUX KOMITbIOTEPOB). Bo3MokHa, O/HAKO, M Takas CUTyallus, Korja B cdepy BIUSHUS
BKJIIOYAIOTCS JUIIEL HAanOOoJIee Ba)KHbIE CUCTEMEL.

B nosntuke 10KHBI OBITH OMpeeaeHbl 0053aHHOCTH JI0JKHOCTHBIX JIUIL 0 BEIPAOOTKE
porpaMMbl 0€30MaCHOCTH U MPOBEJICHHIO €€ B KH3Hb. B 3TOM cMbIcie monuTHKa 0€301acHOCTH
SBJISIETCS OCHOBOM MOJIOTYETHOCTH MEepCOHAIA.

[TonuTHKa BEpXHEro YypOBHsS MMEET AEJO0 C TPeMs aCHeKTaMM 3aKOHOMOCIYIIHOCTH M
UCTIOTHUTENIECKON TUCIIMIUIMHEL. Bo-TIepBBIX, Opranu3anys J0KHA COOM0AATh CYIIECTBYIOIINE
3aKOHBI. BO-BTOpLIX, CJICAYET KOHTPOJIMPOBATH HeﬁCTBHH JIML, OTBETCTBCHHBIX 3a BI)Ipa6OTKy
nporpaMmel  OezonacHocTu. Haxoneln, HeoOXOJUMO 00€CHeYuTh ONpPENEICHHYIO CTeleHb
UCTIOTHUTENIFHOCTH TIEpCOHANa, a ISl 3TOTO HYXHO BBIpa0OTaTh CHUCTEMY IOOIIPEHUH U
HaKa3aHUU.

Boo6me roBops, Ha BEpXHUH YpPOBEHb CIEAYEeT BBIHOCUTH MHUHHUMYM BOIIPOCOB.
[TonoGHOE BbIHECEHHE 11€JecO00pa3HO, KOTAAa OHO CYJIUT 3HAUUTENIBbHYIO KOHOMMIO CPEJICTB
WM KOTJla WHAYe MOCTYIHUTh IPOCTO HEBO3MOKHO.

ITonuTHka 6€30MacHOCTH HUKHETO YPOBHSA OTHOCHUTCS K KOHKPETHBIM MH(OPMAIIMOHHBIM
cepBucam. OHa BKJIFOYAeT B ce0s JIBa acleKTa - IeJTU M MPaBHIa UX JOCTHKCHHS, TIOITOMY ee
NOpOW TPYAHO OTHEIUTh OT BONPOCOB pealu3alii. B oTimuue OT BEpXHEro YpOBHI,
paccMaTpuBaeMasi TIOJIMTUKA JTOJDKHA OBITH ompezaenieHa Oonee moapoOoHo. EcTe MHOTO Bemei,
cnenuUYHbIX s OTAEIbHBIX BHUIOB YyCIYr, KOTOpbIE HENIb3sl €AUHBIM 00pa3oM
PCriIaMCHTHUPOBATHL B paMKax Bcel opraHu3anuu. B 10 xe BpEMs, 5TU BCIIHU HACTOJIBKO BAXKHBI
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Ui obecrieueHHs] pekrMa Oe30MacHOCTH, YTO OTHOCSIIMECS K HHUM PEIICHUS JOJDKHBI
IIPUHUMATHCS Ha YIPaBIEHYECKOM, & HE TEXHUUECKOM ypoBHeE. [IpuBeeM HECKOIBKO MPUMEPOB
BOIIPOCOB, HA KOTOPBIE CIEAYET JaTh OTBET B MOJIUTHUKE OE30MACHOCTH HIDKHETO YPOBHS:

- KTO UMEET IIPaBo J0CTyIa K 00beKTaM, NOAEP>KUBAEMbIM CEPBUCOM?

- IIPU KaKUX YCIIOBHMSIX MOXHO YHUTaTh U MOAU(PULIUPOBATH JaHHbIE?

- KaK OpraHM30BaH YAAJEHHbIN TOCTYI K cepBUCY?

IIpu ¢dopmynupoBke 1enel MOJUTHUKUM HUXKHETO YPOBHA MOYKHO HCXOAUTh U3
COOOpakeHHI LEIOCTHOCTH, JIOCTYIIHOCTH M KOH(MACHUIMAIBHOCTH, HO HEJNb3S HA 3ITOM
ocraHaBnuBaThcs. Ee menu nomkHbl ObITh Oo0see KOHKpeTHhIMU. Hampumep, eciu pedb HIeT o
cucTeMe pacyera 3apabOTHON IIAThl, MOXHO IOCTAaBUTH I€JIb, YTOOBI TOJBKO COTPYAHUKAM
oTJeNna KagpoB W OyXraiaTepuH IO3BOJSUIOCH BBOJUTH M MOIUGHUIMPOBaTH WH(popMmanmoo. B
Oosee o01ieM cilydae Lesd J0JDKHBI CBSI3bIBATH MEXIY cO00M OOBEKTHI CepBUCA U JEHCTBUS C
HUMH.

W3 nenelt BbIBOAATCA IpaBuia 0€30IaCHOCTH, OMMCHIBAIOLIUE, KTO, YTO U MPHU KaKUX
YCIOBHSAX MOJKET Jienarh. Yem noapoOHee npaBuia, yeM 6ojee GopMaabHO OHHM U3JI0KEHBI, TEM
npolle MOJJepkKaTh MX BBINOJIHEHHE MPOrpaMMHO-TEXHHYECKUMHU cpenactBamu. C apyroi
CTOPOHBI, CIMIIKOM JXECTKHE IpaBWjla MOI'YT MelaTh padoTe IOJb30BaTeNIe, BEPOSTHO, UX
IPUACTCS 4acTO IepecMarpuBaTb. PyKOBOACTBY IpPEACTOUT HAUTH Pa3yMHBIM KOMIIPOMMUCC,
KOTJa 3a TNpHUEeMIIEMYyI0 LeHy Oyzaer oOecliedeH NpueMIIEeMBbId YpPOBEHb O€30MacHOCTH, a
COTPYAHUKH HE OKaXXYTCS Upe3MepHO cBsi3aHbl. OObIYHO Hambosee GopMabHO 3a/1aI0TCs TpaBa
JI0CTyIa K 00beKTaM BBU1Y 0COOOH BaKHOCTH JIaHHOT'O BOIIPOCA.

[Ipexne yeM CTpOUTh KaKyr0-TO CUCTEMY 3aIlUThI, ONPEIEIUM, YTO U OT KOTO (4ero) Mbl
XOTUM 3alUTUTh. Henb3s 3amutuTh Bce u oT Beero. Cornacutech, He BCsl MHGOpMaLus Ui Bac
OJINHAKOBO IICHHA.

Wrak, nns Havanma Beiaenute nepedeHb uHbopmanuu ((aitioB), KOTOpble HEOOXOIUMO
3alllUTUTh, U €€ (U3NYECKOoe pa3MelleHHe (cpa3y CTaHeT $CHO, YTO 3allUIlaTh Jydlle
uH(pOpMaLMIO, KOTOpas XpaHUTCS Ha OJHOM KommbloTepe). IIpukuHbTE, BO 4YTO MOXKeT
000iiTHCHh TPOCTOIl KOMIBIOTEPOB, NMOTEPs1 IJIEKTPOHHOM MOYTHI 32 JeHb WJIM YyTpara
BAJKHBIX JaHHBIX.

Bropoe, uTo HEOOXOIMMO YACHUTH - OT KOro MbI 3amuiaemM uHpopmaruio. Kro ToT
3IOYMBIIICHHUK (MJIM MX HECKOJbKO), KOTOpPBIH TEMHU WJIM HMHBIMH CPEJICTBAMU MOXKET
3aBnajeTh Bameil uHdopmanuei? OAHOBPEMEHHO HAIO0 OLIEHUTh CUJIBI 3JI0YMBIIIJIEHHUKA -
KaKMe OH MOXET HMEThb OpTraHM3allMOHHBIE M TEXHUYECKHE BO3MOXKHOCTH JUIsl JOCTyma K
uH(popMalnu (Bellb 3T0YMBIIUIEHHUK MOXET OBITh U COTPYIHUKOM (UPMBI), CKOJIBKO BpEMEHU
U JIeHer eMy He JKalko Ha J00br1y uHpopmanuu. IloTeHIManbHBINA 3I0yMBIIIJIEHHUK B
MIPUHIIUIIE MOXET U OTCYTCTBOBaTh, a 0€30MaCHOCTH MH(OPMAIIMK MOTYT YyrpoXaTh CIIy4aiHbIe
(dakTopbl (BUPYCHBIE SMUAEMHUH BBIXOJ U3 CTPOSI KOMIIBIOTEPOB U T. 11.).

Tpetbe, uTO HAaJO OLEHUTH - 3TO Yrpo3bl HHopMaK. Pa3nuyaror cienyromue rpymnmisl
yrpos:

J HECaHKIMOHMPOBAHHBIA JOCTyNn K HWHGpOpMaluu (YTeHHE, KOMHPOBAHUE WIH
U3MEHEeHHe UH(POPMALIUH, €€ MOJIOTH HaBsA3bIBAaHHE);

J HapylieHne paboToCIOCOOHOCTH KOMIIBIOTEPOB U MPHUKIAIHBIX MPOTPaMM, YTO
MOJKET TMOBJIEYb OCTAHOBKY ITPOU3BOJICTBEHHBIX MPOIIECCOB;

. YHUUTOKEHUE NHPOPMAIUH.

B kaxaoi u3 3TUX Tpex IPyII MOXHO BBIIEIUTh JECSITKM KOHKPETHBIX yrpo3, OJHAKO

MOKa OCTAHOBUMCS. 3aMETHM TOJIbBKO, YTO Yrpo3bl MOTYT OBITh MpeIHAMEPEHHBIMU U
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CllyuyailHBIMH, a CllydaiiHble, B CBOIO OdYepe/b, OOYCIOBJICHHBIE €CTECTBEHHBIMH (DakTopamu
(HampuMep, CTUXUiHbIE O€ACTBHS) M YEIOBEYECKUM (akTopoM (omHOOYHBIE JEHUCTBUS
nepcoHana). CrydailHbIe Yrpo3bl, B KOTOPBIX OTCYTCTBYET 3JIOH yMBbICET, OOBIYHO OITACHBI
TOJIKO BO3MOXHOCTbIO IIOTEpU MH(OpPMAIMKU U HApYLIEHUs pabO0TOCIIOCOOHOCTH CHCTEMBI, OT
Yero JOCTaTOYHO JIErKo 3acTpaxoBathces. [IpenamepeHHble ke yrpo3bl 00Jiee cepbe3Hbl C TOUKH
3peHMs THoTepu sl Ou3Heca, MOO 37ech NPUXOAUTCS OOpPOTHCA HE CO cClenbIM (IyCTh U
OecromaHbIM B CBOEH CHJIE) CIIy4aeM, HO ¢ AYMAIOIIUM IPOTUBHUKOM.

BrisicHenue TOro, 4Tto, OT KOro U OT 4ero Mbl Oy/eM 3aluiiaTh - OOJIbIION MIar Ha MyTH
K OTBETY Ha IJIaBHBII BOIpoOC: Kak 3amumars? Tak 4yTO Ha NEPBBIN ATall HE XKAJIKO MOTPATUTh
BpeMeHH, TeM Oosiee 4yTo B HEeOONbIION (hupme A MO3TOBOIO IITypMa HAadaJIbHUKY U €ro
OpUOJIMKEHHBIM JIOCTaTOYHO OAHOTrO pabouero maHsA. MOXHO BCE€ 3TO MPOBECTH B BHIE
UMIIPOBU3UPOBAHHOM J1€JI0BOM UTPbI, B TOM YHCJIE U C CAMUM COOOI.

Wrak, cinemyer omnpeneanTb IOJUTUKY IHPUMEHHUTEIBHO K Ppa3IM4HbIM 3JIEMEHTaM
3alUTHI:

IMoauTnka ynpasieHuss mnapoasiMu (uiau, B Oosee oOmeM BHJE, IOJUTHKA
UACHTUQUKAIMKY M ayTeHTHU(QUKALMU) MOXKET ONpEeAesaTh MEePUOAUYHOCTh 3aMEHbl MapoJjei,
JEICTBUS, KOTOpblE HEOOXOAMMO OCYLIECTBUTH IPU KOMIPOMETAlMM Maposieil, OCHOBHbIE
TpeOOBaHUS K HX KauyecTBY, IMpolelypaM HUX TIEHepaluH, paclpeaeieHuI0 OCHOBHBIX
00s13aHHOCTEH, CBS3aHHBIX C TEHEpaluel mapoieil, MX CMEHOM H JIOBEICHHUEM JI0
[I0JIb30BATENEH, a TaK)K€ OCHOBHBIE MEpbhl OTBETCTBEHHOCTH 3a HAPYLIEHUE YCTAHOBJIEHHBIX
npaBuil U TpeboBaHuil. IlonuTuka Ha 3TOM YpOBHE TakKe MOXKET YyCTaHABIMBATh 3alper
XpaHEHMs 3alMCaHHbIX MapoJjiei, 3amper coolIars KOMY-JIMOO CBOH mHapoiib (B TOM 4YHCIE
PYKOBOJIUTENSIM U aJMUHUCTPATOpaM HH(POPMALMOHHBIX CHUCTEM) U Jpyrue aHaJOTHYHBIE
OTpaHUYEHUS.

IMosmmTNKa yCTAHOBKH M OOHOBJICHHUSI BepcHii NPOrpaMMHOro odecnedeHMsl HE
ABJIIETCS BHYTPHU-OPTraHU3allMOHHON MOJIUTUKON 0€30MacHOCTH, HO (PAKTHUECKU JOJKHA JTMOO
HaANpPSIMYIO UCIOJIb30BAThCS TOCYIaPCTBEHHBIMU YUPEKACHUSIMU U MIPEANIPUATUSIMEI, UMEIOIIUMU
JOCTyn K HH(MOpPMAalMH, COCTaBISIONIEH TOCYJapCcTBEHHYK TaiiHy P®, kak mnonutuka
0€30MacHOCTH, JIMOO €€ MOJOKEHHUsI JOJDKHBI OBITh MpPsIMO IepeHEeceHbl BO BHYTPEHHHE
HOJUTUKHA HHPOPMALIMOHHOM G€30MMaCHOCTH TaKUX YUPEXKACHUHN U NPEIIPUATHH.

IHosmmTnka mnpuodpereHHss HWH(POPMALMOHHBLIX CHCTEM M HX JJIEMEHTOB (1po-
TPAMMHBIX H aNNapPaTHBIX CPeICTB) MOXKET BKJIIOUATh B ce0s1 TpeOOBaHMS K JTULEH3UPOBAHUIO
U cepTU(UKAIMKN HCIOIb3YEMbIX MPOrPaMMHOr0 oOOecreueHuss U O0O0OpYAOBAaHUS, a TaKKe
ornpezeneHHble TpeOoBaHUS K (UpPMaM, OCYIIECTBIISIONIMM UX ITOCTABKY U BHEJPEHUE.

IMouTHKA 10CTYNAa CTOPOHHUX MOJIb30BaTeseil (opranusaumuii) B nHGOPMAIIMOHHBIC
CUCTEMBI MPEANPHUATHS MOXET COJAEpKaTh IMEepeYeHb OCHOBHBIX CHUTYallUd BO3MOXKHOCTHU
JOCTyNa, KPUTEpPHEB M MPOIENyp €ro OCYUIECTBIEHHE, pacIpe/ieleHle OTBETCTBEHHOCTU
COTPYIHUKOB KOMIIaHUH.

IMoautuka B oTrHomenuu paszpadorkm IO moxer copepkaTh TpeOOBaHUS Kak K
BOompocaM  0€30MacHOCTH M HAQJAEKHOCTH MPOrPaMMHBIX  CpPEACTB, CaMOCTOSITENBHO
pa3pabaTbIBa€MbIX MPEANPHUATHEM, TaK U B OTHOIICHUH Iepenadn pa3paboTKH MPOrpaMMHBIX
CPEICTB CTOPOHHHMM CIEUUAJIM3UPOBAHHBIM OpraHu3alusM, a TakXke B OTHOIICHUU
NPUOOPETEHUS W HCIOJIb30BAHUS THPAXKHUPYEMBIX MPOTPaMMHBIX OHOIMOTEK KOMIaHWM-
IIPOU3BOJUTEIICH.

IoinTHKHM HCIOJB30BAHHMA OTACJABHBIX YHHBEPCAJIBHBIX HHMOPMALHMOHHBIX
TeXHOJIOTHI B MacmTade BCEro MpeanpusTHs MOTYT BKIIOYaTh B Ce0s  TOJUTHKY
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UCIIOJIL30BAHUS DIICKTPOHHOM NOYTHI (€-Mail); monuTruKy MCroap30BaHMs CPEACTB MIH(PPOBAHHS
JAHHBIX; TOJMTUKY 3alIUTHl OT KOMIIBIOTEPHBIX BUPYCOB U JAPYIMX BPEJOHOCHBIX MPOTPaMM;
NOJUTUKY HCIIOJIb30BAaHUSI MOJEMOB M JPYTUX AHAJIOTWYHBIX KOMMYHHKALIMOHHBIX CPEACTB;
MOJIMTUKY HCMONb30BaHus MHGpacTpyKTypbl MyOIMUYHBIX KIIIOUEH; MOJUTUKY HCIOIb30BAHUS
TexHosoruu Bupryansubix yactHbix cereit (VirtualPrivateNetwork- VPN).

IMosmTHKa MCNO/Ib30BAHNUS YJIEKTPOHHOM MOYTHI MOXKET BKJIIOYATh B ce0s Kak o0IIue
OTpaHMYEHUSI HA €€ MHCIIOJIb30BAHHE OMNPEICICHHBIMU KaTerOpUsMH COTPYAHUKOB, TaK U
TpeOOBaHUS K YNPABJICHUIO JOCTYIIOM M COXPAaHEHHIO KOH(HUACHIMAIHLHOCTH COOOLICHHH, a
TaKXe K aJJMUHUCTPUPOBAHHIO IIOYTOBON CHCTEMBI M XPAHEHHIO 3JIEKTPOHHBIX COOOIICHHIA.

[oauTHKa MCNOJAB30BAHUS KOMMYHHKAIMOHHBIX CPEACTB MOXET OIpeNeNiiTh
TPaHUIIBl  UCIOJB30BAHUS TEXHOJIOTUH, MO3BOJSIOMIMX MOJKIIOYNATH KOMIBIOTEPHl H
WH(GOPMALIMOHHBIE  CHCTEMbl ~ MNPEANpUsATHS K  UHPOPMAIMOHHBIM  CHCTEMaM U
KOMMYHHKAIIMOHHBIM KaHallaM 3a €ro MpejesiaMu.

IMosmTHKA UCMOJIBL30BAHUSI MOOMJIBHBIX ANMAPATHBIX CPEACTB MOXET OTHOCUTHCS K
pa3iauuHbIM ycTpoiicTBaM, TakuMm kak MoounbsHble [IK, KIIK (PDA), nepeHocHble ycTpoicTBa
xpanenust uapopmarmu (auckersr, USB-flash, kapTel mamsTy, mokimogaeMbie )KECTKUE TUCKH U
t.11.) [30].

[Tocne TOro, Kak cQoOpMyIMpoBaHa NOJUTHKA OE30MaCHOCTH, MOXKHO TPHUCTYNATh K
COCTaBJICHUIO TIPOTPAMMBI €€ pealn3allii U COOCTBEHHO K peaTu3aIii.

UYroObl MOHATH U PEANTN30BATh KAKyI0-IHOO MPOrpaMMy, ee Hy)KHO CTPYKTYpHUpPOBATh IO
YPOBHSIM, OOBIYHO B COOTBETCTBHM CO CTPYKTYpOHl opraHu3anuu. B mpocTteiimiem u camom
pacripoCTpaHEHHOM CiIy4ae JOCTaTOYHO JIBYX YPOBHEMH - BEPXHEro, WM HEHTPaIbHOr0, KOTOPBIN
OXBAaTbIBAaCT BCI0O OpPraHU3allMI0, M HUXKHETr0, WIH CIY)XeOHOTO, KOTOpPBII OTHOCUTCS K
OTJENIBHBIM YCIIyTaM HJIM TpyIIaM OJTHOPOIHBIX CEPBHUCOB.

[Iporpammy BepxHEro YpOBHsSI BO3IJIABJSIET JIMIIO, OTBEYAIOIIee 3a MH(POPMALHNOHHYIO
0€30MacHOCTh OpraHu3aluu. Y 3TOW MPOrpaMMbl CIEAYIOLIUE IIaBHbIE [EJIN:

* yrpaBiieHHEe pUcKamMH (OLleHKA PUCKOB, BBIOOP 3P PEKTUBHBIX CPEJCTB 3aIUTHI);

*  KoOpAMHANMSA JEATEJbHOCTM B oOjacTu MH(OpMaMOHHOM 0Oe30macHOCTH,
MIOTIOJIHEHHUE U pacrpesiesIeHUe PecypcoB;

* cTpaTernyeckoe NJIaHNPOBaHHUeE;

* KOHTPOJIb JCSITENFHOCTH B 001aCTH HH()OPMAIIMOHHON OE30MaCHOCTH.

B pamkax mporpamMMmbl BEpXHETO YpOBHsS NPUHUMAIOTCS CTpAaTeTHYECKHUE PELICHUs I10
oOecnieyeHN0 0€30IacHOCTH, OLEHUBAIOTCS TEXHOJOTHYecKue HOBHUHKH. HMH(popMannoHHbIE
TEXHOJIOTUM PAa3BUBAIOTCSA OYEHb OBICTPO, W HEOOXOJMMO HWMETh YETKYIO MOJIUTHKY
OTCJI)KUBAHHS U BHEIPCHUST HOBBIX CPEICTB.

Konrpons  pmesrensHOCTH B 00jacTé  OE30MACHOCTH  HMMEET  JIBYCTOPOHHIOO
HalpaBJIeHHOCTh. Bo-MepBhIX, HEOOXOAWMO TapaHTHPOBATh, YTO JCHCTBHS OpraHW3aIlMd HE
npoTuBOpeyar 3akoHaM. Ilpu 3TOM ciexyer MOAAEpXKHUBATh KOHTAKTHl C BHEIIHUMHU
KOHTPOJIMPYIOIMMH OpraHu3aisiMu. Bo-BTOPBIX, HY)KHO MOCTOSIHHO OTCJI€KHUBATh COCTOSIHHE
0€30IaCHOCTH BHYTPM OpraHU3allMM, pearupoBaTh Ha CiIydyad HapylleHHH M JopabaThiBaTh
3alLIUTHBIE MEPHI C Y4ETOM U3MEHEHUS 0OCTaHOBKH.

Cremyer MOAUEpKHYTh, YTO TpPOTpaMMa BEPXHEro YpOBHS JIOJDKHA 3aHUMATh CTPOTO
OTIpENIeNIEHHOE MECTO B JICATEIILHOCTH OpTraHW3allid, OHA JO0JDKHA OQHUIMATBHO MPHHUMATHCS U
MIOJIIEP’KUBATHCS] PYKOBOJICTBOM, a TAaKXKE€ UMETh OTPEICTICHHBIN IITAT M OFO/IKET.

[lenp mporpaMMbl HHKHETO YPOBHS - O0ECIEUUTh HAJECKHYI0 U SKOHOMHUYHYIO 3aIlUTY
KOHKPETHOT'O CEpBHCA HJIM TPYIIBI OJHOPOIHBIX cepBHCOB. Ha 3TOM ypoBHe pemiaercs, Kakue
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CJICAYCT HCIIOJIb30BATH MCXAHU3MbI 3alIUTBI; 3aKYIMAOTCAd W YCTAHABJIMBANOTCA TCXHHYCCKUC
CpCACTBA, BBIIOJHACTCA MNOBCCAHCBHOC AJIMUHUCTPUPOBAHUC, OTCICKHUBACTCA COCTOSAHHC
cnabpix MecT U T.I. OOBIYHO 3a IPOrpaMMy HMIKHEIO YpPOBHSI OTBEYAOT aJMHUHUCTPATOPbI
CEPBHCOB.

AHanu3 pUCKOB - BaKHEHIIMI 3Tan BRIPAOOTKU MOIUTUKH Oe3omacHocTH. [Ipu oneHke
PUCKOB, KOTOpPBIM MOJABEpxkKeHbl Intranet-cuctempl, HYXHO Y4YUTHIBATh  CIEIYIOIIKE
00CTOSITeNBCTBA:

. HOBBIC YI'pO3bl IIO0O OTHOHICHHIO K CTapbiM CCpBHCAM, BLBITCKAOIIHUEC U3
BO3MOXHOCTH IMACCUBHOI'O WJIM AKTHBHOI'O MPOCITYHIMBAHUA CCTH. ITaccuBHOE MMpOCIylHIMBAaHUC
03HAYAeT YTCHHE CETEBOro TpaduKa, a aKTUBHOE - €r0 U3MEHEHHE (Kpaxy, MTyOIrMpoBaHUE WU
MOIUGHUKAIMIO TIepeaBaeMbIX JaHHbIX). Hampumep, ayreHTH(UKALIUS yAaJICHHOTO KIMEHTa C
MOMOIIBIO MapOJIsi MHOTOKPATHOTO HCIIOJIb30BAHUSA HE MOYKET CUUTAThCS HAJCKHON B CETEBOM
cpelie, He3aBUCUMO OT JITMHBI TTapOJIs;

= HOBBIE (CETEBbIE) CEPBUCHI U ACCOLIMUPOBAHHBIE C HUMHU yIPO3bI.

Kak mpaBuno, B Intranet-cucremax creayeT Hpuaep>KUBATHCA MPHUHIIUIIA «BCE, YTO HE
paspelnieHo, 3arpeiieHoy, MOCKOJIbKY «JIHITHUNY CETeBOH CEPBUC MOXKET MPEJOCTaBUTh KaHAI
IIPOHMKHOBEHNU B KOPIIOPATUBHYIO CUCTEMY. B IIpuHIUIIE, Ty € MBICIIb BBIPAKAET IIOJIOKECHUE
«BCE HETIOHATHOE OITACHOY.

C mpakTUYECKOW TOYKH 3pEHUS MOJIUTUKY O€30IMACHOCTH IIeJIECO00Pa3HO pacCMaTPUBATh
Ha Tpex YypOBHAX Jeramu3anuu. K BepXHEMYy YpPOBHIO MOKHO OTHECTH pEUICHU,
3aTparvMBaroIlye opraHu3aluio B 1enoM. OHM HOCSAT BechMa OOIIMI XapaKTep U, Kak MpaBuHiIo,
UCXOJAT OT PYKOBOJACTBA opraHuzauud. [IpuMepHBI CHUCOK MOJOOHBIX pPEIIeHUH MOKET
BKJIIOUYATh B ce0s CIIEYIOIINE SJI€MEHTHI:

. pemienne chopMHpoBaTh WIM TEPECMOTPETh KOMIUIEKCHYIO MpOrpammy
obecrnieueHrnss WH(HOPMAIMOHHON 0€301TaCHOCTH, Ha3HAYCHWE OTBETCTBEHHBIX 3a MPOJIBIKECHUE
IpOrpaMMBElI;

. dbopMyITMpOBKa IeJiei, KOTOPBIE MPECiIeIyeT OpraHu3aIus B obmacti
WH(OPMAITMOHHON 0E30MMacCHOCTH, OTpEelICHHe OOIMX HAIpaBICHUH B JOCTIKEHUU ITHX
Lenei;

. obecrnieueHne 0a3bl Il COOIIOIEHUS 3aKOHOB U IIPABUIL,

. dbopMynUpoBKa aIMUHUCTPATUBHBIX pEIICHHWH MO TeM BOMpPOCAM pealu3aluu
mporpaMMbl  0€30MaCHOCTH, KOTOpBIE MOJKHBI PAacCMaTpPUBATHCS HAa YPOBHE OpraHU3alUU
BIIEJIOM.

JUis TONMTUKKA BEPXHErO YPOBHS 1LIENM OpraHu3aluu B 00jacTv HHGOpMalMOHHON
0e3omacHOCTH  (OPMYJNHPYIOTCS B~ TEPMHHAX  IEJIOCTHOCTH,  JIOCTYMHOCTH U
KOHCI)I/I)IeHHI/IaIH)HOCTI/I. Ecmn opranu3anusa OTBCYACT 3a NOAACPKAHUEC KPUTHICCKN BAXKHBIX 0a3
JMAHHBIX, HA TEPBOM IUIAHE MOXKET CTOSITh YMEHBIIECHHE YWCia TOTEPh, MOBPESKICHUN WIN
UCKXEHUH NaHHBIX. J[7s opraHu3anuu, 3aHUMAIOUIEICS MPOoAaX el KOMIBIOTEPHON TEXHUKH,
BEPOSATHO, Ba)XKHA aKTyaJbHOCTh HMH(OpPMAIMKU O TMPENOCTABISIEMBIX YCIyrax W IIeHaX U ee
JTOCTYMTHOCTh MaKCHMaTbHOMY UMCITY TIOTEHIUATIBHBIX MOKyHareneil. PykoBOACTBO pesKMMHOTO
NOPEINpHUATHS B MIEPBYIO Odepeab 3a00TUTCS O 3allUTe OT HECAaHKIIMOHUPOBAHHOTO TOCTYTa, TO
€CTh O KOH(bI/IJIeHHI/IaIII)HOCTI/I.

Ha BepxHHI1 ypOBE€Hb BBIHOCHUTCS YIIPABIECHUE 3aLIUTHBIMU PECYpCaMH U KOOPAMHALUS
WCIIOJIb30BAHUS ITUX PECYpPCOB, BBIJICICHHE CIICIIHATLHOTO TIEPCOHAIA JIUIS 3alTUTHl KPUTHICCKU
BaXXHBIX CHCTEM W B3aUMOJCIHCTBHE C IPYIMMH OpraHu3alusMu, o0ecreuyuBarolIMMU WU

KOHTPOJIMPYIOIUMH PEKUM 0€30MacHOCTH.
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[TonmuTHka BepXHEro YpPOBHS [OJDKHA YETKO OYepuuBaTh c(epy CBOEro BIMSHUA.
Bo3MoxHO, 3TO OynyT Bce KOMIBIOTEpPHBIE CHCTEMbI OpraHM3aluy (MM Jaxe OOoJblie, eciu
NOJIMTUKA PETJaMEHTHPYET HEKOTOpbIE AaCIEKTbl HCIOJb30BaHUS COTPYIHHUKAMHM CBOUX
JOMAIITHUX KOMIIbIOTEpOB). Bo3MokHa, OoJlHAKO, M Takas CUTyalus, Korjga B chepy BIHUSHUA
BKJIIOUYAIOTCS JIUIIL HanboJiee BaXKHbIE CUCTEMBI.

B nonutrke n0mKHBI OBITH OIMpeieieHbl 00s13aHHOCTH JOJKHOCTHBIX JIMI] HO BBIpabOTKE
porpaMMbl 0€30MaCHOCTH U MTPOBECHUIO €€ B XKHU3Hb. B 3TOM cMbICIie MOIUTHKA 0€30IaCHOCTH
ABJIIETCS. OCHOBOM I1OJ0TYETHOCTH II€pCOHAA.

[lonnTHKa BEpXHET0 ypOBHS HMMEET JEJI0 C TPEMsI acleKTaMH 3aKOHOMIOCIYIIHOCTH U
VCIIOJIHUTENIbCKON JUCIMITINHBL. Bo-iepBhIX, opranu3anus J0HKHA COOII0aTh CYIIECTBYIOLIUE
3aKOHbI. BO-BTOpBIX, ClleyeT KOHTPOJIMPOBATh JIEHCTBUS JIMI, OTBETCTBEHHBIX 3a BBIPAOOTKY
nporpaMmel  OezomacHocTu. Hakonen, He0OXOJUMO 00€CHeYUTh OMPEIEICHHYIO CTeleHb
WCIIOJHUTENIbHOCTH TEepCOHaNa, a I 3TOr0 HYKHO BbIpa0OTaTh CUCTEMY MOOIIPEHUH U
HaKa3aHUU.

BooOmie roBopsi, Ha BEepXHHH ypOBEHb CIEAYET BBIHOCUTH MHHHUMYM BOIIPOCOB.
[TonobHoe BBIHECEHME 11€IeCO00pa3HO, KOT/la OHO CYJIUT 3HAYUTENbHYI0 SKOHOMHIO CPEICTB
WM KOT/Ia MHAY€ MMOCTYIUTh MPOCTO HEBO3MOKHO.

Bbpuranckuit  crapmapr BS7799:1995 pexkomenayer BKIOYaTh B JOKYMEHT,
XapaKTEpU3YIOIIMH MOJIUTUKY 0€30M1aCHOCTH OpraHU3al1H, CIEAYIOIINE Pa3/Ielibl:

o BBOAHBIMA,  MOATBEPXKAAOIMINUNA  03a00YEHHOCTh  BBICIIETO  PYKOBOJCTBA
npoOiieMaMu HHPOPMAITMOHHON 0€301TaCHOCTH;

o OpraHU3aIMOHHBIN, COAEpKAIINA ONKUCaHUE MOAPA3IEICHUN, KOMUCCUH, TPy U
T.Jl., OTBEUAIOIIUX 32 pabOThI B 0071aCTH HH(OPMAIIMOHHON O€30MTaCHOCTH;

. KJIaCCU(UKALMOHHBIN,  ONMCHIBAIOUIMM  HUMEIoIMecs B OpraHu3aluu
MaTepuaibHble 1 HHPOPMAIIMOHHBIE PECYPCHl U HEOOXOAUMBIN YPOBEHDb HX 3aIIUTHI;

. IITATHBIM, XapakTepu3yolIui Mepbl 0€30MaCHOCTH, IPUMEHSEMbIE K MEPCOHATY
(omucaHMe MOJKHOCTEH € TOYKM 3peHus HH(OpMAMOHHOW O€30MacHOCTH, OpraHu3alus
o0y4yeHMsI U TEpernoAroTOBKH IepcoHala, MOPSAAOK pearupoBaHUS Ha HApyUIEHUS peXHMa
0e30MacHOCTH U T.I1.);

° paszen, OCBEIAIINN BOMPOCH! (PU3NUYECKON 3aIIUTHI;

. YIPaBJISIOUUI pa3/ies, ONMUCHIBAIOIINNA OIX0/] K YIIPABICHUIO KOMIbIOTEPAMU U
KOMITbIOTEPHBIMH CETSIMH;

o pasziell, ONMUCHIBAIOIINNA MpaBUa pa3rpaHUUYEHUs] JOCTyNa K MPOW3BOJICTBEHHOMN
uHpOpMaINH;

° pazzien, XapaKTepU3YIOIUNA MOPSA0K pa3padOTKU U COTIPOBOXKIACHUS CUCTEM;

o pasziell, ONUCHIBAIOIINN Mephl, HallpaBlIeHHbIE Ha oOecredyeHre HenpepbIBHOIM

padoThl OpraHu3aIum;

° IOPUAMYECKUN pa3ziell, MOATBEPKAAIOIINUNA COOTBETCTBUE MOJUTHKU O€30MacCHOCTH
JIEHCTBYIOILEMY 3aKOHOATENbCTBY.

K cpennemy ypoBHIO MOYKHO OTHECTHM BOIPOCHI, KAacarOIIHUECS OTAEIBHBIX acHEKTOB
UH(POPMALIMOHHOM 0€30MacHOCTH, HCIOJIb30BaHUE JOMAIIHUX KOMIIBIOTEPOB, MPUMEHEHHUE
MOJIb30BaTEISIMU HEO(DUITUATEHOTO IPOTPAMMHOT0 00ecieueH s U T.11.

ITonuTtuka cpesHero ypoBHs JOJDKHA JUIS KaXK0TO aCleKTa OCBEILATh CIEAYIOIINE TEMBI:
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Onucanue acnekma. Hanpumep, ecnu paccMOTpeTh NPUMEHEHHUE IM0JIb30BATEISIMU
HEO(PHIMATLHOTO TMPOTPAMMHOTO 00€CIeYeHHsI, IMOCIeIHee MOXKHO omnpenenuts kak [10,
KOTOpOE HEe OBLIO 0JT0OPEHO W/WITH 3aKyIIJICHO HA YPOBHE OpraHU3aIiu.

Oobnacmo npumenenusn. Cienyer onpeeanTh, T1Ie, KOraa, Kak, 10 OTHOIIECHUIO K KOMY U
yeMy TIpUMEHsETCS JaHHas IOJUTHKAa Oe3omacHocTH. Hampumep, kacaeTcss JM TOJUTHKA,
CBSI3aHHAs C KCIOJB30BaHHUEM HEO(DHUIIMAIBHOTO MPOTPaAMMHOTO OOECIeUYEHUs, OpraHU3alii-
cyOmoapsiTunkoB? 3aTparvBaeT JIM OHA COTPYIHUKOB, TOJIB3YIOIIMXCS IOPTATUBHBIMH U
JOMAITHUMHU  KOMIIBIOTEpAMU  HM  BBIHYXKJCHHBIX  IEPEHOCUTh  HMH(DOpManui  Ha
MIPOU3BOJICTBEHHBIE MAIIHBI?

Ho3uyusn opeanuzayuu no oannomy acnexmy. Ilpogomkas npumep ¢ HeoQUIIUATHHBIM
NPOrpaMMHBIM ~ OOECTICUEHUEM, MOXKHO TPEACTaBUTh ce0e TMO3WIUU TIOJHOTO 3ampera,
BBIPaOOTKH mpouenypbl npuemMku nomooHoro IO w 1. [lo3wmms Moxker OBITh
chopMynupoBaHa U B ropasno Oosnee obiieM Buae, Kak Ha0Op Liejeil, KOTopble MpecieayeT
opraHu3anys B JaHHOM acmekre. BooOmie cTuib JOKYMEHTOB, OMPEIEISIONINX IOJUTUKY
0e30macHOCTH (KakK U UX MEPEUEHb), B Pa3HbIX OpPraHU3aIfsaX MOKET CUILHO OTOAPATHCS.

Ponu u ob6a3annocmu. B '"momuTudeckuil' JOKYMEHT HEOOXOIWMO BKIIOYUTH
nH(OpMAIKIO O JOKHOCTHBIX JIUIIAX, OTBETCTBEHHBIX 32 peaTnu3alliio MOJUTUKN 0€30MMacHOCTH.
Hampumep, ecnm  Uis  UCHONB30BaHUS HEOPUIIMATBHOTO IMPOTPAMMHOIO  OOECTICUeHUs
COTpYAHHKaM TpeOyeTcs pa3pelieHrne PyKOBOJICTBA, JOJDKHO OBITh M3BECTHO, Y KOTO U KaK €ro
MOJKHO IOJIY9HTh. Ecnu HeopuIManbHOE MPOTrpaMMHOE OOCCIICUeHUE HCIIOJIb30BATh HENb3S,
CJIeTyeT 3HaTh, KTO CIEAMT 3a BHIOJHEHUEM JIAHHOTO MpaBUIIa.

3akononocaywnocms. Ilonutuka A0MKHA COAEpKaTh OOIIee OMHMCAHUE 3aMPEICHHBIX
IEUCTBUI U HaKa3aHUU 3a HUX.

Touku konmaxma. JloxkHO OBITH W3BECTHO, KyJa clieyeT oOpamarbes 3a
pPa3bsACHEHUSIMH, MOMOIIBI0 U JIOMOJHUTENbHOW MHpopManueil. OObIYHO "TOUKOW KOHTaKTa'"
CITY’KHUT ONPENEIICHHOE JOJKHOCTHOE JIUIIO, @ HE KOHKPETHBIN YEJI0BEK, 3aHUMAIONIUN B TAHHBII
MOMCHT JIaHHBIH ITOCT.

[TonuTrka 6€30MacCHOCTH HMYKHETO YPOBHSI OTHOCHUTCSI K KOHKPETHBIM WH()OPMAITMOHHBIM
ceprcaM. OHa BKIIOUaeT B ceOsl /IBa acrleKkTa - [EeNHU U MpaBUiia UX JOCTHKEHUS, TIOITOMY €€
NOpOM TPYAHO OTAEIUTH OT BONPOCOB peanu3anuu. B oTnnume OoT IBYX BEPXHUX YpPOBHEW,
paccMmaTpuBaemasi MOJIMTUKA JOJDKHA OBITH ompenerneHa Oonee moAapodbHo. EcTh MHOTO Belei,
cnenuUYHbIX AN  OTAETbHBIX BHJOB YCIYr, KOTOpblE HENb3s eIUHBIM  00pa3oM
perIaMeHTHpPOBaTh B paMKaxX BCEH opraHu3anuu. B To ke BpeMs, 3TH BEId HACTOJIHKO BaXKHBI
I oOecriedueHrs] pekuMma Oe30MacHOCTH, YTO OTHOCAIIMECS K HUM peHICHUS JOJDKHBI
MPUHUMATHCS Ha yIPaBICHYECKOM, a HE TEXHUUECKOM ypoBHE. [IpuBeeM HECKOIBKO PUMEPOB
BOITPOCOB, HA KOTOPBIE CIEAYET 1aTh OTBET B MOJUTHKE O€30MTaCHOCTH HIDKHETO YPOBHS:

* KTO UMECT IMpaBO JOCTYyIla K O6’beKTaM, noaAACPKUBACMbIM CepBI/ICOM?
® IMPpU KaKuX yCJIOBUAX MOXKHO YUTATh U MOI[I/I(I)I/II_[I/IpOBaTB ,I[aHHBIe?
® KaK OpraHnu30BaH y,[[aHCHHLIﬁ AOCTYII K CCpBI/ICY?

[Ipu ¢opmynupoBke 1eneil TOMUTUKA HUKHETO YPOBHS MOXKHO HCXOJIUTh U3
COOOpaXeHUI IEeNOCTHOCTH, IOCTYMMHOCTH W KOH(MUACHIIMATBLHOCTH, HO HENb3sd Ha JITOM
ocTtaHaBnuBaThcs. Ee 1enu 1omkHbl ObITh Oosiee KOHKpeTHbIMU. Hampumep, eciau pedb HAET O
CUCTEME pacueTa 3apabdOTHOW IUTAThI, MOXKHO TOCTAaBHUTH II€NIb, YTOOBI TOJHKO COTPYJIHHKAM
oTlena KagpoB M OyXrajaTepuu MO3BOJSUIOCH BBOJAUTH M MoaupuuupoBath uHbopMmaiuio. B
OoJsiee o0IIeM citydae eI JTOJDKHBI CBS3BIBATh MEXKY COOOM OOBEKTHI CepBHCA U JACHCTBUS C
HUMMU.

88



W3 nenelt BBIBOIATCA IpaBHia 0E30MaCHOCTH, ONHUCHIBAIOLINE, KTO, YTO U NPU KAKHUX
YCIIOBUAX MOXKET Jienath. Yem noapoOHee npaBuiia, yeM O6osee popManbHO OHH M3JI0KEHBI, TEM
npoIle MOAJepkKaTh HX BBHINOJHEHHE MPOTPAMMHO-TEXHUYECKUMHU cpenactBamu. C apyrou
CTOPOHBI, CIMIIKOM JKECTKHE IpaBMJIa MOTYT MEUIaTh PabOTe IOJIb30BATENCH, BEPOSTHO, HX
NPUAETCS YacTo IepecMaTpuBaTh. PyKOBOJCTBY MpPEACTOMT HAWTH pPa3yMHBIH KOMIIPOMMCC,
KOT/1a 32 IPUEMJIEMYIO IIeHYy OyneT o0ecriedeH nprueMiIeMblii ypoBEeHb

0€30MacHOCTH, a COTPYJHHMKH HE OKAaXYTCsS 4Ype3MepHO cBsizaHbl. OObIYHO Hamboiee
(dopmanbHO 3a7ar0TCs IpaBa 10CcTyna K 00beKTaM BBUY 0CO00# BaXKHOCTH JAHHOTO

[Iporpamma 6e30macHoCTH

[Tocne .Toro, kak copMyIHpOBaHa MOJIUTHKA 0€30IaCHOCTH, MOKHO MTPHUCTYIATh K

COCTaBJICHHUIO MPOTPAMMBI €€ peaTu3allii U COOCTBEHHO K peai3alHH.

YToOBI MOHATH U PEATU30BaTh KaKyl0-JINOO MPOrpaMMy, €€ Hy)KHO CTPYKTYpHpPOBATh IO
YPOBHSIM, OOBIYHO B COOTBETCTBHH CO CTPYKTYpPOH opraHuzanuu. B mpocreiimem um camom
pacnpoCTpaHEHHOM CITydae JOCTaTOYHO JBYX YPOBHEH - BEPXHET0, WM LIEHTPAIBHOT0, KOTOPBIN
OXBaThIBaCT BCIO OPraHW3alUIO, M HIKHErO, WM CIY)XEOHOro, KOTOPBI OTHOCHTCS K
OTAEIBHBIM YCIIyraM WY TPYIIIaM OJHOPOJHBIX CEPBUCOB.

[IporpaMMmy BepxHEro YpOBHSI BO3IJIABISET JIMIO, OTBEYaromiee 3a WH(POPMAIMOHHYIO
0€30I1aCHOCTh OpTaHU3aLMHU. Y 3TOH MPOrpaMMEbI CJIeTYIOIIUE TIIaBHBIC IEIH:

. yIpaBJieHUE pUCKaMHt (OLIEHKa PUCKOB, BEIOOP 3(P(PEKTUBHBIX CPEICTB 3AIIUTHI);

. KOOpJMHALIMS JEATEIBHOCTH B 001acTH WHOOPMAIMOHHOW OE€30MacHOCTH,
HIOTIOJIHEHHE U pacIpeie]ICHue PeCypCoB;

. CTpaTern4eckoe MIaHuPOBaHHUE;

. KOHTPOJIb JICSTEIBHOCTH B 00J1aCTH HH()OPMALMOHHOHN O€30MaCHOCTH.

B pamkax mporpamMmbl BEpXHETO YpOBHsS NPUHUMAIOTCS CTPATETHUYECKHUE PELICHUS I10
oOecrieyeHHI0 0€30IacHOCTH, OIEHUBAIOTCS TEXHOJOTMYecKue HOBUHKU. MHpopmannoHHbIE
TEXHOJIOTUM DPAa3BUBAIOTCA OYEHb OBICTPO, W HEOOXOAMMO HWMETh YETKYI MOJHUTHKY
OTCJIC)KUBAHHS U BHEIPEHUST HOBBIX CPECTB.

Konrpons  nmestenpHOCTH ¥ 00MacTH  O€30MAacCHOCTH  HMMEET  JIBYCTOPOHHIOO
HalpaBJIeHHOCTb. Bo-MepBbIX, HEOOXOAWMO TapaHTHPOBATh, YTO JAEUCTBHS OpraHU3alMH HE
npoTuBOpeyar 3akoHaM. Ilpu 3TOM ciexyeT MOAJEpKUBATH KOHTAKTHI C  BHEIIHUMHU
KOHTPOJIMPYIOIMMH OpraHu3anusiMu. Bo-BTOPBIX, HY’)KHO MOCTOSIHHO OTCJI€KHUBATh COCTOSIHHUE
0€30IaCHOCTH BHYTPM OpraHU3allMM, pearupoBaTh Ha CiIydad HapylleHHMH M JopabaThiBaTh
3alIUTHBIE MEPHI C YIYETOM H3MEHEHUS! 00CTaHOBKH.

Cremyer MOAYEpKHYTh, YTO NPOTpaMMa BEPXHEro YPOBHS JIOJDKHA 3aHUMATh CTPOTO
OTIpENIeIIEHHOE MECTO B JICATEIIEHOCTH OpraHW3allid, OHA JO0JDKHA OQHUIMATBHO MPHHUMATHCS U
TIOJIIEP’)KUBATHCS] PYKOBOJICTBOM, & TaKXKe UMETh OTIPEACTICHHBIN ITAT U OIOKET.

Lenp mporpaMMbl HI)KHETO YPOBHS - 00ECTICUNTh HAIEKHYIO U DKOHOMHUYHYIO 3aIIUTY
KOHKPETHOT'O CepBHCAa HJIM TPYIIBI OJHOPOTHBIX cepBHCOB. Ha 3TOM ypoBHe pemiaercs, Kakue
ClleZlyeT WCIOJb30BaTh MEXAaHU3MBl 3aIMTHI; 3aKYyMalOTCSd U YCTAHABIMBAIOTCS TEXHUYECKUE
CpEICTBAa; BBIMOJHACTCS IIOBCEAHEBHOE aJMUHUCTPUPOBAHME; OTCIIEKHUBACTCS COCTOSIHHUE
ciabbix MecT U T.M. OOBIYHO 3a HPOTrpaMMy HHXKHETO YPOBHS OTBEYAIOT aIMHHHUCTPATOPHI
CEpBHUCOB.

CuHXpOHHU3AIHS TPOTPaMMBbl 0€30IACHOCTH C KU3HEHHBIM IIHKIIOM CUCTEM

Ecmu cMHXpOHM3HPOBATH TPOTpaMMy O€30MacCHOCTH HIDKHETO YPOBHSI C >KM3HEHHBIM
IIAKJIOM 3aIIHMIIaeMOr0 CEpBHCa, MOKHO TOOUTHCS Ooubiero 3¢ (eKTa ¢ MEHBIIUMH 3aTpaTaMHu.
[TporpaMMHUCTBI 3HAIOT, YTO 100aBUTH HOBYIO BO3MOKHOCTB K YK€ FTOTOBOW CHCTEME Ha TOPSII0K
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CJIOJ)KHEE, YeM HM3HAYaJIbHO CIPOEKTHUPOBATh M peaan3oBaTh ee. To K€ CIpaBelIMBO H IS
UH(POPMALIMOHHOM 0€30MacHOCTH.

B ’u3HEeHHOM 1UKJIe HH(POPMALIMOHHOTO CEPBHCA MOXKHO BBIJCIUTH CICIYIOIIUE STAIlbI:

Hnuyuayua. Ha nanHoM sTane BBISBISETCS HEOOXOAUMOCTh B MPUOOPETEHUH HOBOTO
cepBHca, TOKYMEHTHPYETCS €ro MpeAroiaraeMoe Ha3HaueHHE.

3axynka. Ha nanHOM 3Tare COCTaBIAIOTCS crienn(UKaIy, MpopadaThIBAIOTCS BApUAHTHI
NpUOOPETEHNS, BBIIIOTHIETCS COOCTBEHHO 3aKyIIKa.

Yemanoexa. CepBuc ycranaBimBaeTcs, KOHQUTYpHPYETCs, TECTUPYETCS U BBOJHUTCS B
HKCILTyaTaIHIO.

Ixcnayamayun. Ha naHHOM STare cepBUC HE TOJIBKO paboTaeT v aAMUHUCTPUPYETCS, HO
U TIOIBEPraeTcsi MOAU(DUKALIUSAM.

Buvigeoenue uz sxcnayamayuu. IIpoucXoauT mepexosl Ha HOBBIH CEPBHUC, PACCMOTPHM
JICWCTBHS, BBIIOJIHSAEMBIE Ha KaXKIOM U3 3TaroB, Oosee moIpoOHo.

Ha srane mHummamyu opopmisieTcss NOHUMaHUE TOTO, YTO HEOOXOIUMO MpUOOpecTH
HOBBI WJIM 3HAYUTEIBHO MOJICPHU3MPOBATH CYIIECTBYIOUIMN CEPBUC; ONPEACNIACTCS, KaKUMH
XapaKTepUCTHKAMU W KakoH (YHKIMOHAIBHOCTBIO OH JOJDKEH O0JIaaTh; OLIEHHBAIOTCS
(MHAHCOBBIC M UHBIC OTPAHHYCHHSL.

C Touku 3peHHs O0€30MACHOCTH BAKHEHIIMM JCWCTBHEM 3/€Ch SIBIISETCS OIEHKA
KPUTUYHOCTH KaK CaMOro CepBHCa, TaK W WHPOpMAIMU, KOTOpas C €ro MOMOIIbI0 Oyner
oOpabateiBatbes. TpeOyercs chOpMyITHPOBATH OTBETHI HA CIEIYIOUINE BOIPOCHI:

—  Kakoro poxa wuHpoOpMamMs TMpenHa3HAdaeTcs Ui OOCTY)KMBAHUS HOBBIM
cepBucom?

KaKOBBl BO3MO)KHBIC IOCJIEACTBUS HApyIICHUS KOH(UIACHIMAIBHOCTH, LEIOCTHOCTH U
JOCTYITHOCTH 3TOM MHpopManuu?

—  KakKOBBl yrpo3bl, 10 OTHOIICHHWIO K KOTOPBIM CEpPBUC W HHMOpMAIms OymyT
HaunOosee ysi3BUMBbI?

—  €CTb JIM KaKkue-IM00 0COOEHHOCTH HOBOTO CepBHUca (HapuMep, TepPUTOPHAITbHAS
pacrpe1elIeHHOCTh KOMIIOHEHTOB), TPEOYIOIMe MPUHATHS CHIELUATbHBIX MPOLEIYPHBIX Mep?

—  KAaKOBBbl XapaKTEPUCTHKH IEPCOHaNa, MMEIOIINE OTHOIIEHHE K Oe301acHOCTH
(xBanudukaius, 6IaroHaiexKHOCTh)?

—  KaKOBBI 3aKOHO/IaTEJIbHBIC TTOJIOKEHHS M BHYTPEHHHE MTPABHIIA, KOTOPBIM JIOJKEH
COOTBETCTBOBAThH HOBBIH cepBUC?

Pe3ynpTaThl OIIEHKM KPUTHYHOCTH SBJSIOTCS OTIPABHOM TOYKOH B COCTaBJICHUU
cnenudukanuii. Kpome TOro, OHHM ONpENeNsiOT Ty Mepy BHHMaHHUS, KOTOPYIO Ciyxk0a
0€30IaCHOCTH OpTraHW3aIluH JOJDKHA YAESITh HOBOMY CEpBUCY Ha IMOCIEAYIOIIUX dTarax ero
’KH3HEHHOTO ITUKIIA.

Otanm 3aKylKd - OJUH U3 CaMBIX CIOXHBIX. Hy)XHO OKOHYAaTenhbHO cHOpMyITUpOBaTH
TpeOOBaHUS K 3allUTHBIM CpEICTBAM HOBOTO CEpBUCA, K KOMIIAHHM, KOTOpas MOXET
NPETEHI0BaTh HA POJIb MOCTABIIMKA, U K KBaJTH(UKAIUU, KOTOPOH JOKEH o0sajaTh mepcoHall,
UCTIOJB3YIONIMNA UM OOCITY>KUBAIOIIMI 3aKylaeMblii MPOAYKT. Bee 3Tu cBenenus opopmiistores
B BHJIE crielu(UKayy, KyJa BXOAIT HE TOJBKO anmapaTypa ¥ MporpaMMBbl, HO M JOKyMEHTAIHS,
oOciy)xuBaHue, oOydeHue mnepcoHana. Pa3zymeercsi, oco0oe BHUMaHHE JOJDKHO YIENATHCS
BOIIPOCaM COBMECTHMOCTH HOBOI'O CepBHCa C cyulecTBymomeld koHpurypanueil. [loguepkaem
TaK)Ke, YTO HEPENKO CPeAcTBa OE30MACHOCTH SIBIAIOTCS HEOOS3aTENbHBIMH KOMITOHEHTAMH
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KOMMEPUYECKUX MPOIAYKTOB, U HY)KHO MPOCIETUTH, YTOObI COOTBETCTBYIOIINE MYHKTHI HE BBITIAIN
U3 criennuKaIum.

Korma mponykt 3akymiieH, ero HeoOXOIMMO YCTaHOBHTh. HecMOTpsi Ha KaxyIIyrocs
MPOCTOTY, YCTaHOBKA SIBJIIETCS OYEHb OTBETCTBEHHBIM [€JOM. Bo-mepBbIX, HOBBIA MPOAYKT
cinenyer ckoHpurypupoBath. Kak mnpaBuiio, KoMMepuecKHe MpPOAYKThI TOCTaBJISIOTCS C
OTKJIFOUEHHBIMH CPEJICTBAMU 0€30MacCHOCTH; X HEOOXOJMMO BKIIIOUUTH U JOJKHBIM 00pa3oM
HACTpOUTh. [ OOJBIION OpraHu3alUM, TJ€ MHOTO IOJb30BaTeled M JIaHHBIX, HadajabHas
HACTPOWKA MOXET CTaTh BEChbMa TPYAOEMKUM U OTBETCTBEHHBIM JCTIOM.

Bo-BTOpBIX, HOBBI CEpBHC HYXIaeTcs B NPOLEAypHBIX peryisaropax. Craemyer
1n03a00TUTBCSI O YUCTOTE M OXpaHE IMOMEUICHUs, O JOKYMEHTaX, pPEerJIaMEeHTHPYIOLINX
UCTIOJIb30BAaHUE CEpPBUCA, O IMOJrOTOBKE IUIAHOB HAa CiIydail SKCTPEHHBIX CHTyaluuid, 00
OpraHu3any 00y4eHus Moab3oBaTenei u T.11.

[locne mpuHATUS TMEPEUYUCTCHHBIX Mep HEoOXOJUMO NpPOBECTH TecThupoBaHue. Ero
MOJIHOTA U KOMILJIEKCHOCTh MOTYT CIYXKUTh TapaHTHel 0e30MacCHOCTH KCITyaTal[ii B IITATHOM
peKUME.

[lepuon skcmTyaTanuu - camblii ATUTENbHBIN U CIOXKHBIH. C MCHUXOJIOTHYECKON TOUYKH
3peHHsl HauOOJBIIYI0 OMACHOCTH B OTO BpPEMs NPEACTABISIIOT HE3HAYHTEIbHbIC M3MEHEHUS B
KOH(UTypaluu CepBUCa, B IIOBEACHNH MOJIB30BATEICH U aIMUHUCTPATOpOB. Ecim Ge30macHoCTh
HE TOJAEp)KHUBaTh, OHa ocinabeBaer. [lomp3oBarenw HE CTONb PEBHOCTHO BBIMOJHSIOT
JNOJDKHOCTHBIE ~ WHCTPYKIMH,  QJMHUHUCTPATOpPbl ~ MEHEE  TIIATEJbHO  aHAIU3HPYIOT
peructpauuoHHyto uHpopmanuo, To oauH, TO JPYrod MOJB30BATENb  MOJYy4aeT
JOTIOTHUTENIbHBIE TpUBIIIerun. KaxkeTcs, 4To B CYIIHOCTH HUYETO HE U3MEHHIIOCh; Ha CAMOM JKe
Jene oT ObLIoM 6€30MacHOCTH HE OCTAJIOCh U Cliefa.

Hns 60psObI ¢ 3PQPEeKTOM MEAJCHHbIX M3MEHEHHH NpUXOAUTCS mpubderarb K
NEPUOIMIECKAM TIPOBEPKaM 0e30MacHOCTH cepBuca. Paszymeercs, mociie 3HAYUTEIHHBIX
MoaudUKaIIi 0T00HBIE TPOBEPKH SBIISIOTCS 00s3aTEIIbHBIMHU.

[Ipu BBIBeZEHMM W3 OKCIUTyaTalldd  3aTPardBalOTCS  ammapaTHO-TIPOTPaMMHBIC
KOMITOHEHTHI cepBrca U o0padaTbiBaeMble MM JIaHHBIe. ATIIapaTypa MpoJaeTcs, yTHIU3UpyeTcs
win BbIOpaceiBaeTcs. Tonbko B creHUpHUUECKUX CllydasX HEoO0XOIUMO 3a00TUTHCS O
(Gu3MUecKOM pa3pyLIeHUH annapaTHbIX KOMIIOHEHTOB, XpaHAIMX KOH(UICHIUAIBHYIO
uHpopmanuio. [Iporpammsl, BEpOSTHO, MPOCTO CTUPAIOTCS, €CIM HHOE HE MPEeTyCMOTPEHO
JIMILIEH3UOHHBIM COTJIALlICHUEM.

[Tpu BBIBeICHMM JaHHBIX W3 HKCIUTyaTallMH WX OOBIYHO TIEPEHOCAT Ha JIPYTYIO CHCTEMY,
apXUBHUPYIOT, BHIOPACHIBAIOT WM YHUYTOXKAIOT. ECiIM apXWBHpOBaHWE TPOU3BOIMTCS C
HaMEpPEHHEM BIIOCIIEJICTBUN TMPOYHUTATh JaHHBIE B APYrOM MECTE, CIEAYeT M03a00THUTHCS 00
anmapaTHO-IIPOrPAMMHON COBMECTUMOCTH CPEJICTB UTSHHS U 3aITUCH.

WNudopmanoHHbIe TEXHOJIOTHN Pa3BUBAIOTCS OYEHb OBICTPO, M UYepe3 HECKOJBKO JIET
YCTPOMCTB, CIOCOOHBIX MPOYUTATh CTApbIH HOCHUTENb, MOXKET IMPOCTO HE OKa3zarbes. Ecnmu
JTAaHHbIE apXMBUPYIOTCS B 3alIM(POBAHHOM BHJIE, HEOOXOIUMO COXPAaHUTH KIIOY U CPEICTBA
pacudpoBku. Ilpu apXuBUpOBaHUM M XpaHEHUH apXUBHON MH(POPMALMU HENb3sl 3a0bIBaTh O
noJ/Iep>)KaHUH KOH(UICHIINATBHOCTH JTaHHBIX.

Tema ynpaBieHHe pucKaMH paccMaTpUBAECTCsS HAMU HA aJIMUHUCTpaTUBHOM ypoBHe Wb,
MOCKOJIBKY TOJIBKO PYKOBOJICTBO OpTaHH3AIlMH CIIOCOOHO BBIICIHTH HEOOXOIMMBIE PECYpPCHI,
WHUIIMAPOBATh U KOHTPOJIHPOBATH BBITOJHEHHE COOTBETCTBYIONIMX MPOTPAMM.

Boo06mie roBopsi, ynpaBiieHne puckamMu, paBHO KaK U BBIPAOOTKa COOCTBEHHOM MOJIMTUKH
0€30MaCHOCTH, HY)XHO TOJIBKO JUIsl TE€X OpraHU3aluii, MHPOPMAIMOHHBIE CHCTEMBI KOTOPBIX
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u/unu oOpabaThiBaeéMble JAaHHBIE MOXHO CUMTATh HECTAaHAAPTHBIMU. THIMOBYIO OpPTaHHU3AIUIO
BIIOJIHE YCTPOUT THUIIOBOW HAOOp 3alIUTHBIX MEp, BHIOPAHHBIM HAa OCHOBE MPEICTABICHUS O
TUMIUYHBIX PHUCKaX WM BooOIe Oe3 BCAKOro aHaim3a PUCKOB (O0COOGHHO A3TO BEPHO C
dbopManbHOW TOYKHM 3pCHHS, B CBETE€ NPOAHAIM3HUPOBAHHOTO HAMH pPaHEEe POCCHUHCKOTO
3aKoHO/AaTeabCcTBAa B oOsactd MB). MOXHO NPOBECTH aHAJIOTHI0 MEXIY WHIHBHIYAIbHBIM
CTPOUTEIILCTBOM U TOJYyYCHHEM KBApTUPHI B pailOHE MAacCOBOW 3acTpoiku. B mepBom ciydae
HEOOXOUMO TIPUHATH MHOXECTBO pEIICHHUH, O(OPMHUTH OOJIBIIOE KOJWYECTBO Oymar, BO
BTOPOM JIOCTATOYHO OINPEACTUTHCS JIUITh C HECKOIBKUMU MapaMeTPaMHU.

Hcnons3oBanne MHOOPMAIMOHHBIX CHUCTEM CBSI3aHO C OIPEACICHHOW COBOKYITHOCTHIO
puckoB. Korma puck (BO3MOXHBIM yiiep0) HENpUeMIIeMO BEIHK, HEO0OXOIUMO TPUHATH
OPKOHOMHYECKH OIpaBIaHHBIC 3alIuTHBIE Mepbl. llepuomnueckas (Tepe) OIEHKA PHUCKOB
HeoOXoauma I KOHTPOJIS d(PPEKTUBHOCTH NEATEILHOCTH B 00JIaCTH O€30MacCHOCTH W IS
ydeTa U3MEHEHH 00CTaHOBKHU.

C KOJMYECTBEHHOW TOYKH 3pPCHHS pa3Mep pPUCKa SBISETCS (YHKIHMEH BEPOSTHOCTH
peanu3ali  ONPEIEICHHOW Yrpo3bl (MCHOJB3YIOIIEH HEKOTOPhIC YSI3BUMOCTH), a TaKXKe
BEJIMYMHBI BO3MOXKHOTO yIepoa.

Takum 00pa3zom, CyTh paOdOTHI TIO YIIPABICHUIO PUCKAMH COCTOUT B TOM, YTOOBI OICHUTH
UX pasmep, BbIpabOTaTh APPEKTUBHBIC W SKOHOMHUYHBIC TIOIXOIBI, METOIBI U CPEICTBA
obecrnieueHns MHOOPMAIMOHHON OE30ITACHOCTH.

2. MeToabl u cpefcTBa odecnevyeHusi HHPOPMANMOHHOH 0€30MACHOCTH

ITon obecnieueHnemM O€30MAaCHOCTH HMH(POPMAMOHHBIX CHUCTEM TIOHHUMAIOT MEpHI,
peloXpaHsatone HWHPOPMALMOHHYI0 CHUCTEMY OT CIy4yallHOrO WJIM HpeJHaMEPEHHOTro
BMEUIATEIbCTBA B PEKUMBI €€ () YHKIITUOHUPOBAHMUSL.

CymecTByeT /JBa MNPUHIMIIMANBHBIX MOJAXO0AAa K OOECIEYEHHI0 KOMIIBIOTEPHOM
6e3omacHocTH [57].

. @®parMeHTapHbIi. [JaHHBIN [TOAX0J OPUECHTUPYETCSA HA MPOTUBOACHCTBUE CTPOTO
OTIpENIeNIEHHBIM YIpO3aM IpH OINpPENETICHHBIX YCIOBHUAX (HampuMep, CIeLUalIu3UpOBaHHBIE
AQHTUBUPYCHBIE CPEJACTBA, OTIEJIbHBIE CPEJICTBA PETUCTpallMM M YIPaBICHHs, aBTOHOMHbBIE
cpeacTna mudpoBaHus U T.1.).

JlocToMHCTBOM (hparMEeHTapHOr0 MOAXO0/a SBJISETCS €ro BbICOKAas M30MpaTeIbHOCThH
OTHOCHUTEIIBHO KOHKPETHOW  yrpo3el. Henmocratkom -  JIOKQIBHOCTH — JACHCTBHUA, T.€.
(parmMeHTapHble Mephl 3aIIUTHl 00ECTIeYMBAIOT Y(PPEKTUBHYIO 3aIUTY KOHKPETHBIX OOBEKTOB
0T KOHKpeTHOH yrpo3sl. Ho He 6onee Toro.

. KommnekcHplid.  JlaHHBIH TOAXOZJ MOJYYWI LIMPOKOE  PaclpOCTpaHEHHE
BCJIEJICTBHE HEIOCTATKOB, NMPUCYIIUX (pparmMeHTapHOMY. OH O00BEIUHSET Pa3sHOPOIHBIE MEPHI
NPOTUBOAEUCTBUA yrpo3am (puc.l) W TpaguIIMOHHO paccMaTpUBaeTCs B BHIE Tpex
JOTIONHSIONIMX JPYr Jpyra HampasieHuil. OpraHusanus 3alldIIeHHON cpeabsl o0paboTKu
uH(pOpMallMK TMO3BOJSET B paMKax CYLIECTBYIOIIEH MOJUTHKU O€30IMacHOCTH O0ecleyuTh
COOTBETCTBYIOIIHMI ypoBeHb Oe3zomacHoct AWC. HemocTtaTkoM JaHHOTO TMOIXOJa SIBIISETCS
BBICOKAsl YyBCTBUTEJIBHOCTh K OIIMOKaM YCTAaHOBKU M HACTPOWKH CPEACTB 3aIUTHI, CIIOKHOCTh
yIpaBIEHUS.

OCOOEHHOCTBIO cucmemMHo20 no0xo0a K 3aluTe WHGOpPMAIMU SBISETCS CO3/1aHUE
3alIUIIEHHON cpeabl 00paboTKM, XpaHeHHs U mepegadd HH(popManuu, 0oO0BeAUHSIOMEH
pa3HOPOAHBIE METOJbBl M CPENCTBAa IMPOTUBOACHCTBUS yrpo3am: IPOIPaMMHO-TEXHUYECKHE,
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IPaBOBBIC, OpPraHM3ALMOHHO-3KOHOMHUYeckue. OpraHuzanus MoJoOHON 3alIMIEHHON Cpesbl
MO3BOJISIET TapaHTUPOBATh ONPEICICHHBI YpOBEHb O€30MacHOCTH aBTOMATHU3WPOBAHHOMN
UH(POPMALIMOHHON CUCTEMBI.

CucremHblii moxxox K 3ammre uHGopmanuu — Oasupyercss Ha - CIEAYIOMINX
METOJI0JIOTMYECKUX NPUHINIAX:

. KOHEUYHOM 1N - a0COTIOTHOTO MMPUOPUTETAa KOHSUHOM (I100aIbHOM) 1eIH;

. €JIMHCTBA - COBMECTHOIO PAaCCMOTPEHHUS CHUCTEMbI KakK IIeJloro’ W Kak
COBOKYITHOCTH YacCTei (3JIEMEHTOB);

. CBSI3HOCTH - PACCMOTPEHHUs JIIO00W YaCTH CHUCTEMbI COBMECTHO C €€ CBS3SIMHU C
OKPYKCHHEM;

. MOJIYJILHOTO MOCTPOCHHMSI - BBIICTICHUS MOJYJICH B CUCTEME M PACCMOTPEHUS €€
KaK COBOKYITHOCTH MOJTYJICH;

. UEPapXUM - BBEICHUS HEPAPXHUU YaCTeH (3JIEMEHTOB) U X PaH)XKUPOBaHUS;

. (YHKIIMOHATLHOCTH - COBMECTHOT'O PACCMOTPEHHUSI CTPYKTYpPhl M (YHKIMH C
NPUOPUTETOM (DYHKIMH HAJI CTPYKTYPOH;

. pa3BUTHs - YydeTa HM3MEHICMOCTH CHCTEMBI, €€ CIHOCOOHOCTH K Pa3BHTHIO,

pacuMpeHuio, 3aMeHe YacTel, HaKaITMBaHUIO HHPOPMALINH;

. JCIICHTPAIN3allMA - COYETaHWS B TPUHUMAEMBIX PEHICHUSAX W YIPaBICHUH
LEHTpaIN3aluu U JIeHeHTpaIu3aluy;

. HEOIPEJEICHHOCTH - YU€Ta HEONPEAECICHHOCTEN U CIIYYailHOCTEN B CUCTEME.

CoBpeMeHHbIE HCCIIEI0BATENH BBIACISAIOT CIIEIYIONINE METOI0JIOTMYECKHE,

OpraHM3allOHHBIE M pPEaTU3alUuOHHbIC NPUHYUNLL UHGOpMayuoHHot (B TOM dYHCIIE
KOMITBIOTEPHOM ) He30nacHocmu.

Ipunyun 3axonnocmu. COCTOUT B CJEIOBAHUHU JIEHCTBYIOLIEMY 3aKOHOJATENIBLCTBY B
obnactu obecrieueHust THPOPMAIIMOHHON O€30TTaCHOCTH.

Ipunyun neonpedenennocmu. Bo3HUKaeT BCeICTBUE HEACHOCTH MOBEAEHUS CyOBEKTa,
T.€. KTO, KOTJ1a, II€ ¥ KaKUM 00pa30M MOKET HapyIIUTh O€301MacHOCTh 0ObEKTA 3aAIUTHI.

Ipunyun HegosmodcHocmu co30anusi uoeanvbHou cucmemvl 3awumel. Crenyer wu3
IPUHIUIA HEOMPEAEIIEHHOCTH U OIPaHMUYEHHOCTH PECYPCOB YKa3aHHBIX CPEJCTB.

Ipunyunst  MUHUMATLHO2O  pUCKA U  MUHUMAILHO20 Yyujepda. BeiTekaioT U3
HEBO3MOXKHOCTH CO3/IaHUS UAEATbHOM CHCTEMbI 3alIUThl. B cOOTBETCTBHU ¢ HUM HEOOXOIMMO
YUUTBIBaTh KOHKPETHBIE YCIIOBHUS CYIIECTBOBAHHUS OOBEKTa 3aLIUTHI I JIIOOOrO0 MOMEHTa
BpPEMEHH.

Ipunyun 6esonacnoco epemenu. Ilpenmonaraer y4der aOCONIOTHOIO BpEMEHH, T.€. B
TE€YEHHE KOTOPOro HEOOXOIUMO COXpaHEHHE OOBEKTOB 3alllUThl; U OTHOCHUTEIHHOI'O BPEMEHH,
T.€. IPOMEXYTKa BpEMEHU OT MOMEHTA BBISIBJICHUSI 37I0YMBILUICHHBIX IEHCTBUHN IO TOCTHKEHUS
LU 3JI0YMBIIITICHHUKOM.

Ipunyun  «3awumvr  6cex omo ecex». Ilpennonaraer oOpraHM3alMi0 3alUTHBIX
MEpONPHUATHIA NPOTHB BceX (GOPM yrpo3 OOBEKTaM 3alllUThl, YTO SBISETCA CIEICTBHEM
IPUHIUIIA HEOMPEACIEHHOCTH.

Ipunyunvr  nepconanvhou  omeemcmeenHocmu. llpennonaraer  NepCOHAIBHYIO
OTBETCTBEHHOCTb K&XJOTO COTPYIHUKA NPEANpUATHS, YUYPEXKJCHUS U OpraHu3aluu 3a
coOnrofieHre pekuMa O0e30MacHOCTH B paMKax CBOUX IOJHOMOYMH, (DYHKIMOHAIBHBIX
00s13aHHOCTEN U IEHCTBYIOINUX UHCTPYKIIUA.

Ilpunyun oepanuuenus noanomoyuu. llpeamnosiaraer oOrpaHUYEHUE TMOJTHOMOYHUHN
cyObeKkTa Ha O3HAaKOMJIGHHME ¢ HH(popMaiueil, K KOTOpod He Tpedyercs nocTyma amis
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HOPMAaJIbHOTO BBIMOJHEHUS UM CBOUX (YHKLIMOHAJIBHBIX OOS3aHHOCTEH, a Tak)Ke BBEICHUE
3ampera JIOCTyna K OOBEKTaM M 30HaM, MpeObIBaHHE B KOTOPBIX HE Tpedyercs Mo poay
NeSITETTbHOCTH.

Ipunyun 63aumodeiicmeusi u compyoHuuecmeéa. Bo BHYTpeHHEM MpPOSBICHUU
npearnoyiiaraeT  KyJbTUBUPOBAHHUE JIOBEPUTEIbHBIX OTHOUICHUM MEXIy COTPYIHHKaMHU,
OTBEUAIOLIMMU 32 OE30MMaCHOCTD (B TOM uncie HH)OPMALIMOHHYIO), U TIepcoHaioM. Bo BHeniHeM
MPOSIBJICHUH - HATAKMBAHUE COTPYIHUYECTBA CO BCEMH 3aMHTEPECOBAHHBIMU OPraHU3AIUSIMU U
JHUIaMu (HapuMep, MPaBOOXPAHUTEIbHBIMUA OPTaHAMH).

Ipunyun komniekchocmu u unousuoyarvhocmu. lIlogpasymMeBaeT HEBO3MOXKHOCTh
oOecrieyeHns 0e30mMacHOCTH OOBEKTa 3AIIUTHI KAKHUM-THOO OJHHM MEPOIPHUATHEM, a JIUIIb
COBOKYITHOCTBIO KOMIUIEKCHBIX, B3aUMOCBSI3aHHBIX U TyONUPYIOUIMX JIPYT APYyra MEpOIPHUSITHIA,
pean3yeMbIX C UHIMBUYaTIbHOU MPUBSI3KON K KOHKPETHBIM YCIOBHSIM.

Ipunyun nocnredosamenvhuix pybeoiceti bezonachocmu. llpeamnonaraer kak MOXHO OoJee
paHHee ONOBEIIEHHUE O COCTOSIBIIEMCS MOCSTaTelbCTBE Ha OE30MaCHOCTh TOTO WU HHOTO
o0BbeKTa 3alUThl WJIM HMHOM HEOJAronmpusTHOM MPOUCHIECTBHUH C IIENbI0  YBEIUYCHHS
BEPOATHOCTH TOTO, YTO 3a0JaroBpeMEHHbBIH CUTHAll TPEBOTH CPEJCTB 3allUThl OOECHEeUUT
COTPYAHUKAM, OTBETCTBEHHBIM 32 0€30MAaCHOCTH, BO3MOYKHOCTh BOBPEMsI ONPEACTUTh MPUUUHY
TPEBOTH U OPraHu30BaTh 3()(PEeKTUBHBIE MEPOTIPUATHS IO TPOTHBOICHCTBUIO.

Ipunyuner pasnonpounocmu u pasHomMowHocmu pyoedxcei 3aujumsl. PaBHOIPOYHOCTH
MOJpa3yMeBaeT OTCYTCTBHE HE3aNIMIIEHHBIX YYaCTKOB B pyOexax 3amuTbl. PaBHOMOIIHOCTH
MpeIoiiaraeéT OTHOCUTEIbHO OJMHAKOBYIO BENWYHMHY 3alIUIICHHOCTH pyOeked 3aluThl B
COOTBETCTBHUU CO CTETIEHbIO YTPO3 OOBEKTY 3aIUTHI.

. KoMruiekcHblli TOAX0] K MOCTPOSHHUIO CHUCTEMBl 3alllUThl MPHU BeAylIeHl poiu
OpraHu3allMOHHBIX Mepornpuatuii. OH oO3HayaeT ONTHMAJIBbHOE COYETaHHE MPOTPaAMMHBIX
amImapaTHbIX CPEJCTB U OPTaHU3AIMOHHBIX MEp 3aIUTHI, TOATBEP)KICHHOE MPAKTUKOW CO3/TaHuUs
OTEYECTBEHHBIX U 3apYyOEKHBIX CUCTEM 3aIIUTHI.

. Paznenenvie 1 MUHMMH3AIMS TOJHOMOYMH MO JOCTyNy K oOpabaThiBaeMoit
uH(popManuu U npouenypam odpabotku. [lonb3oBarensiM npegocTaBiIseTCs] MUHUMYM CTPOTO
OTIpPENIeNIEHHBIX TOJHOMOYMM, JOCTAaTOYHBIX JUIsl YCHELIHOTO BBHIMOJHEHUS MMM CBOMX
CIIy’)K€OHBIX 00s3aHHOCTEH, ¢ TOYKHM 3pEHHs] aBTOMAaTU3UPOBAHHOM OOpabOTKM JOCTYNHON MM
KOH(pHIeHIIMATbHON UH(OPMAIHH.

. [TomHOTa KOHTPOJISI U PETUCTPALMM MOMNBITOK HECAHKIIMOHUPOBAHHOTO JIOCTYTIA,
T.. HEOOXOJMMOCTh TOYHOTO YCTAHOBJICHHS HWIACHTUYHOCTH KaXKJIOTO TOJB30BATEIs W
NPOTOKOJIMPOBAHUS €ro JEHCTBUU ISl MPOBEACHUS BO3MOXKHOTO DPACCIIEOBaHUS, a TaKkKe
HEBO3MOXKHOCTh COBEpIIEHHUs 000N omepanun oOpadotku wuHpopmanuu B DUC 0e3 ee
npeBapUTELHON PETHCTPAIINH.

. ObecnieueHne HAJIEKHOCTH CUCTEMBI 3aIlIUTHI, T.€. HEBO3MOXKHOCTh CHIDKCHHUS €€
YPOBHS TpU BO3HUKHOBEHHHM B CHCTeMe COOEB, OTKa30B, IIpeIHAMEPEHHBIX JIeHCTBUI
HapYILIUTEIS UK HEelIpeJHAMEPEHHBIX OIIMOOK MOJIb30BaTeNeil 1 00CIy>KUBAIOIIET0 epCoHaa.

. ObecnieueHre KOHTPOJIS 3a (DYHKIIMOHUPOBAHMEM CHUCTEMbI 3alIUThI, T.€.
CO3JIaHUE CPEJCTB U METOJ0B KOHTPOJIsI pab0TOCIIOCOOHOCTH MEXaHNU3MOB 3allIUTHI.

. DKOHOMHYECKasi [eIecO00pa3HOCTh WCIOJIB30BaHUsI CcUCTeM 3ammThl. OHa
BBIPA)KAETCSI B TOM, YTO CTOMMOCTh Pa3padOTKH M IKCILTyaTallud CHCTEM 3allUThl HHPOPMAIIUU
JOJDKHA OBITh MEHBIIE CTOMMOCTH BO3MOXKHOTO yIiep0a, HaHOCHMOTO OOBEKTYy B CiIydae
pa3pabotku u 3Kcrmyaranu AVC 6e3 cucteMsl 3auThl HHGOPMAIIIH.
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Metonet u  cpeacTtBa  oOecrieueHUS  O€30MACHOCTH  YKOHOMHYECKOTO  OOBEeKTa
npencTaBieHbl Ha puc. 11.

Metoapr
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Puc. 11. MeToabl u cpeacTBa HHGOPMANMOHHOI 0€30MACHOCTH YKOHOMHYECKOT0
00bLEeKTa

Metomamu obecriedeHurs 3aUThl HHYOPMALUU Ha TPEIIPUSTHN SBISIOTCS CICTYIOLIHE:

[penarcTBue - Meron (HU3MYECKOTO MPETPAKACHHUS IyTH 3JIOYMBINUICHHUKY K 3allUIaeMOi
nHpopMaluu (K anmapaType, HOCUTEIIM HHQOPMAIUY | T.II.).

YnpaBneHue NOCTYNOM - METOJ 3allUThl MHOOPMAIUU PETYTUPOBAHUEM HCIONB30BaHHS BCEX
pecypcoB aBTOMATHU3MPOBAHHOW HWH()OPMAIIMOHHOW CHCTEMBI NPENNPHUATHS. YTpaBiIeHHE IOCTYIIOM

BKJIIOYACT CJICAYIOIINE (DYHKIIMU 3aIUThI:

. WACHTU(HUKALWIO TONb30BaTelIeH, IepcoHalla U PeCypcoB MHPOPMAIMOHHON CHCTEMBI
(mpucBOEHME KaXk10My OOBEKTY NEPCOHAIBLHOTO UICHTH()UKATOPA);

. ayTeHTH(UKanuo (yCTAHOBICHUS IIOJUIMHHOCTH) OOBEKTa MWIM CyOBeKTa IO
NPEIbSBICHHOMY UM HICHTU(DHUKATODY;

. IIPOBEPKY IIOJHOMO4YUHM (IIpOBEpPKA COOTBETCTBUSL JHS HEAENIHM, BPEMEHH CYTOK,
3ampanimBaeMbIX PECYPCOB U MPOLIEAYP YCTAaHOBIEHHOMY PErlIaMeHTy);

. PErUCTpalMI0 OOpaIleH I K 3aIIUIIaeMBIM PecypcaM;

. pearvpoBaHue (CUTHaJIM3alMs, OTKIIIOUEHHUE, 3a/lepKKa padoT, OTKa3 B 3alpoce

IIPU MONBITKAX HECAHKIIMOHUPOBAHHBIX JEHCTBHI).

MackupoBKa - METOJ 3allIUThl HHPOPMAIIMH B aBTOMATU3UPOBAHHOW MH(OPMalMOHHON
CUCTEME MPEANPHUATHS IIyTEM €€ KPUIITOrpapuiecKoro 3aKphITHSI.

PernameHramuss - MeTOA 3alMThl  HMH(OpMAIMM, CO3JAIOIIMN Takue YyCIOBHUSA

ABTOMATU3UPOBAHHONW 00pabOTKM, XpaHEHUS M TmepeAadyd UHQPOPMAIUU, TPU KOTOPBIX
BO3MOXXHOCTh HECAHKITHOHUPOBAHHOTO JIOCTYIA K HEll cCBOMIACh OBl K MUHUMYMY.

[IpunHyXJI€HHUE - METO/ 3alUThl HH(GOPMAIIUHU, TIPU KOTOPOM TMOJIB30BATENH U TIEPCOHAI
CUCTeMBl BBIHYXICHBI COOJIOAATh TMpaBuia OOpaOOTKH, TMepeAadyd U HUCIOJIb30BaHUS
3amuIaeMon MHGOPMAIMKM 1O yTrpo30M MaTepuaabHOW, aIMUHUCTPATHBHON U YrOJIOBHOMN
OTBETCTBEHHOCTH.

[HoOyxneHue - MeToi 3amuThl WHGOPMAIIUU, KOTOPBIM MOOYXIAeT IMOJIb30BaTeNeld M
MEPCOHAJI CUCTEMBI HE HApyIIaTh YCTAHOBJICHHBIC MTPaBUIa 3a CUET COOIOJICHHUS CIOKUBIIUXCS
MOPAJIbHBIX U 3TUYECKUX HOPM.
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YKkazaHHBIE BBIIIE METObI 0OecrieueHus] NH(POPMAIIMOHHON 0€30MacHOCTH Pean3yIOTCs
C TIOMOIIBIO CIEAYIOIIMX OCHOBHBIX CpPEICTB: (PU3MUECKUX, amMapaTHbIX, MPOTrPaMMHBIX,
anmapaTHO-NPOTPAMMHBIX, KPUNTOTpapUUECKUX, OPraHU3ALMOHHBIX, 3aKOHOAATENbHBIX U
MOPAITbHO-ITHYECKHUX.

dusnyeckne CpeAcTBa 3aIIUTHI MPEJHA3HAYEHB! Ul BHEIIHEH OXpaHbl TEPPUTOPUU
OOBEKTOB, 3alIUTHl KOMIIOHEHTOB aBTOMATHU3UPOBAHHONH HMH(OPMALMOHHOH  CHCTEMBI
HPEATIPUATHS U PEaTU3yIOTCS B BHJIE aBTOHOMHBIX YCTPOWCTB U CHCTEM.

AHHaDaTHbIe CpCACTBA 3AIIUTBI - 3TO JJICKTPOHHBLIC, JJICKTPOMECXAHHUYCCKUC U APYruc

YCTPOMCTBA, HEMOCPEICTBEHHO BCTPOCHHBIC B OJIOKM aBTOMATHU3WPOBAHHOHN HMH(OPMAIIMOHHOM
CUCTEMBI WK O0OPMIICHHBIC B BUJIE CAMOCTOSITEIILHBIX YCTPOWCTB U COMPATAIONINECS C STUMHU
Osokamu. OHM TIpeIHA3HAYCHBI JJI1 BHYTPEHHEH 3alllUThl CTPYKTYPHBIX 3JIEMEHTOB CPEJICTB U
CHCTEM BBIYMCIIMTEIILHON TEXHUKU: TEPMUHAJIOB, MPOIECCOPOB, IepudepuitHOTO 000pyI0BaHUS,
JIMHUU CBS3U U T.1.

[IporpamMMHbIe CpeACTBa 3alUThl MPEJHA3HAYEHBI I BBIIOJIHEHUS] JOTMYECKUX U
MHTEIJICKTYadbHBIX (DYHKIMA 3allUThl M BKIIOYAIOTCA JIMOO B COCTAaB MPOrpPaMMHOTO
obOecrieueHUsT aBTOMAaTH3UPOBAHHOW WH(OPMAIMOHHOM CHCTEMBI, JHOO B COCTaB CPE/ACTB,

KOMIUIEKCOB U CUCTEM arlraparypbl KOHTPOJIS.

[TporpamMMHBI€e cpencTBa 3alIUTHI HH(OOPMAIMH SBISIOTCS HanOOJIee pacpoCcTpaHEHHBIM
BUJIOM 3alUTHI, 00JIajasi CIEAYIOIIMMH IOJIO)KUTEIbHBIMUA CBOWCTBAMHU: YHUBEPCAJIBHOCTHIO,
rHOKOCTBIO, TPOCTOTOM peanu3alii, BO3MOXHOCTBIO W3MEHEHHMS U pa3BuTHsi. JlaHHOe
00CTOSITENECTBO JIEIaeT MX OJHOBPEMEHHO U CaMbIMU YA3BUMBIMH JJIEMEHTAMHU 3aIIUThI
WH(OPMALIMOHHON CUCTEMBI MPEANPUATHUS.

ANNapaTHO-NPOrpaMMHbBIE CPEJICTBA 3alllMThl - CPEACTBA, B KOTOPBIX IPOrpaMMHBIE
(MHKpOTIPOrpaMMHBI€) U ammapaTHbIe YaCTH MOTHOCTHIO B3aUMOCBSI3aHbI U HEPA3ICTUMBI.

Kpunrorpadguueckue cpeacrtsa - cpeacTBa 3allMThl C IOMOIIbIO IPEOOpa3OBaHUA

uH(popmanuu (mudpoBanHue).
OpraHu3alvoOHHBIC CPEACTBA - OPraHW3AIMOHHO-TEXHUYECKHE W OpTraHU3aIOHHO-

IIPABOBbIE MEPONPUATHUS IO PETrJIaMEHTALlUY TOBE/IEHUS IEpCOHAIA.
3aKOHOJATENbHBIE CPEICTBA - IIPABOBBIE AKTBI CTPaHbl, KOTOPBIE PErVIAMEHTUPYIOT
IpaBUiIa MCIOJB30BaHMsA, OOpabOTKM M Mepefauyd MHPOPMALUU OTPAaHUYEHHOIO JOCTyNa M

KOTOPBIC YCTAHABJIMBAKOT MCPBI OTBETCTBCHHOCTH 3a HAPYIICHUC 3TUX ITPaBUIJIL.
MopallbHO-3THYECKHE CPEeJICTBA - HOPpMbI, TpaJulluu B O6H_IeCTBe, Halpumep: KOI[eKC

MpoQeCCHOHAIBHOTO MOBEIEHU WIeHOB Acconnanuu nojbs3oBareneit OBM B CIIIA.

Bce paccmoTpeHHBIE CpeicTBa 3alUTHI Pa3/IeeHbl HAa @opmaibHble (BBITOIHSIONINE
3amuTHBIE QYHKIIMHA CTPOTO TI0 3apaHee MpeayCMOTPEHHO mporeaype 6e3

HETIOCPEJICTBEHHOTO  y4YacThsl 4ellOBeKa) U «HegopmanvbHbley  (OTpenenseMbie
IeJICHAIIPABJIICHHOH JIeATEIbHOCTRIO YEIIOBEKA JIMOO0 PETJIaMEHTHPYIOIIHE ITY JCITSITLHOCTD).

Hns  peanuzanuu  Mep 0€30MAaCHOCTH  HUCHOJB3YIOTCS — pa3lUYHbIE MEXaHU3MBI
mudpoBanus (kpunTorpapu).

Kpunmoepagusa — 310 Hayka 00 00€CNEYeHHH CEKPETHOCTH WIH ayTEHTHYHOCTH
(TTOVIMHHOCTH ) TIEPEIaBAEMBIX COOOIIECHUH.

CymHOCTh KpUNTOTPadhUISCKIX METOJIOB 3aKITIOYACTCS B CIICTYIOIICM.

l'otoBoe k mepemadye cooOmieHne — Oyap TO JaHHBIE, peub JMOO TrpadudecKoe
N300pakeHNe JOKyMEHTa, OOBIYHO HA3bIBACTCSI OTKPHITHIM,

Jlnst  TpemoTBpalieHUsT HECAaHKIIMOHMPOBAHHOTO  JIOCTyNIa K  COOOIICHHIO  OHO
3ammu@poBbIBacTCI,  mpeodpasyicb B mMdporpaMMmy,  WIM  3aKpPBITBIA  TEKCT.
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CaHKUMOHMPOBAaHHBIN IOJIb30BATENb, MOJYYUB COOOLICHHE, NeMU(PYeT WM PacKpHIBACT €ro
MOCPEICTBOM OOpaTHOro MpeoOpa3oBaHMA KpUOTOrpaMMbl. BceneacTtBue dero moiydaercs
HCXOIHBIN OTKPBITHIN TEKCT.

udposanre MOXXET ObITH CAMMETPUYHBIM U ACUMMETPHUYHBIM.

[IepBoe OCHOBBIBA€TCSI Ha MCIIOJIB30BAHUU OJHOTO M TOTO K€ CEKPETHOIO KIIHoYa IS
mudpoBaHus U ACIIUPPOBAHHUS.

Bropoe xapakrepusyercs TeM, 4YTO g IIU(GPOBAHUS  HCIOJIB3YeTCS  OJIUH
OOIIEIOCTYIHBINA KITIOY, a JUIs Jemu(pOBaHUs — APYrol, SBISIOMIUNACS CEKPETHBIM, IPU 3TOM
3HaHUE OOIIEOCTYITHOTO KJIF0Ya HE TIO3BOJISIET ONPEAESIIUTh CEKPETHBIH KITIOY.

Hapsny ¢ mmdpoBanreM BHEAPSIOTCS CIEAYIONINE MEXaHU3MbI 0€301TaCHOCTH:

* DJIGKTPOHHAS IOJIIUCE;

* KOHTpOJIb JOCTYIIA;

* nyOnmupoBaHUE KaHAJIOB UHTEPHET CBA3H,

5) Ilo cytu snekTpoHHas noanuch (OI1) — 3To0 Hekas mocnenoBaTeIbHOCTh CUMBOJIOB,
KOTOpasi MOJy4YeHa B pe3yJibTaTe OINpe/leIEeHHOro npeoOpa3oBaHusl UCXOAHOTO TOKyMEHTa (MU
110001 Ipyroit nH(pOpMAIMK) TP MTOMOIIH CHEIHUATBHOTO MPOTPAMMHOT0 00ECIIeYeHUSI.

OIl nobGapnsercs Npu MEpPEChUIKE K MCXOAHOMY JOKyMeHTY. Jltoboe u3MeHeHue
HCXOJHOro JOKyMeHTa jenaet DIl HenelcTBUTENbHOI.

Buibl 271€KTpOHHOM MOANKCH: TPOCTast AJIEKTPOHHAS MOANNCH U YCUJICHHAs! DJIEKTPOHHAS
HOJNKMCh, KOTOpas, B CBOIO  OdYepelb, MOXET ObITh  KBWIM(UIUPOBAHHOM U
HEKBaIU()UIIUPOBAHHO.

e [IpocToll dSIEKTPOHHOM MOANMUCHIO SABJIAETCS  AJIEKTPOHHAs IOAIMUCH, KOTOpas
HOCPEJICTBOM HCHOJIB30BAHUS KOJOB, MapoJiel WM WHBIX CPEICTB MOATBEpKAAET (hakT
(dbopMHpOBaHUS IEKTPOHHOMN MOANNCH ONPEAECTICHHBIM JIUIIOM.

e HexkBammdunupoBaHHOW (YCHUIIEHHOM) 3JIEKTPOHHOMN TMOIMUCKHIO SIBISETCS SJIEKTPOHHAS
MOJIHUCH, KOTOpast:

1) momyueHa B pe3yinbTaTe Kpunrorpaduyeckoro mpeodpa3zoBaHus HH(OpMaIu ¢
MCII0JIb30BaHUEM KJIH0Ya 3JIEKTPOHHON MOAINCH;

2) NO3BOJISIET ONPENENUTD JIUIO, TOAMNNUCABIIEE JIEKTPOHHBIN TOKYMEHT;

3) no3BosisieT 0OHAPYKUTh (PAKT BHECEHUS! U3MEHEHHUH B 3JEKTPOHHBINA JTOKYMEHT IMocie
MOMEHTa €ro MOUCaHMUS;

4) co3gaercs ¢ UCMOIb30BAaHUEM CPEACTB 3JIEKTPOHHOM MOANHUCH.

o KpanuduiupoBaHHOW 5>JIEKTPOHHON MOANHUCHIO SBJISETCS AJIEKTPOHHAS TIOAIMMKCH,
KOTOpasi COOTBETCTBYET BCEM MPU3HAKAM HEKBATU(PHUIIMPOBAHHON AJIEKTPOHHON MOIIUCH
Y CJIEIYIOIIUM JOTOJHUTEIbHBIM PU3HAKAM:
1) KJ1104 IPOBEPKHU AJIEKTPOHHOM MOANUCH YKa3aH B KBAIU(DUIIUPOBAHHOM cepTU(UKATE;
2) [ Cco3JaHMs U TPOBEPKH DIIEKTPOHHOW MMOJMUCH HCIIOJIB3YIOTCS CpesiCTBa
AIIEKTPOHHOM  MOJIMUCH, TOJYYUBIIME TOATBEPXKICHHE COOTBETCTBHA  TpPEOOBAHMSIM,
YCTaHOBJICHHBIM B COOTBETCTBHUHU € HAcTOAUM DenepaabHbIM 3aKOHOM.
OIl mpenHa3zHaueHa A ayTeHTH(PHUKAIMY JTUIA TTOANKUCABIIETO 3JIEKTPOHHBIA TOKYMEHT
1 TI03BOJISIET OCYILECTBUTH!
- J0Ka3aTesbHOE MOATBEPKICHHE aBTOPCTBA JOKYMEHTa (MOT'YT OBITh MOJIUCAHBI MOJIS:
«aBTOp», «BHECEHHBIC U3MEHEHUS», «METKa BPEMEHM)
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- KOHTPOJb IEJIOCTHOCTH IEpPeIaBacMOro MOKYMEHTa (MpH JHOOOM CIIyd4ailHOM WU
NpeHAMEPCHHOM H3MEHEHHHM JOKYMEHTAa H3MEHHMTCS TMOJIHCHh CJICI0OBATEIbHO OHA CTaHET
HEJICHCTBUTEIIBHOM).

Bce aTu cBo¥icTBa 3JEKTPOHHOMN MOMUCH MO3BOJITIOT UCIOJIB30BATh €€ ISl CISIYIOLINX
LEeJIEn:

- JlekaprpoBaHie TOBAPOB U YCIYT (TAMOKEHHBIE JICKIapaiiu);

- Peructpanus caenok mo o0beKTamM HeIBUKUMOCTH;

- Ucnonp3oBanne B 0AHKOBCKMX CHCTEMaX;

- DIIEKTPOHHAS TOPTOBJIS U TOC3aKa3bl;

- B cucremax oOpariieHust K OpraHaM BJIaCTH;

-JIyst opraHu3auy PUANICCKH 3HAYMMOT'O 3JICKTPOHHOTO JOKYMEHTOO00POTa;

- B Oyxranrepusx npeanpusTHii pa3aIudHbIX GOPM COOCTBEHHOCTH.

B HacTosiiee BpeMst CyIiecTBYIOT CIIEyIOIINe YCTpoiicTBa XpaHneHus kitoda Ol
0 JIuckeTsl

(1 CMmapt-KapThl

(1 USB-6penok(eToken)

(1 Tabnerku Touch-Memory

6) JyOnupoBaHwe KaHaJla WHTEPHET M CXKATHEC HWHQPOPMAIUH TIO3BOJISICT TOBBICUTH
HAJIKHOCTh CHCTEMBbI B CIIy4ae OTKa3a WM IMeperpy3ku KaHamaa cBsizu. OTMETHM TUMHUYHbBIC
HEJIOCTATKH, MPUCYIIUE CHCTEME OE30MaCHOCTH SKOHOMUYECKUX OOBEKTOB:

. y3KO0€, HECUCTEMHOE TIOHMMAaHUE MPOOJIeMbI O€30MaCHOCTH 00BEKTA,

. npeHeOpexkeHne MpouIakTUKod yrpos3, padora mo mnpuniuny «llosBunach
yrpo3a - HAUMHAEM €€ YCTPaHITh;

. HEKOMIIETCHTHOCTh B JKOHOMHKE O€30MacHOCTH, HEYMCHHE COIOCTABIISITH
3aTpaThl U pe3yibTaThI;

. «TEXHOKPAaTHU3M» PYKOBOJCTBA M CIICIIHAIMCTOB CIIY)KOBI 0€30MacHOCTH,
MHTEPIIPETAINS BCEX 3aa4 Ha sI3bIKE 3HAKOMOM UM 00JIacTH.

KonTpoJsabHbie Bonpockl Kk Teme 4

Ha3zoBuTe 0CHOBHBIE MPUHLUIIBI TOJIUTUKN OE30MACHOCTH.

Yo o3HavaeT NPUHLIHKII SLIETOHUPOBAHHOCTH 0OOPOHBI?

Kakwue Bonpocs! orpaxkatorcs B Konneniuu nHpopmanoHHoi 6e30nacHOCTH?
UTto BKIIIOYAET MOJUTHKA 0€30MMaCHOCTH BEPXHETO YPOBHs?

Kak oprannsoBaH yaaleHHbIN JOCTYI K CEPBUCY?

UYro BKIHOYAET MOJUTUKA YIIPABICHUS NApOIIMA?

Kak olleHUTh pUCKH peann3aiuy yrpo3 nHpopmanun?

©ONOoGaRWDdDE

Kakue sTarbl BbIIENAIOTCS B )KU3HEHHOM IMKJIe HH(POPMALMOHHOTO cepBUca?
Ha xaxux npuniunax 0azupyercs CUCTEMHBIN MOAXO0/ K 3amuTe HHpopmauu?
10 Kak obecnieunBaercs ynpasiieHHe JOCTYIOM?

11. Kaxue nporpammHble CpeCTBa UCTIONb3YIOTCs 115 1B?

12. B yeM oTi4Hsi METO/Ia IPUHYKICHUS OT METO/1a TOOYKICHUS?

13. YUewm 3anumaercs kpunrorpadus?

14. Yto Takoe 31eKTpOHHAs MOJIKCH U 7S YEr0 OHA UCIIOJIb3yeTCs?
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TecThbl K TEME 4

1. IIpuHUMIIOM MOJTUTHKHU 0€3011ACHOCTH SIBJISIOTCSH:
A. Ornopa Ha COOCTBEHHBIE CHIIBI;

b. Ycunenue camoro ciaboro 3BeHa;

B. JlemokpaTtuueckuii LIEHTPAIU3M.

2. [IpyHIMI CHCTEMHOCTH 03HAYAET:

A. KoMIuiekCHBINM aHalIu3 yrpo3, CPEACTB 3aITUTHI OT ATHX YTPO3;
b. IIpo3padyHocTh AJ1s JIETalbHBIX MTOJIb30BaTENEH;

B. DiienoHMpoBaHHOCTH 0OOPOHBI.

3. lHosmuTrKa 0€30MACHOCTH pa3padaTbIBaeTCsl MPUMEHUTEIbLHO K
A. OnHOMY BEpXHEMY YPOBHIO YIIPaBJICHHUS;

b. TpeM ypoBHSM ymipaBieHus (BEpXHEMY, CPETHEMY U HUKHEMY);
B. Pemenunro akiinoHEpOB KOMIIAHUH.

4. IIporpamMma 0€30aCHOCTH CHHXPOHHM3HPYETCH € )KU3HEHHBIM IUKJIOM CHCTEMbI?
A. na;

b. met;

B. otuacru.

5. B noaunTnke 0e30MacHOCTH OCHOBHBIM NPUHLIMIIOM SIBJISIETCH YCUJIEHHE CaAMOI0
cJ1adoro 3BeHa?

A. Her:

b. na;

B. oTtgactn.

6. B mosiuTHKe 0€30MaCHOCTH He J0JIKHA ObITh:

A. HEBO3MO>KHOCTh MUHOBATh 3aIIUTHBIE CPE/ICTBA;

b. paznenenue o0s3aHHOCTENH;

B. BO3MOXXHOCTB Tiepexo/ia B HeOe30MacHOE COCTOSTHUE.

7. KouHTpoab ueqocTHocTH mnporpammHoro odOecnedenuss HE mnposoaures ¢
MOMOIUbIO:

A. BHEUIHHMX CPEJCTB (IPOrpaMM KOHTPOJIS LIETOCTHOCTH);

b. BHyTpeHHUX cpeicTB (BCTPOSHHBIX B CaMy MPOTrpamMmy);

B. xpunTorpaduueckux cpeacTs.

8.Kakoii moaxoa k odecrnieueHu10 6e30nMacHOCTH HHGOPMALMHU He CylIecTBYeT?
A. KOMITJIEKCHBIN;

b. dbparmenTapHslii;

+B. TeopeTnueckuil.

9. Kpunrorpadgus —370..?
A. Hayka o mudpoBaHuu (mpeoOpa3oBaHUM) HHPOPMALIUY;
b. Hayka o Bupycax;
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B. Hayka 00 nHGOpMAIIMOHHBIX BOMHAX.

10. KpunTorpaguueckue cpeacrsa — 3T1o..?

A. periiaMeHTanusi MpPaBUJ MCIONb30BaHUSA, 00pabOTKM W mepedaud uHGOpMaALUU
OTPaHUYEHHOTO JIOCTYIIA;

B. cpencrBa 3ammThl ¢ momMoIkko npeodpasoanus nHpopmanuu (mmdpoBanwue);

B. cpencTBa, B KOTOPBIX IPOTrPaMMHBIE U allllapaTHbBIE YAaCTH MOJHOCTHIO B3aMOCBS3aHbI.

11. ludgpoBanue ¢ CHMMETPUYHBIM KJIIOUYOM MpeanoJaraer, 4ro..?
A. HCIIONTL3YIOTCS JIBa Pa3HBIX KIIIOYA,

b. 00a kit04ya 0IMHAKOBBHI;

B. HEBO3MOKHO OTKa3aThCsi OT aBTOPCTBA.
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Tema 5. Opranusanusi cucTeMbl 3aIUTHI HHPOpPMaLUU

1. Opranm3anuonHoe ooecneyeHrne HHHOPMAITMOHHONW O€30MTaCHOCTH
2. 3ammuTa uHdopmaruu B IHTEepHET.
3. DTalibl MOCTPOEHUS CUCTEMBI 3aIUTHl UH(POPMALIUH.

1. Opranu3anuoHHoe odecnevyeHue HHPOPMAIMOHHOH 0e30MaCHOCTH

Beiensaor 4 ocHOBHBIE 3a7jauil OPraHU3aLMOHHO-YIIPABIEHUYECKOM 1eATeIbHOCTU B cepe
MH(POPMALIMOHHON 6e30MacHOCTH: obecrieueHre KOMIUIEKCHOCTH BCEX PEIICHUH, pean3yeMbIX B
nporecce obecrnedyeHus HH(OPMAIMOHHOM 0€30IacHOCTH; O0ecreueHHe HENpPEepPbIBHOCTH U
[IEJIOCTHOCTU TIPOLIECCOB MH(POPMALMOHHOM OE30MaCHOCTH; pELICHWE METOIUYECKUX 3ajad,
JeKamux B ocHOBE 3(pPeKTUBHOTO ympaBieHUs MH(POPMAITMOHHONW 0€30MacHOCTHIO (BOIIPOCOB
yIIpaBJICHUS] PUCKAMH, SJKOHOMHYECKOTO MOACITUPOBAHUS H T.II..).; YIIPABICHHE YEIOBEYECKIMHU
pecypcaMd H TIOBEJCHHEM TIepCOHala C YYEeTOM HEOOXOJMMOCTH peIIeHUs 3a1ad
uHpopMaLMOHHOM Oe3onacHocTu. [Ipu 3TOM NaHHbBIE 3aaY JOJKHBI pelIaThbCs B KOMILIEKCE U
HenpepbiBHO [36].

VYnpaBiaeHue YeNOBEUYECKHMH pecypcaMd B paMKax YHpaBieHHs HHPOPMALMOHHOM
0€30I1aCHOCTBIO BKJIIOYAaeT B ceOs KOMIUIEKC 3a/la4, OXBATBIBAIOLIUI BCE OCHOBHBIE ACHEKThI
NEeSTeIbHOCTH JIIOACH: OTOOp H JONMYCK TepcoHayia st pabdoThl €  OINpelneJeHHBIMU
UHPOPMALIMOHHBIMH ~ pecypcamu, OOydeHHe, KOHTPOJIb  TMPABMIBHOCTH  BBIOJHEHHS
00s13aHHOCTEH, co3/1aHNe HEOOXOAMMBIX YCIOBHH s pa®otel u T.1. Ilog opraHM3anMOHHBIM
o0ecrieyeHHEeM U MEHEIKMEHTOM B chepe MHPOpPMAIMOHHONW 0€30macHOCTH OOBIYHO TMPHUHSITO
NOHUMAaTh pelIeHHe YNPaBIEHYECKHX BOMNPOCOB HAa YPOBHE OTIENBHBIX CYOBEKTOB
(mpennmpuATUi, OpraHu3aluil) WIM Tpynn TakuX CyObeKTOB (IapTHEpPOB MO Ou3Hecy,
OpraHu3alii, KOTOpble COBMECTHO pELIAIOT OINpe/eieHHbIe 3aJauyM, TpeOyroIue 3aiuThl
urdopmarmn) [12].

Opeanuzayuonnoe obecneyenue - 3TO periJaMeHTAIHsI TPOU3BOJACTBEHHON JEATEIbHOCTH U
B3aUMOOTHOIIIEHUN HCIIOJIHUTENIEH Ha HOPMATHUBHO-TIPABOBOM OCHOBE TaKUM 0OOpa3oM, 4YTO
pasriameHue, yredyka ¥ HECaHKIMOHHWPOBAHHBIN JOCTYN K KOH(PHICHIHMATBHON HH(OpMAIm
CTaHOBSITCS HEBO3MOXHBIMHA WJIM CYIIECTBEHHO 3aTPYAHAIOTCS 3a CUET NPOBEIEHUS
OpTraHU3aIMOHHBIX MEPOIPUSTHIA.

OpraHu3anoHHOe oOeclieueHue KOMITBIOTEPHOM O€30MacHOCTH BKJIOYaeT B cels psin
MEPONPHUATHI:

*  OpraHu3alMOHHO-a/IMUHUCTPATHUBHBIE;

*  OpraHU3alMOHHO-TEXHUYECKUE;

*  OpraHU3aIOHHO-DKOHOMHYECKHE.

Opraan3anroHHO-aIMIHACTPATUBHBIE MEPOIIPHUSTHS TIPEAIIONIATAOT:

*  MHUHHMH3AIMUIO YTEUYKH HHPOPMAIIMY Yepe3 MepcoHall (OpraHu3aus MEpOTIPUSTHIA TIO
no00py U PacCTaHOBKE KaJpOB, CO3/IaHUE OIarOMpHUATHOTO KJIMMAaTa B KOJUIEKTUBE H T. 11.);

*  OpraHu3alMio CHEUUAIbHOTO JIEJTONPOM3BOJCTBA M JIOKyMEHTOOOOpoTa  JJist
KOH(HICHIIMATBHON MH(OPMAIMH, YCTAHABIUBAIOIIUX  MOPAI0K

MOJTrOTOBKH, UCIIOJIb30BAaHUS, XPAaHEHHUS, YHUUTOKEHHS u yJera

JOKYMEHTHPOBaHHON MH(OPMAIIUH Ha JIIOOBIX BUaX HOCUTENEH;

*  BBIJGJIECHUE CIEUUAIbHBIX 3allUIIEHHBIX IOMEUICHUN s pa3MEIleHUsl CpeiCTB
BBIUUCIIUTEIbHON TEXHUKH U CBS3H, a TAKXKE XpaHEHUs1 HOCUTENEH nH(popMaLuu;
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*  BBIJCIICHUE CHEIUAIBHBIX CPEACTB KOMIBIOTEPHOH TEXHHKH Ui 00pabOTKH
KOH(UICHIIMATEHOW HH(DOpMALINY;

*  OpraHu3alUI0 XpaHEHUS KOH(UICHIMAILHON WHGOpPMAIMU Ha MPOMAPKUPOBAHHBIX
OTUYXKJAeMbIX HOCUTEJIAX B CHEHAILHO OTBEACHHBIX JUIS 3TOU L[EIN MecTax;

*  HCHONb30BaHHE B paboTe cepTUPHUIMPOBAHHBIX TEXHUYECKMX M IMPOTrPAMMHBIX
CPEICTB, YCTAHOBJICHHBIX B aTTECTOBAHHBIX MMOMEIIEHUAX; OPIraHU3AIMI0 PETJIAMEHTUPOBAHHOTO
JOCTyNa IMoJb3oBaTeNeil K paboTe co CpelcTBaMU KOMIBIOTEPHOM TEXHUKH, CBS3HM U B
XpaHUJIHIIE (ApXUB) HOCUTENEH KOHPUACHIINATHLHOU HH(POPMAIINH;

*  YCTAHOBJICHHME 3alpeTa Ha MCIOJIb30BAHUE OTKPBITHIX KAHAJIOB CBS3U MJIs NEpenayu
KOH(HICHIIMATBHOI HH(pOpMAIHH;

*  KOHTPOIIb COONIOACHUS TPeOOBAHMH MO 3anuTe KOH(UISHIINATLHON HHDOpMAIIHH.

Cucrema OpraHu3allMOHHBIX  MEpPONPUATUHN, HANPABIEHHBIX HAa  MaKCHMAaJbHOE
MpeloTBpaleHIe YTeUKH HH(pOpMAaLK Yepe3 MepcoHa BKIIYAET:

* OLEHKa Yy MPETeHJICHTOB HAa BaKaHTHBIE JOJKHOCTH MPH MOJOOpE KaJpOB TaKUX
JUYHOCTHBIX Ka4eCTB, KaK MOPSI0YHOCTh, HAJCKHOCTh, YECTHOCTD U T. JI.;

*  OrpaHUYCHHE Kpyra JIUII, JOMyCKaeMbIX K KOH(PUACHIINAILHOU HH(POpMAIIUY;

* TpOBEpKa HAJEKHOCTH COTPYIHHUKOB, JOMYCKAEMbIX K KOH(PHUACHIIMAIbHOU
uH(pOpMaIi, TUCBMEHHOE 0(hOpMIICHUE JTOTTYCKa;

*  pa3BUTHE W MOJJCPKAHUC y PAOOTHUKOB KOMIIAHWH KOPIIOPATUBHOTO JTyXa, CO3JAHHE
BHYTpPEHHEH cpefibl, CIIOCOOCTBYIOMICH MPOSIBIICHUIO Y COTPYJAHUKOB YyBCTBA MPUHAICKHOCTH
K CBOEH Opranu3anuu, HO3UTUBHOTO

OTHOIICHHUS YEJIOBEKA K OpraHU3alluu B IEJIOM (JIOSITBHOCTb );

* TMpPOBEACHHE HWHCTPYKTaXa paOOTHHUKOB, VYYaCTBYIOIIMX B  MEPOIPUSTHUSX,
HEMOCPEJICTBEHHO OTHOCSIIUXCS K OJHOMY U3 BO3MOXKHBIX KaHAJIOB YT€UKU WH(OPMAIIUH.

Bce nuna, npuarmaembie Ha pabOTy, TPOXOAIT HHCTPYKTAX W 3HAKOMSITCS C TTAMSITKON O
COXpaHEHUU CIY)KEeOHOW WM KoMMepueckol TaiiHbl. [lamsTka paspabarbiBaeTcs CHUCTEMOM
0€30MacHOCTH C YYETOM CTeU(PUKN OPTaHU3aIUH.

CoTpyIHUK, TOJMYYUBIIUNA JOCTYN K KOH(UIAEHIMAIHLHOW WH(OpPMAIUU, MOJIMHUCHIBAET
WHANBUAYyallbHOE THUChMEHHOE 00s3aTenbcTBO 00 ee HepasriameHuu. (0s3aTeNbCcTBO
COCTABJISIETCS B OJTHOM 3K3EMIUIIPE U XPAHUTHCA B JIMYHOM JIeJI€ COTPYJHUKA HE MEHee 5 JeT
MocJie €ro yBoJibHEHMs. [Ipu yBOJNBHEHHMH M3 OpraHU3allUd COTPYAHUKOM JaeTCs MOAMMCKA.
OyHKIMK OTOOpaHMsl 00s3aTeNbCTBA U TMOMANUCOK BO3JAralTcs Ha KaJapoBbI ammapar
OpraHu3aIu.

Cnyxamuii OpraHu3alyy, TOAMKUCHIBas TOJO0HOTO poja JOKYMEHT, JOJDKEH YeTKO
MPEACTABISIT, YTO KOHKPETHO W3 KOH(PUIACHIMAIBHOW WH(OpMANUU SBISETCS TaWHOU
opranu3ani. B ToMm uymcie mo 3Tod NMpuYMHE HEOOXOIUMO, YTOOBI BCs KOH(UIEHIIMATbHAS
uHpopmarus Obia 000cOOTeHAa OT OCTalbHBIX CBEIEHUW, a JOKYMEHTHI, €€ COJepiKallue,
HOCHJT COOTBETCTBYIOLTUH TpHU.

Hcnonp3oBaHue 00s3aTENCTB O COXpPaHEHWH KOH(MUIACHIMATBHOW HH(POpPMAIUH
MO3BOJIIET OOECHEYUTh €€ FOPUIMYECKYI0 3allUTy, K KOTOpOW HMeeT (MM HMMeN) JTOCTYII
MEPCOHAJI OpraHU3aI1H.

Bce pykoBomuTenu, COTPYIHHUKM W TEXHUYECKHH TEPCOHAN JIOJDKHBI OBITh OXBAaYCHBI
PETYISIPHONM MOATOTOBKOM MO BOIpocaM olecreueHuss nHPpopMannoHHoN Oe3omacHocTH. [Ipu
ATOM JIOJDKHO OBITH JIBa BHJIa O0YUYEHUS: IEPBOHAYAIHHOE U CHCTEMAaTUIECKOE.
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C YBOJIbHAIOIMIUMUCA COTPpYAHUKaAMU MMPpOBOAATCAH 6€CCIILI, HaIpaBJICHHLIC

Ha

NpeOTBpAllleHUE pas3riameHnss KOH(UIeHIMANbHOW HH(pOpMaMU. DTH 005A3aTENbCTBA, Kak

IIPaBUJIO, MOAKPEIUIIOTCS COOTBETCTBYIOLIEH IIOAITUCKOM.

OpFaHI/I3aHHeI>'I KOH(bI/II[eHHI/IaJ'IBHOFO ACIIOIIPONU3BOACTBA ABJISACTCA:

*  JIOKyMEHTHPOBaHME MH(OpPMAIUU;
*  yd4eT JOKYMEHTOB M OpraHu3alus JOKYMEHTO000poTa;

® obOecrieueHue HAACKHOT'O XpaHCHUA TOKYMCHTOB,

° IMPpOBEpKa HAJINYHA, CBOCBPEMCHHOCTHU U MPABUJIBHOCTHU UX HUCIIOJIHCHUS,

° CBOCBPCMCHHOC YHUYTOKCHNEC JOKYMCHTOB.

B Tabn. 4 wW3NOXKEHBI OpraHU3aIMOHHBIE MEPOIPHATHS, OOECIEUYHUBAIOIINE 3aIIUTY

JOKYMEHTaJIbHOH HH(OpMAIHH.

Taoauna 4

Oobecneuenne HHGOPMAMOHHON 0€30MIACHOCTH OPraHU3ALUMA

CocTaBHBIE YaCTH

DOYyHKUNH

Cnoco0b!I BLINIOJTHEHUSA

Hcknrouenue u3
000poTa T0KyMEHTOB,
MOTECPABIINX HEHHOCTDH

1eJIONPOU3BO/ICTBA odecnneyenust Ub npn
JlOKyMEeHTHpOBaHHE [Tpenynpexnenue: Onpenenenue nepeyHs
- HEOOOCHOBAHHOT'O JIOKYMEHTOB
U3TOTOBJICHUS Ocy1iecTBieHre KOHTPOJIA 32
JIOKYMEHTOB; COJIepKaHNEM JIOKyMEHTOB U
- BKJIFOYEHHE B CTETIEHU
JAOKYMCHTEIL KOH(bI/II[CHIII/IaJII)HOCTI/I
U30BITOYHOMN coJiepKaHus
KOH(UICHIIMATEHOM Omnpenenenue pearbHOU
uHpOpMaILnH; CTETEeHU
- HEOOOCHOBAHHOTO KOH(UIEHIMATBHOCTU
3aBbIIIEHHS CTENIEHU CBE/IEHUH, BKJIIOUCHHBIX B
KOH(bI/I)IGHHI/IaJ'IBHOCTI/I JOKYMCHT
JIOKYMEHTOB; Ocy1iecTBieHrEe KOHTPOJIA 32
- He0OOCHOBAHHOM Pa3sMHOKEHHEM H PACCHUIKOM
pacChIIKU JIOKYMEHTOB
'YueTr TOKyMEHTOB IIpenynpexnenue KoHntpous 3a
yTpathl (XUILEHNS) MECTOHAXO0KACHUEM
JOKYMCHTOB JOKYMCHTA
Opranuzanus [Tpenynpexnaenue: YcraHoBiieHue
ITOKYMEHTO000pOoTa - HeOOOCHOBAHHOTO pa3pemunTeNnbHON CHCTEMbI
O3HAKOMJICHUS C JIOCTYTIA UCTIOJIHUTENEH K
JOKYMCHTaMMU; JOKYMCHTaM
- HEKOHTPOJIUPYEMOH YcraHoBieHHE OPSAKA
nepeaay 10KyMCeHTOB npueMa-nepeaadn
TOKVMEHTOR MEYITV
XpaHeHue Obecneuenue Beinenenue crenuanbHO
ITOKYMEHTOB COXPaHHOCTH 000pyTOBaHHBIX TIOMETIICHHHA
JIOKYMEHTOB JUIS XpaHEHHUs JOKYMEHTOB,

HCKIIIOYAIMMUX JOCTYII K HUM
IIOCTOPOHHUX JIUI]
VYcraHoBiIeHUE opsiiKa
MOoATOTOBKH JOKYMCHTOB JJIA
YHUUTOXKEHUS
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'YHHUYTOXEHNE Uckmouenne gocrymna kK Ob6ecrieueHre HEOOXOUMBIX
IOKYMEHTOB OYMa)KHOU «CTPYKKE» YCJIOBUM YHUUYTOKECHHUS
OcymiecTBiIeHUE KOHTPOJIS 32
MPaBUILHOCTBIO U
CBOEBPEMEHHOCTHIO
YHUYTOXKEHHUS IOKYMEHTOB

KOHTpoOJIb HanIM4us, KoHTtposs Hannuus YcraHoBieHue nopsiika
CBOEBPEMEHHOCTH U JIOKYMEHTOB, MIPOBEJICHUS HATMYHS
MPaBUIBHOCTU BBITIOJIHEHHUS JOKYMEHTOB H MOPSAKA UX
MCIIOTHECHUS TpeboBaHuit 00pabOTKH, 00paboTku
ITOKYMEHTOB y4yeTa, UCTIOJHEHUS U

caauu

[Tpu BIOOpPE U 0OOPYAOBAHUM CHELMATBHBIX 3ALIUILEHHBIX TOMEIEHUH A pa3MeLeHUs
CKT u cBsi3u, a Takke XpaHEHUs HOcUTeled MH(OpMalMM PEKOMEHAYETCS NMPUAEPHKUBATHCS
crenyrommx TpeboBanuid. OnTUMambHOW (QOPMOI MOMEUICHHs SBISIETCS KBaJpaTHAas WU
Osn3kas k Hell. [lomenienre He JOHKHO ObITh IPOXOAHBIM JJIs1 00€CIIEUeHHsI KOHTPOJIS AOCTYIIA,
JKEJIaTebHO pa3MellaTh €ro HEeJaleKo OT IOCTOB OXpaHbl, YTO CHMIKAET LIAHCHI HE3aKOHHOI'O
IIPOHUKHOBEHUS.

[Tomemenue NOMKHO ObITH OOOPYIOBAHO IMOKAPHOM M OXpPaHHOM CHrHaJIM3aLUeH,
CUCTEMOW MOXXKapOoTylLIeHHs, pabouyuM U aBapUHHBIM OCBEIEHHEM, KOHAMLHMOHHPOBAHUEM,
CpenCcTBaMu CBS3H.

Paboune nomemieHus: TOMKHBI OBITH 3aKPBITHI OT IOCEIIEHUS MOCTOPOHHHUX Jull. Beex
NOCETUTENEN (KpOME JIETIOBBIX ApPTHEPOB) JOKHBI BCTPEUaTh U CONMPOBOXKAATH 10 TEPPUTOPUU
¢bupmbl paOOTHMKHM KaJpOBOrO ammapaTa, cilykObl OezomacHocTH Wi oxpanbl. [loceturensm
B3aMEH YJIOCTOBEPEHMM JIUYHOCTH, BBINAIOTCS Pa30BbIe KAPTOUKU TIOCTHA, pa3MelllaeMble Ha
TPyAM WIH JlallKaHe Nukaka. VIcKirodaeTcss JOCTyll IOCTOPOHHUX JIML B XPaHWIMILA
KOH(HIEHIIMATIBHBIX JOKYMEHTOB, 3aJl COBELIaHUH, OT/e]l MapKETHHTa, CIIy*)0y 0€301acHOCTH U
T.J.

XpaHeHue KOH(UACHIUATLHOW HH(POPMALMHU, IOJYYEHHOH B pe3yiabTaTe pPe3epBHOIO
KOIMUPOBAHUsA, JTOJDKHO OCYILECTBIIATHCS HAa MPOMAapKUPOBAHHBIX OTUYKIAEMBIX HOCUTEISX B
CIIELMAJIbHO OTBEICHHBIX JUJIS ATOM LIEJIN MECTax.

KoMIutekc opraHn3aliioOHHO-TEXHUYECKUX MEPOIPUATHI COCTOUT:

* B OIPaHMYEHMH JIOCTyIA MOCTOPOHHUX JIMI] BHYTPb KOpITyca 00OpPYJOBaHUS 3a CUET
YCTaHOBKH Pa3JIMYHBIX 3AIIOPHBIX YCTPONCTB U CPEACTB KOHTPOJIS;

. B otkmoueHun ot JIBC, Internetrex CKT, koTopeie He cBsi3aHbl ¢ paboTOil ¢
KOH(pHIEHIIMATBHON HH(OpMaIHel, THO0 B OpraHU3alMi MEKCETEBBIX IKPAHOB,;

* B OpraHM3allldd IepeJayd Takol HH(OpPMaluM MO KaHajaM CBSI3U TOJBKO C
WCITOJIb30BAaHNEM CIIEIMAIIBHBIX NMH)KEHEPHO-TEXHUYECKUX CPELCTB;

* B OpraHu3allid HEUTpaJdu3aluu yTeYKd HHGPOpMAlUU MO 3JIEKTPOMArHUTHBIM H
AKyCTUYECKHM KaHajam;

* B OpraHu3aluy 3alIUThl OT HABOJOK Ha DJIEKTPUYECKUE LIENU Y3JI0B U OJIOKOB
aBTOMATH3UPOBAHHBIX CHCTEM 00pabOTKH HH(OPMAIINH;

* B NPOBEACHUM HMHBIX OPraHU3alMOHHO-TEXHUYECKUX MEPOINPUATUH, HAIpPaBICHHBIX
Ha obecrieueHre KOMIIbIOTEpHON 6€30acHOCTH.
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OpeaHu3auu0HHO-mexHuuecxue meponpusimus o 00eCIIeYeHHIO KOMHBIOTCpHOI\/JI
0e30MmacHOCTH npeanojaraloT akKTHUBHOC HMCIOJB30BAHUC HWHIKXCHCPHO-TCXHUYCCKUX CPCACTB

3aIUTBHI.
Hampumep, B OTKPBITBIX CETSAX Ui 3alllUTHl WHGOPMAIIMA TPUMEHSIOT MEXCETEBBIC
skpanbl (MD).
Mesiccemesvie  9Kkpambl - 3TO  JIOKAIBHOE WM  (DYHKIIMOHAIBHO-pPACIIPEICIICHHOE

IpOrpaMMHO-aNIapaTHOE  CPEACTBO  (KOMIUIEKC CpPEICTB), peaJu3ylollee KOHTPOJIb 3a
uHpopManuel, MocTynauei B aBTOMAaTH3UPOBAHHbBIE CUCTEMBI WIIM BBIXOJISIICH U3 HUX.

[IpoBeneHne  OpraHM3allMOHHO-3KOHOMMUYECKHX  MEPONPUATHH 1O  00ECHEYEHHUIO
KOMITBIOTEPHOI 0€30MacHOCTH MPEAIoJIaraeT:

*  CTaHJApPTHU3AIMIO METOJIOB U CPEJICTB 3alIUTHI HHPOPMALINN;

*  CepTU(UKALMIO CPEICTB KOMIBIOTEPHOM TEXHMKM M MX ceTeil 1o TpeOoBaHUSAM
nH(pOpMaIMOHHOM 0€301MacCHOCTH;

*  CTpaxoBaHM€ MH(DOPMAIIMOHHBIX PHUCKOB, CBSA3aHHBIX C (QYHKIHMOHUPOBAHUEM
KOMIIBIOTEPHBIX CHUCTEM U CETEH;

*  JIMLEH3UPOBAHME ACATEIBHOCTU B cpepe 3auThl HHGOpMaIUH.

HHKeHepHO-TeXHUUECKOe 00ecTieueHue KOMITbIOTEPHOM 0€3011aCHOCTH - 3TO

COBOKYITHOCTb CIEIUAJIbHBIX OpPraHOB, TEXHUYECKUX CPEACTB U MEPONPUSITUA IO HUX
HCTIOJIB30BAaHUIO B HHTEpecax obecreyenus 6e3onacHocTy npenmnpusarus (101).

[To obnactu nmpuMeHEHHUs] TEXHUYECKUE CPEICTBA NMPOTUBOJACHCTBUS MOJApa3AesoTCs Ha
JIB€ KaTErOpHHU:

1. Yempoticmea naccugnoz2o npomueooeiucmeust:

*  JIETEKTOpBI paAMOU3IydEHUN;

*  CpencTBa 3alUThl HIOMELIEHUH;

*  CpeiacTBa 3alUTHI TeNe()OHHBIX annapaToB U JUHUH CBS3U;

*  cpenacTBa 3alUThl UHPOPMAILIMU OT YTEUKU N0 ONTHYECKOMY KaHaIy;

*  IeHepaTopbl aKyCTUYECKOTO LIYyMa;

. CPEICTBA 3aIIUTHI KOMIIBIOTEPHON TEXHUKHU U NepUPEPUMHBIX YCTPOUCTB U AP.

2. Vempouicmea akmuno2o npomugooeticmeust:

*  CHCTEMBI IIOMCKA U YHUUTO)KEHUSI TEXHUUYECKUX CPEACTB Pa3BEIKH;

*  YCTpOICTBa IOCTAHOBKH IIOMEX.

IIpuHuuner obdecnedyennss MHPOPMANMOHHON 0€30IIACHOCTH HA OCHOBE MHKCHEPHO-
TexHn4yeckoro odecnedenuss (MTO). IIpotuBoaelictBue yrpo3am HECAaHKIIMOHUPOBAHHOTO
noctyna K wuHopMmanuu (yTedke) ¢ TIOMOINBIO CHEIHATBHBIX TEXHUYECKUX CPEICTB
OCHOBBIBAETCSI Ha JABYX KIIIOUEBBIX HAESX:

- nukBujanus (ocnalreHue) KaHajaa yTeukd HHpOopMalny;

- HCKIIIOYEHUE BO3MOXHOCTH 3JIOyMBIIIJIEHHUKAa TPUHUMATh W  BOCIPUHUMATH
UH(OPMAILIHIO.

Metoabsl oGecnieyeHusi MHGPOPMANMOHHONH 0€30MACHOCTH OPraHM3alUMM HA OCHOBE
HUTO. Mertonsl obecrnieyeHuss MHPOPMAIMOHHONW 0€30MaCHOCTH OpraHM3allid B YacTH yrpo3
HCJ] x unbopmanuu peanu3yioT BbIIIEH3I0XKEHHbIE NMpUHIMINBL [IpoTuBOAElicTBHE yTeuke
(HCJI) nadopmanmu ocymiecTBIsETCS METOIOM CKpBITHS nHpopmanmu. Ha puc. 12 mpuBenena
KJlaccupUKalus MeTofoB olecredeHus HHGOPMallMOHHONW Oe30MacHOCTH, OCHOBAHHBIX Ha
MCIIOJIb30BaHNUHN MH)KEHEPHO-TEXHUYECKUX CPENICTB.
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Merop! obecrevdeHHs] THPOPMAIOHHOH
5e30MacHOCTH TeXHHUECKHMH CPe/ICTBAMH

OxpaHa UCTOUHHUKOB CKpEIThIE CHTHAITBI
HHOPMATTHH. |
JloITyCK K MCTOYHHMKAM | |
HupopMaIMoHHOE DHEpPreTHIeCKoe
CKPBITHE CKPBITHE
Macxkupopka JlesundopMupoBarie OcnaGnenue 3amrymiaeHue
CHTHAJIA

1. IIpeacrapnenne
HH(OpMAIHU B BHJIE 1. YMeHbIIeHHe YPOBHS MackupopaHue
Hey toGHom st HCJL, CHIHANIA Ha BBIXOJIE CHI'HAIIA IIYMOM
2. Kpurrrorpadrrieckoe HUCTOUYHHKA HH(pOpMAIHH.
npeoGpasoBaHie 2. dusnyeckoe yerpaHeHue
uHpopmarmu TiepeIaTHHKa KaHaJa.

3. Ocnabnenue cUrHaia B
TpaKTe PacIpoCTPaHEeHHs.
4. dusnyeckoe yerpaHeHUe
TpaKTa pacipocTpaHeHUs
Puc. 12. Knaccuduxamus metooB odecnedenusi HHPOPMAIHOHHON 0€30MaACHOCTH HA

OCHOB€ TEXHUYECKHUX CPEACTB

Jnst 3¢ (heKTHBHOTO MPUMEHEHUSI TEXHUYECKUX CPEICTB obecneueHus] HHPOPMAIUOHHOM
0€30MacHOCTH  HEOOXOIMMO KOMIUIEKCHOE IPOBEJECHUE OpPraHMU3allMOHHBIX (B 4YacTH
TEXHUUYECKUX CPEACTB), OPraHM3aLMOHHO-TEXHUYECKMX M TEXHUYECKUMX Meponpusatuid. B
HacTosIllee BpeMs CYLIECTBYET pa3BUTBIA apceHal Mep M CpPeACTB  o0ecreyeHus
uHpOpPMaLMOHHOM Oe3omacHocTH OT Bo3aeWcTBus yrpo3 HCJl. Muorue M3 HHUX SIBISIOTCS
JIbTEPHATUBHBIMH, TO3TOMY HEOOXOAUMO BBIOpATh UX ONTUMAJIbHBIA COCTAB.

Jns  BbIsBIEHHUS yTeUKH HWHGOpMalMM HEOOXOAWM CHCTEMAaTUYEeCKUH KOHTPOJb
BO3MOXXHOCTH 00pa30oBaHUsl KaHAJIOB YTEYKU M OLIEHKHM HX HSHEPreTHMYECKOH OMAacHOCTH Ha
rpaHULaX KOHTPOJIUPYEMOM 30HBI (TEPPUTOPHUU, TOMELICHHUS).

OaHMM U3 OCHOBHBIX HAIlpaBICHUNW TNPOTUBOACHCTBHUS yTeUkKe HMHPOpPMALUU IO
TEXHUYECKUM KaHalaM U obecreueHHss 0e30MacHOCTH HMH(POPMAIMOHHBIX PECYpCOB SIBIISETCS
npoBesieHue cnenuaibHbIX npoBepok (CII) mo BBIABICHHIO JIEKTPOHHBIX YCTPOMCTB MepexBara
uHpopManMu U crnenuanbHelx HccienoBaHuit (CH) Ha mOOOYHBIE 3JIEKTPOMArHUTHBIE
U3IY4YeHUST M HABOJKM TEXHMYECKHX CpEACTB 00paboTKM HH(OpManuu, amnmaparypsl Hu
000pyI0BaHUs, B TOM YHCJI€ U OBITOBBIX IPHOOPOB.

3amuTa uHGOPMALMU OT YTEYKH MO TEXHWYECKUM KaHajaM B OOILIEM IUIaHEe CBOJIUTCS K
CIEAYIOUIUM JIEUCTBUSM:

*  CBOEBpPEMEHHOMY OINPEEIIEHNIO BOBMOKHBIX KaHAJIOB YTEUKH HHPOPMAIUH.

*  OrmpeneneHUIo HSHEPreTUYECKUX XapaKTEPUCTHK KaHalla YTEYKH Ha TpaHHIle
KOHTPOJIMPYEMOM 30HBI (TEPPUTOPHU, KAOUHETA).

*  OreHke BO3MOXKHOCTH CPEJICTB 3JI0YMBIIIEHHUKOB 00€CIIEYUTh KOHTPOJIb 3TUX

KaHaJIOB.
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*  OOecneueHHIO HCKIIOYEHHUS WM OCJIA0JICHHsS] DSHEPreTHKH KaHaJOB yTEUYKU
COOTBETCTBYIOIIMMHU OpPraHU3aLlMOHHBIMU, OPTaHU3aLMOHHO-TEXHUYECKUMHU WIA TEXHUYECKUMU
Me€paMU U CpeICTBaMHU.

3amura MHGOPMAIMM OT YTE€UKH IO BU3YaJIbHO-ONTHYECKOMY KaHAIy - 3TO KOMILIEKC
MEpONPUATHHA, UCKIIIOYAIOIIUX WIM YMEHBIIAIOMMX BO3MOXHOCTh BBIXOa KOH(HIECHIIMAIBHON
UH(pOPMALIKK 32 NPeieNbl KOHTPOJIMPYEMOH 30HBI 3a CUET PACIPOCTPAHEHUSI CBETOBOW YHEPIUU.

C unenbro 3amuThl MHPOPMALMU OT YTEYKHM IO BHU3YaJIbHO-ONTHYECKOMY KaHAy
PEKOMEHIyeTCs:

*  pacmojaraTb OOBEKTHI 3aIUTHI TaK, YTOOBI UCKIIOUUTH OTPAKEHHE CBETA B CTOPOHBI
BO3MO>KHOT'O PACIIOJIOKEHHUS 3JI0YMBIIIJIEHHUKA (IPOCTPAHCTBEHHBIE OIPaXKICHNs);

*  YMCHBIIUTH OTPAXKATEIbHBIE CBOICTBA OOBEKTA 3ALLUTHL;

*  YMEHBIIUTh OCBEIIEHHOCTh OOBEKTA 3aILUTHI (IHEPreTHYECKUE OrPaHUYEHU);

*  HUCNOJNB30BaTh CPEACTBA  MPErpakIACHUs WM  3HAYUTENBHOTO  OCIa0JIeHUs
OTPa)XCHHOI'O CBE€Ta: IIUPMBI, 3KPaHbl, INTOPBI, CTaBHM, TEMHBIE CTEKIa M JApyrue
IIPErpaKJaroIIe Cpelbl, IPErpaibl;

*  IPUMEHATh CPEACTBA MACKMPOBAaHUSA, MMHUTALMA U APYTU€ C ILEIbI0 3aIUUTHI U
BBEJICHUE B 3a0J1y’KI€HUE 310YMbIIIEHHUKA;

*  HUCHOJI30BaTh CpPEACTBA IACCUBHOM M aKTUBHOW 3alUThl HCTOYHHKA OT
HEKOHTPOJIMPYEMOT'O PACIPOCTPAHEHUS OTPAKATEIBHOTO WM M3JIIYYEHHOTO CBE€Ta M JIPYTHUX
U3JIy4CHHI;

*  OCYLIECTBIATH MAaCKUPOBKY OOBEKTOB 3allUThl, BApPbUPYs OTpa’KaTeIbHBIMU
CBOWCTBaMM U KOHTpAacToM (POHa;

*  IPUMEHATh MACKHUPYIOIIME CpEICTBA COKPBITHS OOBEKTOB MOXHO B BHJIE
a’PO30JIbHBIX 3aBEC U MACKUPYIOLIUX CETOK, KPACOK, YKPBITHH.

B kadecTBe OIEpPaTUBHBIX CPEACTB COKPBITHUS HAXOJAT IIHPOKOE IPUMEHEHHE
a’pO30JIbHBIE 3aBEChl. OJTO B3BELIEHHBIE B Tra3000pa3HON cpele Mesbyallliie YacTHUIIbI
Pa3IUYHBIX BELECTB, KOTOPHIE B 3aBUCUMOCTH OT Pa3MEPOB U arperaTHOro COYeTaHus 00paszyroT
JbIM, KOIIOTb, TyMaH. OHHU MperpaxaalT pacnpoCTpaHEHHE OTPAKEHHOTO OT OOBEKTa 3alUThI
cBeTa. XOpOIIMMHU CBETOMOIIIONAOIIMMHU CBOMCTBAMHU 00JIaZIat0T bIMOOOpa3yIOIIUe BELIECTBA.

Adpo3onpHble  00pa3oBaHMS B BHMJE  MacKUpPYyIOIIUX  3aBeC  00ECleYHBaOT
UH/IMBUYaJIbHYIO WM IPYNIOBYIO 3aIIUTY OOBEKTOB U TEXHUKHU, B TOM YHCJIE U BBITyCKaeMYyIO
IIPOIYKLHUIO.

3amuTta MHQOpPMAMM TO aKyCTMUECKOMY KaHaly - 3TO KOMIUIEKC MEpONpUsTUH,
WCKJTIOYAIOMIMX WJIM YMEHBIIAIOUIMX BO3MOXKHOCTh BBIXOJla KOH(HAECHUUATbHON MHGOpMaUu
3a Mpeaensl KOHTPOJIMPYEMON 30HBI 33 CYET AKYCTHYECKUX MOJIEH.

OCHOBHBIMU MEpPONPHUATHSAMH B 3TOM BHJI€ 3aLIUThl BBICTYIIAIOT OpPraHU3AllMOHHBIE U
OpraHU3alMOHHO-TEXHUYECKUE MEPBI.

OpranuzanoHHbIE MEpbl MPEAIONIaraloT MPOBEAEHUE apXUTEKTYpPHO-INIAHUPOBOYHBIX,
IIPOCTPAHCTBEHHBIX U PEKUMHBIX MEPOINPUATUN, @ OPraHU3aLUOHHO-TEXHUYECKHUE - ITACCUBHBIX
(3BYKOHM30JISILIUS, 3BYKOINOIJIONIEHHE) W AaKTHBHBIX (3BYKONOJaBiieHHE) Mepomnpusatuii. He
UCKIIIOYAETCs IIPOBEICHUE M TEXHUYECKUX MEPOIPUATHN 3a CYET NMPUMEHEHHUs CIEIUaIbHBIX
3alUIIEHHBIX CPEJICTB BEACHUS KOHPHIEHIIMAIbHBIX IEPETOBOPOB.

ApPXUTEKTYpHO-TJIAHUPOBOYHBIE MEPBI MPEIyCMATPUBAIOT MPEIBSIBICHHE OMPEIEIEHHBIX
TpeOOBaHUII Ha dSTane MPOEKTUPOBAHMS 3JAaHUM U TMOMEIIEHUH WM UX PEKOHCTPYKLIMIO U
npucnocoOaeHne ¢ IeIbl0  HUCKIIOYEHMs  WIM  OClalJIeHUuss  HEKOHTPOJIMPYEMOIo
pacIpoCTpaHeHUs 3BYKOBBIX IIOJIEH HEMOCPEICTBEHHO B BO3AYIIHOM IIPOCTPAHCTBE HIIU B
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CTPOUTENBHBIX KOHCTPYKLHUSX B BHAE CTPYKTYpHOTO 3ByKa. OTH TpeOOBaHUS MOTYT
npeaycMaTpuBaTh Kak BHIOOP PaciioyioKEHHs! TOMELICHUH B IPOCTPAHCTBEHHOM IUIAHE, TaK U UX
o0opynoBaHWE  HEOOXOIUMBIMH  JUII  AKyCTUYECKOM  O€30MaCHOCTH  3JEMEHTaMH,
UCKIIOYAKOIMMHU  IPSIMO€ WJIH OTPaKEHHOE B CTOPOHY BO3MOJKHOIO  PaCIOJIOKEHUS
3JI0YMBIIIJIEHHUKA paclpocTpaHeHHe 3ByKa. B 3Tux mensx asepu obopynyroTcs TamOypamu,
OKHa OPHEHTUPYIOTCS B CTOPOHY OXpaHsAeMON (KOHTPOJIUPYEMO) OT MPUCYTCTBUS TOCTOPOHHUX
JIUL TEPPUTOPHH U TIP.

PexuMHBIE MEpBI IPEyCMAaTPUBAIOT CTPOTUN KOHTPOJIb MPEOBIBaHUS B KOHTPOJIUPYEMOIt
30HE€ COTPYJHUKOB U IOCETUTENEH.

Opranu3annoHHO-TEXHUYECKUE MeEpbI IIPEeyCMaTPUBAIOT UCIIOJIb30BaHUE
3BYKOIIOTJIOLIAIONINX CpeacTB. [lopucThie U MArKHe MaTepuaibl TUIIA BaThbl, BOPCUCTHIE KOBPBI,
NEHOOETOH, MOpHCTas Cyxas WITyKaTypKa SBISIOTCA XOPOIIMMH 3BYKOM3OJMPYIOLUMH U
3BYKOIOIVIOUIAIOIIMMHY MAaTe€pHallaMd - B HHMX OYEHb MHOIO IIOBEPXHOCTEH paszziena MEXIy
BO3JyXOM M TBEPABIM TEJIOM, YTO NPUBOJUT K MHOIOKPATHOMY OTPA)KCHHIO U IOTJIOLICHHIO
3BYKOBBIX KOJIE€OaHHH.

B Tex cnywasx, xoraa naccUBHbIE Mepbl He OOECIEeYMBAIOT HEOOXOIMMOIO YPOBHS
0€30MacCHOCTH, HCIIOJIb3YIOTCA aKTHBHbIE CpeacTBa. K aKTUBHBIM CpPEICTBAM OTHOCSITCS
TeHepaTopbl IIyMa - TEXHHUYECKHE YCTPOWCTBA, BhIpaOaTHIBAIONINE IIYMOIOIOOHBIE
AJIEKTPOHHbBIE CUTHAJIBI.

OTHW cUTHaJBl TOJAIOTCS HA COOTBETCTBYIOIIME JATYUKH aAKyCTHMUECKOTO WM
BUOpAIIMOHHOIO TNpeo0pazoBaHusl. AKYCTHYECKHE JaTYMKU MpeJHa3HayeHbl JUIsl CO3JaHus
aKyCTUYECKOI'o IIyMa B IOMEUICHUAX UM BHE UX, @ BAOPALIMOHHBIE - JJI1 MACKUPYIOIEro IIymMa
B OrPaXJAIOMIMUX KOHCTPYKIMSAX. BUOpannoHHbIE AAaTYMKU MPHUKIEUBAIOTCS K 3alUIAEeMbIM
KOHCTPYKLUSM, CO3/1aBasi B HUX 3BYKOBBIE KOJIeOaHusl.

3amuTta MHGOPMALMU OT YTEUKU M0 AJIEKTPOMArHUTHBIM KaHajlaM - 3TO KOMILIEKC
MEPONPUITHHA, UCKIIIOYAIOIIUX WA OCIAOSIONIMX BO3MOXHOCTh HEKOHTPOJIMPYEMOIO BBIXOJA
KOH(QUICHIMATBHON  MHpOpMAMU 3a TpeAesbl  KOHTPOJIMPYEMOH  30HBI  3a  CYET
AIIEKTPOMAarHUTHBIX MOJIEH MOOOYHOro XapakTepa U HaBOJOK.

KOHCTpYKTOPCKO-TEXHOJIOTUYECKUE  MEPONPUATHS 10  JIOKAIM3ALMH  BO3MOKHOCTH
00pa30BaHUs YCIOBUI BO3HMKHOBEHHUS KaHAJIOB YTEUKH HH(GOpPMAIMM 3a CYET IMOOOYHBIX
3JIEKTPOMArHUTHBIX M3JIy4Ye€HHH M HaBOJOK B TEXHMUYECKHX CpeJICTBaX OOpabOTKH U INepeaadyu
UHPOPMALIUU CBOJAATCS K PAllMOHAJIBHBIM KOHCTPYKTOPCKO-TEXHOJIOIMYECKMM PpEIICHUsM, K
YHUCITy KOTOPBIX OTHOCSTCS:

*  DKpaHUPOBAaHUE HJIEMEHTOB M Y3JIOB ammapaTyphl; OCIa0JeHHE 3JIEKTPOMArHUTHOM,
€MKOCTHOM, MHAYKTUBHOM CBSI3U MEX]y SJIEMEHTAMU U TOKOHECYIIUMH MPOBOJIaMU;

*  (unpTpanus CUTHAJIOB B LENSAX MUTAHUS U 3a3€MJICHUS U JPYTUe MEphl, CBSI3aHHBIE C
HCIIOJIb30BaHUEM OTpaHUYHTENEH, pa3BI3bIBAIOIIMX IEMei, CUCTEM B3aUMHONW KOMITEHCAITHH.

OKpaHUPOBAHUE MO3BOJISET 3ALUTUTh UX OT HEXKEIATEIbHBIX BO3AEHCTBUN aKyCTUYECKHX
U DJIEKTPOMArHUTHBIX CUTHAJIOB M U3JTy4YeHUH COOCTBEHHBIX AJIEKTPOMArHUTHBIX MOJIEH, a TaKkxke
0ca0uTh (MM UCKITIOUUTDH) Napa3uTHOE BIMSHUE BHEITHUX M3ITyYCHHH.

OKCIUTyaTallUOHHbIE MEpbl OPUEHTHPOBAHBI Ha BHIOOP MECT YCTAHOBKM TEXHMYECKHX
CPEICTB C Y4€TOM OCOOEHHOCTEW HX 3JIEKTPOMArHUTHBIX MOJEH C TaKUM pacueToM, 4TOObI
UCKIIIOYUTh HUX BBIXOJA 3a IMpeneibl KOHTPOJUPYEeMOW 30HBL. B 3THX 1ensix BO3MOXKHO
OCYIIECTBIISITh SKPAaHUPOBAHUE IIOMEIIEHUH, B KOTOPBIX HAXOIATCA CpencTBa € OOJbIIUM
YPOBHEM MOOOYHBIX 3JIEKTPOMarHuTHIX usnydenuit (II9MHN).

3amuTa oT npocinymuBanus cpeacreamu UTO obGecnieunBaercs:
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*  TIPUMEHEHHEM 3BYKOMOIJIOMAIOMNX OOJIMIIOBOK, CIEHUAIBHBIX JIOMOJHUTEIBHBIX
TaMOypOB  JIBEPHBIX MPOEMOB, JIBOMHBIX OKOHHBIX TEperyieToB (TMpH  HCIIOJIb30BAaHUU
HaMpaBJIEHHOTO0 MUKPO(OHA U CTETOCKOIIA);

*  OKJICHMBAaHUEM CTEKOJ CBETOIPO3pPauyHbIM MAaTEpPHAIOM, PACCEHBAIOIIMM JIA3€PHBIN
Jy4 (IIpY UCIOJIb30BAaHUM JIa3EPHBIX CPENICTB);

*  HCIOJIB30BAHMEM CIICLUAIbHBIX AaTTECTOBAaHHBIX IIOMELICHUH, WCKIIOYAIOIUX
HOSIBJICHHE KaHAJIOB YTEUKH aKyCTUUECKOM KOH(pUAeHIMaTIbHON HH(POPMALUH.

CpenctBa 0OHApYKEHUS 3aKIIATHBIX MEKPO(OHOB BKITFOYAIOT:

*  CpenacTBa PaJMOKOHTPOJIS IOMELEHUM;

*  cpexacTBa OMCKAa HEM3JIyYaolUX 3aKJIaJHbIX YCTPOUCTB;

*  CcpenacTBa NOJABJIEHUS 3aKJIaJHBIX YCTPOMCTB.

3ammra MH(QOpPMAMM OT YTEUYKM II0 MAaTEepPUAIbHO-BEIIECTBEHHOMY KaHaly - 3TO
KOMIUIEKC MEPONPUATUI, HCKIIIOYAIOIIUX WU YMEHBIIAKOIUX BO3MOXHOCTh

HEKOHTPOJIMPYEMOI'0 BbIX0Jla MH(OPMALUKM 3a IMpeeNbl KOHTPOIUPYEMON 30HBI B BUJIE
IIPOU3BOJCTBEHHBIX WJIU IIPOMBILUICHHBIX OTXOI0B.

B npakTuke Npou3BOACTBEHHOM U TPYJOBOW JEATEIBHOCTH OTHOIIEHUE K OTXOAaM, IIPSIMO
CKakeM, OpocoBoe. B 3aBucumoctu oT mpoduist paboThl MPEINPUATHS OTXOABI MOTYT OBITH B
BUJEC WCIIOPYCHHBIX HAKIAJHBIX, (PArMEHTOB HWCHOJIHIEMBIX JIOKYMEHTOB, YEPHOBHKOB,
OpakOBaHHBIX 3arOTOBOK Ji€Talel, IaHejled, KOXYyXOB M JPYIHMX YCTPOHCTB s
pa3pabaThIBa€MbIX MOJIEICH HOBOM TEXHUKH WU U3/ICIUH.

[To Buay OTXOABI MOTYT OBITH TBEPABIMH, XKHUJIKUMH, ra3000pa3HbIMu. M Kaxablil U3 HUX
MOeET OECKOHTPOJIBHO BBIXOJIUTH 3 MPE/eIbl OXpaHsieMoil Tepputopuu. KuakocTu clnuBarTCs
B KaHaJIM3allMIo, ra3bl YXOIAT B aTMOcdepy, TBEpAble OTXOAbI - 3a4acTyl0 MPOCTO HA CBAJKY.
Oco0eHHO omacHbl TBEpHbIE OTXOABL. DTO M JOKYMEHTBI, M TEXHOJOTHMsS M HCIOJIb3yeMble
MaTepuaibl, U MCIOPUYEHHBbIE KOMIUIEKTyIomMue. Bce 3TO COBEpIIEHHO JIOCTOBEPHBIE,
KOHKPETHbIE JIaHHBIE.

Mepsbl 3alIUTHI 3TOr0 KaHajla B 0COOBIX KOMMEHTAPUSAX HE HYKIAIOTCS.

Cnenyer OTMETWUTh, YTO TMpH 3alUTe HHG(OpPMALMM OT YTEUKH MO JOOOMy U3
PacCMOTPEHHBIX KaHAJIOB CIEAYET MPUIEPKUBATHCS CIEAYIOIIEro NOPAIKa JEHCTBUMN:

*  DBbrIsBeHNE BO3MOKHBIX KaHAJIOB YTEUKH.

*  OOHapyXeHHEe pealbHBIX KaHaJOB.

*  OueHKa OaCHOCTH peallbHBIX KaHAJIOB.

*  Jlokanu3anusi onacHbIX KaHAJIOB YTEUKH HHPOPMAIIIH.

*  CucremMatuyeckuil KOHTPOJIb 32 HATMYMEM KaHAJIOB U KaY€CTBOM MX 3alllUTHI.

3amuTa “HPOPMAIMK OT YTEUKH 110 TEXHUYECKUM KaHaJIaM - 3TO KOMILIEKC

MEPONPUITHHA,  MCKIIOYAIOIIUX  WIM  OCHaOisAoUMX  OECKOHTPOJIBHBIA  BBIXOJ
KOH(UICHIMATBbHON HH(OpMaLIUHY 32 TIPpeIebl KOHTPOJIUPYEMOM 30HBI.

ITocTynaTel TakOW 3aLUTHI:

- be3omacHbIX TEXHUUECKUX CPEACTB HET.

- JI1o00if »NMEKTPOHHBI JJIEMEHT TPU ONPEACTCHHBIX YCIOBUSX MOXET CTaTh
UCTOYHHUKOM 00pa3oBaHus KaHalla yTeUKU HH(POPMALIUH.

- Jlro6oii kaHay yTeuykn WHPOPMAIMH MOXKET ObITh OOHApyXeH W JIokanu3oBaH. «Ha
KaXJIbII SIJ1 €CTh TPOTUBOSIUEY.

- Kanan yreuku undopmaiuu jierde J0KaaIu30BaTh, 4eM OOHAPYKHUTD.
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JUis HemocpenCTBEHHOM opraHu3anuu oOecreueHuss MH(OPMAIMOHHONW 0e30MacHOCTH
CTPYKTYpOH M IITATHBIM PACIHCAHUEM IMPEAYCMATPUBAIOTCS CHEIHAbHBIE TOAPa3ACIcHUs U
corpyaHuku. OCHOBHBIC (YHKIIMHU TAKUX CIYXKO 3aKII0YAIOTCS B CICAYIOIIEM:

* Ha »rane mnpoektupoBaHus (COBEPLUICHCTBOBAHMSI) CHUCTEMBbl HMH()OPMALIMOHHOM
0e30MacHOCTH:

*  ¢opmupoBaHHue TpeOOBaHUH K cUcTeMEe HH(OPMAITMOHHOM 0€30MacHOCTH;

*  ydacTue B pa3paboTKe KOMIIOHEHTOB U CUCTEMbI HH(POPMAIIMOHHOI 0€30MacHOCTH

B LIEJIOM.

*  Ha srane skcruryaranuu:

*  IUIAHUPOBaHME, OpraHu3anus U obecnedeHue (YHKIMOHUPOBAHUS CHCTEMBI
nH(OPMAIMOHHON 0€30MIaCHOCTH;

e o0ydeHHe MOJb30BaTEeNIed M TEXHUYECKOrO IEpCOoHala opraHu3anuu GopmaMm Hu
METOJIaM KCILTyaTallui TEXHUYECKUX CPE/ICTB;

*  KOHTPOJb 3a COONIOJICHHE MOJh30BATENIMU U TEXHHUYECKUM IE€PCOHAJIOM IpaBUII
paboThl M DJKCIUTyaTallMM TEXHUYECKUX CPEICTB B dacTU obOecreyeHus WHOOPMALUOHHON
0€30MacHOCTH.

Opranu3anoHHO-IPABOBOM  cTaTyc CJayx0bl 0Oe3omacHocTH. MHOrorpaHHOCTh
OpraHU3aIMOHHON cdepbl obecriedeHus: 0€30MacHOCTH O00YCIaBIMBACT CO3JJaHUE CIICIIHAIBHON
cyx0b1  6e3omacHoctu (CB), ocymiecTBisiromeld Bce opraHu3anuonHbie Mmeponpusatus. Cb
dopmupyeTcsi Ha OCHOBE aHajM3a, OLEHKH M MPOTHO3UPOBAHUS JCATEIEHOCTH OPraHU3aluN B
YacTu peleHus 3a1a4 odecrneyeHus ee 6e30MacHOCTH.

Cayx0a 0e30IaCHOCTH - CUCTEMa IITATHBIX OPraHOB YIPABIEHUA U MOAPA3ACIICHHMH,
npeIHa3HaYeHHBIX [ oOecreueHus: 0e30MacHOCTH OpraHU3aIliH.

[TpaBoBoii ocHOBOI popmupoBanus Cb sBnseTcs peuieHne pykoBozacTsa o coznanuu Cb,
O(QOpPMIICHHOE COOTBETCTBYIOIIMM IPUKA30M WU  paclopsbKeHHeM, JHO0  pelieHueM
BBIIIICCTOSIIIICH OPTaHU3AIINH, B COCTaB KOTOPOH BXOAMT JaHHASI OpPTraHU3aIN.

Cb npennpusiTuss MOTYUHSETCS PYKOBOIUTENIO CIYKObI 0O€30MacHOCTH, KOTOPBIN
HAXOJWUTCS B MIOJYHMHCHUN PYKOBOAMUTENS opranm3anuu. LlltatHas ctpykTypa u uncieHHocTh Chb
OTIpeieNsIeTCs pealbHbIMU MOTPEOHOCTSIMU OPTaHU3AIINH.

CTpyKTypa 1 3a1a4u CIy»)0bl 6€301MacHOCTH MpeACTaBIeHbI Ha puc. 13 [57].
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110



2. 3amura nandopmanuu B UHTepHeT

Celiuac BpsiJ 1M KOMY-TO HaJ0 JAOKa3blBaTh, YyTO IpH HojkiaoueHun K Internet Ber
noJBepraere pHUCKy, Oe3omacHOCTh Barmieil JokanpHOW CeTH HW  KOH(UACHIHUATHHOCTS,
coJieprKanieiicst B Heli nH(pOpMaInu.

Internet- rnoGanbHas KOMIBIOTEpHas CeTh, OXBarbiBarolias Becb wmup. CerogHs
Internetumeer Gostee 3 mup. mosbk3oBatenel B 6onee yem 150 crpanax mwupa. Internet obpasyer
Kak Obl s171po, o0ecreynBaolee CBsI3b PA3InYHbIX MH(POPMALMOHHBIX CETeH, MPUHAAIEKAIINX
pa3IM4YHBIM YYPEXKIECHUSAM BO BCEM MUpPE, OFHA C JPYTOM.

Ecnu panee ceTh ucnobp3oBajiach UCKIIIOUUTEIBHO B KaU€CTBE CpeJibl nepenadn (aiinos u
COOOLIEHUH DJEKTPOHHOM IOYTHI, TO CEroAHs peuarTcs Oojiee CIOXKHbBIE 3a7auu
pacripesielieHHOro AocTtyna K pecypcam. Okojio ABYX JIeT Hazad ObLIM CO3JaHbl OOOJIOYKH,
noj/iepkuBarone  (QyHKIMHA  CETeBOr0  IMOMCKAa W JIOCTya K  pacmpeesieHHBIM
MH(OPMaLIMOHHBIM pPECypcaM, 3JIEKTPOHHBIM apXHUBaM.

Internet, ciayxuBiias Korja-To UCKIOYUTEIBLHO UCCIIEI0BATEIbCKUM U YU€OHBIM IpyIam,
YbHM MHTEPECH! IPOCTUPAIUCH BILIOTH J0 JOCTYNA K CYNEpKOMIIbIOTEpaM, CTAaHOBUTCS Bce Ooiee
HOIIYJISIPHOM B JIEJIOBOM MHpE.

Komnanuu cobna3HsatoT ObICTpOTa, AelieBas ri1o0anbHas CBA3b, yA00CTBO JUIsl IPOBEIACHUS
COBMECTHBIX pPalOT, JIOCTYNHbIE HpPOrpamMMbl, YHHMKalbHas 0a3a naHHbIX ceTu Internet. Onu
paccMaTpuBaroT INI00AJIBHYIO CETh KaK JIONOJHEHUE K CBOUM COOCTBEHHBIM JIOKAJIIBHBIM CETSIM.

[Tpy HU3KOH CTOMMOCTH YCIYT (4acTo 3TO TOJNBKO (PUKCHpOBAaHHAs €XeMecsuHas IuiaTa 3a
MCIIOJIb3YEMbIE JIMHUM WM TEJIE(POH) MOJIb30BATENN MOTYT MOIYYUTh JOCTYI K KOMMEPUYECKUM U
HEeKoMMepueckuM uHpopMmanuoHHbIM cityskOam  CIIA, Kanamel, ABCTpaqTud ¥ MHOTHX
eBporneiickux ctpaH. B apxuBax cBoO6oHOrO noctymna cetu InternetMoskHo HallTH MHPOPMALIUIO
IOPaKTUYECKH MO BceM c(epaM YelIOBEYECKON IesATeTbHOCTH, HauWHas C HOBBIX HAayYHBIX
OTKPBITHI 10 MPOTHO3a MOTr0/bl HA 3aBTpa.

BMmecte ¢ Tem, MHTEpaKTHBHBIM XapakTep OOLIEHUS C ceTblo, ocobeHHo B WWW,
NPUBOJUT K MOSIBICHUIO JHUCTAHIIMOHHBIX TOPIOBBIX CIYX0, TZIEé MOXHO O3HAaKOMUTBHCS C
IpeJIOKEHUEM TOBapOB, NMOCMOTPETh UX (oTorpaduu Ha 3KpaHEe KOMIBIOTEpA - U TYT K€
3aKa3aTh TOBap, 3allOJHUB COOTBETCTBYIOIIYIO »JKpaHHYI ¢(opmy. IlomoOHble ciyObI
JIOTIOJHSIFOTCSL  CPEJICTBAMU  JUCTAaHIIMOHHOW oOIulaThl ToBapa - mo Tod ke Ceru, ¢
UCIIOJIb30BaHWEM B Hayajle OOBIYHBIX IUIACTUKOBBIX KapTO4YeK, a 3aTeM M CHEUaIbHO
pa3paboTanHoit ans Internetmexann3MoB pacyera.

Pa3zpaGoTka cpeicTB »ieKkTpoHHBIX pacueroB s Cetu (QuHaHCcHpyeTcss OaHKamu,
HEKOTOPBIE U3 KOTOPBIX CO3JAI0T CIYKOBI pacyeToB, LIEJTMKOM OPHEHTUpOBaHHbIe Ha Internet.

OcHoBHbBIE cepBHCHI cucTeMbl UHTEpHET

e  WorldWideWeb (WWW) — rnaBHblii MHpOpManMOHHBIA cepBHC. [unepmenuitHas
UHOPMAaILIMOHHAs CHCTEMa MOKMCKa pecypcoB MHTEpHET U AOCTyNa K HUM.

e [Iporpammbi-Opaysepbl. MHopmanuio, moirydeHHyr0 OT Jito00Oro cepBepa, Opaysep
WWW BBIBOAMT Ha 9KpaH B CTaHJAPTHOMU, YA0OHOI 1 BocIpusATHS (hopMe.

e [lporpamma ymanenHoro goctyma Telnet. Tlo3Bomsier BXOOUTH B JPYryro
BBIUHCIIUTENBHYIO cucTeMy, paboTatoiyio B UHTepHeT.

e [Iporpamma mnepecbuiku ¢aitnoB Ftp. Ilepememiaer xomuu (ailaoB ¢ OJHOTO y3ia
HNHTepHeT Ha Apyroil.
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e Dnekrponnas mouta (Electronicmail, anrn. Mail — moura, cokp.E-mail).Cayxur ms
nepeaayr TEKCTOBBIX COOOIIEHHWH B mpenenax MHTepHeT, a Takke MEXIy APYTHMH CETSIMHU
ANEKTPOHHOM MOYTHI.

e Cucrema tenckondepennuii Usenet (ot UsersNetwork). Opranusyer KoJUIEKTHBHBIE
00CYXIEHUS 110 pa3IMYHBIM HAIIPABICHHUSIM, Ha3bIBAEMbIC TCICKOH(DEPCHIIUAMHU.

e  Cucremsl nHGOPMAIMOHHOTO TIONCKa ceT MHTepHeT.

DYHKIUM IJIEKTPOHHOU MOYTHI

e  OOMEH COOOUICHUSAMHU MEXAY IOJIb30BATEIISIMU;

e OOMEH JOKyMEHTaMH MEX]y MOJIb30BaTEIISIMH;

e  OOMEH JJaHHBIMU MEKIY MPUIOKCHUSIMH,

e OnoBeuieHUeE MOJIH30BATENEH O HACTYIJICHUN OTIPEICIIEHHBIX COOBITHI.

Anpec 3JIEKTPOHHOM MOYTHI UMeeT BUJL:

JloruH (@ CUMBOJIMYECKHIA IpeC cepBepa.uMsi 30HbI

[lepBass 4YacTh TOYTOBOTO ajpeca — OSTO HMs I[OJIb30BATENs, BTOpas 4YacTh —
JOMeHHas.ivanov@unn.ru

Yem mnpome poctynmn B Cerb, TeM CcIOKHee OOecneunTh €€ HH(POPMAIUOHHYIO

0€30MacHOCTb, TAK KaK I0JIb30BaTENIb MOXKET J1aXKe U HE y3HaTh, UTO y HEr0 ObUIN CKOIIMPOBAHBI
(aiibl ¥ IporpamMMbl, HE TOBOPS YK€ O BO3MOKHOCTH UX MOPYU U KOPPEKTUPOBKH.

[Inaroii 3a monb3oBaHue Internet seisieTcst BceoOllee CHMKEHHE WHGOPMALMOHHON
0e30MacHOCTH.

bezonacHocTh aHHBIX SIBIIETCS OJHOM W3 IJIaBHBIX npoOsieM B Internet. IlosistoTcs
CBE/IEHUS O TOM, KaK KOMIIBIOTEPHBIE B3JIOMINMKH, MCHOJB3YIOLIUE Bce 0ojiee U3OLIPEHHBIE
IpUEMBbI, IPOHUKAIOT B Yy)XHe 0a3bl JAHHBIX WM MOJYYaIOT JAOCTYI BapXMBaM KOMMEPUYECKHUX
JTAaHHBIX.

B OankoBckoit cdepe mnpobOiema Oe30macHOCTH HWHGOPMAIIMU  OCJOXKHSIETCS JIBYMS
(akTopaMu: BO-IIEPBBIX, IOUYTH BCE LICHHOCTH, C KOTOPHIMU UMEET €10 OaHK (KpoMe HaIIMYHBIX
JIEHET U ellle KOe-4ero), CYLIeCTBYIOT JIMUIb B BUJE TOW WM MHOM MH(popmanuu. Bo-BTOpbIX,
0aHK HEe MOXKET CYIIECTBOBaTh 0€3 CBsA3EH C BHEIIHUM MUPOM: 0€3 KJIIMEHTOB, KOPPECIIOHICHTOB
u 1.0 [Ipy 3TOM MO BHEMIHUM CBSI35M 00s3aTeNbHO TMepenaeTcs Ta camas WHpopMalus,
BbIpakarolias coOOi IEHHOCTH, C KOTOphIMH paboTaer OaHk (MO0 cBeneHUs 00 ITHX
LEHHOCTSIX M HMX [JBW)KEHUHM, KOTOpbIE HHOIZIA CTOAT JOpOXKE caMHUX LeHHocTel). M3BHe
NPUXOJAT TOKYMEHTHI, 10 KOTOPHIM OaHK MEPEeBOAMT JIEHbI'M C OJHOIO cueTa Ha apyroi. BoBue
0aHK meperaeT paclnopsyKEHUs: O JABMXKEHUU CPENICTB M0 KOPPECHOHJIEHTCKUM CYETaM, TaK 4YTO
OTKPBITOCTh OaHKa 3aaHa, apriori.

[Tnaroit 3a monp3oBanue Internet sBistoTcs cienyromyue nHGOPMallMOHHbIE YTPO3bI:

*  OpraHu3alus BHEIIHHMX aTak Ha KOPIOPATHUBHYIO CETh;

*  HECAHKIMOHMPOBAHHBIN JOCTYI K CETH OPTaHU3AI[MH CO CTOPOHBI PA0OUYMX CTAHIIHA,
yJaJIeHHBIX U NIEPEAaloNX CEpPBEPOB, BKIIOUEHHBIX B ceTh Internet;

* moreps wuHbopManMM B KaHaiax cBA3M Internets  pesynbrare  3apakeHUS
BPEIOHOCHBIMU IIPOIpaMMaMH, HEKOMIIETEHTHOCTH COTPYJHUKOB, OTKa3a KaHaja CBS3H,
CTHUXHUHHBIX O€ICTBHIA;

*  HECaHKIMOHUPOBAaHHBIM  MpOrpaMMHO-alMapaTHbi  JocTynm K  MHGOpManuwy,
HaxOoJAIIEHCs B KaHaje cBs3H Internet;

*  HECAaHKLIMOHMPOBAHHBIN 1OCTYI K HH(OPMALMK Yepe3 FJEKTPOMAarHUTHBIE

U3JTY4YEHUs KaHAJIOB CBSA3M U CPeACTB nepenaun unpopmarun Internet;
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*  HECaHKIIMOHUPOBAaHHBIA IOCTYN K WHGOpPMAIMU, PAa3MEIIEHHOW Ha YyJAJICHHBIX H
nepeaaronMx cepeepax Internet;

e cOOp M MOHUTOPHUHT CETEBOW MH(OPMAIIMK B UHTEPECaX TPETHHUX JIHII,

*  [epeu30bITOK HEHYKHOW U BPETOHOCHOM HH(OpMALIUU B CUCTEME.

U3 Bcero BhIIIETIEPEUNCICHHOTO CIIEYET, YTO €CIIM Ball KOMIIBIOTEp WJIM KOPIIOpaTUBHAS
CETh SIBJISIETCA HOCUTEJIEM ILICHHON MH(POPMAIIH HEOOXOAUMO CEphE3HO MO yMaTh Mepe
moaKJIroueHreM ee B Internet.

[ToaxmtoueHne KOPHMOPATUBHBIX, JIOKAJIBHBIX CETEM WM OTACNIbHBIX MEePCOHATBHBIX
KOMIIBIOTEPOB K ceTu HMHTepHET TauT B cede OmNpeIesieHHbIE Yrpo3bl WHOOPMAIMOHHON
0€30MacHOCTH.

l. Veposa enewnux kubepamax u, npesxicoe 6cezo, y2po3a y0aieHHO20
AOMUHUCMPUPOBAHUSL.

CornacHo otyety KoMmaHuu «MaikpocopT» o TeHAeHIHsIX kudbepoesomnacHoctu B 2016
roay [1] HamOOJBIIYyI0O OMACHOCTh MPEACTABISCT Yrpo3a yAAJCHHOTO aIMUHUCTPUPOBAHHS,
peanu3yemasi, yalle BCEro, uYepe3 3amycK TPOSHCKUX MpOrpaMM HIM C HCIOJIb30BaHUEM
POrPaMM-3KCIUIONTOB.

[Tox ynaieHHBIM aAMUHUCTPUPOBAHUEM IMOHUMAETCS HECAHKIIMOHUPOBAHHOE YIPABIICHHUE
yAQJICHHBIM KOMITBIOTEPOM. B 3TOM cityuae 310yMBIIUICHHUK MOXKET:

1) MaHUITyIUpOBaTh, TO €CTh YIAISATh, OJIOKHUPOBATH, MOIUPHUIIMPOBATH M KOMUPOBATH
[IEHHYI0 KOMITBIOTEPHYIO HHPOPMAITHIO;

2) ycTaHaBIMBaTh Ha A3TOM KOMIIbIOTEpE IPOU3BOJIbHBIE NPOrpaMMBbl, B TOM YHCIE
BPEIOHOCHBIE;

3) KCIONIb30BaTh KOMIIBIOTEP ISl COBEPIICHMS MPECTYMHBIX JEUCTBUN B CETU «OT €ro
UMEHW.

1. Yeposza akmuenoco cooepaicumoco.

[Tog akTUBHBIM COJCPKUMBIM TOHMMAIOTCS aKTHBHBIE OOBEKTHI, BCTpocHHBIC B \Web-
CTpaHULbl (BKJIIOYAIOT B ce0s HE TOJIbKO JaHHbIE, HO U IPOrpaMMHBIA KOJ). ArpecCUBHBIN
IPOTPaMMHBIN KOJI, OMABIINN Ha KOMIBIOTEP GKEPTBbI», CHOCOOEH BECTH ce0sl KaK BUPYC HIIU
KaK areHTcKas mporpaMma, KoTopasi MOXeT B3aMMO/IeHCTBOBATh C YAaJ€HHbIMU MTPOrpaMMaMu U
TOTOBUTH MOYBY JJIS YAAJICHHOTO aIMUHUCTPUPOBAHUS.

1. Yeposa nepexsama unu noomenvt 0anHvix NPU UX NEpecoblLiKe N0 OMKPLIMbIM KAHALAM
CBA3MU.

C pazButuem HMutepHer-kommepruu u MHTepHET-0aHKMHIA 3Ta yrpo3a CTaHOBUTCS BCE
Oonee akTyanpHOU. Hampumep, pacdeT 3JIeKTpOHHBIMH TUIATEKHBIMU CPEICTBAMH MPEIIOaraet
OTIIPAaBKY TOKYyTIaTeleM KOH(HICHIIHAIbHBIX JaHHBIX O CBOCH KapTe mponasiyy. Her rapanTwuii,
4TO A3TH JaHHbIE HE OyAyT TNepexBayeHbl 3JIOYMBIIIJICHHUKOM, IOCKOJBKY HCIOIb3YIOTCS
OTKPBIThIC KaHAJIbI CBS3H.

V. YVepoza monumopunea u coopa yacmmoil ungopmayuu 8 uHmMepecax Mmpemvbux iuy.

B ocHOBe 3TON yrpo3bl JieKaT KOMMEpPYECKHE WHTEPECHl PEKIIAMHBIX OpraHuzanuii. B
KEJTAHWH YBEJIHYUTh CBOM JIOXOJbI MHOYECTBO KOMIaHH# opranu3yrorT Web-ysmel, mpexie
BCETO, JJII cOOpa MEepCOHAIBHBIX CBEACHUN M MPEANOYTEHUN mojbs3oBareneii MHTepHeTa. DTN
CBEJICHUS TIOCTABJSAIOTCS PEKJIaMHBIM M MapKeTHHTOBBIM ciyxOam. [Ipomecc cbopa
HepCOHaﬂbHOﬁ I/IH(I)OpMaI_[I/II/I aBTOMaTI/BI/IpOBaH H TI03BOJISACT 663 CaHKIINU KJIMCHTOB I/I3y‘-II/ITI> nux
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BKYCHI U IipuBsA3aHHoCcTU. Hanpumep, Opaysep «uzydaer» 1o, 4to Bel unmure B Cetn U BO BpeMs
CJIENYIOLLEro ceanca BbljaeT Bam maccy pexiiaMbl 1o TeMe Baiero noucka.

V. Yepoza nocmasku nenpuemnemozco cooepaicumozo.

He Bcs nndopmanus B IHTepHETE MOXKET CUUTATHCS OOIIECTBEHHO NoJie3HOM. 1o pa3HeiM
MPUYMHAM MOPAJIbHO-3TUYECKOTO, PEIUTHO3HOTO WJIH MOJIUTUYECKOTO XapaKTepa, JII0IIM MOKET
OBITH HEMPUATHA MOCTaBJsieMasi UHPOPMAIIHs, U OHU XOTAT OT Hee 3alIUTUTHCA.

Kpome 3toro, croga MokHO oTHecTH M crnaM. Cnam — 3TO HEXKeNaTelbHbIE PACChUIKH,
KOTOpBIE MOT'YT IIPUXOAUTH Ha aJpec Balllel 3JIEKTPOHHOW 1moutbl. OHU coAepKaT pPEeKJIaMHBbIE
NPEIJIOKEHUS, «ITUChMa CUACTbsI», KOMIBIOTEPHbIE BUPYCHI HJIM MOTYT OKa3aThCsl MOIBITKON
KOMITBIOTEPHOTO MoIIeHHuYecTBa. Jlis cozmaHust 0a3bl aIpecoB CHaMepbl HCIOJB3YIOT
mporpaMMHOe obecriedeHre, KOTopoe MoAdupaeT ajpeca C MOMOIIBIO CIELHUATbHOIO CIOBaps
WK cobupaeTt aapeca, ornyOIUKOBaHHBIE HA OOIIEIOCTYITHBIX CaiiTax.

VI. Yepoza Humepnem-mowennuuecmaa.

Llenbto MHTepHET-MOIIEHHNYECTBA ((PUIIMHTA) SBIAETCS MOJIYYEHUE CEKPETHBIX JaHHBIX
noJib30BaTes (Mmaposiel OT yYeTHBIX 3anuceit, Homepa win PIN-koga KpeAUTHONW KapThl U T.1.).
37I0YMBIIIJIEHHUKU PacCchUIalOT NMUChbMa OT UMEHM KOMIIAHUH, CEpBHUCOB, COLMAJIBHBIX CETEH,
KOTOpBIE OUEHb IIOXO0KU Ha HacTosue. B HuX npocdr:

® [IpPEJOCTaBUTh Balll JIOTUH U MApoJib K CEPBUCY WU CAHTy, HalpuMmep, B CBS3U C
npobjaemMaMu ¢ JOCTaBKOW Wi cOoeM B cucteMe (Jamie Bcero B mose «OT KOro» y TakuxX IMHCeM
ykasbiBaeTcs «Ciry:x0a OAIepKKI», «SUPPOrty mwiu «adminy);

e ornpaButb CMC Ha KOpOTKMH HOMEp, 4YTOObl HOATBEPAMTH JIMYHOCTH WIIU
aKTHBHUPOBATh MOYTOBBIN SIIUK (B pe3yJbTaTe ¢ Ballero TeiaedoHa CHUCBIBAETCS HEKOTOpPas
CyMMa, a B psAJI€ CJIy4aeB MOXKET BKIIFOUUTHCS €KETHEBHOE CITMCAHUE JIEHEKHBIX CPE/ICTB);

®  3aMOJIHUTh AHKETY, YTOOBI MOY4YacTBOBaTb B PO3BIPHINIE MPHU30B WM IONTYYUTh
NoJapoK (B TakoW aHKeTe, MOMHUMO (DaMHUIIUU, UMEHHU, OTUECTBA U KOHTAKTHBIX TeIEe(OHOB,
0OBIYHO MPOCST yKa3aTh MAaCIOPTHBIE JaHHBIE U HOMEP KPEAUTHOMN KapThl);

e  [IepeilTH Mo CChIJIKE HA CaiT, HapUMep, YTOObI BBECTH JIOTHH U NMapoJb (Takue CalThl
BBITJISIAST KaK CallThl peajibHO CYIIECTBYIOIMX KOMITAHUN UM CEPBUCOB, HO HA CaMOM JIeJie OHU
NOJJENbHbIE, W MOLIEHHUKM MOTYT MOJYYUTh KOH(PUIEHIHMAIbHYI0 HH(POpPMAIUIO, €CIU
M0JIb30BATEN b BBEAET CBOU JIaHHBIE).

VII. Yepoza nomepu yennoii komnvromepHou uHghopmayuy no paztuULHeIM NPUYUHAM.
[lpyynHaMu moTEpH LEHHOW WH(GOPMAIMM MOTYT OBITh KOMIIBIOTEPHBIE BHPYCHI,
IpOoTrpaMMHBIE WM amapaTHble cOOM, CTUXUITHBIE Oe1CTBUS (IT0Kap, OTOI) U T.JI.

Jlis IpOTUBOJICHCTBYS BBIIIEYKAa3aHHBIM yIpo3aM U 0OecreueHHs] Ha/JIeKallero ypoBHS
6e3omacHocTH npHu padore B CeTu HEOOXOAMMO IPUMEHSATh COOTBETCTBYIOIINE 3alIUTHBIE MEPHI:

1. 3Bawuma om yoanenno2o aOMuHUCMpupos8aHusi.

VY naneHHoe aJJMHHUACTPUPOBAHHE YaIlle BCETO JOCTHTACTCS:

® 3aITyCKOM TPOSTHCKHUX MTPOTPaMM (TPOSTHITBI, TPOSHBI, TPOSHCKHE KOHH);

® IICTIOJIb30BAaHUEM TIPOTPAMM - DKCIUIOWTOB, KOTOpPHIE aTaKylOT B OCHOBHOM CEPBEPHI,
pOrpaMMHOE 00eCTIeYeHIUE KOTOPHIX UMEET YSI3BUMOCTH.
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s mopakeHust KOMIIBIOTEPA TPOSHCKOM MPOrpaMMOM €€ JOJKEH 3allyCTUTh KTO-TO Ha
HeM. MeponpusTus A 3alUThl OT TPOSHOB:

1) orpanudeHre MOCTyMa MOCTOPOHHUX JUI] K KOMIbIOTEpaM ((hU3MUecKoe OrpaHruCHUE
JOCTyTa, NapojibHas 3alluTa U T.1);

2) mpoBepka Ha 0€30MACHOCTh BCEX JAHHBIX, BBOJUMBIX B KOMIIBIOTED (CKaHUPOBAaHUE
antuBupycHbM [10);

3) eciu moJydeHbl He3aTpeOOBAHHBIE JaHHBIE U3 HE3HAKOMOI'O HMCTOYHUKA, UX CJEIyeT
YHHMUTOXKAaTh, HE OTKpbIBas!

4) He 3amyckaTb HHMYEro, 4TO IIOCTYNAaeT BMECTE C JJIEKTPOHHOM IOYTOM, TaKk Kak
3JIOYMBIIIJIEHHUKN MOTYT 3aMacKUpOBaTh «TPOSIHA» KaK IPUIIOKEHUE K «IIUCbMY JApyra» (ecTb
TEXHUYECKHE  CpEJICTBA,  MNOJJAETBIBAIONIME  aJpec  OTHpPaBUTENsA,  YTOOBl  MHUCHMO
37I0YMBIIUICHHHUKA BBITJIAIE0 KaK MHUCbMa OT 3HAKOMOTO).

Meponpusarus 1o 3amure oT MPOrpaMM-3KCIUIONTOB:

1) perynspHble OOHOBJICHHS HPOTPAMMHOTO OOCCIicueHHs Ha CepBepe, TaK KaK OHHU

YCTPAHAKT YA3BUMOCTH CTAaporo mnporpaMmMHOTIO O6€CH€‘{€HI/IH, KOTOPBIC W HCIIOJIB3YIOTCA
3JIOYMBINIJICHHUKAaMH, ITIOCBUIAIOIIHUMHU ITPOTPaAMMBI-3KCIIJIONUTHI;

2) ucnojab3oBanue OpanamayspoB win Gaitepsosios (firewall), BeimonHstonmx GyHKIHIO
ME)KCETEBbIX PKPAHOB (OHM 3aHHMMAIOT IOJIOKEHUE MEXIY JIOKaJIbHOW CEThIO M INI00AJIIbHOM, HE
MO3BOJISASL [IPOCMATpUBaTh H3BHE COCTaB MPOrPaMMHOrO OOecliedeHMs Ha cepBepe, U He
HPOITyCKasi HECAaHKIIMOHUPOBAHHBIC KOMAH/Ibl M JIAHHBIE).

3) mpuMeHeHHE HIPOKCH-CEPBEPOB, IO3BOJIIOUIMX CKPbITh BHYTPEHHIOK CTPYKTYPY

JOKAIBHOW CEeTH OT aHalu3a WU3BHE (3TO BaXKHBII MOMEHT, IIOCKOJIBKY aTakaM Ha
MH(OpPMAIIMOHHBIE CUCTEMBI, KaK MPAaBUIIO, MPEALIECTBYET MPEABAPUTEILHOE HCCIICOBAHUE UX
IPOrPaMMHOTO H alapaTHOro 00eCIeUeHUs, UX YSI3BUMOCTEH U T.]1.).

PaccmotpuM dyHKIIMOHMpPOBaHUE OpaHAMayIpPOB U MPOKCH-CEPBEPOB MOAPOOHEE.

Jlnsi moHUMaHUs CyTH paboThl OpaHIMay3pa MpoaHaIU3upyeM POCToi npumep [26].

JlBa pykoBoamTenss OOMEHHMBAIOTCS MUChbMaMmH. HammcaB NMHCbMO, OHH TEPEHalOT €ro
CEeKpeTapro JIJIs TIeYaTH, a Te, B CBOIO OUYepelb, KypbepaM JJIsl JOCTAaBKU, TO €CTh MBI UMEeM 3-X
YPOBHEBYIO MOJIEIIb CBsi3H (peanbHo 7 ypoBHei Moaenu OSI):

A‘K; RS A\‘\
Sopnnnnnnnnan RS B
C A ’ | 8
t . PYKOBOAMUTEIb (USGI’, HOHB3OBaTeHB)
% (s N % O
' L t\ CeKpeTapb

Kypbep

[Ipeamnonoxxum, cekpeTapy BCTYMIIM B CTOBOP M HAdalu TalHBIM 0OMeH WH(pOpMarmei
Mexay coboit. CekpeTaph A 4TO-TO JAOMUCHIBACT KapaHAAIIOM B IMHChME, a cekpeTrapb b untaer
U 3aT€M CTHUPAET TO, YTO OBLJIO MPUIKCAHO.
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PykoBoauTenu (mmosap30BaTen) MOTYT HE 3HATh O TOM, YTO MX KaHaJl CBSA3M MCIIOJIB3YETCs
HECAaHKIIMOHUPOBAHHO, TAK KaK OHU «BBIIIE» 110 YPOBHIO PEATBHOTO «TpaduKay.

Uro nenars? [IpuBneus k nposepke Kypbepa (!). Eciu Kypbepy pa3pelmuTb 4uTaTh TO, YTO
OHM JIOCTaBJISIIOT, TO OH MOXET CHUTHAJIN3UPOBATh PYKOBOJUTEND 00 OOHapyXeHUU
HECAHKIIMOHUPOBAHHOT'O COEAMHEHUS.

VMeHHO 3Ty (yHKIMIO U BBIIOJHSIOT OpaHIMay3phl.

bpanamaysp KOHTpOJIMpYET COEIMHEHMsI Ha YPOBHSAX HW)KE IPUKIAJHOrO, TO €CTh Ha
YPOBHE COEIMHEHUS, CETEBOM M TPAHCIOPTHOM, M CIIOCOOCH YJIOBUTH MPU3HAKH PAOOTHI
HECAaHKIIMOHUPOBAHHBIX CPEJICTB, HAIPHMEpP, CPEIACTB YAAJICHHOTO aaMUHHCTpupoBaHusi. OH
TaKKe MOKET KOHTPOJIIMPOBATh Tpauk U GUIBTPOBATH €rO.

Bpannmaysp mMo3BOJIIET OpPraHM30BaTh CHUCTEMY CETEBOM OE30MaCHOCTH, 3a KOTOPYIO
O0OBIYHO OTBEYAET CUCTEMHBIM agMuHHcTparop. OH HacTpauBaeT OpaHaMay’p TaKUM 00pa3oM,
YTO BHELIHHE KJIMEHThl MMEIOT BeChbMa OIPaHMYEHHBIH JOCTYN K CIyxk0aM 3aluiaeMoin
o0acTi, a BHYTPEHHHME I0Jb30BATENN — K CIIy)KOaM BHEIIHEH ceTH (TOJbKO MO CiayXeOHOH
HEOOXOIMMOCTH).

KiaccuueckuM mpuMepoM  sBJIS€TCS IMPOrpaMMHBIA  Komiuieke  Solstice  (concruc)
FireWall-1 komnanum Sun Microsystems [34]. [aHHbIii TakeT HEOJHOKPATHO OTMEYAJICS
HarpaJamMH Ha BBICTaBKaX U KOHKypCax.

Paccmotpum ocHoBHble kommoHeHThl Solstice FireWall-1 u ¢yHkimu, KoTOpble OHH
peanu3yor.

LentpanbubiM s cuctembl  FireWall- 1 sBisercs Moaynb  yopaBieHUs BceM
komruiekcoM. C 3TUM MozysieM paboTaeT aIMUHUCTPATOP OE30M1aCHOCTH CETH.

AnMuHHECTpaTOpy 0€30MacHOCTH CeTH il KoHHUrypupoBanus komiuiekca FireWall-1
HE00XO0/IMMO BBIMOJIHUTH CAEYIOIUN psia JecTBUIA:

*  OmpenenuTh OO0BEKTHl, YYacTBYIOLIME B TMporecce o0paboTKM HHPOpMALUU
(mosyp30BaTENM M TPYIIBI MOJB30BATEINCH, KOMIBIOTEPBl U UX TPYIIbI, MapIIPyTU3aTOPbl U
pa3IMYHBIC TTOJICETH JIOKAJBHOM CETH OpraHu3aIln);

*  Omnucath ceTeBble MPOTOKOJIBI U CEPBUCHL, C KOTOPBIMU OyyT paboTaTh MPUIIOKEHUS
(0OBIYHO OCTATOYHBIM OKa3bIBAETCSI HAOOP OMUCAHUIA, TTOCTaBIsIEMbIX ¢ cuctemoit FireWall-1);

*  C noMmoIpto BBEJICHHBIX MOHATUN ONMUCHIBAETCS MOJIUTUKA Pa3rpaHUYEHUs JOCTyIa B
CIlIeyroInX TepMuHax: "['pymnne nonps3oBaTenell A paspeleH JocTyn K pecypey b ¢ momomisio
cepBuca uiam nporokona C, HO 00 3TOM HEOOXOIUMO cIenaTh MOMETKY B PErHCTPALlMOHHOM
KypHaine'".

COBOKYNMHOCTh TaKMX 3alMuceldl KOMIMIUPYETCS B HCIOJIHUMYI QopMmy OJ0KOM
yIpaBieHUS U Jlajiee NepelaeTcsl Ha UCIIOJIHEHNE B MOy (QUIIbTPaIlUH.

Monynu GbuIsTpayu MOTyT pacroiaraTbCsi Ha KOMITbIOTepax (IIUTF03ax WU BBIICICHHBIX

cepBepax) WM B MapIIpyTH3aTopaX KaK 4YacTh KOH(UIyparMoHHOW uHpopmanuu. Momyau
(GWIBTpalUK TPOCMATPUBAIOT BCE IMAKETh, MOCTYMAIOIINE Ha CETEBbIe WHTEPQEHChl, U, B
3aBHCUMOCTH OT 3aJIaHHBIX MPaBWUJ, MPOMYCKAIOT WM OTOPAaChIBAIOT JTH MaKEThl, C
COOTBETCTBYIOIICH 3alUChI0 B PETHCTPALIMOHHOM XYpPHAaJIE.

Cucrema Solstice FireWall-1 wumMeer coOCTBEHHBI BCTPOEHHBIM  OOBEKTHO -

ODI/IeHTI/IDOBaHHI)II\/’I A3BIK IIPOrpaMMHPOBAHUA, HpI/IMeHﬂeMblﬁ U1 OIIMCaHUsI IIOBEIACHUA

Monynel - GunbTpoB cuctembl. Ha mpakTuke naHHas BO3MOXKHOCTb IOYTH HE HCIOJIB3YyeTCH,
MOCKOJNIbKY Tpaduyeckuil mHTepdelic cucTteMbl IMO3BOJSET clenarh MNPAKTUYECKH BCE, 4YTO

HYKHO.
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FireWall-1 momHOCTBIO TIpO3payeH MJIsi KOHEYHBIX TOJb3oBareneid. Eme oxHum
3aMeYaTeNbHbIM CBOMCTBOM cuctembl Solstice FireWall-1 siBisiercst oueHb BbICOKask CKOPOCTb
paboTbl. DaKTHYECKH MOAYJIHM CHCTEMBI pa0OTAIOT Ha CETEBBIX CKOPOCTAX Iepenadyu
UHPOpPMAIIUK, YTO OOYCIIOBICHO KOMITWIIALIMEH CreHEpUPOBAHHBIX CIICHAPHEB pabOTHI Iepen
MOJIKJITFOYEHUEM WX HENOCPEICTBEHHO B Ipoliecc (QUIIbTPany.

Kommanus Sun Microsystems npuBoaut cieayroiue JaHHbie 00 3 (HEeKTHBHOCTH PabOThI
Solstice FireWall-1. Monynun ¢uasTpanuu  Ha  Internet-uwmosze, CKOH(MUTIYpHPOBAaHHBIC
TUTIUYHBIM JIJII MHOTHX OpTaHu3anuii oopa3om, padoras Ha ckopocTsx B 10 Mo/cek, 3abupatot
Ha cebs He 6osee 10% BBRIYMCITUTEIBHON MOIITHOCTH KOMIIBIOTEPA.

Ternepp paccMOTpUM TMpOKCH-cepBepbl [26]. DTO ammapaTHble W/WIKA MPOrPAMMHBIC
CPEICTBA, BHIMONHSIIONHME OydepHble (QYHKIUU MEXIY JIOKATBLHOW M TI00anbHOW ceThio. Mx
OCHOBHOE Ha3HAYCHHE:

1) omrumu3zanus pabOTBl KOMIIbIOTEpa WM JokanbHOUW cet B WWW (ucropuyecku
nepBoHavanbHas QyHKIHUA);

2) 3amuTHas (QYHKIMSI, HO B OTJIMYUE OT OpaHAMaydpa 3TO CKOpee IHCIeT4ep, a He
UHCIICKTOD.

OYHKIIMOHUPOBAHUE MPOKCH-CepBEpa (IPUHIUT pabOTHI):

1) monp30BaTEeNh KOMIBIOTEPA AAPECYET 3apoC B MIHTEpPHET Ha MOCTABKY OIPENEICHHOTO
Web-pecypca, HO 3TOT 3ampoc oTpassiercs: He B CeThb, a IPOKCU-CEPBEPY;

2) mpoKcH-CepBEp OT CBOETO MMEHHU aapecyeT 3ampoc B MIHTEpHET U MOIydaeT OTKJIHUK OT
YIAJIEHHOTO CEPBEPa;

3) moyy4eHHBIN pecypc MPOKCU-CEPBEP NepeIacT Ha KOMIIBIOTEP MOJIb30BaTEelIs.

[IpeumyIecTBa OT UCIIOIB30BaHUS POKCH-CEPBEPA:

1) aHoHuMHOCTh (yIaJeHHBIH CepBep HE 3HAET TOYHO, OT KOTO MOCTYIHII 3ampoc, C €ro
TOYKHU 3PEHHUS OH TIOCTYIWII OT IPOKCH — CEPBEPA);

2) yckopenue 3arpy3ku (Web-ctpaHuiiel, mpoxoadinpe Yepe3  MPOKCH-CEPBEp,
3alIOMHHAIOTCS. HA HEM, M €CIIU JIPYroi TOJIh30BaTeNb 00pamaeTcs K TOMy ke pecypcy, TO OH
MIOJIYYHUT €ro He OT YIAJICHHOTO CepBepa, a OT MPOKCU-CEPBEpPa, YTO ropasio ObicTpee);

3) ¢wunbtparms (nementsl  Web-cTpaHuIl, MPOXOMAIIMX Yepe3 MPOKCH-CEPBED,
AHATM3UPYIOTCS U QUIBTPYIOTCS, TOPTOMY HEHYKHas MHQOpMaIlKs, HalpUMep peKiiaMa, MOKeT
OTCEUBATHCHA);

4) yckopeHue mMOIKIOUeHHs (HAa TMPOKCH-CEpBEpE HAKAIUIMBAIOTCSA JAHHBIE O
COOTBETCTBUHM JIOMCHHBIX HWMeH XocToB MHTepHeTta W wux |P-agpecoB; mpu TOBTOPHOM
oOpallleHnu K TeM K€ XOCTaM YK€ He HaJo HuckaTh ux IP-azpeca B cpaBHUTENbHO MeAJIEHHOU
crpykrype DNS u moxxHO oOpaiatbes mpsmo mo I1P- aapecy);

JlononHuTeNbHBIE 3aIUTHBIE PYHKIIMU:

5) mpokcu-cepBep MOXKET ObITh HAaCTPOEH TakuM 00pa3oM, YTOOBl OrPaHUYUTH JOCTYII
COTPY/JIHUKOB OpraHu3anuu y3kum kpyrom Web-pecypcoB, HEOOXOAMMBIX WM JIMIIb IS
BBITIOJTHEHUSI CITY)KEOHBIX 00513aHHOCTEH;

6) mpokcu-cepBep, Kak Oydep, crocobeH KOHTPOJIUPOBATh COJACPKAHHUE IMPOXOISAIINX
Yyepe3 HETro JTAaHHBIX; OH MOXET OJIOKUpOBaTh (hailiibl, copepiKaiiie BUPYCHI, a TAaKkKe CBEICHUS,
HEIOMYCTUMBIE 110 ITHYECKUM, TTOJUTHICCKHM HJIH PEITUTHO3HBIM COOOPAKEHUSIM;

7) TpOKCH-CEpPBEpP TIO3BOJIIET CKPBITh BHYTPEHHIOK CTPYKTYPY JIOKaJbHOW CETH OT
aHaJIM3a M3BHE (3TO BAKHBIM MOMEHT, ITOCKOJIBKY aTakaM Ha WH()OPMAIMOHHBIC CHCTEMBI, KaK
NPaBUJIO, MPEAMIECTBYET MPEABAPUTEIBHOE UCCIEIOBAHUE WX MPOTPAMMHOIO M anmapaTHOTO
o0ecreyeHusl, UX yI3BUMOCTEH U T.]1.).
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2. 3awuma om aKkmuHo20 COOEPHCUMOZO.

3amuTa OT AaKTUBHOIO COJEPKUMOIO PpEaJu3yeTcs COOTBETCTBYIOLIEH HACTPOWKOU
Opaysepa, 4TOOBI ONTACHOCTH OblJIa MUHUMAJILHOM.

HacTtpoiika 3ammTsl 6pay3epa 00bIYHO MPOBOJUTCS MO TPACKTOPHH

«CoiicTBa 0603peBarens — bezonacHOCTh»

WIH

«Hactpoiiku — be3zonacHOCTb»

WIH

«be3omacHOCTh.

3. 3awuma OaHHLIX HA NYMAX MPAHCNOPMUPOBKU.

3ammTa  JaHHBIX HAa  NIYTSIX  TPAaHCIOPTUPOBKH  pealu3yeTcsi  MPUMEHEHHEM
kpunrorpadguuecknx meromoB 3ammThl uHpopmammu u DT (Cm. pasgen «DnexTpoHHAs
U (ppoBast MOANUCHY).

VY3ke MHOTO pa3 OTMEYAJHCh BaXKHOCTh M HEOOXOIUMOCTH 3aIIUTHI JAHHBIX HA MYTIX HX
TPAHCHOPTHPOBKH 110 OTKPBITHIM KaHAJIaM CBSI3U. DTO BAXHO U JUISI SJICKTPOHHON KOMMEPIIUH, U
0co0eHHO BakHO Ut MHTepHeT-OankuHra. KiMeHT MoyKeH OBITh YBEpEeH, UYTO MMEET JIENO C
0aHKOM, a OaHK — B TOM, YTO NOJIy4YaeT yKa3aHUs Ul YIPABICHHUS CUETOM OT €ro BiaJelblia.

B MHTepHETE 0OBIYHO HCIIONB3YIOTCS BE TEXHOIOTUH 3alUIICHHON CBS3H, 3aKPEIICHHBIC
CTaHJapTaMH:

— mporokon HTTPS (Secure http, 6e3omacusrii http);

— mporokon SSL (Secured Socket Layer, ypoBeHb 0€30MaCHBIX COCAMHEHHIA).

[Mpotoxkor HTTPS (wnmu SHTTP) — 3t0 pacimmpenne MpHKIAAHOrO mpoTokona http u,
CJIeZIOBATENIbHO, UM IOJIb3YIOTCS TOJIBKO JUIs 3amuieHHoi cszu B WWW nipu B3anmoaeicTBUM
web — cepBepa u Gpaysepa.

[TpoTokon SSL — 3TO ceaHCOBBIN MPOTOKOJ, KOTOPBIA 3aHMMAET MPOMEKYTOUHOE MECTO
Mex 1y TpuKiIaaaeiMu ipotokonamu (http, ftp u np.) u TpancnoptHEIM poTokosiom TCP. C ero
MOMOIIIBIO CO3/1a€TCS 3aLUIIEHHBIN KaHall CBSI3HM (TYHHEIb), BHYTPH KOTOPOTO MOXHO paboTaTh
¢ mo0bIM cepBrcoM MuTepHeTa (www, e-mail u ap.).

B gyem cocrout orimumne mexty nmpotokormamu HTTPS u SSL?

C nomompto HTTPS MOXHO OTHpaBUTH OJIHO 3alIMIICHHOE COOOIICHHE CEpPBEPY WIH
KJIMEHTY, a ¢ ToMOIIbl0 SSL_MOXKHO cO37aTh 3alMIEHHbIN ceaHC, B paMKaX KOTOPOI'O MOXHO
0OMEHMBATHCS MHOTOKPATHBIMU COOOIIEHUSIMHU, TO €CTh, €CJIM HY)KHO OTIPABUTH 3alllUIIEHHOE
cooOlIeHrne OT KJIMEHTa K CepBepy, Halpumep, NMpH BBOJE MapoJis, TO MOXKHO OTPAHUUYUTHCS
npotokosiom HTTPS, a ecniu HeoOXxonuMm ABYCTOPOHHMI OOMEH JaHHBIMH, HampuMmep, Hpu

B3aUMOJICHCTBHH ¢ OAHKOM, TO MCIIONB3YIOT SSL.

B snexTpoHHOI KOMMepIH Hanbosee mupoKko mpumensiercst mpotokon SSL. Ero padoty
paccMOTpUM Ha Mojieni B3aumoericTeus bank- Kinuent B Untepuere [26].

[TporpaMMHBIC CpeicTBa, pealm3yrone NpoTokon SSL, 0a3upyroTcs Ha THOPHIHON
KpUITOrpaguyeckoii cucreme, B KOTOpoil coueratorcss HecummeTpuunbsie (HIL) wu
cummerpuynsie (CIL) anropur™mel mudpoBaHus.

[Touemy cucrema rudpuHas?

CuMMeTprYHbIe IU(PPBI 3HAYUTEIBHO OBICTPEe HECUMMETPUYHBIX, IOITOMY IPH OOMEHE
MHOTOKPaTHBIMU COOOLICHUSIMH, JUIS YeTO M CO3aH MPOTOKOJ SSL, MO3BOINSIOT MO IepKUBATH

BBICOKYIO CKOPOCTh OOMeHa AaHHbIMHU. [IpoOnema cCUMMETpUYHBIX HIMPPOB — KaK Iepeaarhb
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K04 TapTHepy? 34ech M HCIONb3YyeTCs HeCUMMeTpuuHbl mmdp. Takoe ManeHbKoe
cooOlieHne Kak KoY OH 3amudpyer u Jemudpyer ObICTPO, MOITOMY U MPHUMEHSIOT
THOPHUTHYIO CHCTEMY.

[Tporokon SSL cocTouT M3 ABYX KOMIIOHEHTOB:

- IPOTOKOJI YCTAHOBJICHUS 3alIMIIICHHON CBS3H (IIPOTOKOJ B3aUMO/ICHCTBUS);

- MPOTOKOJI 3aIIUIIEHHOTO 0OMEHBI JaHHBIMH (IIPOTOKOJI OOMEHA).

HII

cla

VYcTaHoBIIeHUE 3aIUILIEHHON CBSI3M (I10 11aram):

1. KimenTckas nporpamma nochliaer ceppepy banka:

- CBOE Ha3BaHUE,

- HOMED BEPCHH,

- CBEICHUS O HACTpOWKax CBOUX CpeJICTB IMHUGpPOBaHMs, HEOOXOAUMBbIE JUIs
B3aMMOJEMCTBHS C CEPBEPOM.

2. Cepsep nocwunaer Knuenry:

- CBO€ Ha3BaHUE;

- HOMED BEPCHH,

- CBEJICHUS O HACTPOIMKax cUCTEMbI IIU(POBAHNUS;

- CepTU(UKAT CBOETO OTKPBITOrO KJIF0Ya U KITHOY.

3. Cepsep 3ampammBaeT cepTU(HUKAT OTKPHITOro Kiroda Kinenra (ecam Heo6X0uMo).

4. KniueHr, monyuuB JaHHBIE OT CepBEpa, HPOBOAMT ero uiaeHTHuKanuio. BEcmm
UAeHTU(UKAIMS MPoIIIa YCIEIHO, TO padoTa npoaoirkaeTcs. Eciau HeT, To ceaHc 3aBepiaeTcs.

5. KimeHT co3maeT 3aroToBKY Kiroya HacTpoiiku (premaster secret), sarem mudpyer ee
OTKPBITBHIM KITFOUOM CEPBEPA U OTIPABIISIET CEPBEPY.

6. Ecmm cepBepy HeoOxomuma wuneHTHUduKanus Kmmenra, To KimeHT moamuchiBaeT
CBOMM 3aKpBITHIM KIIFOUOM OTPENIETICHHOE COOOIICHHE, IMOJyYeHHOE B XOJIe¢ TEPBHYHOTO
KOHTaKTa M HM3BECTHOE CEPBEPY. DTOT 00pa3ell MOJMUCH OTIPABJISETCS BMECTE C 3arOTOBKOU
KJIFOYa HACTPOHKH.

7. Cepsep mposepser obpasel noanucy KimeHTa ¢ IOMOMIBIO €ro OTKPHITOro KIHOYA.
Ecnu Knuent He uaeHtuduuupyercs, To ceaHc 3aBepiiaercs. Ecian uaeHTuduIupyercs — 1o
paboTa mpo10KaeTCsl.

8. Ceppep paciMppOBLIBAET 3arOTOBKY KJIIOYa HACTPOMKHM C IOMOIIBIO CBOETO
3aKpBITOTO KIIFOYA.
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9. Cepsep u KimMeHT mnapaulefbHO BBINOJHSIOT IIOCIEIOBATENBHOCTh JEHCTBUI 1O
MOJYYCHUIO Kiroua HacTpoiiku (master secret) m3 3aroToBkH Kiroua HacTpoiviku. [lanee oHM

HCIIOJIB3YIOT 3THU KIKOYMW JIsI ICHEpallMu OAMHAKOBBIX CCAHCOBBIX KJITI0YeH (O[[HOpa?»OBbIX).

CeaHCOBBIEC KIIOYM — CUMMETpUYHbIE. Mcnonbp3yroTes i mu@poBaHus COOOUICHUN BO BpeMs
ceaHca CBA3U.

10. Kmuent u cepBep OOMEHMBAIOTCS COOOIIEHUAMH O TOM, 4TO Jajee B OOMEHe
JaHHBIMH ~ OyAYT HCIIOJIb30BaTh CO3IAHHBIA CEaHCOBBIH Kmod. (OTHOBPEMEHHO OHH
00OMEHUBAIOTCS COO6IH€HI/I${MI/I, 3aH_II/I(1)p0BaHHBIMI/I 9TUMH KJIKOYaMH O TOM, 4YTO IIponcaypa
CO3aHUA 3alIUINCHHOI'O KaHajla CBA3U 3aBEPIIICHA.

ITocie 3aBCPILICHUA ITPOTOKOJIA BSaHMOHCfICTBH}I CTOPOHBI MEPEXOOAT KO BTOpOI71 qaCTH —
IMPOTOKOJIIY oOMeHa JaHHBIMH, KOTOpBIfI OCHOBAH Ha UCIIOJIBb30BAHUN CUMMCETPHUYHBIX I_HI/I(prB.

CeaHCOBBIN KJIIOY — OJTHOPA30BbIi, YTOOBI MPOMEXYTOUYHBIE CEpPBEpPHI, YYaCTBYIOIIUE B
CCaHCEC, HC MMCJIM NOCTATOYHO BPECMCHHU JId €ro0 KOMIIPOMETAIIUU. B CJICAYIOMIEM CCaHCC KIIHOY
OyJleT HOBBIM.

[Mpotokos SSL momyunia pasButue B HOBoM mpoTokose TLS (Transport Layer Security,
0€30MacHOCTh TPAHCIIOPTHOTO YPOBHSI).

Kpome »TOro, B maHHOM pazjiene MOXXHO OOCYIUTh 3alllUTy COOOIIEHUN SIEKTPOHHOM
IIOYTHI.

S/IMIME (Secure/Multipurpose Internet Mail Extensions, Hazaexxuble IpHUIOKEHUS
MHOTO(YHKIIMOHAIbHOW WHTEpHET-ouThl) — CTaHAapT Uil mu@poBaHus W TMOJINUCH B

DJIEKTPOHHOM I0YTE C MOMOIIBI0 OTKpBITOro Kiatoda. S/MIME npennasnauen s odecriedeHus

KpUnTorpaguueckod 3alIuThl  AJIEKTPOHHOM moutrel. OOecmeunBaeT ayTeHTH()UKALNIO
co0011IeHUs, NACHTU(PUKAIIMIO aBTOPCTBA U 0€30I1aCHOCTh JaHHBIX MPH UX Nepecbuike. bonbuas
4acTh COBPEMEHHBIX MTOYTOBBIX IporpaMM nojaepxxusaer S/MIME.

Hcnonb3oBanue crangaptra S/MIME  HaknanplBaeT HEKOTOpblE OrpaHHuYEHHs Ha
OpUMEHEHHE TPAJUIMOHHBIX MPHIIOKEHUH 3JIEKTPOHHOM MOYTHI U paboueil cpenbl, B KOTOPOi
OHM HCIIOJIb3YIOTCA.

OTnpaBUTEN0 M MONydYaTeN0 HEOOXOAMMO COTJIaCOBBIBATH MPHUMEHEHHME KIMEHTCKUX
IIPUJIOKEHUH JIEKTPOHHOM MTOYTHI, KOTOPBIE MOIEPKUBAIOT JaHHBIM CTaHIAPT.

O¢dextuBnoe npumenenne S/MIME TpeOyeT KOMIUIEKCHOTO MOAX0Aa K OOECIEeYEHHIO
0€30MacHOCTH. DTO O3HAYaeT, YTO HEOOXOAMMO 00ecreyrBaTh 3alIUTy COOOIIEHUM HE TOJIbKO
Ha MYTH CJEJ0BaHUs OT OTIPABUTENS K IOIYy4aTeso, HO U B pabodeil cpene OTIpaBUTENs U
nony4varens. HecoGmtoieHre 3Toro TpeboBaHMs MOXKET MIPUBECTH K yTeUKe KOH(PHIECHIIMATHHON
UH(pOPMALINU, HECAHKIIMOHUPOBAHHOM MOJIU(BUKAIIMM COOOLIEHUH, KOMITPOMETAIIUN CEKPETHBIX
KJIIOUEH HETIOCPEICTBEHHO HA KOMIBIOTEPAX MOJIb30BATENIEH.

S/MIME  npuHIMIIUAIBHO HECOBMECTUM C BeO-MOYTOH. ITO OOYCIOBIEHO TEM,
4yTO KpunTorpadus OTKPBITHIX KIIOYeH, jexamas B ocHoBe crannapta S/MIME, obecnieunBaet

3alIUTy KOHCbI/II[eHHI/IaJ'IBHOCTI/I " HECJIOCTHOCTHU COO6I].[€HPII>1 Ha IIYTH OT OTIPAaBUTCIA OO0

noydarens. B To xe Bpems KOHOWICHIIMATIBHOCT U IIEJIOCTHOCTh COOOIICHU HEIOCTHKUMBI
MIpU TPAIJUITMOHHOM HUCIIOJIb30BAaHWU BEO-TIOUTHI, TAK KaK MPOBAKJEp CepBHCA BEO-TIOUTHI HMEET
BO3MOXXHOCTh YHTaTh cooOmieHuss u MoaudumupoBath ux. Kpome TOro, ocHOBHOE
MPEUMYIIECTBO BEO-MOYTHI - €€ JOCTYIMHOCTh C JIIOOOrO KOMIBIOTEpA, TNe €cTh BeOd-
o0o3peBaTenb - MPOTHBOPEUUT TPEeOOBAHHMIO KOHTPOIS 3alIUIIEHHOCTH pabodel cpelbl Mpu
ucnonszoBanuu S/MIME.
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https://ru.wikipedia.org/wiki/MIME
https://ru.wikipedia.org/wiki/%D0%A8%D0%B8%D1%84%D1%80%D0%BE%D0%B2%D0%B0%D0%BD%D0%B8%D0%B5
https://ru.wikipedia.org/wiki/%D0%AD%D0%BB%D0%B5%D0%BA%D1%82%D1%80%D0%BE%D0%BD%D0%BD%D0%B0%D1%8F_%D1%86%D0%B8%D1%84%D1%80%D0%BE%D0%B2%D0%B0%D1%8F_%D0%BF%D0%BE%D0%B4%D0%BF%D0%B8%D1%81%D1%8C
https://ru.wikipedia.org/wiki/%D0%AD%D0%BB%D0%B5%D0%BA%D1%82%D1%80%D0%BE%D0%BD%D0%BD%D0%B0%D1%8F_%D0%BF%D0%BE%D1%87%D1%82%D0%B0
https://ru.wikipedia.org/wiki/%D0%9A%D1%80%D0%B8%D0%BF%D1%82%D0%BE%D0%B3%D1%80%D0%B0%D1%84%D0%B8%D1%87%D0%B5%D1%81%D0%BA%D0%B0%D1%8F_%D1%81%D0%B8%D1%81%D1%82%D0%B5%D0%BC%D0%B0_%D1%81_%D0%BE%D1%82%D0%BA%D1%80%D1%8B%D1%82%D1%8B%D0%BC_%D0%BA%D0%BB%D1%8E%D1%87%D0%BE%D0%BC
https://ru.wikipedia.org/wiki/%D0%92%D0%B5%D0%B1-%D0%BF%D0%BE%D1%87%D1%82%D0%B0
https://ru.wikipedia.org/wiki/%D0%9A%D1%80%D0%B8%D0%BF%D1%82%D0%BE%D1%81%D0%B8%D1%81%D1%82%D0%B5%D0%BC%D0%B0_%D1%81_%D0%BE%D1%82%D0%BA%D1%80%D1%8B%D1%82%D1%8B%D0%BC_%D0%BA%D0%BB%D1%8E%D1%87%D0%BE%D0%BC
https://ru.wikipedia.org/wiki/%D0%9A%D0%BE%D0%BD%D1%84%D0%B8%D0%B4%D0%B5%D0%BD%D1%86%D0%B8%D0%B0%D0%BB%D1%8C%D0%BD%D0%BE%D1%81%D1%82%D1%8C
https://ru.wikipedia.org/wiki/%D0%A6%D0%B5%D0%BB%D0%BE%D1%81%D1%82%D0%BD%D0%BE%D1%81%D1%82%D1%8C_%D0%B8%D0%BD%D1%84%D0%BE%D1%80%D0%BC%D0%B0%D1%86%D0%B8%D0%B8
https://ru.wikipedia.org/wiki/%D0%9A%D0%BE%D0%BD%D1%84%D0%B8%D0%B4%D0%B5%D0%BD%D1%86%D0%B8%D0%B0%D0%BB%D1%8C%D0%BD%D0%BE%D1%81%D1%82%D1%8C
https://ru.wikipedia.org/wiki/%D0%A6%D0%B5%D0%BB%D0%BE%D1%81%D1%82%D0%BD%D0%BE%D1%81%D1%82%D1%8C

Jis  3amuThl  BEO-TIOYTHI  HMCMOJIB3YyeTcs Yxke u3ydeHHbld nportokon HTTPS. On
oOecrieunBaeT 6€30MaCHOCTh U KOH(PHICHIIMATIHLHOCTD JIMUHBIX JTAaHHBIX, TIepe/iaBasi UX Ha cepBep
B 3ammdpoBanHoM Buje. [Ilporokon HTTPS moanep:xuBaercs Bo BCeX COBPEMEHHBIX Opay3epax.

Kpowme sToro, Be6-mmoura ricnoibzyer TexHosoruro DKIM.

DKIM (Domain Keys Identified Mail, Coobmienne, naeHTH(OUIHMPOBAHHOE KIOYaAMU
JIOMEHA) — TEXHOJIOTUSl YOCTOBEPEHUS MOJIMHHOCTU OTIPABUTENS MpU MOMOIIM LHU(POBOM
MOJIUCH, CB3aHHOM ¢ UMEHeM JoMeHa. Hanmuuue nanHoi moanucu noATBEpkKAAET, YTO MUCHEMO
He OBIJIO IepeXBaYCHO M U3MEHEHO TI0CIIE OTIIPABKH C TIOYTOBOTO CEPBEPA OTIIPABUTEINS.

Eme ogHo monynsipHOE NpUIIOKEHUE, pa3padOTaHHOE JUIS 3alIUThI MOCTaHui U (paiiioB -
PGP (Pretty Good Privacy, Ouenb xopomias CEKpPeTHOCTh). BeposTHO, 3T0 camoe
pacIpoCTpaHEHHOE MPUIIOKEHHE 3aIUThl AJIEKTPOHHON MOoYTHl B MHTEpHETE, HCIob3yromee
paznuunble ctanaapTsl mudposanus. [lpunoxenus PGP BbimyckaroTcs i BCEX OCHOBHBIX
OTEpAIMOHHBIX CHCTEM, MU TOCIaHHS MOXHO IIH(POBAaTh 10 HUCHOIB30BaHUS MPOTPaAMMBbI
OTIPABKHU 3JIEKTPOHHOU mouThl. PGP mocTpoeHa Ha npuHIUIe nayTuHbl goBepus (wWeb of trust)
M TO3BOJSET TMOJB30BAaTENsIM  PACIpPOCTPaHATh CBOM KIIOUM 0e3 MOCpeaHHYEcTBa
cepTU(UKAIIMOHHBIX IIEHTPOB.

B 3akimoueHne KOCHEMCs! KOPIIOPATUBHBIX CETEH.

KopriopaTuBHbIE CETH 4YacTO CBS3BIBAIOT O(HCHI, pa3dpOCaHHBIE 1O TOPOXIY, PETHOHY,
CTpaHe WK BceMy MHpPY. B Hacrosiee Bpems BeayTcsl pabOTHI 110 3alUTe Ha CETEBOM YPOBHE
IP-cereli (umeHHO Takue cetu (GOopMHUpPYIOT VHTEpHET), YTO MO3BOJUT KOMIAHMUSIM CO3/aBaTh
CBOM COOCTBEHHBIC BUPTYyaibHbIC YacTHbIe ceTu (Virtual private networks, VPN) u ucnoss3oBath
WHuTepHeT Kak ajabTepHATUBY JOPOTHM apeHIOBAaHHBIM JTUHUAM. [l 5TUX Iesel mpeanokeHa
cnenndukanus S/IWAN (Secure Wide Area Networks, 3amuiiennas riodanbHast cetb). Llenb
S/WAN - obecnieunTtsh peanu3anno KOMOMHHPOBAHHOW 3aluThl U co3nanue VPN Ha ocHOBe
cereii MurepHer. OHa MOMOXKET JOCTHYh COBMECTUMOCTH MEXIy MapUIpyTU3aTOpaMH |
OpaHaMay’paMu pa3IMYHBIX TPOWU3BOAMTENEH, YTO TO3BONUT Teorpadudecku pa300IIeHHBIM
odrcam OTHOW KOpITOpAIMH, a TaKKe MapTHEpaM, O0pa3yroIIUM BUPTYalbHOE TNPENINpUSATHE,
0e30macHO 0OMEHUBAThCS JaHHbIMU 110 MHTEpHEeTY.

4. 3awuma om MOHUMOpUH2A U COOPA YACMHOU UHGOpMAYUL.

HanOonee npocThIM HCTOYHUKOM JJ1s1 cOOpa NEpCOHANbHBIX CBEACHUHN SBISIOTCS MapKephl
cookie (kyku) - 3TO HEOONBIION MaKeT JAHHBIX, KOTOPBIA IepenaeTcs cepBepoM Opaysepy
KJIMEHTa ¥ B KOTOPOM, COTJIacHO TpoTokoiy hitp, 3akoaupoBana wH(pOpMAIUs, HEOOXOaUMAsI
cepBepy Uil ueHTUGUKauuu Opay3epa u HaCTpPOUKHU Ha paboTy ¢ HUM.

Mapxkepsl MOTYT OBITh BPEMEHHBIMH M IIOCTOSIHHBIMHU.

BpemeHHbIe Mapkepbl XpaHSATCS B ONEpPATHUBHOM maMATH KommbioTepa. [lo okoH4aHuio

paboThl Bce BPEMEHHBIE MapKEPhl CTUPAIOTCSL.

B npunnune, Ob1o OB JOCTATOYHO JUI TEXHUYECKHX II€JIed MCIOIb30BaTh BPEMEHHBIE
METKH, HO CEpBEphl, IO MOHATHBIM MPUYMHAM, NPEANOYUTAIOT OTHPABIATH Opay3epy He
BPEMEHHBIE, a TOCTOSIHHBIE MAapKEPBI.

ITocTosiHHBIE MapKepbl HE CTUPAIOTCS IOCIE OKOHYAaHMsI CEaHca, a IEPEHOCATCS Ha

KeCcTKui nuck B Buae (aiioB cookie. TIponcxoauT MapKUpOBKa >KECTKOTO JMCKAa U BCEro

KoMIbloTepa kineHTa. [lpu nocnegyromux Beixojax B CeTh IPOUCXOAUT CUUTHIBAHUE MapKEPOB
B ONEpPATHBHYIO MaMsATh KOMIBIOTEPA, OTKyJa Opay3ep MpeabsBIsSIET UX CepBepaM, KOTOPbIE UX
MIOCTaBUIIH.
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®dusnyeckoil yrpo3sl KOMIBIOTEpY MapKepbl COOKie He mpeacTaBiasOT (3TO HE
NPOTrPaMMHBIA KOJ), HO OHH MPEICTaBIISIOT YIpO3y B CMBICIEC BMEIIATEIbCTBA B YAaCTHYIO
YKH3Hb.

CepBep MOXKET IPOYNUTATh HE TOJIBKO CBOM MapKepbl, HO M BCE JPYyTHE.

3amura oT MapkepoB COOKie peanusyercs OpayzepoM. B pasmene «be3onacHOCTb)» WM
AQHAJOTUYHOM, YCTaHaBIMBAIOT pexuM «[Ipemmarate MapKMpoBKYy», TOT/Ia HArJISJHO BHIHO
kakue Web-y37bl mpeaiaraloT MapKupoBaTh KOMIIBIOTED.

Kpome mapkepoB COOKie, HCTOYHHKOM CBEICHUIN O KJIHMEHTE SIBIIsieTCs cam Opaysep. Bo
BpeMsi CBSI3H 110 TpoTokoiry http oH cooOraer:

—  CBOC Ha3BaHHUE;

—  HOMEp BEpCHH;

—  THII ONEPAIMOHHOI CUCTEMBI KOMITBIOTEPA,;

— URL - agpec cTpaHuIiibl, KOTOPYIO KIIMEHT ITOCENIal B IOCICAHUHN pa3.

Eme oHUM MCTOYHHMKOM MEPCOHATIBHOW MH(POPMAIIMM MOTYT OBITh aKTUBHBIC CLICHAPHU
Java Script (/I>xaBa - cKpuIThI). 3alIMTa aHAIOTHYHA 3AIUTE OT AKTUBHOTO COJCPKUMOTO (TIpH
MOMOIIIA HAaCTPOUKHU Opay3epa).

5. 3awuma om nocmasku HenpuemIemMo2o cooepIcUMozo.

OO0bIyHO (PYHKIIMK (PUIBTPALKHU MMOCTYMAONIETO COJCPIKAHKS BO3JIAraloT Ha Opay3ep Win
Ha CIelHalbHbIe MPOrpamMMbl, oOcCTyKuBatomie syiektponnyo mouty (Windows Mail,
Sunexc.IToura ucnomb3yet cepuc «Criamoo00poHay).

[Mpu Hanmmunu OGpaHIMaydpa HIH MPOKCH-CEPBEPA B CHCTEME JIAHHBIC 3AIUTHBIC (PYHKIIUH
MOTYT BO3JIaraThCsl MYMEHHO Ha 3T0 000pyI0BaHuE (OMHCaHUE UX pabOTHI CM. BBIIIE).

6. 3awuma om Hnmepnem-mouwiennuyecmsa.

Jnst 3amutel oT IHTepHeT-MOLIeHHUYeCTBa!

- BHUMATEIbHO MPOCMAaTpUBaiiTe Bce MPUXO/AIIUE MHChMa U IPOBEPSNTE aJjpeca CChUIOK —
(UILIMHTOBBIE CCBUIKM 3a4acTyl0 COJIep’KaT OecCMBICICHHbIM HAOOp CUMBOJIOB WJIM OIEYaTKH,
KpOMe TOro, BHUMATEIbHO M3YUUTe aJpec caiiTa, Ha KOTOPBIM BaM Mpe/ylaraloT HmepeiTH ams
BBOJIa NEPCOHAIBHBIX JIAHHBIX (HE CTOUT BBOJAMTH HOMEP IUIATEKHOW KapThl, €CIIU aJipec caiiTa
BBITJISIAT TIOJ03PUTENILHO WM HaurHaeTcs ¢ http; ampeca cepBHCOB, KOTOPBIE 3aIIMIIAIOT BaIlH
JaHHbIe, HaunHaroTCs ¢ https);

- OTKJIIOYaiTe OMOJIHEHMsI, YCTAaHOBJIEHHbIE B Opay3epe, KOTOpble MOTYT ObITh YS3BUMBI
JUTSL MOIIIEHHUKOB; YTOOBI BBIKIIOUUTH MX, MOYKHO MEPEUTH B PEKUM MHKOTHUTO, MIpaBja, €Cln
BCIIOMHUTH 00 3TOM Iepe] caMoi OIjiaToil, coOMpaTh KOP3UHY MM MCKaTh HYKHBIH peic
IIPUIETCS 3aHOBO;

- HUKOT/Ia He OIUTaYMBaiTe MOKYIOK WM CUETOB, B KOTOPBIX BBl HE YBEPEHBI;

- He otnpasistiite CMC Ha 1oA03pUTENBHBIE HOMEDA;

- HIKOMY He IlepeJjaBaiiTe Balllld JOTHHBI U TapoJIu;

- mpu paboTe Ha YYKOM KOMIIBIOTEpPE HE JOIMYyCKailTe COXpaHEHHS CBOUX YYETHBIX
JTAHHBIX;

- HE BBOJIUTE MapOJH OT BaXXHBIX YYETHBIX 3allMCEl IPU HUCIIOIB30BAHUU OOIECTBEHHOM

Wi-Fi cetn; nonb3yiirech MoOmIbHBEIM VHTEpHETOM 3G Mun Opay3epaMu ¢ pexxuMoM «3amuTa
Wi-Fi».
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7. 3awuma om nomepu yYyeHHOU KOMNbIOMEPHOU UHPOPMAYUU.

[Ipn mocTpoeHMHM CHCTEMBI 3alUThl KOMIBIOTEPHON WHGOpMAIUK HEOOXOAUMO
VUUTBHIBATh TE3WC, YTO «PAHO WM MO3JHO JFOO0H KOMIBIOTEP MOABEPTHETCS Pa3pyIIHTEIHHBIM
MOCIEACTBUIM YIpo3, Oyb TO BUPYCHAsl aTaka, Kpaxka UM BBIXOJI )KECTKOIO JUCKA U3 CTPOSI».

Hapnexxnas pabotra ¢ KOMIBIOTEPHON HHpOpMAIMEl MocTUraeTcs TOJBKO TOr/Aa, KOrjaa
11000€ HEOXKUJAHHOE COOBITHE HE MPUBEIET K KaTaCTPOPUUECKUM MOCIIECTBHUSM.

J171st 3TOT0 NMPUMEHSIOT:

1. PesepBHOE KOnMpoBaHKWE HaUOOJIEE LIEHHBIX JTAHHBIX.

B caywae peanmuzamuu 000K yrpo3bl KECTKHH JTUCK KOMIIbIOTEpa nepedopMaTupyror,
YCTAQHABJIMBAIOT OMNEPAIMOHHYIO CHCTEMY M Jpyroe NporpaMMHOE OOECIeYeHHe C
TUCTPUOYTUBHBIX HOCHUTEJCH, BOCCTAHABIMBAIOT JaHHBIC, KOTOphIE OEpyT C pe3epBHBIX
HOCHUTEJIEH.

Pe3epBHOe KonmupoBaHHE MPOBOJAT PETYJSIpHO MO IUIaHy. Komuu XpaHAT OTAENBHO OT
KOMITblOTEepa (MUHMMYM JIB€ KOIIUHU, KOTOPbIE XPAHAT B PAa3HbIX MECTax).

=)
C -4 MomeHTanbHaa 3awmra Acronis

y . o

Acronis

3 3aUlNTUTb BaXHble JaHHble
G) ™ .,i"l l 1 P S

Acronis” True Image
Home 2011 D 30BaTbCA MOMOLLHUKOM

MepeiTu K MaBHO

My OKHY

nporpamt

L5 Yto HoBOrO Bugeotyp

| @

|¥| Mokaseieate Npu 3anycke
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yAcmnis' ﬁ MHCTpYMEHTEL U YTUAUTEI @ Try & Decide @ Cnpaska
[oBaenTe pesEpBHEIE KONUM ()
5 PE.‘SE.‘pBHOE.‘ KONMWPOBaHWE AMCKOE W pas... NononHuTeNnsHbIE BO3SMOXHOCTW:
33WNTUTE KOMMBHOTED OT 3B3PMIAHOI CUTyaLnm. [F Pesepsroe konuposanue daiinoe
- HenpepoieHana sawmta {221 PesepBHOE KONWMPOBAHME INEKTPOHHOM. . I
T YeTaHOBWTE HENPERBIBHYHY 3ALLNTY PasAEncs 1
tainos.

@ Co3aiiTe 3arpy304HBIA HOCUTEND

OHNafH-XpaHnrLe

@ Mowck pesepeHoi Konum
WMcnonssoears xpaHAnMLLE AaHHb 8 MnTeprere,

Mowu pe3epeHble KOnum =

{

=
= Debian xecTkuii auck | 4L Boccranonm. H |
Beero: 10,50 KB Onepaunn - l

Apannnuwe = E\Mown gokymenToi\...pTyanbHbie Mawmndbly  [pocmMoTpeTs W BOCCTAHOBNTE

|

> ubuntu [ &j BoccraHoewTe

Beero: 235Tb
Apannnue: s E\Mown gokymeHTei\...bie MawmHeiUbuntu\  [MpocmoTpeTs u BOCCTaHDBWTE

Onepauyun ~

Kakue aHHble HEOBXOANMO apXMBMPOBaTL? *
MpoumTaiiTe KpaTkie ONMCaHHS 1 cAenaiiTe BbI6OP |
© 2B woii komnsiorep Moii komnbtoTep H
i © ml aiink! 1 nankw BuiGepuTe AaHHbIi 3neMeHT, uTo6bl CO34aTL PesepEHyio

KONMIO CHCTEMHOTO pasaena, KoTopelit cogepxut OC

Windows, AOKyMeHTbI 1 YCTaHOBNEHHLIE NPOrPamMMbl. TOT
vn pE!EpENDﬁ KONWK 2aHMMaeT MHOTO MeCTa Ha ANCKe, HO
paboty pa B cnyuae H

I
© :{j 3NeKTPOHHAA nouta

CEPLEIHOTO NOBPEXAEHHA AAHHBIX WIN OTKA3a
oBopysoBaHuA.

Pezepsuoe KONMUpOBaHWe pasfenoe 1 UenbiX ANCKOB MOXHO
BBINOSHATL B NH060Ii KOMEUHALMM.

PGBGPBHOG KonvpoBaHne BaXKHbIX AaHHbIX "j

BiBEpUTE 31EMEHTSI A7 PESEPBHOTO KOMMPOBAHILA M MSMEHNTE NP HEOBXOAMMOCTI MECTO HasHaHEHIA

@ Mot koMnbroTEp
= Cucremmbiii pasaen ¢ OC Windows.

@ ! @ [JlokymeHTbl, Pabouwii cton, s6paHHoe 1 T. 4.

Nunble AaHHsIE Ha CHCTEMHOM pasaene.

Ouerika pasmepa peseperoii kon: 22,8 6

< A NTES v

Hasrauenme: 5
1481,06 16 w31 863,01 16 ceoBoaro
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2. AHTHUBHpYCHBIE TIPOTPAaMMBI, KOTOpPbIE HEOOXOJUMO pPEryJSIpHO TPUMEHSATH |
PETyISIpHO OOHOBIISATS.

3. CpencrBa anmapaTHOH 3alUTHI, HATPUMED, OTKIIOYCHHE MEPEMBIYKH HAa MATEPUHCKOM
wiate 3amutuT ot crupanus [13Y (daem-BlOS), He3aBrcHMO OT TOrO, KTO OYAET MBITATHCSA 3TO
c/IeNaTh: BUPYC, 3IOYMBIIUICHHUK WM HEAKKYpaTHBIH MT0JIb30BaTEb.

4. OrpaHu4eHue I0CTYyINa MOCTOPOHHUX JIMII K KOMITbIOTEpaM ((pu3rueckoe orpaHn4eHue
JIOCTYTIa, TapoJIbHAs 3aIlUTa U T.J).

OO01re peKOMeHIaluH 110 TTAPOJIHHOM 3aIuTe:

B He ucnonp3yliTe OAMHAKOBBIN NIAapOJb A JOCTYIIA K pa3HbIM pecypcaM;
B He 3anuceiBaiiTe maposib B 00IIEOCTYITHOM MECTE;

B cnonp3yiiTe HaJEKHBIE TAPOJIH

«HenpaBuabHbBIE)» TAPOJIH .

udpossie (1athl, TeNePOHBI, HOMEPA MACIIOPTOB);
CnoBa, iMeHa, KIIMYKH | T.JI.,
Manast jiHa (MeHee 8 CUMBOJIOB).

«IIpaBHIbHBIEY TTAPOJIH.

Jmuna 10 cumBoIioB u Oolee;
KoMOuHarmu ManeHbKuX U O0JIbIINX OYKB, CIICIIUAIBHBIX CHMBOJIOB.

[Taposs Ha ypoBHEe BIOS

@® Phoenix - AwardBIOS v6.00PG
‘A Copyright (C) 1984-2006, Phoenix Technologies, LTD

ASUS ABNSX ACPI BIOS Revision 1003

Main Processor: AMD Athlon(tm) 64 Processor 3200+
Memory Testing : 2097152K OK(Installed Memory: 209?7152K)

: ST3160812A 3.AAE

: None

: PIONEER DUD-RW DVR-111D 1.23
: None

)
: N| Enter Password:
N

Fourth SATA Master ¢ None

Press DEL to enter SETUP, F8 to Enter Boot Menu
06,01,2006-NF-CKB804-ABNSX-00
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3amura y4eTHOU 3aliCH MOJIb30BaTels

Yrobbl HavaTe paboTy, WenkHuTe UMA
nonb3oBarens

[@) BeikniounTte koMnbioTep

5. OOopynoBaHHe KOMIBIOTEPHBIX IOMEIIEHUH  CpelCTBaMU  MPOTUBOICHCTBUS
CTUXUUHBIM OeACTBHIM (IT0Kapam, MOTomaM u T.1.).
6. CrpaxoBaHHE Pa3IMYHBIX BUIOB.

3ammMTa 0T KOMIILIOTEPHBIX BUPYCOB

AHTHBHPYCBI — caMblii JIeCTBEHHBIH cmoco® OoprOBl C BHUpycamu. YTOOBI
MPOTUBOCTOSATh HAMICCTBHIO KOMITBIOTEPHBIX BHUPYCOB, HEOOXOIUMO BBIOPATH MPABHILHYIO
3amuTy OT HUX. OJHUM U3 CIIOCOOOB 3aIMTHl OT BUPYCOB SIBIISIETCS pe3epBHOE KONMPOBAHHUE.
[TosToMy, eciiu BHI JKeJaeTe COXPAHUTh CBOW JIAHHBIE — CBOEBPEMEHHO MPOU3BOJIUTE PE3EPBHOE
KOMUpoBaHWe, B ciydae moTepu MaHHBIX, CHUCTEMa MOXET OBITh BOCCTaHOBJICHA. [[pyrum
CIocoO0OM 3alTUTHI SBISETCS MPABUJILHBIH BHIOOP NPOrpaMMHOI0 AHTHBHPYCHOTO CPeCTBA.
Ceifuac Ha pBIHKE NPOrPaMMHOrO OOEcTeueHUs] MPEACTaBIEH JOCTATOYHO IIMPOKUM CIEKTP
nporpaMM jis JieueHus: BupycoB. OHAKO HE CTOMT YCIOKAWBATHCS, JakKe MMes KaKoW-TuOo
nporpaMMHBIH  TIpoAyKT. [losiBNsitOTCS BCE HOBBIE M HOBBIE BHUPYCBI, H JTO TpeOyeT
NEePUOANYECKOr0 OOHOBJIEHUSI aHTUBUPYCHOTO MAKETa.

Ceiiuac 3amuTa KOMIBIOTEPA OT CETEBBIX YIPO3 OTPAaHUUMUBAETCS YCTAHOBKON aHTHUBUpYCA,
HE3aBUCHUMO OT Toro, e Haxomutces [IK — moma wnm B oduce. Takoit MUHMMaNIM3M KpaiiHe
OIaceH, MOCKOJIbKY YCTaHOBKA OJTHOTO aHTUBUpYCA HE CIlaceT OT Bcex onacHocTeil HTepHeTa.

OOBIYHO CpeAHECTaTUCTUYECKHUM MOJIb30BaTElNb, IPUOOPETas «MAIIUHY», Yepe3 3HAKOMbBIX
HAXOJHT SKOOBI CIICIUATNCTA TI0O KOMITBIOTEPaM.

B uTore Bair KOMIbIOTEp OCTANCS HEHACTPOCHHBIM U. UTO €IIe CTpallHee, 0e33alUTHBIM.
A Temepb, MPEACTaBbTE, YTO TAKON «CIEIUATHCT» HACTpauBal He JOMAIIHUM, a Baml pabodmii
KOMIIBIOTEP, HA KOTOPOM XPAaHHUTCS OOJBIIOE KOJUYECTBO JKU3HEHHO BAXKHBIX JAHHBIX, B TOM
yucie ¢uHaHCOBOM MH(opManuu. Tak 4TO HE MOJB3YHTECh YCIyraMH MacTepOB, KOTOpPHIC C
PaAOCTHIO HAUMHST Balll KOMITBIOTEP MUPATCKUM COPTOM.
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JI1s1 320U TEL OT BUPYCOB MOYXHO MCIOJIB30BaTh:

e oO0uMe cpencTna 3auUThl HHGOPMAIIUHU, KOTOPHIE MOJIE3HBI TAKXKE U KaK CTPaxoBKa OT
MOpYM  JWCKOB, HEMPABWIBHO pabOTAIONIMX MPOTrpaMM MM  OMKMOOYHBIX  JEHCTBUH
10JIb30BATENS;

e npodUIAKTUYECKHE MEpPbI, MO3BOJISIONINE YMEHBUIUTh BEPOATHOCTh 3apakKeHUS
BHUPYCOB;

e CIEUHAIbHBIEC IPOTrPaMMBI JIJIs 3aIIUTHI OT BUPYCOB.

OO6mue cpencTBa 3amuUThl MHGOPMALIMK TIOJIE3HBI HE TOJBKO JIS 3allUThl OT BUPYCOB.
HMeroTcst 1B€ OCHOBHBIE PA3HOBUIHOCTH 3THX CPEJICTB:

e KOMMpOBaHUE WH(OPMAIMU — CO3AAHUE KOTTUH (PaliIOB U CUCTEMHBIX 00JIACTEH JHCKa;

e CpeAcTBAa  pPa3rpaHUYEHUs  JOCTyna  MPEAOTBPALAeT  HECAHKIMOHMPOBAHHOE
UCIIOJIb30BaHUE HMH(POpMAIMU, B YAaCTHOCTH, 3AIIUTy OT HM3MEHEHUN NpOorpaMMm M JIaHHBIX
BUPYCaMH, HENPAaBWIBHO pPa0OTAIOMIMMU MPOTpaMMaMH W OIIMOOYHBIMU  JEHCTBUSMHU
10JIb30BATE.

OO61ue cpeacTBa 3auUThl UHGOPMALIMK OUYEHb BaXKHBI JJIs 3alllUTHI OT BUPYCOB, BCE K€ UX
HezoctaToyHo. Heo6XxoumMo U npuMeHeHHe CrienUalu3upOBaHHbIX MPOrpaMM sl 3aIllUThl OT
BUPYCOB.

Ecnu nepBble BUpYCHI, OSBUBIINECS Ha 3ape KOMIBIOTEPHON 3pbl, paclpOCTPAHSINCH
B OCHOBHOM u€pe3 JUCKETHI C MPOrpaMMaMHU, TO CETOJIHS OHU HMCIIOJIb3YIOT MPEUMYILIECTBEHHO
Bcemupnyro mayruny. Ilpudyem maHc «moaxBaTuTh HMH(MEKIHIO» €CTh HE TOJBKO MpU
BBIKQUMBAaHUH MEra0aiiTOB TaHHBIX, HO U IPU OOBIYHOM IoceneHnn web-ctpanui. Ho ciaumkom
MHOTHE 3aBcernatan MHTepHeTa He 03a004eHBI CBOCH 0€30MacHOCThI0. MeX 1y TeM, HUKOT/1a He
cienyer 3a0bIBaTh: 4YTOOBI o00Oe3omacuTh ce0sd OT BHUPYCHOW HMHQPEKIUH HEOOXO0AUMO
PUIEPKUBATHCS SJIEMEHTapHEHIINX MTPaBUI KOMIIBIOTEPHONW TMTHEHBI.

MO’KHO BBIJEINTH OCHOBHBIE HCTOYHUKHN IIPOHUKHOBEHMS BUPYCOB B KOMIIBIOTEPHYIO CETh
KOPIIOpaLyHu:

® C KOMIAKT- IUCKOB;

e m0uTHI Internet;

e (aiinos, koTopble MpUXOAT U3 Internet;

® C paboyux CTaHIUM;

e 104uTHI Intranet.

KomneloTepHslit  BUpyc, Kak NpaBWIO, MpEACTaBiIseT co00M HEKyl Mporpammy,
CIOCOOHYIO CaMOCTOATENIBHO PAa3MHOXKATbCd W KOTOpas B OOJBIIMHCTBE CIIy4yaeB CHa0)KeHa
COOTBETCTBYIOIIMMHU MEXaHM3MAaMM Il PACIpOCTPAaHEHHWs CBOMX KONUN Ha Jpyrue
KOMIIBIOTEpHI Yepe3 MIHTepHET Win 10 JIOKaIbHOM ceTH. B kauecTBe «oBeCKa» BUPYC 4acTo (HO
He Bcernal) Hec€T B cebe ompenesnéHHbIE NECTPYKTHUBHBIE (YHKIMH, MPUUYEM pa3HBIE €ro
Moau(pUKanMK MOTYT COBEpIIaTh caMmble pa3HooOpa3Hble JEeMCTBUS Ha 3apakEHHOM
KoMIbioTepe. MHorna Bupyc mpocTo B OEIIEHOM TeMIIe pa3MHOXKAETCs, pacchuias cedst 0 BCEM
AIIEKTPOHHBIM aJpecaM, KaKHe TOJBKO CMOXKET OOHAPYKUTh B KOMIIbIOTEpE «KepTBbI». [Ipu
BCe Kaxymiercss 0e300MTHOCTH TaKMX JCWCTBHU  TMOCIEACTBUS MOTYT  OKa3aThCs
KaTacTpo(UYeCKMMHU U3-3a BO3pOCIICH B COTHHM pa3 HAarpy3Kd Ha CeTh U MOYTOBBIE cepBephl. K
CO’KaJICHHIO, HAMHOT'O Yallle KOMIIbIOTEPHBIM BUPYC MPOU3BOAMT T€ UM UHBIE pa3pyLIUTEIbHbIE
JEUCTBUSA: MOPTUT WIM CTUPAET JOKYMEHTHI, pa3pyllaeT IIPOrpaMMBbl, BBIBOAUT M3 CTPOs
onepanroHHylo cuctemMy. OTnenbHble 0C000 «3JI00HBIE» PA3HOBHIHOCTH Ja)XK€ BBIBOJAT W3

CTpOSl anmnapaTHYIO YacTh KOMIIbIOTEpa, MPUHOCS TEM CaMbIM 3HAYUTENIbHbIE YOBITKU.
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Yare Bcero nporpaMmma-BHpYc CyIIeCTBYeT B Bue (haitia, KOTOpBI TpeOyeTcs 3aIyCTUTh,
WIA HEKOH N00aBKM K JOKYMEHTY, KOTOpPbI HEoO0XO0AMMO OTKpBITh. HekoTopeie mociemHue
«MOJIeTN» BHPYCOB BooOImIe ¢u3uvecku (T. €. B Buie (aillioB) Kak Obl HE CYIIECTBYIOT: B
KOMIIBIOTEp IIEpelaloTCs IO CETH OIpeles€HHbIE JaHHble, KOTOpble H3-3a OIIMOOK B
IPOrpaMMHOM OO€CIeYeHUH (TaK Ha3blBaE€MbIX JAbIP B 3alUTE) 3arpyXaroTcs B ONEPaTHBHYIO
[aMsITh U HAYMHAIOT UCIIOJIHATHCS, KaK OObIYHAsI IPOrpaMMa, CO CBOUM «ILIEHTPOM YIPaBICHUS)
B OINEPAaTUBHON MaMATH KoMIibtoTepa. [Ipu 3ToM He co3aaércst HUKakux (paiaoB U Ha KECTKUI
JIUCK HUYETO HE 3aIIChIBACTCS.

Brepsrie B Poccun 3apa3za atakoBana moounsHUKH B 2004 roxy. Toraa O6bu1 Bcero TOIbKO
OJIMH BUJ BpeauTesel - uurepHer-supyc Cabir. Pacmpoctpansuics on uepes3 Bluetooth, u emy
NOJJaBAINCh TOJIBKO CaMble HaBOpPOUYEHHBbIE MoJenu. OJHAKO BPEMsI HE CTOUT HA MECTE, U C
KaX/IbIM JTHEM IOSBIISIFOTCS BCE HOBBIE IK3EMIUIAPBI «MHUKPOOOBY». AHanuTuk «JlabopaTopun
Kacnepckoro» Anexcanzp ['octeB 00bsACHAET, HACKOIBKO OHU ONACHBI JJIS TPYOOK.

bone3nn y MOGMIIBHUKOB TOYHO TakKHe K€, YTO M y KOMIIbIOTEpOoB. CaMble U3BECTHBIE -
YepBU U TPOSIHLBL. TpPOSHIBI <«IIOMOTarT» MOOWIBHBIM XaKepaM HE3aKOHHO J0ObIBaTh
UHPOPMALIMIO, 3aKauyaHHYI0 B TeledOH, WM BOCIOJB30BaTbCcs TPYyOKOH 0Oe3 pasperieHus
Biajenbia. OOBIYHO OHU HE BIUSIOT Ha paboTy Tenedona. Ho HeKOTOpbie OYEHD 37TOBPEIHBI: UM
HE MOTYT IPOTHUBOCTOATH AK€ AHTUBUPYCHl, U TOTJa BEPHYTb TPYOKY K JKU3HHU IIOMOKET
TOJIBKO NIEPENPOLIUBKA.

UepBu 00BIYHO pacrpocTpaHstoTcss depe3 MMS (9TO CBOWCTBEHHO TOJIBKO UYEPBSIM).
Bupyc noceinaer mo Bcem TenedoHaMm, HalJEHHBIM B aJpeCHONW KHMUIE, CBOM KOIHMU B BHJE
BJIOKEHHOro K MMS-coobuenuto daitna. HekoTopsle Mojenu crnocoOHbI 3alyckaTbh Takue
(ailnpl aBTOMaTHYECKU. DTO YBEJIIMUUBAET YIPO3Y 3apPasKCHHUSL.

[Toka B oTiM4KMe OT KOMIBIOTEPHBIX COOpaThEB OOJIBIIMHCTBO BHPYCOB, AaTaKOBABILIMX
MOOUJIbHUKH, HE CIIOCOOHBI IOBPEIUTH TPYOKY «HacMepTh». MakCUMyM, YTO MOKET MTPOU30HUTH
C BalllUM Tesie(hOHOM, - OH OYZEeT «TOPMO3UTHY», 3aBUCATh U CAMOCTOSITENIbHO, 0€3 Balleil Ha TO
KoMaHabl, pacceuiath SMS w MMS. A mnaruthe 3a TPOKa3bkl MOMOIHUKA, €CTECTBEHHO,
MPUJIETCS BaM.

[Imoc ko BceMmy TpyOka Oymer ObICTpO paspsbkaThes. bonbHOM TenedoH wHueT
HNOTEHIMATIBHYIO JKEPTBY M OBICTPEHBKO IEpeaeT 3apa3y ¢ MOMOIIbI0 OECIPOBOAHON CUCTEMBI
BiueTooth (ecnu ona ecth B Bamiem ammapate), KOTOpasi 3-3a2 3TOrO MOCTOSIHHO HaXOIUTCS B
AKTUBHOM COCTOSIHHH.

Kak eme Bpeaut «00abHOM» TenedoH:

V' 3apaxaet (ailiisl (4acTh HHGOPMAIIMH MOXKET TTOTEPATHCS);

v' TlpemocTaBisieT yaaJeHHBIH AOCTYN MO CeTH (TO eCTh B Ball TeleOH MOTYT 3aje3Th
MIOCTOPOHHUE, Ja)KE €ro HE Kacasch);

v Tloamensier (aitiiel UKOHOK (SPJIBIK 3aITyCKaeT COBCEM HE Ty MpPOrpaMMmy, KOTOPYIO OH
n300pakaeT u KOTopasi BaM HY»KHa);

v' Barpyxaer u3 VHTepHETa WM UCIIONB3YET MPUIOKEHHS C OMIMOKaMU; COUBAET C TOIKY
MPOrpaMM aHTHUBUPYCOB.

Kakue Moaesn noBep:KeHbl 60JIe3HIM
BosTbCcst  BUPYCOB CTOMT BiaAenbllaM JOOBIX cMapT(OHOB, pabOTAOIMMUX O
yIIpaBJICHUEM ONepalMoHHbIX cucteM Simbian u WindowsMobile — sTo noporue, HannykanHbIE
CIIOKHBIMH ~ (YHKIIMSMH Mojenu. TeMm, KTO TMONb3yeTcs TPOCTCHBKUMHU TeledoHamu,
BOJIHOBATHCSl HE CTOMT: OHH HE 3apayKaroTCs, Ja)Ke €CITU B HUX 3arpyKeHbI JAVa-TPHII0KEHUSL.
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3ammmaeM annapar:
1. B mecrax MaccoBOTO CKOIUIGHHs Jfojied monb3yiitech Bluetooth tonpko B pexume
«3aKpBIT AJI BCEX).
2. He npunmmaiite ¢ainbl (MeIOauu, KapTHHKH) OT HE3HAKOMBIX oTmpaBuTeneil. M He
PHUCKYHTE UX 3aITyCKaTh.
3. He 3moynoTrpebmsiiTe ckaunBaHUEM WUTp, MENOIUN W u3o0pakeHuit B MHTEpHETE. DTO
JOTIOTHUTEIbHBINA PHUCK.

Haub6oJ1ee nomysisipHbie AHTUBMPYCHBbIE POTrPaAMMBbI

Aumusupycnas npoecpamma (aHmusupyc) - IporpaMma KOTopas MbITaeTCs 0OHAPYKHUTH,
IPEIOTBPATUTh PAa3MHOXKEHHWE M YAAJIUTh KOMIIBIOTEPHBbIE BUPYCHl M JPYI'M€ BPEIOHOCHBIE
OporpaMMbl  C 3apaKEHHOTO KOMITBIOTEpA, a TakkKe CIYKUT I TNpOoQUIaKTHKH -
IpPEOTBPALEHU 3apakeHusl (pailiioB BUpycaMu.

IlepBble aHTHBHPYCHBIE MPOTPAMMBbl MOSBUIMCH NPAKTUYECKU Cpa3y IMOCJE MOSBICHUS
nepBbix BUpycoB. Celiyac pa3pabOTKONW aHTUBUPYCHBIX HpPOrpaMM 3aHUMAIOTCA KpYIHbIE
komnanuu. CoBpeMeHHblE aHTHBHPYCHBIE MPOrpaMMbl MOTYT OOHAapy>KUBaTh JECATKU ThICSY
BUPYCOB.

[IpakTHuecku Bce COBPEMEHHbIE aHTHBUPYChl HE OIPAaHUYMBAIOTCS 3ALIUTON TOJIBKO OT
BHUPYCOB, a JETEKTUPYIOT TaK K€ TPOSHCKHE IPOTrPAMMbI U HEKOTOPBIE IPYTHE.

B ocHOBY npakTHuecKy BceX aHTUBUPYCOB BXOJUT:

* s171po;

* ckaHep;

* MOHUTOp aKTUBHOCTH;

* MOJTyNTb OOHOBJICHUS.

[TpuHun paboThl NPaAKTUYECKH BCEX AaHTUBUPYCOB CIEAYIOIINIA:

* Haiftu 1 ynanutb nHQUIMPOBAHHBIN (aiin;

* 3a00KkUpoOBaTh JOCTYN K MHPUIIMPOBAHHOMY (ailny;

* OtnpaButTh ¢ain B KapaHTHH (T.e. HE JONYCTUTh AAJIbHEHIIEr0o pacnpOCTpaHEHUS
Bupyca);

* IlonbiTaThes "BbUIEUUTD" (paiisa, yanus BUpYC U3 Tena (daiina;

* B cimyyae HEBO3MOXKHOCTH JIEUEHUS-YIAJCHHs, BBIIOJHHUTH 3Ty MNPOLENYpY IpH
CIIEIyIOIIEH Iepe3arpy3Ke OnepaiOHHON CUCTEMBI.

Jns Toro, 4troObl aHTHBHpYCHAas IporpamMma IIOCTOSIHHO YCIEHmIHO paboTana, ¢
Heo0XoauMo 0a3y cUrHaTyp BUPYCOB MEPUOINYECKH 3arpyxath (00bIYHO, uepe3 MHTepHeT).

JInst ycnemHoM 3amMThl KOMIIBIOTEpAa OT BHPYCOB JKEJIATEIbHO MOCTaBUTh OnuH
"antuBupyc" u Omun "firewall" (ceiiuac yxe ecTb aHTHBHPYCHBIE MPOTPaMMbl KOTOpBIC
MPEIOCTABIISAIOT KOMIUIEKCHYIO 3alllUTy - COBMEIIas B cede M TO M JAPYroe), eciau MOCTaBUTh
00JbIIIE TO OHM HE CMOTYT paboTaTh BMECTE M 3TO OyJeT BhI3bIBAaTh "3aBUCaHME" KOMIIbIOTEpPA U
MIOCTOSIHHOE TOPMO>KEHHE, UYTO TOJIBKO YXYALIUT 3aIINTY.

Ha ceromHAmHuN JA€Hb CHOMCOK AaHTUBHPYCHBIX IIporpaMM BecbMa orpomeH. OHu
pa3InyaTCs Kak M0 CBOMM (PYHKIIMOHAIBHBIM BO3MOXHOCTSM, Tak M N0 1eHe. CylecTByIoT
KOHEYHO U OecCIIaTHbIE BEPCUM aHTUBUPYCHBIX MTPOTPaMM.

Janee mpeacTaBjieH CMUCOK HauOoJiee MOMYJAPHBIX AHTHUBHPYCHBIX MPOrpaMM Ha
CeroAHAIIHNI NeHb:
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Anmusupyc Kacnepckozo- npoaykt ans 3amutsl Bamero 1K, ubsg s dextuBHOCTD

MpoBEepeHa MUJUTMOHAMMU TIOJIb30BaTeNel BO BceMm mupe. [IporpamMma BkiirodaeT B ce0st OCHOBHBIE
UHCTPYMEHTHI Jyis 3amuThl [1K .

Crpanuiia pazpadorunka: WWwW.Kaspersky.ru

ESETNOD32 ob6ecrieunBaer oOOHapy)KeHHE | OJIOKMPOBKY BHPYCOB, TPOSHCKHUX
pOTpaMM, YEpBEi, MIMUOHCKUX MPorpaMmM, pekiamuoro [10, pumuHr-aTak, pyTKUTOB U JPYTUX
UHTEPHET-yrpo3, MPEICTABISIONIMX OMACHOCTh JUIsl KoMIaHuid. HecMoTps Ha MUHHMAaIbHYIO
noTpeOHOCTh B pecypcax, HaHHOE pelIeHue OO0eCleYnBaeT HEMPEeB30HACHHBI ypPOBEHb
MPOAKTUBHOM 3aIMTHI, MPAKTUICCKU HE CHUXKAs POU3BOIUTEIHHOCTh KOMITHIOTEPA.

Crpanuna pa3paborunka: WVW.eset.com

SymantecNortonAnti-Virus

Paspaborannas kommanueir Symantec mporpamma NortonAntiVirus seisiercs Hauboee

HNOMYJIAPHBIM aHTHBUPYCHBIM CpPEACTBOM B MHpeE. JTa NporpaMMa aBTOMAaTHUYECKH YyIaJseT
BUPYCHl, HMHTEPHET-YepBEll M TPOSIHCKME KOMIIOHEHTBHI, HE cO3/laBas IOMeX padoTe
nonbe3oBatess. NOrtonAntiVirus mo3Boisier MPOTHBOCTOSNTH Yrpo3aM CaMbIX COBPEMEHHBIX
spyware- u adware-nporpamm u OJIOKHpYeT paboTy TaKUX [POrpaMM elie J0 TOr0 MOMEHTA, KaK
II0JIB30BAaTENb [IEPEHANPABIIACTCA HA JPYTOM CalT.

Crpanuna pazpaboruuka: WWw.symantec.com

Dr. Web

Antusupyc Dr.Web nposepur Bcro Windows mamste fgaxe 3apaK€HHOTO KOMITBIOTEPA.
Jloktop BeO® mpoBOIUT MOJHYKH aHTUBHPYCHYHO mpoBepky Windows-namsTu KOMIbIOTEpa U
CIOCOOEH OCTAaHOBUTH BHUPYCHBIH mpomecc. BakHBIM MoOKa3areneM KadecTBa paboThI
AQHTUBUPYCHOM MPOTPAaMMBI SIBIISICTCS HE TOJBKO €€ CIIOCOOHOCTh HAaXOAWUTh BHPYCHL, HO U
JeYUTh UX, HE MPOCTO YIAIATh MHPULIUPOBAaHHbBIE (Dailibl BMECTE ¢ BaXKHOM IS MOJIb30BATENs
uH(popMalel, HO ¥ BO3BpalllaTh UX B IEPBOHAYAIILHOE "310pOBOE" COCTOSIHHE.

Crpanuna pa3padorunka: Www.drweb.ru

TrendMicrolnternetSecurity mo3BoJsieT 04eHb MPOCTO 3AIUTUTH BAIll KOMITBIOTED, BAIIIH

IpUBaTHbIE IEPCOHAJbHBbIE JAHHbIE M Bally OHJIAH- aKTUBHOCTh. [IponykT obecrneumBaer
3alUTy KaK OT CYILECTBYIOIIMX BUPYCOB, IIPOrpaMM-IINHOHOB U KPakKW JAHHBIX, TaK U OT
Oynymmux BeO-yrpo3. Ilonb3ylTech SIEKTpPOHHOW MOYTOW, HWHTEPHET-MarasuHamH, OHJIAiiH-
OaHKMHIOM, OOMeHMBalTeCh IM(PPOBBIMU (poTorpadusiMu U He OECIOKOHTECh O OE30MaCHOCTH
Balllell MpuBaTHON MH(OpPMAIIH.

Crpanura pa3padorunka: WWW.ru.trendinicro.com

Avast! ProfessionalEdition BoOpast B ce0si BCe BBICOKOIIPOM3BOIUTEIILHBIC TEXHOIOTHH

JUIsi  O0eClieueHHsT OJHOM IIeM: MPEJAOCTaBUTh BaM HAWBBICIIUI YpPOBEHb 3alUTHl OT
KOMITBIOTEPHBIX BUPYCOB. JlaHHBII MPOAYKT MpeACTaBiIsseT cOOOW WIeaTbHOE pEIIeHHUE s
pabounx cranmmii Ha 0aze Windows. HoBas Bepcusi sypa aHTHBHpyca avast! oOecrmedynBaeT
BBICOKHI YPOBEHb OOHapy)KEHHsI BKYIE C BBICOKOH 3((PEeKTUBHOCTHIO, uTO rapantupyer 100%-
oe oOHapyxkenue BupycoB "In-the-Wild" u BeicOkHMii ypOoBEeHb OOHApyKEHHs TPOSHOB C
MHHAMAJIBHBIM ~ YHCIIOM  JIOXKHBIX  cpa0aTeiBaHMid. MeXaHM3M  aHTHBHPYCHOTO  siapa
ceprudunmpoBan ICSA, mocrosHHO mpuHMMaeT ydactue B Tectax VirusBulletin m momywaer
Harpansl VB100%. Baemnuit Buj moias30BaTenbCckoro nHrepdeiica oToopaxaercsi ¢ moMOIIbIO
TaK Ha3bIBAEMbIX CKHHOB, [TOITOMY Y BAac €CTh BO3MOXKHOCTh HACTPOMTH BHEUIHUN BH/] MAHEIIH
IPOJIYKTOB avast! mo cBoeMy elaHuro.
Crpanuna pazpadbotunka: Www.avast.ru
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BitDefenderAntivirus - MomHas aHTUBUpPYCHas MporpaMMa C pa3HOOOpa3zHBIMH”

BO3MOXHOCTSIMH, MTO3BOJISTIOIIIUMU ONTUMAJILHO 3aIUTUTh MIePCOHANTBHBII
kommbioTep.BitDefenderAntivirus 3ammiiaer OT KOMIBIOTEPHBIX BHPYCOB C HPUMEHCHHEM
texnomoruii ICSALabs, VirusBulletin, Checkmark, CheckVir u TUV. Moayms B-HAVE
MoApaYkaeT JACHCTBUTEILHOMY (BHpPTyalbHOMY) "KOMIBIOTEpY B  KommbiloTepe'. OTta
BitDefender-texHosiorusi mpeacTaBiseT HOBBIA YPOBEHb OC30MACHOCTH, OOHApYXHBas U
00e3BpexuBas 1axe pekue BUPYChI, WIIM BUPYCHBIN KO/, AJIs1 KOTOPOTO €lle HE BBIIUIM HOBBIE
0a3pl 3anucell BUPYCOB.

Crpanuna paspadorurka: WWw.bitdefender.com

PandaAntivirus sBisieTcsi caMbIM MPOCTHIM ¥ HHTYUTHBHO MOHSITHBIM B MCIIOJb30BaHUU

pemeaneM OesomnacHocTH st pomamHero [IK. Ilocne ycTaHoBKH mporpammsbl MOJIb30BaTeNb
MOJKET 3a0BITh O BHUpPYyCax, IMporpaMMax-IIuoHaxX, PyTKUTAX, Xakepax, OHJaHH-MOIICHHUKAX U
00JIbIIIe HE OECITOKOUTHCS O COXPAHHOCTH KOH(MDHICHIIHAIBHON HHPOPMALIHH.

PandaAntivirus umeer mpocThle HACTPOMKH, JIETKHA W IOHATHBIM HHTEpdEIic,
aBTOMAaTU4YECKOe OOHOBJIEHHE (IIOCNIe YCTAaHOBKM cpa3dy Oyaer UCKaTh OOHOBJICHHS),
OCYIIECTBIIACT KOHTPOJb Ha ypoBHe TCP/IP.PandaAntivirus siBisieTcst 10CTaTOYHO HAICKHBIM
AHTUBUPYCOM TIOJIOMIET B TMEPBYI oOuYepenb IS JIOMAIIHero Tojb3oBaHus CrpaHuia
paspaboruumka: http://www.viruslab.ru/

McAfeeVirusScan

[Mponykr MCcAfeeVirusScan ocymiecTBisier ckaHupoBaHue (ailIoBBIX CepBEpOB” U

pabouux cTaHUMH MO paclUCaHUIO M IO 3alpocy MOJb30BaTeNls, coco0eH OoOHapyKUBaTh U
00e3Bpe)KMBaTh  BUPYCHI-TPOSIHBI U Iporpammbl-uepBd. Kpome  Toro, cucTeMHbIe
aJIMMHHMCTPATOPBl IOJY4YarOT BO3MOXKHOCTH IPUCBAauMBaTh IporpamMmaM M IpoueccaM Ty WU
UHYIO CTENeHb MPUOPUTETHOCTH, B COOTBETCTBUU C KOTOPOM OHM M OyIyT CKaHUPOBATHCS
AHTUBUPYCOM, YTO MO3BOJIIET 3KOHOMUTh PECYPChl KOPIIOPATUBHBIX CETEH.

Crpanuna pa3padborunka: WwWw.mcafee.com

AviraAntiVir

[lonynsipHbIl aHTUBHpPYC TepMaHCKOW cOOpkH. DTy MNporpaMMy Bcerjaa OTJInYalu
Ka4yecTBO palboThl U OBICTpas peakiysl Ha IMOSBJIEHUE HOBBIX BUPycOB. OHa BKIIOYAeT B cels
PE3UACHTHBIII MOHUTOP, CKaHep M Mporpammy oOHoBIeHHs. ANtiVir MOXeT MOCTOSIHHO CIECIHUTh
3a (haillaMu M apXuMBaMH, KOTOPbIE MOTYT OBITh MOTEHLIMATbHBIMH MEPEHOCYMKAMH BHUPYCOB.
OTBICKMBAIOTCS TaKXK€ M MAKPOCHI, KOTOPbIE BHEAPSIOTCS B O(UCHBIE TOKyMeHTHI. [Iporpamma
HeTpeboBaTeabHa K pecypcaM U IMOKa3bIBa€T XOPOIIME Pe3ysbTaThl B pabOTe MO CKOPOCTH U
KayeCcTBY MOMCKA.

Crpanuna pa3padborunka: WWw.free-av.com

Ilpoakmuenaa 3auiumaocHoBaHa Ha KOHTPOJIE U aHAJIM3€ MOBEJCHUS BCEX IpOrpamw,

YCTaHOBJICHHBIX Ha KOMIIBIOTEPE, MOKET OOHAPYKUTh HOBYIO BPEIOHOCHYIO MTPOTPaAMMY €IIe 10
TOT'0, KaK OHa yCIIeeT HAaHECTU Bpell. Takum o6pazom, Komnviomep 3aujuiyeH He moibKo om yoice
U MECMHBIX 8UPYCO8, HO U OM HOBYIX, euje He UCCLeO08AHHDIX.

Anmu-IlInuonoTcaexxuBaeT HeXelaTeNbHbIE JEUCTBHS Ha KOMIBIOTEPE U OJOKUPYET UX
BHITIOJTHEHWE. Hampumep, KOMIIOHEHT OJIOKMpYET MOoka3 OaHHEpOB M BCILTBIBAIOIIMX OKOH,

MEMIAIOIIMX MOJIb30BaTEN0 MpH pabore ¢ Bed-pecypcamu, OJOKUpPYEeT paboTy Mporpamm,
IBITAIOMIAXCSI OCYIIECTBUTh HECAHKIIMOHUPOBAHHBIN TTOJIB30BaTENIEM JIO3BOH (ECIIH COeTMHEHHE
¢ HHTepHeT ocCymecTBIeHO depe3 Tene(OHHYIO JIMHHUIO), AHAIU3UPYeT BeO-CTpaHUIBI Ha
npeaMeT (GUIIMHT-MOIICHHUYECTBA.
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Anmu-XakepkOMIIOHEHT TpPEAHA3HAYCHHBIM A 3allUTHl KOMIIbIOTEpa Mpu paboTe B
UHTEpHETe M Jpyrux ceTsix. OH KOHTPONUPYET BCE CETEBbIE COCAMHEHUS, OOHapyKHUBaeT
CeTeBbIe aTaKu M 00eCIeYnBaeT HEBUAUMOCTh KOMITBIOTEPA B CETH.

ﬂ]l}l noucka supycoe 6 cocniae drmueupyca 6Kja04eHbl mpu 3a0ayi.

1) Kputnueckue oOnacTu mHpoBepKa HAa MNPHUCYTCTBHE BHUPYCOB BCEX KPUTUYECKUX
obnacrell komnbioTepa. K HUM OTHOCSTCS: CUCTEMHasl MaMATh, OOBEKTHl UCIIOJIHSEMbIE MPU
CTapTe CHCTEMbI, 3arPY304HbIC CEK Topa JUCKOB, cucteMubie katamorn Windows. Lens 3amxaun -
ObicTpoe OOHapyXeH HE B CHCTEME AaKTHUBHBIX BHPYCOB, 0€3 3alycka IOJHON MPOBEPKU
KOMIIbIOTEPA.

2) Moii KOMIIbIOTEp MOMCK BHPYCOB C TILATENIbHOW INPOBEPKON BCEX IMOAKIFOYEHHBIX
JTUCKOB, MTaMsTH (haiijioB.

3) OObexTHl aBTO3amycKa MpoBepKa OOBEKTOB, 3arpy3Ka KOTOPBIX OCYIIECTBISIETCSA MPHU
CTapTe OINEpPalMOHHOM CHCTEMBbI, a TaK € OINEPATUBHOM MAMATH U 3arpy304YHBIX CEKTOpPOB
JIUCKOB.

Tak e mperycMOTpeHa BO3MOKHOCTh CO3JaBaTh JIPYruMe 3aJadyd IOUCKAa BUPYCOB U
dbopMupoBaTh pacnucaHue ux 3amycka. Hanmpumep, MOXKHO CO3AaTh 3a/1a4y MPOBEPKH MOYTOBBIX
0a3 pa3 B Henemto uiu 3anavy noucka B katanore MOU IOKYMEHTbI

Pa3paboTuyrky aHTHBUPYCHBIX IPOTrpamMm — WWW.COMSS.ru

e Comodo Group — CIIIA,

e Dr. Web — Poccus (www.drweb.com),

e EsetNOD32 — Cnosakus (www.esethod32.ru),

e McAfee — CIIIA,

e Outpost — Poccus,

e Panda Software — Ucnauus,

e Symantec — CIIIA,

e Trend Micro — dnonus,

e Anrtusupyc Kacnepckoro — Poccust (www.kaspersky.ru).

Ecth u 6ecrinatable aHTUBUPYCHL. OHU CO3JAIOTCS U3BECTHBIMH KOMITAHUSMHU, OJTHAKO HE
coJiep>kaT MHOTUX "yZOOCTB'", MPUCYIIUX TUIATHBIM BEPCHUSM, WM MOKA3bIBAIOT MOJIE30BATEIIO
peKJIaMHble KapTHMHKU - TaK Ha3biBaeMble OaHHEpbl. Tem He MeHee OecraTHbIE aHTHBUPYCHI

TaK)K€ HEIUIOXO CIPaBJSIOTCS cO cBoed 3amadeil. Hampumep, uemickas kommanus AVG
mpejiaraeT BCEM OKENAIoLIUM  3arpy3uTh CBOW OECIUIaTHBIM MPOIYKT CO  CTpPaHMIIbI
http://free.avg.com.

Ecimu Bbl mopospeBaere, uto IIK 3apaxken (Hampumep, OH 3aMeTHO "TOpMO3UT" U

otnpaniseT B VHTepHET Kakue-TO JaHHbBIC, XOTS Bbl HUYErO HE JIENaeTe), OJHAKO HE MOXKETe
TIO3BOJITh ce0€ TMOKYIKY aHTUBUPYCa, MOXKHO BOCIIOJB30BATHCS TAaKUMH IpOrpaMMamMu. Y
"JIaboparopuu Kacnepckoro" Takas yrtunuta HaseiBaetcs KasperskyVirusRemovalTool
(www.kaspersky.ru/removaltools).  Kommanuss ~ "Jlokrop  BeG"  BbITyckaeT — yTHIHTY
Dr.WebCurelt! (www.freedrweb.com/cureit/).

Jlydrme npoTecTUPOBaHHbBIC OECIUIaTHBIE aHTUBUPYCHI 3TO (WWW.computerologia.ru):

v 360 Total Security;
v" Panda Free Antivirus;
v" Avast Free Antivirus.
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YTo HYXHO CAenaTh, Al TOTO YTOOBI HE CTaTh )KEPTBOM BUpyca. Bo-niepBbix, HE0OOXOAUMO
YCTAaHOBUTh Ha KOMIIBIOTEp aHTUBUpPYC (XoTs Obl OecriaTHbI). Bo-BTOpBIX, cleauTh 3a
OOHOBJICHUSIMU JUISI OINIEPALMOHHONW CHCTEMBI. B-TpeTbux, ObITh BHUMATEIbHBIM U IOCELIATh
TOJIBKO TIPOBEPEHHBIC MHTEPHET-CAWTHI, KaXAbIM pa3 MPUIIAABIBAACE K aapecy, KOTOPBIH
HalMcaH B CTpoke Opaysepa (co3laTenu calToB-IOJIE€I0K MOTYT IIPOCTO IIEPECTaBUTh MECTAMU
O0ykBbI: odnoklassinki.ru).

Kakue Obl He HCII0JIB30BAINCH AHTUBUPYCHBIE IPOIPAMMBbI, TaHHYIO MPOOJIeMy HElb3s
paccMaTpuBaTh B OTPBIBE OT 00IIel cTparernd HH(GOpMaMOHHON 0€30MacHOCTH. 371ech BeCcbMa
YMECTHO INPOBECTH AHAJIOTUU C TPAJAULMOHHOM MENUUMHOMN. J[eHCTBUTENIBHO, aHTUBUPYCHOE
IpOrpaMMHOE 00eCIeueHUe SBISAETCS JIGKAPCTBOM, OIHAKO CaMbIH JIydlIMid crocod ObITh
3I0pOBBIM — 3TO U30ekaTh 3apakeHHs. C ITOH TOYKM 3peHHs] KpailHE BaXHBIM SIBISIETCS
IOCTPOCHHUE KOMILJIEKCHOIM CHUCTEMBI, KOTOpasi Obl I03BOJIMIIA OBl MUHUMHU3UPOBATh BO3MOXKHbBIE
IyTU MPOHUKHOBEHUS BUPYCOB BO BHYTPEHHIOIO CEThb KOMIIAHMHU. JTO TeM 0oJiee BaXKHO, YTO
ar000e aHTUBUPYCHOE IporpamMMmHoe oOecrnieueHue oOecrnieunBaer 100% jeueHHe TOIBKO yiKe
U3BECTHBIX BUPYCOB. B TO BpeMsi kak HOBbIE MOAU(UKALIMM 1, OCOOCHHO, HOBbIE THUIIbI BUPYCOB
C OYeHb OOJIBIION BEPOSITHOCTBIO OCTAIOTCA He3aMeueHHbIMH. YacTU4HO ndaHHas mnpoliema
pemiaercs IMpU IOMOILIM MPOrpaMM JUIsi KOHTPOJISL HaJ ILEJOCTHOCThIO JIAHHBIX (THHa
Kasperskylnspector), omHako OHHM, KaKk TpaBWIO, JHIIb  KOHCTAaTHPYIOT  (hakt
HECAaHKIIMOHUPOBAHHOTO HM3MEHEHHUsl (paiioB, a JiedeHHWEe BO3MOXKHO JIMIIB TIOCHIE TOSBICHUS
HOBBIX BEPCUN aHTUBUPYCOB.

HanmomMHuM B ouepeqHON pa3 HEKOTOpble aKCHMOMBI oOOpaiieHuss ¢ dailnamu
(TOKyMEeHTaMHu ), MoJIy4aeMbIMU Ha CbEMHOM Hocutene (nuckera, quck CIJ-RO1 u . n.) unm no
JJIEKTPOHHOM IIOYTE.

e He crout cniemuTh cpa3dy OTKpbIBaTh (haiis, NOJyUYEHHBIN MO 3JIEKTPOHHOM MoUTe Jaxe
OT 3HAKOMOTO ajJipecaTa, HO ¢ HEOOBIYHBIM TEKCTOM IMHChbMa, U TeM 0oJiee YK OT HE3HAKOMOTO.
MHorue coBpeMeHHbIE BHUPYChl YMEIOT caMH ceOsi pacchbulaTh IO BCEM ajipecaM M3 aJpecHOM
KHUTH (HallIeHHON B OYepeJHOM KOMIIBIOTEpE), BCTABIISAA MPH 3TOM B MHCHMO OIpeeIEHHBIN
tekcT. Co3aareny BUPYCOB CHPaBEUIMBO IOJArarT, 4To, MOIy4uB nuckMo tumna «llocmorpu,
KaKyl0 3aMeyaTelbHYyI0 KapTUHKY 5 HalI€Nl B CETU!» OT XOPOLIO M3BECTHOI'O KOPPECIIOH/IEHTA,
YeJI0OBEeK, HE 3aJyMbIBasCh, MIENKHET MBIIIKOHN MO MpUKperIéHHOMY (aiiiny. BrioiHe BO3MOXKHO,
YTO OJHOBPEMEHHO C 3alyCKOM IPOTpaMMbl, 3apakarollleld KOMIIbIOTEpP, BaM JEWCTBUTEIBHO
MOKaXyT KapTUHKY.

e CrnenyeT BO3JIEPKUBATHCA OT «yKpalllaTeIbCTBA» CBOEr0 KOMIbIOTEPA BCIKUMHU C BUIY
0e3BpeIHbIMU «pa3BJeKaIOYKaMu» (C TYISIIOIMIMMH 0 3KPaHy OBEYKAaMHU, PACIYCKAIOUIUMUCS
[[BETOYKAMHU, KpaCOYHBIMU (heriepBepkamMH U T. 1.) — Takue HeOoJblINe 3a0aBHbIE TPOTPaMMKU
4acTO MUIIYTCA Ul TOrO, 4TOOBI 3aMacKUpOBaTh BUpyc. BoucTuHy BOJIK B OBeubeil IIKype!
Hanpumep, mo Poccum yxke BTOpod roj XOoAuT HEOOJbIIAsS MporpamMma IO Ha3BaHHEM
«HoBopycckue Windows» — MHOTHE €€ MOCTaBIWIIM M Yepe3 HeeNo-ABe YW, He TI0J03pe-
Bas 0 TOM, UYTO BUPYC YX€ yCIel II0X035iMHNUYaTh B X KoMibtorepe. [Iporpamma, kcratu, BCero-
HABCEro MEHsJIa Ha3BaHUs KHOIIOK B IMAJIOTOBBIX OKHaX, npeBpamas «Her» B «Hadury, a «la»
— B «lodury». Tak 4TO eciu BaM JOpPOTW BallM JIaHHbIE U JOKYMEHTHI, HE CTaBbTE HAa CBOM
KOMIIBIOTEP MOAPSA] BCE MPOTrpaMMbl HEMOHATHOTO MPOUCXO0XKIEHUS 1 Ha3HAUEHUSI.

e OducHble AOKYMEHTHl HauOojiee YacTO TOJBEPraloTCs 3apaXXeHUI0 B CHITY
MHTEHCUBHOIO OOMEHa HMH, a Takke mnomyispHocTH maketa MicrosoftOffice m nérxoctu
BCTpaWBaHMs B JOKYMEHT BPEIOHOCHOW MakpokomaHbl. JIt00o# mpuieammii n3BHe 0()UCHBIN

JOKYMEHT HEO0OXOJMMO MpPOBEPSATh AHTUBHUPYCHOM HpPOrpaMMoOil HE3aBUCHMO OT HCTOYHHKA
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IIOJIyYEHUs], TaK KaK aBTOp MOXET U HE 3HaTh O 3apaXEHHOCTH CBOEro KoMmblorepa. Kcraty,
BEChbMa PAaCHpPOCTPaHEHO 3a0iyxkiaeHue, yto JokyMeHT B (popmare RTF He moxer comepxarb
Bupyc (B ornmune ot DOC), oHO Hemalio crnocoOCTBOBANIO 3apa)KEHUIO THICSY KOMITBIOTEPOB.
Jeno B TOM, YTO MHOTHE MaKpOBUPYChl YMEIOT MOAMEHSATh B 3apaKEHHOM JOKYMEHTE
pacmmpenne *.doc Ha *.rtf, co3maBas y mosaydarens JOKYMEHTAa WJUTFO3MIO O€30MacHOCTH.
Kcratu, coBceM HemaBHO MOSBWICS BHUPYC, BCTPOCHHBIM B JoKyMeHT ¢opmarta PDF, uto emgé
HEKOTOPOE BpeMsI Ha3aJl CYUTAIOCh HEOCYIIECTBUMBIM.
e He nonp3yiitech «mupaTCKUMU» COOPHUKAMH MPOTPAMMHOT0 00eCTIeueHusl.

CamMoe Ba)kHOE: YCTAaHOBHUTE U PETYJSIPHO OOHOBIISIITE aHTUBUPYCHBIM KOMILJIEKT IPOrpaMM, Tak
KaK, HECMOTpS Ha pPa3BUTHIN UHTEJUIEKT COBPEMEHHBIX CPE/ICTB 3alUThI, TAPAHTUPOBAHHO OYAYT
OIPEICTISTHCS TOJIBKO BUPYCHI, YK€ BKIFOUEHHBIC B 0a3y JaHHbBIX Hporpammal. [41]

3. DTanbl NOCTPOEHHUs CHCTEMBI 3AIUTHI HH(POPMATIH
B HH(OPMALHOHHYIO 0€30MACHOCTh

Kaxnyro cuctemy 3ammurtbl clieayeT pa3padaTbiBaTh WHIWBHAYAIbHO, YYUTHIBAs
cleayrole 0COOCHHOCTH:

*  OpPraHU3aIMOHHYIO CTPYKTYpPY OpraHU3aIlIH;

* 00BbeM U xapakTep HMH(OPMALMOHHBIX MOTOKOB (BHYTPU OOBEKTa B LIEJIOM, BHYTPU
OTJIEJIOB, MEX/1Y OT/I€JIaMHU, BHEIIIHUX );

*  KOJIMYECTBO U XapaKTep BHIMOIHAEMBIX OMepaIuii: AQHATUTUYECKUX u

MOBCE/IHEBHBIX;

*  KOJHUYECTBO U (yHKIIMOHAJIbHBIC 00S3aHHOCTH MEPCOHANA;

* KOJMYECTBO U XapaKTep KIUEHTOB;

* TpaduK CyTOUHON HArpy3Ku.

3amura J0JKHA pa3padaThIBaThCS JJIsl KaXIOW CHUCTEMbl HWHIWBHIYyaJIbHO, HO B
COOTBETCTBUU C OOITUMU TIpaBuiIamMu. [locTpoeHue 3aluThl MPEAIoIaraeT CICIYIOIIUE ITAIbI:

* aHaJU3 PUCKA, 3aKAaHYMBAIOIIUNCA pa3pabOTKON MPOEKTAa CUCTEMbI 3alUTHl U TJIAHOB
3aIUThI, HEMPEPHIBHON pabOTHI U BOCCTAHOBIICHHUS;

* peaqM3anys CUCTEMBI 3alIUThI HA OCHOBE PE3yJIbTATOB aHAJIN3a PUCKA;

* TIOCTOSTHHBIA KOHTPOJb 32 paboToit cuctemsl 3amuThl 1 AVIC B ieoM (IIporpaMMHBIi,
CUCTEMHBIN U aIMUHUCTPATUBHBIN).

Ha xaxmgom nsTame peanu3yloTcs OIpeeieHHble TpeOOBaHUsA K 3allUTe; MX TOYHOE
cOOJTI0IEHHE IPUBOIUT K CO3/IaHUIO 0€30MMacCHON CHCTEMBI.

Ha ceromusmuwmii nenp 3ammura AWC — 53TO caMOCTOSITEIPHOE HAMpPaBIICHHUE
uccienoBanuii. [loaToMy jlerde u nemieBie UCIOIB30BAaTh ISl BBIIOJTHEHHUS padOT MO 3aIluTe
CIEIHMANIMCTOB, YeM JBAXK/bl YUUTh CBOMX JIOJEH (CHavana ux OyayT Y4HTh MPENoaBaTeld, a
MOTOM OHHU OYAYT YYUTHCS HA CBOMX OIMIMOKAX).

I'maBnoe mnpu 3ammre AWUC cneunanucramu (€CTECTBEHHO IOCIE YBEPEHHOCTH B HX
KOMIIETEHIIMH B JAHHOM BOMPOCE) — HAJMYHE 3APAaBOTO CMBICTA y aIMUHUCTPALIUNA CHCTEMBI.
OO0b19HO, TIPOodhecCHOHAaNBl CKIIOHHBI MPEYBENINYNBATh PEeaTbHOCTh yrpo3 OezonacHocT AVIC u
He o0Opaniath BHUMaHUs HA TaKUE «HECYIIECTBEHHBIC JETAIN» KaK yA00CTBO €€ dKCIUTyaTalluu,
THOKOCTh YIPABJICHUS CHCTEMOW 3allUThl W T.O., 0€3 4Yero MpPUMEHEHHE CHUCTEMBI 3alllUThl
CTAHOBUTCSA TPYAHBIM jeioM. llocTpoeHue CHUCTEMBI 3allUThl — 3TO TIPOIECC TOUCKA
KOMITIpOMHCCa MEXIy ypoBHeM 3ammuineHHocTH AVC u coxpaHeHHEM BO3MOKHOCTH pPaOOTHI B
Hel. 3ApaBblil CMBICI TIOMOTAET MPEO0TIETh OONBITUHCTBO MPEMATCTBHIA HA 3TOM ITYTH.

134



s oGecrieuenus HenpepbIBHOHM 3amuThl nHpopmanuu B AVC nenecoo6pa3Ho co3aarh u3
CHelMaTuCTOB Tpynny wuHpopMarmonHo Oe3omacHoctd. Ha 53Ty rpynmy BosnararoTcs
00s3aHHOCTU IO CONPOBOKIEHUIO CUCTEMBl 3alUThI, BEIACHHUS PEKBU3UTOB 3alUTHI,
oOHapy’KeHUsI U PaccileJOBaHUs HAPYIICHUH MOJIUTUKN 0€30IaCHOCTHU U T.JI.

OnuH u3 caMbIX BaKHBIX IIPUKJIAJHBIX aCIIEKTOB TEOPUU 3allUThl — 3ammra cetu. [Ipu
3TOM, C OJHOM CTOPOHBI, CETh IOJKHA BOCIIPUHUMATLCS KAK €AMHAs CUCTEMA U, CJIE0BATEIIBHO,
€e 3alllUTa TAKXKe JOJDKHA CTPOUTHCA IO eAMHOMY IutaHy. C Ipyrol CTOPOHBI, KaKIbId y3el
CEeTH JOJDKEH OBITh 3aIIUIIECH HHANBUIYAIBHO.

3ammTa KOHKPETHOM CEeTH JOJDKHA CTPOUTBCA C YYETOM KOHKPETHBIX OCOOEHHOCTEH:
Ha3HAYEHUs, TOIOJIOTUH, OCOOEHHOCTEH KOH(Urypanuu, MOTOKOB HMH(POPMALUH, KOJIMYECTBA
MOJI30BaTENCH, pexKrMa pabOThI U T.1.

Kpome Toro, cymecrtByroT crneunpuyeckue OCOOEHHOCTH 3allluThl HH(pOpPMaLUU Ha
II9BM, B Ga3zax naHHbIX. Henb3s Takke ymyckaTh M3 BHIY TaKHe acHEKThl, Kak (u3nueckas
3alIMTa KOMIBIOTEPOB, MepU(epUiHbIX yCTPONCTB, TUCIUICHHBIX U MAaIIMHHBIX 3a10B. MHorna
ObIBAaCT HEOOXOJUM U «IK30TUYECKHID» BUJ| 3aLIUThl — OT 3JIE€KTPOMAarHUTHOTO M3JIyYEHHs WIIH
3aIUTa KaHAJIOB CBSI3H.

OCHOBHBIC 3TaIlbl IOCTPOCHUSI CUCTEMBI 3aIIUThHI 3aKJI0YAIOTCS B clieayromeM [57]:

Anamm3 -> Pa3paboTka cUCTeMBI 3alUTHl (IUTAHUPOBaHHE) -> Peanmu3amusi CHCTEMBI
3a1uThl —> CONpOBOXKIEHUE CUCTEMBI 3alLIUTHI.

Oran aHanu3a BO3MOXHBIX yrpo3 AVC HeoOxoaum 1i1st GUKCUPOBAHUS HA OTIPEIEIICHHBIN
MOMEHT BpeMeHHM cocTosiHusl AWC (koHurypauuu annapaTHbIX W IPOIPaAaMMHBIX CpPEJICTB,
TEXHOJIOTUM 00pabOTKH HMH(pOpMAIMK) U ONpEAETICHUs BO3MOXHBIX BO3IACUCTBUI Ha KaXKJbli
KOMIOHEHT cucteMbl. Obecneunts 3amuty AMC OoT Bcex BO3IEHCTBHI Ha Hee HEBO3MOXKHO,
XOTsl ObI MOTOMY, YTO HEBO3MOXHO MOJHOCTBIO YCTAaHOBUTH IEpEUYEHb Yrpo3 M CIOCOOOB UX
peanuzanuu. [loaromy Hamo BEIOpAaTh U3 BCErO MHOXKECTBA BO3MOXKHBIX BO3AEUCTBUMN JIMIIb TE,
KOTOpbIE MOTYT pEaJbHO IIPOM3OMTH U HAHECTH CEepbe3HbIM yuiepOd BiagenblaM |
M10JIb30BATENSIM CUCTEMBI.

Ha srane nnanupoBanus popMupyercs cucTema 3allMThl Kak €IMHasi COBOKYITHOCTb Mep
IIPOTUBOAEHUCTBUS Pa3IMUHON IPUPOBI.

[To cnocobam ocymiecTBieHHsI Bce Mepbl oOecredyeHus: 0e30MacHOCTH KOMIIbIOTEPHBIX
CUCTEM IOAPA3JIEISIFOTCS Ha: IPaBOBbIE, MOPaJIbHO-3TUYECKHUE, aIMUHHUCTpaTUBHBIE,
¢u3nyeckre U TeXHUYEeCKHe (anmapaTHble U IPOrpaMMHBIE).

Hamnyumne pe3ynabTaThl JOCTHTAlOTCd MpPU  CUCTEMHOM TIOAXOJE K  BOIIpocaM
obecnieuenus 6e3onacHoctTd AVC 1 KOMITJIEKCHOM MCHOJIb30BaHUU Pa3IMYHBbIX MEp 3allUThl Ha
BCEX OJTamax >KM3HEHHOTO IIMKJIa CHCTeMbI, HadyMHas C CaMbIX pAaHHUX CTaiuil ee
MPOEKTUPOBAHHUS.

O4eBHIHO, YTO B CTPYKTypax C HU3KHUM YPOBHEM IPaBOMOPSAKA, AUCHMUILIUHBI U ITHKU
CTaBUThH BOMPOC O 3aIuTe MH(popMaruu npocto GeccMpiciaeHHo. [Ipexe Bcero, HaloO pelnuTh
IIPABOBBIE U OPraHU3allMOHHBIE BOIIPOCHI.

PesynpTarom 3Tana muiaHUpoOBaHMS SIBJISETCS IUIAH 3alUThl — JOKYMEHT, COAEp Kallui
nepeyeHs 3amuuiaeMbix KoMoHEHTOB AVIC 1 BO3MOKHBIX BO3AEUCTBUM Ha HUX, LI€JIb 3aLUTHI
undopmarnuu B AVC, npasmia 06padotku nadopmarmu B AVIC, oOecrieynBaromme ee 3aiuTy
OT pa3jIMYHbIX BO3JEHCTBUH, a TakKe ONHCaHWE pPa3pabOTaHHON CHCTEMbI 3aIIUThI
uH(pOpMaLIUH.

[Ipu HeoOXxommMmocTH, KpOME IJIaHAa 3alIUThl HA JTale IUIAHUPOBAHHMS MOXKET ObITh
pa3paboTaH miIaH o0ecreYeHusl HenpephIBHONW pabOThl M BOCCTAHOBICHUS (DYHKIIMOHHUPOBAHUS
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ANC, npeagycMaTpuBarOIIUKA JEATEIBHOCTh IIEPCOHANA U IIOJB30BaTENEd CHUCTEMBI I10
BOCCTaHOBJICHHIO Tpolecca 00paboTku HHGOpMAMM B CIy4ae pa3JIMYHBIX CTHXUIHBIX
OecTBUI U IPYTrUX KPUTUUECKUX CUTYaLUH.

CyIHoCTh 3Tana peajau3allyd CUCTEMbI 3aIlUThl 3aKJII0YAETC B YCTAHOBKE U HACTpOMKe
CPEZCTB 3alUThI, HEOOXOAUMBIX I peanu3aluu 3a(UKCUPOBAHHBIX B IUIAHE 3AIUTHI MIPABUI
o0pabotku uHpopmanuu. CoxepkaHue 3TOro 3Talna 3aBUCUT OT CIIoco0a peanu3aluu
MEXaHU3MOB 3alUThI B CPEICTBAX 3AILUTHI.

K mHacrosmemy BpeMeHH COHOPMHPOBAINCH JBa OCHOBHBIX CIIOCO0a pealu3auu
MEXAHU3MOB 3aIUTHI.

ITpu nepBoM M3 HUX MEXAHU3MBbI 3aUTHl HE PEAIM30BaHbl B IPOrPAMMHOM U allapaTHOM
obecnieuennu AVIC; nubo peann3oBaHa TOJNBKO 4YacTh WX, HeoOXomumas i oOecreueHus
paborocniocooHoctn  Bcer  AWC  (Hampumep, MEXaHU3MBl  3alIUTHl  MaMATH B
MYJIbTUIIONIB30BATENILCKUX CHCTEMax). 3alura MH(popManuu Opu XpaHEeHUH, oOpaboTKe WU
nepezaaye o0ecrneyrBaeTCsl JOMOJHUTEIbHBIMI IPOTPAMMHBIMU WIIM allapaTHBIMU CPEJICTBAMH,
He BxojamuMu B coctaB camoili AMC. Ilpum 3ToM cpeAcTBa 3aliUThl MOJAECPKUBAIOTCS
BHyTpeHHUMU Mexanu3mamu AVC.

Takoit crioco0 noyuuns Ha3BaHue «100aBIeHHO» (add-0N) 3auThI, TOCKOJIBKY CPEIICTBA
3allUThl SBJSIOTCS JIONOJHEHUEM K OCHOBHBIM IPOTrpaMMHBIM U annapatHbiM cpeactBam AWC.
[Tomo6HOTO TIOX0/1a B 0OECIeueHuH O€301MacHOCTH MPHAEPKUBaAeTCs, HarpuMep, pupma IBM,
MIOYTH BCE MOJIENU ee KoMITbIoTepoB 1 OC, OT mepcoHaNbHBIX 10 OOJBIINX MAIIHH, UCTIONB3YIOT
n00aBJIeHHYIO 3amuTy (Hanpumep, maket RACF).

Jpyroii crmoco6 HOCHT Ha3zBaHue «BCTpoeHHOI» (built-in) 3ammrel. OH 3aKkimovaeTcs B
TOM, YTO MEXAaHH3MbI 3alUTHl SBISAIOTCA HeoTbemieMoi dvacteio ANC paszpaGoranHol u
pEaTM30BaHHOM C y4eTOM OINpe/eTeHHBIX TpeOoBaHUI Oe3omacHOCTH. MexaHHM3Mbl 3aIIUTHI
MOTYT OBITh pEaIM30BaHbl B BUJE OTHEIbHBIX KoMnoHeHTOB AUC, pacnpesneneHsl mo Apyrum
KOMIIOHEHTaM CHUCTeMBI (TO ecTh B HeKoTopoM kommoHeHTe AVMC ects yacTh, oTBevaromas 3a
nojaJepkaHue ero 3auuThl). [lpu 3TOM cpeacTBa 3alMTHI COCTaBISIOT €IUHBIA MEXaHHU3M,
KOTOpBIN 0TBeudaeT 3a obecnieueHue de3onacHoctu Beeit ANC.

Ob6a cnocoba — 100aBIEHHON U BCTPOCHHOH 3allUTHl — UMEIOT CBOM NPEUMYIECTBA U
HenocTaTku. JloOaBieHHas 3amura siBjsieTcss 6osee TMOKOM, ee MeXaHU3Mbl MOYKHO JOOaBIISATh
WINA YAAIATh [0 Mepe HEOOXOJUMOCTH. DTO HE COCTaBHT OOJIBLIOIO TpyJa, TaKk Kak OHHM BCe
pean30BaHbl OTJENBHO OT APYTHX Npoueayp cucreMbl. OIHAKO B 3TOM Cllydae OCTPO BCTaeT
BOIPOC MOJJEPKKU pabOThl 3TUX MEXaHU3MOB BCTpOE€HHBIMU MexaHu3Mamu OC, B TOM 4ucie u
annapaTtHeiMM. B ToMm ciydae, ecnu nobOaBiisieMble CPEICTBA 3aIUTHl HE MO KUBAIOTCS
BcTpoeHHBIMH Mexanm3mMaMu AVC, To oHu He ofecrieyaT He0OX0IUMOTO YPOBHS 0€30MacHOCTH.

[IpoGnemMoii MOKeT cTaTh CONPSDKEHHE BCTPOSCHHBIX MEXaHU3MOB C J00aBIsIEMBIMHU
MIPOrPaMMHBIMH CPEJICTBAMU — JIOBOJIBHO CJIOKHO pa3paboTaTh KOH(UTYpallio MEXaHW3MOB
3alUThI, UX HHTEpderc ¢ 100aBIsIeMbIMU MPOTPAMMHBIMU CPEJICTBAMM TaK, YTOOBI 3alluTa
OXBAaThIBAJIa BCIO CUCTEMY LIETTMKOM.

Jpyroii mpoGieMoii sBISETCS ONTUMAIBLHOCTH 3amuThl. [lpu 1r060# mpoBepke mpas,
Ha3HAUYEHUM TIOJIHOMOYMH, pa3pelieHuid AOCTyna U T.J. HEOOXOIUMO BBI3BIBATH OT/AEIBbHYIO
npoueaypy. EcrecTBeHHO, 3TO CKa3bIBae€TCs Ha MPOU3BOAUTENHLHOCTH cucTeMbl. He MeHee BakHa
U mnpoOieMa COBMECTUMOCTH 3allMThl C HMEIOIIMMUCS MPOTrpaMMHBIMH cpencTBamu. Kak
MpaBWJIO, NpU J00ABIEHHOM 3alIUTe BHOCATCA HEKOTOPbIE H3MEHEHHS B JIOTHMKY pPabOThI
CHUCTEMBl. DTH W3MEHEHHsS MOTYT OKa3aThCsl HEIMPHUEMIIEMBIMU JJIsi HEKOTOPBIX HPUKIIAJHBIX
nporpamm. TakoBa miaTa 3a THOKOCTb U 00JIeryeHre 00CITy>KUBAaHUS! CPEJICTB 3AILUTHI.
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OCHOBHOE JOCTOMHCTBO BCTPOCHHOM 3alIUThl — HAAECKHOCTh U ONTUMAIBHOCTb. JTO
OOBSCHSIETCS TEM, YTO CPEACTBA 3alIUTHl U MEXaHU3MBI UX TMOMJEPKKH pa3padaThIBAINCh U
PEaTM30BBIBAINCH OJHOBPEMEHHO C CaMOil cucTeMoil 00paboTku HHGpOpMAIHMH, TOITOMY
B3aMMOCBSA3b CPEACTB 3alIUTHl C PA3TUYHBIMU KOMIIOHEHTAMHU CHCTEMBI TECHEe, 4eM IpHU
noOaBineHHOM 3amuTe. OAHAKO BCTPOCHHAs 3alIUTa 00JaJaeT KEeCTKO (HUKCHPOBAHHBIM
HaObopoM (GYHKIUH, HE TIO3BOJIS PACHIUPATH WIM COKpamaTh ux. HekoTopsie GyHKIIMU MOXKHO
TOJIBKO OTKJIFOUHTb.

CrpaBeJIMBOCTH paJd CTOUT OTMETUTh, 4YTO oO0a BHJA 3aIIUTHI B YUCTOM BHUJC
BCTpevaroTcsl peako. Kak mpaBuiio, UCTIONb3YIOTCS X KOMOMHAIIUH, YTO MO3BOJISET OOBEAUHATh
JIOCTOMHCTBA M KOMIIEHCUPOBATh HEJOCTATKH KaXI0T0 U3 HUX.

Kommiekcnas 3amura AVIC MOoxeT ObITh pealn30BaHa Kak ¢ MOMOIIbIO 100aBICHHOM, TaK
U BCTPOCHHOM 3aIUTHI.

OTan  CONMPOBOXKIEHHUS 3aKIIOYaeTcss B KOHTpPOJIE padOThl CHUCTEMBI, PErHCTpaliy
MPOUCXOSAIINX B HEM COOBITHIL, X aHAJM3€ C 1IeTbI0 0OHAPYKUTH HapyIIeHUS 0€30MaCHOCTH.

B Tom cnmyuae, xorgja cocTaB CHUCTEMbl IpeTepIreNl CYIIECTBEHHbIE M3MEHEHHUs (CMeHa
BBIUMCIUTENFHON TEXHUKHU, IMepee3s B Ipyroe 3/AaHue, J00aBJICHHE HOBBIX YCTPONCTB WIIH
IIPOrPaMMHBIX CpPEICTB), TpeOyeTcs IOBTOPEHHME ONMCAHHOM BbIIIE MOCIEA0BATEIbHOCTH
JIEUCTBUM.

CtouT OTMETUTH TOT HEMaJOBaXHbIM (akT, uTo obecneueHue 3amutel AUC — 310
UTEPATUBHBIN MpOIECC, 3aBEPIIAIOLIMICS TOJIBKO C 3aBEPIICHUEM >XU3HEHHOTO LUKJIa BCel
cuctembl. Ha mocnenHeM sTame aHanu3a pUCKa MPOU3BOIUTCS OLIGHKA pEAlbHBIX 3aTpaT U
BBIMTPBIIIA OT IPUMEHEHHUS MPEANOIaraeMbIX Mep 3allUThl. BennunHa BRIMTPHIIIA MOXKET UMETh
KaK TOJIOKUTENbHOE, TaK U OTPULIATENbHOE 3HAa4YeHHe. B mepBoM ciydae 3TO O3HAYAET, YTO
WCIIOJIb30BAHUE CHUCTEMBI 3alllUThl MPUHOCUT OYEBUIHBIM BBIUTPBHILII, @ BO BTOPOM - JIMIIb
JIOTIOJTHUTEILHBIE PAacX0/Ibl Ha o0ecreueHne COOCTBEHHOM 0€3011acHOCTH.

CymHOCTh 3TOTO H3Tama 3akKJII0YaeTcsl B aHalW3€ pa3IMYHbIX BAPUAHTOB IMOCTPOCHHUS
CHUCTEMBI 3alllUTHl U BHIOOpPE ONTHUMAIBHOTO W3 HUX IO HEKOTOPOMY KpUTEpPHIO (OOBIYHO IO
HaWJIy4llIeMy COOTHOIIEHUIO «3((PEKTUBHOCTH/CTOUMOCTDY).

[TpuBenemM mpumep: HEOOXOAUMO OICHUTh BBHITOAY MpU 3alUTe HHPOPMAIUU OT
pacKpbITUS WK 00pabOTKM HA OCHOBE HEKOPPEKTHBIX JIAHHBIX B TEUEHUU OJTHOTO TO/a.

Benmuuunny ymepba ot peammzanmu 3tux yrpo3 omeHuMm B $1.000.000. Ipenmomnoxum,
MpeABapUTENIbHBIA aHAIM3 T0Ka3all, UTO B CPEJHEM 3Ta CUTyalusi BCTpEYaeTcsl OJUH pa3 B
necsthb net (P=0.1).

Toraa croumocTs oTeps Uit 1aHHOM yrpo3sl (CP) cocTaBut:

CP=C *P=2$1.000.000 * 0.1 = $100.000

Hanee 3aganuMmcs 3(QGEKTUBHOCTHIO METOJOB 3alUThL. J[is JaHHOro abCTPaKTHOTO
CiIydasl MPEANoI0KUM, UTO B Pe3yJIbTaTe 3KCIEPTHON OLEHKHU METO/I0B 3aLIUTHI OBLJIO MOJTYyYEHO
3HaueHue 60% (B MIECTH cay4yasX U3 IECSATH 3alluTa cpadaThIBaeT), TOTAA:

EM = 60% * CP = $60.000

3arpaThl Ha peaau3alrio 3TUX METOJIOB (3aKyIKa CPEJICTB 3alIUThI, 00yUYeHHe MepcoHana,
W3MEHEHHE TEXHOJIOTHH 00paboTKu MH(pOpMaIlK, 3apIuiaTta nepcoHany u T.1.) coctaBuin (CM)
$25.000. Toraa BerunHa BBITOIbI PABHA:

PR=EM - CM = $60.000 - $25.000 = $35.000.

B paccMoTpeHHOM ciyyae BENMYMHA BBITOJAbl MMEET MOJIOKUTEIbHOE 3HAUYEHHE, UTO
TOBOPHT O 11eJIeCO00Pa3HOCTH MPUMEHEHHS BBIOPAHHBIX METOJIOB 3aIUTHI.

137



[Tocne Toro, xak ObuM ompeneneHbl yrpo3sl 6e3omacHoctTn AWC, oT KOTOphIX Oyaer
MPOU3BOJIUTCS 3alllUTa W BBIOPAHBI MEPHI 3alIUTHI, TPEOYEeTCS COCTaBUTH DS JTOKYMEHTOB,
oTpaxarolux pemenue agmuHucTpanun AVC 1o co3naHuio CUCTEMBI 3alUThl. JDTO PELIEHUE
KOHKPETH3UPYETCsl B HECKOJBKUX IJIaHAX: IJIaHE 3allUThl U TUIaHe 00ecreYeHUs HellpephIBHON
paboThl M BoccTaHoBIIeHUs pyHKIMoHUpoBanus AVC.

[Inan 3amMTBl — 3TO JOKYMEHT, OIpPEACSIONIUN pealn3alui0 CUCTEMbl 3alllUThI
OpraHu3ay U HeoOXOIUMBII B MOBCEAHEBHOM paboTe. OH HEOOXOAUM:

« Jlns ompeneneHus, obOmux mpaBwi o0pabotku wuHpopmanuu B AUC, wneneit
MOCTPOCHUS U (YHKITHOHUPOBAHUS CHUCTEMBI 3aIIUTHI U TIOJTOTOBKH COTPYAHUKOB.

* Jlna ¢uxcupoBaHuMs Ha HEKOTOPHIH MOMEHT BpemeHu cocrtaBa AWC, TexHomoruu
00paboTku HHGOPMAITUH, CPEICTB 3aAMUTHI HH()OPMALIUH.

« Jlns ompeneneHUs OJDKHOCTHBIX OOS3aHHOCTEH COTPYJHHKOB OpraHU3alMU 10
3anuTe UH(pOpPMAIMK U OTBETCTBEHHOCTH 32 UX COOIIO/ICHUE.

[Inan mpencraBisieT coOON OpraHU3alMOHHBIN (YHIAMEHT, Ha KOTOPOM CTPOHUTCS BCE
3MaHue CUCTeMbl 3amuThl. OH HYXXJTAeTcsl B PEryspHOM IMEPECMOTPE M, €ClId HEOOXOAMMO,
M3MEHEHUHU.

[Tnan 3auTEl 0OBIYHO COAEPIKUT CIAEAYIOLIUE TPYIIIbI CBEICHU!

* TlonmTuka Ge3omacHOCTH.

* Tekymiee COCTOSITHUE CHCTEMBI.

* Pexomenpanuu no peaau3alyuy CUCTEMbI 3alIUTHI.

*  OTBETCTBEHHOCTH MEPCOHATIA.

» Tlopsaok BBOJA B I€HICTBHUE CPEICTB 3AIUTHI.

» Tlopsaok nmepecMoTpa IjIaHa U COCTaBa CPEJICTB 3AIUTHI.

PaccMmoTpum noapoGHee 3TH IpyIIbl CBEACHUH.

[Tonmutuka Oe3zomacHocTH. B 3TOM pasnmene AomkeH OBITH ONpeesieH Habop 3aKOHOB,
IPaBWI U MPAKTUYECKUX PEKOMEHJAINIl, HA OCHOBE KOTOPBIX CTPOUTCS YIpPaBJIEHUE, 3alllUTa U
pactipenenenue kputuanor nadopmaiuu B AUC. Paznen nomxeH comepxars:

« llenun, mpecneayemMple peanu3aldel CUCTEMBbl 3AIIUThl B BBIYMCIUTEIBHON CHCTEME
(Hampumep, 3alIUTa JAaHHBIX KOMIIAHUU OT HECAHKIIMOHWPOBAHHOTO JIOCTYIIA, 3alllUTa OT yTepH
JAHHBIX U Jp.).

* Mepbl OTBETCTBEHHOCTH CPEACTB 3alUTHl M HWKHUW YPOBEHb TrapaHTUPOBAHHOMU
3aIIUTHI (HarpuMep, B paboTe HEOOMBIINX TPYIIN 3alIUIIEHHBIX KOMITBIOTEPOB, B 00S3aHHOCTSIX
KaXXJIOTO U3 CIY>KaIlUX U JIp.).

* OO0s3aTenbCTBa U CAaHKIUH, CBSI3aHHBIE C 3aIIUTON (Harpumep, mrpadspl, NepcoHaIbHAS
OTBETCTBEHHOCTH U JP.).

PexoMeHmanmu mno peanus3alnydd CUCTEMbI 3alUThl. BCecTOpOHHMI aHaIu3 pUCKa JOJKEH
ONpeAeNaTh pa3Mepbl HaUOOJNBUIMX BO3MOXKHBIX IOTEPh, HE3ABUCUMO OT BEPOSITHOCTH
MOSIBJICHUST COOTBETCTBYIOIIUX COOBITHI; pa3Mepbl HaHOONBIIUX OKUIAEMBIX IOTEPH; MEPHI,
NpeANpPUHUMAEMbIE B CIy4ae KPUTHYECKHUX CHUTyallud, a TaKKe CTOMMOCTb TAaKUX MeEp. IDTH
pe3ybTaThl UCIOIB3YIOTCS TIPU OIPEEIIEHUH 30H 0CO00T0 KOHTPOJIS M paclpe/ielIeHu CPEeICTB
JUIst o0ecriedeHus 3aluThl. B 3TOM ciy4ae TuiaH 3aluThl JOJKEH COJEP:KaTh PEKOMEHIAINU,
KaKHe Cpe/CcTBa KOHTPOJIS Jydllle BCEro MCMOJIb30BaTh B UPE3BbIUAWHBIX CUTYyalUsX (TO €CThb
UMEIe HauOOIbITyI0 3(h(EKTUBHOCTE) W KaKWhe Jydllleé BCEr0 COOTBETCTBOBAIH OBl
CpeJCTBAaM KOHTPOJIS TOBCEITHEBHOM pabOTHI.

HekoTtopeie cuTyaruu MOTYT NMPUBOJIUTH K CIHMIIKOM OOJbIIOMY yIIepOy (Hampumep,
KpPYIIEHUE CUCTEMBI), & CTOUMOCTH CPEJICTB 3aIIUTHI OT HUX MOKET OBITh CIUIIKOM BBICOKA WU
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3TH CpPEACTBA OKaXyTcs Hed(h(eKTUBHEL. B 3TOM ciydae mydine He YUUTHIBATh TAKUE CUTYallUU
IIpY IUIAHUPOBAHMHU 3AIIUTHI, XOTS UX M BO3HUKAIOIIME NPU 3TOM BO3MOYKHBIE IOCIEACTBUS
CJIEIyeT OTPA3UTh B IUIAHE.

OTtBeTcTBEHHOCTh MepcoHasa. Kaxaplii COTpyAHHUK OOCIYXXMBAIOIIEro IEepcoHasIa
BBIYUCIIUTEILHONU CUCTEMBI JIOJKEH XOPOILO 3HATh CBOU 00S3aHHOCTU M HECTH OTBETCTBEHHOCTh
3a cBoM JedcTBusA. Huxe NpuBOIATCS HEKOTOpPblE HMPHUMEPHI OOS3aHHOCTEH COTPYAHHUKOB U
IPYyII COTPYAHHUKOB:

e [losnb30Barens NepcOHaIBLHOTO KOMIIBIOTEPA WM TEPMHUHAJIA HECET OTBETCTBEHHOCTD 32
(bU3HYECKYIO TIEIOCTHOCTh KOMIIBIOTEpA (TepMHUHATIA) BO BpeMs ceanca pabotel ¢ AUC, a
TaKXKe 3a HepasIJialieHne COOCTBEHHOTO MapoJIsl.

e Anvuuuctparop 0a3 JaHHBIX HECET OTBETCTBEHHOCTh 3a KOH(HICHIHMAIHHOCTD
uHpopmManuu B 0a3ax JaHHBIX, €€ JJOTHYECKYI0 HENPOTUBOPEYUBOCTD U LIEIOCTHOCTb.

e CoTpynHMK pYKOBOJCTBA OTBEHYaeT 3a pa3/eleHHe O0s3aHHOCTEH ciyxammx B chepe
6e3omacHOCTH  00pabOTKM HMH(POPMALUKU, MPEIyNpekACHUE BO3MOXHBIX YIpo3 H
IpOQUIAKTUKY CPEJCTB 3alUTHI.

[Topsimox BBOJa B JIEHCTBHE CpeACTB 3alluThl. BBOJ B paboTy KpyMHOMACIITAOHBIX U
JOPOTHX CpPEICTB 3aIUTHl IEIeCO00pa3HO TMPOBOJHWTH IIOCTEIIEHHO, JaBas BO3MOXKHOCTH
00CTyKUBAIOLIEMY [IEPCOHATY U MOJIb30BaTENIAM CIIOKOIHO 03HAKOMHUTBCSI CO CBOMMH HOBBIMU
o0s3aHHOCTAMU. {711 3TOro HEOOXOAMMO MPOBOJIUTH PA3HOrO pOja TPEHUPOBKHU, 3aHATUS IO
Pa3bACHEHUIO LeJIEN 3alUThI U CIIOCOO0B €€ pean3alii.

OTOT pas3zen IIaHa COAEPKUT PaclMCaHUe TaKOro poJia 3aHATHM, a TaKkKe NOPSAJOK BBOAA
B JICICTBHE CUCTEMBI 3aIIUTHI.

[Topssnok MoIepHM3alMKM CPEACTB 3aIUMUTHl. Ba)kHOM 4YacThIO IIaHA 3AIMUTHI SBISIETCA
HOPS/IOK MEepecMoTpa cocTaBa CpeAcTB 3amuThl. CocTaB mosb30BaTenel, JaHHbIe, 00CTaHOBKA
— BCE U3MEHSETCS C TEYEHHEM BPEMEHH, MOSIBIISIIOTCS HOBBIE IPOrpPaMMHBIE M ammnapaTHbIE
cpeacTBa. MHorue cpesicTBa 3aluThl OCTENEHHO TEPSIOT CBOIO 3(()EKTUBHOCTh M CTAHOBSITCS
HEHYKHBIMH, WM TOJUIe’KAT 3aMeHe 0 KaKOW-IH00 MHOM NmpUuyuHe (HalpuMep, YMEHbILAETCs
IEHHOCTh HMHOpMAIMK, JUisi 00paOOTKH KOTOPOW JOCTATOYHO Oo0jee MPOCTBHIX CPEICTB
3anuThl). [ToaTOMY cHCOK OOBEKTOB, COEPKAIIUX LIEHHYI0 UHPOPMALIUIO, UX COAECP)KUMOE U
CIMCOK TIOJb30BaTeNed JOJDKHBI IIEPUOJMYECKH IPOCMATPUBATBCA W M3MEHATHCA B
COOTBETCTBUU C TEKYILEH cuTyanuen. Takxke

NEPUOANYECKH JIOJDKEH TPOBOJUTHCSA AHAIW3 PUCKA, YUUTBHIBAIOIIMA HM3MEHEHMS
oOcraHoBku. [locieqHuil MyHKT IJIaHa 3al(UTHl JIOJDKEH YCTAHABIMBATH CPOKU M YCIIOBHS
TaKOro MepecMoTpa, a TaKKe YCIOBHUS, NMPU KOTOPHIX MOKET NPOU3BOJIUTHCS BHEOUEPEIHOU
nepecMoTp (HampuMmep, KauyeCTBEHHBIH CKAa4OK B pa3paboTKe METOJOB NMPEOJOJICHUS 3allUThl,
YTO MOXKET HAHECTHU CEPhe3HBIN yIiepO monp3oBarensM u Biaaaenbiam AVC).

Kakum Obl BceoObeMITIOMMM He ObUI IUIaH, BCE BO3MOXHBIE YTPO3bI U 3alIUTy OT HUX OH
IIPEyCMOTPETh HE B COCTOSIHMM. K TOMy k€ MHOTHME CUTyalluu OH JOJDKEH TOJIBKO OIHCHIBATh
— HX KOHTPOJIb MOKET OKa3aThcs Hed(h(HEKTUBHBIM (B CHITYy JOPOTOBU3HBI CPEJICTB 3AIIUTHI UIIH
MaJIoOil BEpOSITHOCTU MOSIBIIEHUS yrpo3). B mro0om ciyyae Biajgenblbl U MEPCOHAT CHUCTEMBbI
JIOJDKHBI OBITH TOTOBBI K PAa3IMYHBIM HEMPEABUICHHBIM CUTYAIUSIM.

Jns omnpeneneHuss NEHCTBUI mepcoHalla CUCTEMbl B KPUTHYECKUX CHUTYAIUSIX C LENbIO
oOecrnieueHrs HeNpepbIBHOM paboThl U BoccTaHOBIeHUs GyHKIMoHupoBanus AC Heobxoanumo
pa3palaThiBaTh IJIaH oOecredeHusl HelpepbIBHOW paboThl U BoccTaHoBieHus (tuian OHPB). B
HEKOTOPBIX CIy4asx IUIaH 0OecreueHHs] HEeNpepbIBHOW paboThl M IJaH BOCCTAHOBIEHUS —
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pa3Hble TOKYyMeHTHI. [lepBBIli CKOpee IUTaH, TMO3BOJIIOMMN M30€XKaTh OMACHBIX CHUTYaIlWH,
BTOPOU — IIaH PEAKLIUK HA HUX.

[Inan OHPB MOXHO CpaBHUTH C IUIAHOM IPOTHUBOMOXKAPHOW 3aIuThl (0OecreueHue
HENpPepbhIBHON pabOThl) U JIMKBUAALMU MOCIEICTBUN (MUHUMU3ALIKA yiiepOa U BOCCTAaHOBIICHUE
dbyukuuonuposanust AUC). I[Ipo 3ToT miaH 0ObIYHO BCE 3HAIOT, HO HUKTO €r0 HE YHUTAEeT, XOTA
Ha MenenuIie 00 3TOM 0OBIYHO COXKAIICIOT.

Cy1iecTByeT HECKOJIBKO CIIOCOO0B CMSTUEHUS BO3JICHCTBUS HETIPEABUACHHBIX CUTYallUM:

» W3berarp ux. Ot0 Hamboiee 3¢p(GEeKTUBHBINA, HO HE BCETAa OCYHIECTBUMBINA CHOCOO.
N30eratb HENpeaBUICHHBIX CUTYallud MOXHO C IIOMOLIbIO OIPaHUYMUTEIBHBIX MeEp,
IPEYyCMOTPEHHBIX IUIAHOM 3alllUThl, @ MOKHO M C IOMOILIBIO YCTPAHEHHUs CaMOW MNpPUYUHBI
NOTEHIMAJIBLHOTO HapyuieHus. Hampumep, ¢ mokapoM MOXHO OOpOTBHCSI OTHETYHIMTENEM, a
MOKHO COOJIIOZICHMEM Mep IPOTUBOMOXapHOH 3amuThl. C paccepKEeHHBIMU IOJIb30BATEISIMU
MO>KHO OOpOTBCSl aIMMHUCTPATUBHBIMU MepaMu (Pa303JIMB 3TUM UX elle Ooblle), a MOXKHO U
noJJep>KaHueEM 370pOBOi aTMOc(hephl B KOJIIEKTHUBE.

* Ecnu uzbexarh Kakoro-nuOo HapyIIEHUS HEBO3MOXHO, HEOOXOIUMO YMEHBIIHUTH
BEPOSITHOCTh €T0 MOSIBJICHUS WM CMSTUYUTD MTOCIEICTBUS OT HETO.

* Ecnu npeanonaraTe, YTO KaKWe-TO HApYyIIEHUS BCE-TAKM MOTYT IIPOU30WTH, CIENYET
MPEAYCMOTPETh MEPhl COXPAaHEHMs] KOHTPOJISI Haj curyauuei. Hampumep, B 110001 MOMEHT
MOJKET BBIMTU U3 CTPOS OTAEIbHBIA OJIOK CUCTEMBI — YacTh KOMITBIOTEPA, KOMITBIOTEP LEITUKOM,
MOJICETh U T.J., MOXKET HACTYIIUTh HapyLIEHHE YHEProcHadkeHus u Ap. B npuHuumne 3to Moxer
npuBectu K Beixogy AWC u3 cTpos, ogHako npu npaBuibHOM opranu3anuu AVC 31oro MoxxHo
n30exarh.

* Ecnu nHapymeHue npou3onuio, HEOOXOAUMO MPEAYCMOTPETh MEphl MO JHKBUIAINH
NOCJEICTBUM M BOCCTaHOBIEHHIO MH(opMaruu. Hampumep, B ciydae c60d B KOMIBbIOTEpE —
3aMeHy COOHHOro KOMIIOHEHTa, B Cllyda€ YHHUYTOXKEHUS KaKUX-IMOO JaHHBIX —
BOCCTAHOBJIEHHE C PE3EPBHBIX KOMUMU U T.[.

Bce npuBeneHHble Bbllle YeThIpe crioco0a JOKHBI B TOM WIIM UHOM Mepe MPUCYTCTBOBATh
B tutane OHPB. [Ins kaxnon xkonkpetHot AUC st Mephl cleyeT TUIaHUpOBaTh B MpOIecce
aHaM3a pHUCKa C Y4YeTOM OCOOEHHOCTeH (cnenu(uyeckux BHJIOB YIpo3, BepOSATHOCTEH
NOSBJICHUsI, BEJIMYMH yuiepOba M T.1.) U Ha OCHOBE KpHUTepHs <«3(P(EKTUBHOCTH/CTOUMOCTHY.
Xopoumii miaan OHPB nomxkeH oTBevarth clieAyOUMM TpeOOBaHUSAM:

* PeanpHoCTh T1ana OHPB.

[Inan nomkeH OKa3bIBaTh PEAJIbHYIO MOMOIIb B KPUTHUECKHUX CUTYalLlUsAX, a HE OCTaBaThCs
nycroil popmanbHOCThIO. HE00X01UMO yUMTHIBATH TICUXOJIOTMYECKUH MOMEHT CUTYallUH, MPU
KOTOPOH IEpCOHAI HAXOAMUTCS B COCTOSTHUU CTpecca, MO3TOMY CaM IUIaH W IpeJularaeMble
JENCTBUS TOJDKHBI OBITh IPOCTBIMU U SICHBIMU. [1N1aH JOMKEH yUUTHIBaTh pealbHOE COCTOSIHHE
KOMIIOHEHTOB CHCTEMbI, CIIOCOOOB WX B3aWMOJAEWUCTBUS U T.H. [IOBBbINIEHHIO NEHCTBEHHOCTH
wiana OHPB cnocoOcTBYIOT TpEeHHUPOBKM B YCIOBHUSX, NPUOIIKEHHBIX K peaJbHBIM
(ecTecTBeHHO 0€3 peallbHBIX MOTEPH).

* bpIcTpoe BOCCTaHOBJIEHHE pabOTOCIOCOOHOCTH CHUCTEMBI.

[Ipennaraempie mnanom OHPB nelicTBus AOMKHBI BOCCTAHABIMBATh IOBCEIHEBHYIO
JeSTEIbHOCTh HACTOJNBKO OBICTPO, HACKOJIBKO 3TO BO3MOXKHO. B mpuHIMIE 3TO TiaBHOE
HasHaueHne IaHa OHPB. PaccnepnoBaTe nmprumHBI M Haka3aTh BHHOBHBIX MOXHO IIOTOM,
[JIaBHOE — MPOJIOJDKUTH Ipolriecc 00paboTku HHOPMALIHH.

*  COBMECTHMOCTE C IOBCEIHEBHOMN NEITEIHLHOCTEIO.
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ITpennaraemele ianom OHPB pelictBus He NOMKHBI HapylmiaTh IPHUBBIYHBIA PEXHUM
pabotel. Ecnm ero nedctBus mnpoTHBOpEYAT TOBCEAHEBHOM AEATENBHOCTH (BO3MOXKHO,
BO300HOBJICHHOH ITOCIIE aBapHH), TO 3TO MPUBEJET K eI1e OOIBIINM MPodIeMaM.

+ IlpakTuueckas nposepka.

Bce nonoxxenus mnana OHPB nomkHBI OBITH TIIATEIRHO MPOBEPEHBI, KAK TEOPETUUYECKH,
TaK ¥ MpakTuuecku. Toapko B 3ToM cirydae miaH OHPB Oyzaer ynoBiaeTBOpsTh NepeurcICHHBIM
BbIIIIE TPEOOBAHUSIM.

* Oobecrnieuenue.

Peanpnas BemonmauMocTh wiana OHPB Oyner mocturHyra TONBKO B TOM Cly4ae, €Ciu
IpeBapUTENbHO TOJATOTOBICHO, NPOBEPEHO M TOTOBO K paboTe BCe BCIOMOTaTeiIbHOE
o0ecrieyeHne — pe3epBHbIC KOMUH, padoune MecTa, UCTOYHUKH OecriepeO0HHOro MUTaHus U T.JI.
[lepconan qOMKEH COBEPILIEHHO TOUYHO 3HATh, KAK M KOT/IA MOJIb30BAThCS ATUM 00ECIIeYeHUEM.

Hanmuuue moboro mnana OHPB — monHOro uiam KpaTtkoro, HO TJIABHOE — PEAIbHOTO,
0JIarOTBOPHO BIUSIET Ha MOpalibHYI0 00CTaHOBKY B KoJjuiekTuBe. [lonb3oBaTrenu AOKHBI OBITh
YBEPEHBI B TOM, UTO JIa)Ke B CAMbIX HEOIAroMpUsATHBIX YCIOBUSIX KaKas-TO 4acTh UX TpyAa Oyaer
COXpaHEHa; PYKOBOJCTBO JOJKHO OBITh YBEPEHO, UTO HE MPHJIETCSl HAUMHATh BCE C HAYana.

[Iman OHPB mydmie Bcero CTpouTh Kak ONHMCAaHUE OIACHBIX CUTYAIlM M CIIOCOOOB
peaKkUuy Ha HUX B CIEAYIOIIEM HOpSIKe:

e  ONMCAHME HapYIICHUS,

e  HEMEJICHHAs pPeaklys Ha HapylleHUe - JeWCTBUA I0JIb30BAaTENCH U aJIMUHUCTPALUU B
MOMEHT OOHapy>KeHHUs HapylleHus (cBeneHue ymepda 10 MHUHHUMYMa, YBEIOMIICHUE
PYKOBOJICTBa, OCTAaHOBKA pabOThl, BOCCTAHOBUTENIbHBIE MPOIIETYPHI U T.1.);

e  OIlCHKA ymiepOa OT HapyILIEHUsI — B YeM 3aKJIIOYAIOTCS MOTEPHU M KaKOBa MX CTOMMOCTh
(BKJTFOYAst BOCCTAHOBIICHUE);

e BO30OHOBNeHHEe oOpaboTku uHpopmanuu. [locne ycTpaHeHuss HapylleHHs U
NEPBUYHOTO BOCCTAHOBJIEHUS HEOOXOJUMO KaK MOXHO ObICTpee BO30OHOBUTH padoTy,
TaK KaK MalllMHHOE BpeMsl — 3TO JEHbIU;

e [IOJIHOE BOCCTAHOBJEHHME (PYHKIIMOHUPOBAHHUS CHCTEMBI - YyAaJ€HHE U 3aMeHa
HNOBPEXJCHHBIX KOMIIOHEHTOB CHCTEMBbI, BO300OHOBIIEHHE 00pabOTKM HH(pOpMaruu B
MOJTHOM 00beMe.

B uactu, mocBsimieHHON peakuuu Ha Hapymenus, minaH OHPB pomken copepxathb
NEpEeYeHb JACUCTBUM, KOTOPBIE BBINOJHAIOTCA IE€PCOHAJIOM IIPH HACTYIUIEHUH DPAa3IMYHBIX
cutyauuil. [Ipuyem neicTBUS JOKHBI ObITh pealibHbIMH, HHAY€ B HUX HET HUKAKOTO CMBICTIA.

OTa YacTh IIaHa JOJHKHA ONPEEIITh:

e  YTO JOJDKHO OBITH CJIENIAHO;

e  KOI/Ia 3TO JOJKHO OBITh CIIEIaHO;

e KEM U KaK 3TO JIOJKHO OBITh CIEJNIaHo;

e  YTO HEOOXOIUMO JUIS TOTO, YTOOBI ATO OBLIIO CAETIAHO.

[Tpyu nnaHMpoBaHUU MOJOOHBIX AEHCTBUI HEOOXOIUMO MOMHHUTH 00 UX HIKOHOMHUYECKOU
spdexTuBHOCTH. Hampumep, Bcio MH(OpMAIMIO CUCTEMBI B PE3E€PBHBIX KONMIX AEp)KaTh B
NPUHIUIIE HEBO3MOXKHO — €€ CIIMIIKOM MHOTO M OHa CIMIIKOM 4acTo OOHOBIsieTcs. B komusix
JOJKHA CO/Iep KaThbCs TOJIBKO camas IieHHasi HH(opMalns, 3HAYUMOCTh KOTOPOH yMEHbILAETCs
He ciauikoM ObicTpo. BooOuie ompeneneHue creneHu AyONUPOBaHUSA PeCypcoB (KPUTHUHOMN
Harpy3kw; criticalworkload) — camocrosiTenbHas U 10cTaTOUHO CloXHas 3aaa4a. OHa TOJDKHA
pemaTbcss UHANBUAYAIBHO AJIi KOHKPETHBIX YCJIOBUN C Yy4ETOM CTOMMOCTH NyOJIMpOBaHUS U
3arpy3Ku CHCTEMBI, pa3MEPOB BO3MOXKHOTO yIep0Oa, UMEIOIIMXCS pECYPCOB M APYTruX (hakTOpPOB.
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Jns  onpeneneHUs KOHKPETHBIX JE€HCTBHH 10 BOCCTAaHOBJICHHIO M BO30OHOBJIICHHUIO
nporecca 00paboTku, BrimoyaeMbix B miaH OHPB, mMoxer ObITh MoJIe3eH MPUBOJUMBINA HIKE
CIHCOK CIOCOOOB OpraHM3allii BOCCTAaHOBJICHHUS IMPOTpaMM M JaHHBIX, a TaKke IMpolecca
00pabotkn wuH(poOpManuu (MEepBbIA CHOCOO JUIsi BOCCTAHOBJICHHMS TIPOTrpaMM UM JaHHBIX,
OCTaJIbHBIC — JJIs1 BO30OOHOBJICHHSI CaMOro mpoliecca 00padoTku nHpOpMaIun).

CrniocoObl opranu3aluy BOCCTaHOBICHUS PaOOTHI:

Pe3zepBHOE KomMpoBaHHE U BHEUIHEE XPAHEHHE MPOrpPaMM U JAHHBIX. DTO OCHOBHOH U
HanOonee JEHCTBEHHBIH CIIOCOO COXpaHEHUS MPOrPaMMHOrO O0ecredYeHruss W JTaHHBIX.
PesepBHBIC KOMUU JIenaloTcsi ¢ HAOOPOB NAHHBIX, MOTEPs WM MOAUDUKAIUS KOTOPBIX MOTYT
HAHECTH 3HAYMUTENBHBINA yiepO0. OObIYHO B TaKMX KOMUSAX XPAHATCS CUCTEMHOE MPOrpPaMMHOE
obecrnieueHre U HaOOPBI JAHHBIX, HarOoJIee BAXKHOE MPUKIIAJHOE MMPOTPAMMHOE OOecTieueHue, a
Tak)ke HaOOpbI JaHHBIX, SBJSIONINECS OCHOBHBIMHU B JJaHHOW cucTeMe (Hampumep, 0aza JaHHBIX
CYETOB B OaHKE).

PezepBHOE KomHMpoBaHHE MOXKET OBITh MOMHBIM (KOMHUHM JENaroTcsl CO BCeX HaOOpOB
JTAHHBIX ), BO30OHOBJISIEMBIM (KOITMH HEKOTOPBIX HA0OPOB JIAHHBIX MEPHOIUIYCCKA OOHOBIISIOTCS )
U BBIOOPOUYHBIM (KOMUU JI€JAIOTCS TOJIBKO C HEKOTOPBIX HAOOpOB JIaHHBIX, HO TOTOM HeE
00HOBIIAIOTCS). CrOCOOBI PE3epBHOTO0 KOMUPOBAHUS OMPEACIAIOTCS ISl KaKJI0OH KOHKPETHOU
AWC uHIMBUAYAIBHO C TOYKH 3PEHUS KpUTEPHUS SKOHOMUYECKOH 3(h(heKTHBHOCTH.

PezepBHOE KOmHMpoBaHWE HE HWMEET HUKAKOTO, CMBICIA, €CIU KOMHH MOTYT OBIThH
YHAYTOXEHBI BMECTE ¢ OpUrHHaIamMu. [103TOMy KOITUM AOJDKHBI XPAaHUTHCS B HAJICKHOM MECTE,
UCKJIIOYAIOIIEM BO3MOXKHOCTh YHUYTOXEHHS. B Toxke Bpems, AOJKHBI CYIIECTBOBATH
BO3MOXXHOCTh MX OMNEpPAaTUBHOTO HCIMOIb30BaHMs. HOTIa XpaHAT ABe U OoJjiee KOMHUM KaXKI0To
Habopa JaHHbIX. Hanpumep, oHa KOMHsI MOKET XpPaHUTHCS B ceide, HaxoAgIeMcsl B TpaHHIIax
JIOCTyTIa TepCcoHalla CUCTEMBI, a Ipyras — B JApYyroM 31aHuU. B ciyuae cOos obopynoBaHus B
CHCTEME HUCIOJIB3YETCs TIepBasi KOmus (ONepaTuBHO!), a B Cllydae €€ YHUUTOXKEHHS (Hampumep,
IIpU M0Kape) — BTOpas.

B3aumoneiictBue  cinyx6. VYcayru 1o BO30OHOBJIEHHMIO — Iporecca  00pabOTKu
IPEJOCTABIIAIOTCS 10 B3aMMHOH JOTOBOPEHHOCTH APYTUMH CIIy>)KOaMHM WJIM OpPraHU3alMsIMH,
00BIYHO 6€3B03Me3/1HO. B3anmornomornib ObIBacT IBYX BHJIOB:

* Buemmnss — gpyras opranuzanus npegoctasnser cBolo  AMC, B03MOXHO
porpaMMHOe obecrieueHue JUIsl BpeMeHHOM 00paboTKu MH(OpMaIUK MOCTpaiaBlIeld CTOPOHOM.
Taxolt cioco6 BO30OHOBIIEHUS Tpoliecca 00padOTKU MHPOPMALIMU MOXKET MCIIOJIB30BaThCs IS
00paboTKK HEOONBIINX 00bEMOB HEKpUTHYHOW HMHpopmanuu. Ilpu 3TOM XKemaTenbHO, YTOOBI
JIB€ OpraHU3aliK OB MPUMEPHO OJTHOTO THIIA U paboTalH B OAHON 00IacTH.

* BHyTpeHHSII — BO3MOXHOCTh 00pabOTKM MH(pOpPMAIMU MPEJOCTABISETCS IPYTUMHU
MOJIPa3ICICHUSIMH OJTHOM W TOH K€ OpraHu3aIny (JemapTaMeHTaMH, OTACIIaMH, TPYIIIaMH).

Takoil cnoco® o00bMHO He TpedyeT OOJBIIMX 3aTpaT M JETKO JOCTYIEH, €eCiH
nyonmupytomas AUC no3Bosnser NpoBOAUTH TAKOTO pojia 00paboTKY.

JIro60i1 maH XOpoII B TOM CIIy4ae, €CIM OH BBIIOIHUM. J{71s1 obGecrieueHus: BBITOJTHUMOCTH
IUIAaHOB ~ HEOOXOAMMO  4YTOOBl  pabOTy MO HMX  COCTaBJICHHUIO  BBINOJHSIA  TpyMIa
KBAJM(HUIUPOBAHHBIX CIEIIMATUCTOB, pa3Mepbl KOTOPOU 3aBUCAT OT XapaKTepa OpraHu3aluy U
MacmTabOB MpeAroNIaraeMbIXx Mep 3amuThl. ONTHMaNbHAs YUCICHHOCTh TPYHIBI 5-7 YeIOBeK.
MOXHO TpUBIECYh TOMOIHUTEIBHBIX COTPYAHUKOB JJisi 0OpaOOTKM W aHain3a BBIBOJIOB H
PEKOMEH/TallMii OCHOBHOM TPYIIIIBI, WM, B Cllydae OONBIINX 00BEMOB pabOTHI, KaKAas TPyIIa
JOJI’KHA COCTABIIATH OJIMH IUTaH WM OAMH U3 MMyHKTOB ILJIaHA.
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Crienmanu3zanusi COTPYIHUKOB, BXOJAALIMX B TPYIMIY pPa3paObOTKU IUIAHOB, 3aBHCUT OT
KOHKpETHBIX ycloBHil. Mcrnonp30BaHuE 3alllMIIEHHBIX IPOTOKOJOB, MEXAHHW3MOB 3alUThI
ONEPALIMOHHBIX CHCTEM U ceTell TpeOyeT TMPHUBICYECHUS CHCTEMHBIX MPOTPAMMHUCTOB.
[IpuMeHeHHe cpencTB 3allUThl, BCTPAMBAEMBIX B IPUKIAJAHOE MPOrpaMMHOE oOOecreueHue,
JielaeT HEoOXOIUMBIM ydacTHE B TIpymie IpoOJieMHbIX IporpaMMmucTtoB. HeobGxoaumocTtsb
OpraHu3alUy 3aIUThl (PU3MUECKUX YCTPOWCTB, OPraHU3aLMK PE3EPBHBIX PAa0OUUX MECT TaKXKe
TpeOyeT NPUCYTCTBHsSI B pabodeld Ipymie COOTBETCTBYIOIIMX clienuanucToB. M, Hakonel,
MOCKOJIBKY cUCTeMa (DYHKIIMOHUpPYET JUIsl TOJdb30BATENA, TO IeecO00pa3HO MPHUCYTCTBUE
MOJIb30BATENe PA3NUYHBIX KATErOpHH - Uil y4yeTa B3[IAJa CO CTOPOHBI Ha yHoOCTBO M
3 PEKTUBHOCTh NpPEIJIaraéMbIX METOJOB M CPEACTB 3alUThl. B OONBIIMHCTBE CllydaeB
1enecoo0pasHo, YTOObI B ATY IPYIITY BXOAMIN CIEAYIONIME CIICIUATUCTDI, KQKIbIH U3 KOTOPBIX
JIOJDKEH OTBEYaTh 3a CBOM y4acTOK paboThI:

*  CHELMAIUCTBI 10 TEXHUYECKUM CPEICTBAM;

*  CHCTEMHBIE IPOrPAMMHMCTHI;

* npoOyieMHbIE IPOTPAMMHUCTHI;

*  COTPYIHHKH, OTBEUarOIlIKe 3a MOATOTOBKY, BBOJ U 00pabOTKY JaHHBIX;

*  CHELMAIUCTHI IO 3aIUTE PUINYECKUX YCTPOUCTB;

* IPEACTaBUTENH MOJIb30BATEIECH.

[Tocne moAroTOBKM IJIaHA HEOOXOJUMO €ro MPUHATh U PEealn30BaTh, YTO HAIPSIMYIO
3aBUCHUT OT €T0 YETKOCTH, KOPPEKTHOCTHU U SICHOCTHU JJIsl COTPYIHUKOB OpraHU3aI1H.

[Tonumanue HeoOXOAMMOCTH MeEp 3allMThl M KOHTPOJII - HENPEMEHHOE YCIIOBHE
HOpMaJIbHOU paboThl. M3BecTeH citydail 0 TOM, KakK M0JIb30BaTelb MEHST KaXKAbli pa3 24 napois
U BO3BpallaCs K I€pBOHAYAJIbHOMY, TaK KaK CHUCTeMa ObUIa 3alulleHa OT MOBTOPHOIO
MCIIOJIb30BaHUs NMpEeAbIAYINNX 23 naposueil. Eciau coTpyIHUKH He IOHUMAIOT UM HE COIJIACHBI C
npeyiaraéMbIMU MEpaMH, TO OHU OyJIyT cTapaThCcsi 0OONTH UX, TaK Kak JItOOble MEPbl KOHTPOJISA
IpEeJoJIaratoT YBEJIMUEHUE CI0KHOCTH pabOTHI.

Jpyroil KiIfO4eBOM MOMEHT — YIPaBJIEHUE CPEACTBAMH 3aIUTHl U BOCCTAaHOBJICHMS.
HanexxHoe ympaBineHue OCYIIECTBUMO JIMIIb B Cllydae [OHUMaHUS OOCITY>KHMBAIOLIUM
IEPCOHATIOM pPa3MEpPOB BO3MOXKHBIX YOBITKOB, SICHOTO H3JI0KEHUS IUIAHOB M BBINOJHEHUS
NEPCOHATIOM CBOMX 00s3aHHOCTEH. MHOTHE COTPYIHUKH, OOCITY>KUBAIOIINE CUCTEMBI, HE BCEr1a
OCO3HAIOT PHUCK, CBA3aHHbIE ¢ oOpaboTkoil wuHpopmammu. Tonbko crHeuuanbHas
npeBapuTeNbHas MOJrOTOBKA MEepCOHaNa CIOCOOCTBYeT MpaBWiIbHON U 3¢ddekTuBHOM pabdore
CPEJICTB 3aIUTHI.

OcHoBOM MporpaMMmbl SIBIISIETCS TOJUTHUKAa OE€30MacHOCTH, OTpaKarolas MOAXO0[
OpraHMU3aIy K 3alIUTe CBOMX MH(OPMALIMOHHBIX aKTHBOB.

Pa3paboTka MONMMTHKM M NporpamMmbl O€30MACHOCTH HAUYMHAETCS C aHAJIW3a PHUCKOB,
NEePBBIM 3TAallOM KOTOPOro, B CBOI OYepellb, SIBISETCS O3HAKOMJIEHHME C Haubosee
pacrpoCTpaHEHHBIMU YTPO3aMH.

['maBHBIE yrpo3bl - BHYTpeHHss ciaoxHOocTh VC, HempenrHaMepeHHbIe OIIMOKH MITaTHBIX
MOJIb30BaTeNel, ONepaTOpPOB, CUCTEMHBIX aIMHUHHCTPATOPOB U JIPYTHX JIHI], OOCITY>KHBAIOIIUX
UH(POPMALIMOHHbBIE CUCTEMBI.

Ha BTopoM MecTe 1o pazmepy yiiepOa CTOSIT Kpakdl U TOJIOTH.

PeanbHyl0 OMAcHOCTh MPEACTABISAIOT MOXKapbl W JAPYrHe€ aBapuu MO KUBAIOIIEH
UH(PaCTPYKTYPBHI.

B oOmeM uwncne HapymieHW pacTeT J0Jis1 BHENTHUX aTak, HO OCHOBHOW ymiepO mo-
IIPEKHEMY HaHOCAT "cBoH'".
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Jns mopammisironiero OONBIIMHCTBA OpraHU3alMil JOCTATOYHO OOIIET0 3HAKOMCTBA C
pUCKaMU; OPUEHTAIUsI HA TUTIOBBIC, aTPOOMPOBAHHBIC PEIICHHS TIO3BOJIUT 00ECTIeUUTh Oa30BBIN
YpOBEHb 0€30MMaCHOCTH MPH MUHUMAIBHBIX WHTEIICKTYalbHBIX M Pa3yMHBIX MaTEepPHAIbHBIX
3aTrparax.

CyliecTBeHHYIO TOMOIIb B pa3paboTKe TMOJIUTUKH OE30MacHOCTH MOXKET OKa3aTb
Oputanckuii ctangapt BS7799:1995, npeuararomuii TUITIOBOM KapKac.

Pa3paboTka mporpaMMbl M TMOJIUTUKH O€30MAaCHOCTH MOKET CIY)KUTh [PUMEPOM
WCIIOJI30BAHUS TMOHATHUS YPOBHS JeTanu3anuud. OHU JTOJDKHBI MOAPA3JIETATHCS Ha HECKOJIBKO
YPOBHEH, TPaAKTYIOIIUX BOMPOCHI PAa3HOW CTEMEHH CHEHUPUIHOCTH. BaKHBIM 3IEMEHTOM
MIPOTPaMMBI SIBIIIETCS pa3padOTKa U MOAIEPKaHUE B aKTyaTbHOM cocTosiHuU KapThl NC.

Heo6xoauMbIM ycrioBueM JUisi TIOCTPOCHUSI HAJCKHOW, SKOHOMUYHOW 3alllUThI SIBIISETCA
paccMmoTpenue xu3HeHHoro nukia MC u cuHXpoHu3auus ¢ HUM Mep 0e30macHOCTH. Boinenstor
CJIEIYIOLIME TANbl )KU3HEHHOTO [IUKJIA!

*  WHULHALMNS;

*  3aKYIKa;

*  YCTAHOBKa;

*  JKCIUTyaTalus;

* BBIBEJICHUE U3 DKCIUTyaTalluH.

be3onacHoCTh HEBO3MOXKHO 100aBUTh K CUCTEME; €€ HYXKHO 3aKJIaJbIBaTh C CAaMOr0o Hayaja
Y TIO/IJIEPKUBATH JI0 KOHIIA.

Mepb! IpoLeAYPHOTO YPOBHSI OPUEHTUPOBAHBI Ha JIto/IeH (a He Ha TEXHUYECKHE CPEJICTBA)
Y TIO/IPA3JIEIISAIOTCS Ha CIEAYIOIINE BUbL;, YIPABICHUE IEPCOHAIIOM;

* (dusnyeckas 3alIuTa;

e mojaepx)aHue paboTOCTIOCOOHOCTH;

* pearupoBaHHUE HAa HApYLIEHUs peXUMa 0€30I1aCHOCTH;

* IUIAHHPOBAHME BOCCTAHOBUTEIBbHBIX PadOT.

Ha sTom ypoBHE TpUMEHUMBI BaXKHBIE PUHIIATIBI O€30TTaCHOCTH

*  HEMPEPHIBHOCTH 3aIIUTHI B TPOCTPAHCTBE U BPEMEHU,

* pazzaeneHue 00s13aHHOCTEH;

*  MUHHMMM3ALUS IPUBUIIETHI.

3/1ech Takke MPUMEHUMBI OOBEKTHBIM MOAXOMA W TOHATHE >KM3HEHHOro nukia. [lepBbrit
MO3BOJIIET PA3JIEIUTh KOHTPOIUPYEMBIE CYIIHOCTH (TEPPUTOPHUIO, ammaparypy 4 T.O0.) Ha
OTHOCHUTEJIbHO HE3aBUCUMbIE TOJOOBEKThI, pacCMaTpuBasl UX C Pa3HOW CTENEHbIO JETaTU3aluu
Y KOHTPOJIUPYS CBSI3U MEKTy HUMH.

[TonsiTe >KMU3HEHHOTO IMKJIA TIOJIE3HO MPHUMEHSATh HE TOJBKO K HWH(OOPMAIMOHHBIM
CHUCTEMaM, HO U K cOTpynHuKaM. Ha sTame MHHULMAUU JOHKHO OBITH pa3paboTaHO ONUCaHUE
JTOJDKHOCTH € TpeOOBaHUSMH K KBATU(DHUKAIMA W BBUICIAEMBIMH  KOMITBIOTEPHBIMU
NPUBWICTHSAMH; Ha OJTale yCTaHOBKM HEOOXOIUMO MPOBECTH OOY4YeHHE, B TOM YHUCIE IO
BONpocaM O€30MacCHOCTH;,; Ha JTamle BBIBEICHUS W3 OKCIUTyaTallMd CIeAyeT JeHCTBOBATH
aKKypaTHO, He JIOIYyCKasi HaHECeHHs yiiepOa 0OMKeHHBIMH COTPYIHUKAMH.

HNudopmarnmonnasi 6€30macHOCT, BO MHOTOM 3aBHCHT OT aKKypaTHOTO BEICHUS TEKYIIEH
paboThI, KOTOpasi BKIIFOYACT:

*  TOIACPKKY M0JIb30BaTeNeH; MOJJIEPIKKY MIPOrpaMMHOTO o0ecrnieveHus;
KOH(UTYpallMOHHOE YIPaBJIECHUE;

*  pe3epBHOE KONMPOBAHUE; YIIPABIECHNE HOCUTEISIMU;

*  JTIOKyMEHTHUPOBAHMUE;
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*  perjaMeHTHBIE pabOTHI.

DJEeMEHTOM TIOBCEHEBHOW JEATEIBHOCTH SIBISICTCS OTCIEXKHBaHHE HH(OpManuu B
obmactu Ub; kak MUHHUMYM, aJIMUHUCTPATOP OE30MACHOCTH JOJDKEH IMOANUCATHCS Ha CIUCOK
pacChUIKM IO HOBBIM IpoOenaM B 3aluTe (M CBOEBPEMEHHO 3HAKOMHUTBCS C MOCTYMAIOUIMMU
COOOIIICHUSIMU).

HyxHo, oaHaKo, 3apaHee FOTOBUTHCS K COOBITHSIM HEOPAMHAPHBIM, TO €CTh K HAPYLIEHUAM
Wb. 3apanee nmpoaymMaHHas peaklMs Ha HapyIIEHUs pexuMa Oe30MacHOCTH NpeciefyeT TpU
TJIaBHBIC 1IETTH:

*  JIOKaTM3alys MHIUACHTA U YMEHBIIEHUE HAHOCUMOTO BPE/Ia;

*  BBISIBJICHUE HAPYIIUTEIS,

* MpenynpexeHrue MOBTOPHBIX HAPYIICHHH.

BeisiBieHre HapymuTens - MpOLEcC CIOKHBIA, HO MEpBbIH M TPETUH IMyHKTHl MOXHO U
HYXXHO TIIATEJIbHO IPOJyMaTh U OTpabOTaTh.

B cnyuyae ceppe3HbIX aBapuil HEOOXOJMMO IPOBEACHHE BOCCTAHOBMTEIBHBIX PaOOT.
[Tponecc miaHMpOBaHUS TaKUX PAOOT MOXKHO Pa3/IeUTh Ha CIEAYIOIINE 3TaIbL:

*  BBIIBJICHUE KPUTUYECKU BAKHBIX (YHKLUUN OpraHU3aliy, YCTAaHOBJIEHUE IPUOPUTETOB;

UICHTUQHUKAIMS PECypCOB, HEOOXOMMMBIX /ISl BBIMOJIHEHUS KPUTHYECKH Ba)KHBIX
byHKIIHNI;

*  OmnpeeNeHHEe NepedHs BO3MOXHBIX aBapuid;

* . pa3paboTKa CTpaTerud BOCCTAaHOBHUTENIBHBIX pPAa0OT; MOJArOTOBKA K pealHn3aluu
BbIOpPAHHOMN CTpaTeruy;

* IpOBEpKa CTPATErHH.

Ouenka rppexmusnocmu uneecmuyuil 6 ungopmayuonuyio 6ezonacnocms [57]

Peanuu coBpeMeHHOro Ou3Heca TakoBBL. UTO B YCIOBHUSX PBIHKA MPAKTHUYECKH JHOOAS
KOMIIAaHUSI COCPEIOTOYeHAa Ha TOJJCpKAaHUH CBOEH KOHKYPEHTOCIIOCOOHOCTH — HE TOIBKO
MPOJYKTOB U YCIYT, HO M KOHKYPEHTOCIIOCOOHOCTH KOMIIAHUH B IIETIOM.

B stux ycnoBusx kadectBO U 3((HEKTUBHOCTH, MH()OPMAIMOHHONW CHUCTEMBI BIHAIOT Ha
KOHEYHblE (DMHAHCOBBIE IIOKA3aTeNIM OIOCPEIOBAHO, YEpe3 KauecTBO OM3HEC-TPOIECCOB.
[TpourpeIBalOT TE€ KOMITAHWHW, TA¢ (UHAHCHPOBAHHWE 3aMUTHI WH(GOPMAIUU BEACTCS II0
0CTaTOYHOMY TIPHHIIHITY.

[Ipg >TOM BaXHO OTBETUTH HA BOMNPOC. KAaK OTHOCHTHCS K BIIOXKCHHSM B
nH(GOPMaIIMOHHYIO 0€30MacHOCTh — KaK K 3aTpaTaM WM Kak K HHBeCcTHIHsIM? Eciiu oTHOCHUThCS
K BioxkeHusM B Wb kak k 3arparaM, TO COKpAIlEHHE STUX 3aTpaTr SBISETCS Ba)XXHOU IS
KoMmaHuM npobaemoi. OTHAKO 3TO 3aMETHO OTJAIUT KOMIAHHUIO OT PEIICHHs CTPATerHYecKOin
3a/1a4y¥, CBSI3aHHOM C MOBBINIEHUEM €€ aIalTUBHOCTH K PBIHKY, Ie 0e30macHocTh B 1iesoM u b
B YAaCTHOCTM UIpaeT Jdajieko He NOocHeAHIo poib. [losromy, ecnu y KOMIIAaHUM €CTh
JIOJITOCPOYHAsT CTpaTerusl pa3BHTHs, OHA, KaK IMpaBWJIO, paccMaTpuBaeT BiokeHus B Mb kak
uHBecTHIMK. Pa3Huila B TOM, YTO 3aTparbl — 3TO, B TIEPBYID OUYepelb, «OCO3HAHHAas
HEO0OXOIUMOCTbY», MHBECTHIIMU — 3TO NMEPCHEeKTUBA OKyrnaeMocTH. M1 B 3ToM ciydae Tpedyercs
TIIaTeNbHAs OleHKa J(PQPEKTUBHOCTH TaKWX HWHBECTULIMH M HKOHOMUYECKOE OOOCHOBaHUWE
TUTAHUPYEMBIX 3aTpart.

OCHOBHBIM 3KOHOMHYECKHM 3P (HEeKTOM, K KOTOPOMY CTPEMHTCS KOMIIAHHSI, CO3/1aBas
cucremy 3amuthl nHGopmanuu (C3U), sBIsSETCS CYIIECTBEHHOE YMEHbBIIIEHUE MAaTePHATLHOTO
yiiep6a BCIEACTBHE peali3alii CYyIIECTBYIOMUX YIpo3 HHPOPMAIIMOHHON O€30MTacHOCTH.
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OTnaya OT TakuX MHBECTUIMA B pa3BUTHE KOMIIAHMHM JIOJDKHA OBITH BIIOJHE
MIPOTHO3UPYEMOI.

B ocHOBE 0ONBIIMHCTBA METOOB OLIEHKH 3((HEKTUBHOCTH BIOKEHHUN B MHPOPMAITMOHHYIO
0e30MacHOCTh JICKUT COMOCTaBIIEHUE 3arpaT, TpeOyembix Ha coznanue C3U, u ymiepOa,
KOTOPBI MOXKET OBITh MPUYMHEH KOMITAHUU M3-32 OTCYTCTBHSI TOU CHCTEMBI.

ROl — »To0 mporeHTHOE OTHOIIEHWE NPUObUIH (WM 3KOHOMHYEcKoro 3ddexra) oT
MpPOEKTa K HMHBECTHLMSIM, HEOOXOAMMBIM JJisl peanu3ald 3Toro mnpoekrta. [Ipu npuHATHU
pemieHrss 00 MHBECTHIHMAX TOJYYEHHOE 3HAYeHHWE CPAaBHUBAIOT CO CPEJHHM B OTpaciu JHOO
BbIOMpAIOT MpPOEKT ¢ jaydminM 3HadeHueM ROI u3 umeromuxcs BapuantoB. HecMoTps Ha
JUIMTEIIbHBIA OIBIT MIPUMEHEHUS 3TOro nokasarens B UT, Ha cerogHsAIHuI A€Hb JOCTOBEPHBIX
mMeTonoB pacueta ROI He MOsSBUIIOCH, @ MOMBITKH ONPENEIUTh €ro MyTeM aHalInu3a MoKa3aTenen
JESTENIbHOCTH KOMITAaHWH, BHEAPUBLIMX y ceOsl T€ WM WHble MH()OPMALMOHHBIE TEXHOJIOTHH,
npuBenu K noseieHuto nokasarens TCO, npeanoxkenHoro komnanuei GartnerGroup B KOHIE
80-x ronos.

B ocnHoBy o0mieit mogenu pacueta TCO monokeHO pas[eleHHe BceX 3aTpaT Ha JABE
KaTeropuu: mpsMble U KOCcBeHHbIE. [0 KOCBEHHBIMH 3aTpaTaMH, KaK MpPaBHIIO, MOHHUMAIOTCS
CKpBITBIE  pacXojpl, KOTOpbIE BO3HUKAIOT B Ipouecce HIkcmuryatauun C3U.  Otu
HE3aIUIaHUPOBAHHBIE PAcXOJ(bl MOTYT CYIIECTBEHHO INPEBBICUTH CTOMMOCTH CaMOW CHUCTEMBI
3amuThl. [lo nanHeiM Toit ke GartnerGroup, npsmblie 3aTpathl cocTaBiAloT 15-21 % ot oOuieit
CyMMBI 3aTpat Ha ucnonb3oBanue UT.

OanuM 3 KITIOYEBBIX IpeumyinecTB nokasareiss TCO sBhseTcs TO, YTO OH IO3BOJISET
clenaTh BBIBOJBI O LiejecooOpa3HOCTH peanu3anuu mnpoekta B obrmactu Wb Ha ocHOBaHuu
OILICHKH OJTHHUX JIMIIIb TOJILKO 3aTpat. Tem Oosee, 4TO B ciiydae ¢ 3alIiuToi HHGOpMaIuu HEPEIKO
BO3HHMKAET CUTYallusi, KOraa SKoHoMu4eckuid a¢¢dext ot BHeapeHuss C3U oueHUTh HEb3s, HO
00BEKTUBHASI HEOOXOIUMOCTh B €€ CO3/IaHUH CYIIIECTBYET.

JlpyruM TIpeuMyIIeCTBOM 3TOTO TIOKa3aTeys SBISETCS TO, 4yTo Monenb pacuera TCO
IpeIoiIaraeT OleHKY He TOJBKO NEepBOHAYAIBHBIX 3aTpar Ha co3manue C3U, HO m 3arpar,
KOTOpBIE MOTYT MMETh MECTO Ha pa3IMYHBIX ATamax BCEro >KM3HEHHOTrO IHKIa cuctembl. Ho,
HECMOTps Ha 3T0, nokazarens TCO, BopoueM, kak U ROI, sBisieTcsl CTAaTUYHBIM, OTpaXKaroIIUM
HEKUIl BpeMeHHOM cpe3 — «pororpaduyeckuii CHUMOK», HE YUUThIBasi U3MEHEHHUsI CUTYallud BO
BpeMeHU. Benp MHpOpMaIMOHHBIE CUCTEMBI C TEYEHHEM BPEMEHH IOJABEPTaloTCs MOCTOSHHBIM
U3MEHEHUSM, TOSBISIOTCS HOBBIE YIpo3bl M ys3BUMOCTU. Takum obpaszom, obecnieuenue Mb —
3TO TPOIIECC, KOTOPBIH HEOOXOMMO pacCMaTpUBaTh UMEHHO BO BpeMeHH. [loaToMy /i aHanmm3a
apdexTuBHOCTH WHBecTHIM B Wb mpemmaraercst paccMOTpeTh BO3MOXKHOCTH TPUMEHEHUS
CHCTEMBI TUHAMHUYECKHX TOKa3aTeiel, OCHOBAHHBIX Ha METOJIe JMCKOHTHPOBAHHBIX TOTOKOB
nenexHbix cpeacts (DiscountedCashFlows — DCF).

[lenpto MOOBIX WHBECTUIMHA SIBISIETCS YBETUYEHHE MPUTOKA JCHEXKHBIX CPElncTB (B
JAHHOM cJy4Yae — yMEHbLICHHE pa3Mepa yuiepba B pesyibrare peanusauuu yrpos WUb) mo
CpPaBHEHHMIO C CylIecTByIOIIMM. [Ipu OIEHKE MHBECTUIIMOHHOTO TPOEKTa HEoOXO0IUMO
paccMOTpeTh BCe MOTOKH JICHEKHBIX CPEJICTB, CBA3aHHbIE ¢ peanu3anueit 1anHoro npoekta. [lpu
TOM HEOOXOJMMO YYMTBHIBaTh 3aBUCHMOCThH IOTOKA JECHEXHBIX CPEACTB OT BpeMeHHU. Benp
OUYEBHJIHO, YTO 3a TMOJYyYCHHE UYepe3 ToJl SKOHOMHUYECKOTo dddexTa, Hanmpumep, B pazmepe S50
TBIC. pyOJIeil CerofHss MHBECTOPHI OYAYT TOTOBBI 3aIUIATHTh CYNIECTBEHHO MEHBIIYIO CyMMY, a
HUKaK He 3TH ke 50 ThIC. pyOei.

[ToaToMy Oyaymue MOCTYIUICHUS IEHEKHBIX CPEACTB (CHIKEHUE yiepOa) TOJDKHBI OBITh
JTUCKOHTHPOBAHBI, TO €CTh MPUBEACHBI K TEKYLIEH CTOMMOCTH. sl 3TOr0 MPUMEHSIOT CTaBKY
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JTUCKOHTHUPOBAHUSA, BEIMYMHA KOTOPOW OTPAXaeT PUCKH, CBSA3aHHBIE C OOECIICHHBAHUEM JICHET
u3-32 MHQISAIUA U C BO3MOXKHOCTBIO HEYAaYl MHBECTHIIMOHHOTO MPOEKTA, KOTOPBIA MOXET He
OpUHECTH OkuaaeMoro 3¢ dekra. J[pyrumu ciioBamu, 4eM BBIIIE PUCKHU, CBI3aHHBIE C IIPOCKTOM,
TeM OoJiblile 3HaYEHHE CTaBKU JAUCKOHTUPOBAHHUA. JTa CTaBKa TaK)Ke OTpakaeT 00LIuil ypoBEeHb
CTOUMOCTH KpeauTa JiJIsl MHBECTULIUH.

Hepenko craBka AMCKOHTUPOBAHHUS ONpEIENAeTCS TOoKa3aTelieM CpeIHEB3BEIICHHOM
croumoctu kanutana (WeightedAverageCostofCapital — WACC). D10 cpennss Hopma
JI0X0J]a Ha BJIOXKCHHBIM KamuTall, KOTOPYIO MPHUXOIUTCS BBHIJIAYUBATH 332 €O HCIIOJIb30BaHUE.
O6s1yH0O WACC paccmarpuBaeTcsi Kak MUHMMaJbHas HOpMa OTAaud, KOTOpasl JOJIKHA ObITh
o0ecrieyeHa HHBECTULIMOHHBIM IIPOCKTOM.

HenocpencrBenno anst ouneHku 3()()EKTUBHOCTH WHBECTUIUI HCIIONB3YIOT MOKa3aTeib
gricroit Texymeii croumoctu (NetPresentValue — NPV). o cyrtu, 3T0 TeKyiias CTOMMOCTb
OyIyluX JEHEKHBIX MOTOKOB MHBECTHIIMOHHOTO MPOEKTa C YYETOM TUCKOHTHPOBAHUS U 3a
BBIUETOM MHBECTULIUNA. DTOT MOKA3aTeNb PACCUUTHIBACTCS 10 CleAyromiei hopMmye:

CF,
NP = n - C F 0 (1)
(L+r)
rIe CF. — YHMCTBIN JICHEXKHBIM OTOK IS i-ro mepuoaa $

CF , — HA4aIbHbIE HHBECTHIIMH $
n —
UHBECTULIMOHHOIO IIPOEKTA).

CTaBKa JUCKOHTUPOBaHMA (CTOMMOCTb  KaluTajla, IPHUBJICYEHHOrO IS
[Tpu 3nauenun NPV GomblieM MM paBHOM HYJIIO, CUMTAETCS, YTO BIOXKEHHE KamluTaia
s dexTuBHO. IIpy cpaBHEHNH HECKOIBKHUX MPOEKTOB MPUHUMAETCS TOT U3 HUX, KOTOPBII MMeeT
Oosbinee 3HaueHue NPV, eciu TOIBEKO OHO MOJ0KATEIBHOE.
[Tpenmnonoxum, HEKOM KoMIaHUM TpeOyeTcs OLIEHUTh MPOEKT MO 3aIIUTE OJHOTO U3 CETMEHTOB
CeTH cBoe€ll HMH(OPMALMOHHOW CHCTEMBI NPH IOMOIIU CHUCTEMBbl OOHApYKEHHs] BTOP’KEHUU
(IDS). JomycTum, M3BeCTHA BEIMYMHA PUCKA, UCUMCIseMas B JIEHeXHOM BbIpaxeHuu (20000
JI0JUL. 3a TOX), KOTOPasl YYUTHIBAET MOTEPHU OT pealM3allMi TE€X WJIN UHBIX aTaK U BEPOSATHOCTU
UX OCYLIECTBJICHHA. Takke M3BECTHO, YTO BEJIMYMHA pUCKa nocie BHeapeHus IDS cokpaturcs
Ha 70%. Croumocts IDS cocraBmser 15000 pomn. CraBKy IMCKOHTHUPOBAaHUS BO3bBMEM
cpeantoro anst UT peiaka — 30 %. [ToxpobHee MOTOKM IEHEXHBIX CPEICTB 10 JAHHOMY IPOEKTY

IpeJICTaBIeHbl B Ta0IMIIE 5.

Tabauna S
Ilepuonsr | IlepBonau. Beironpt Pasmep Croumocts | 3aTparsl Ha Uror
WHBECTULIMK | (pa3Mep OCTaTOYHOTO | TOJIOBOM aJMUHHACTPUPOBAHNE
puCKa) pHucKa MOJUICPKKU | ¥ HHPPACTPYKTYPY

0 -15000,0 -15000,0
1 20000,0 -6000,0 -2000,0 -5400,0 6600,0

2 20000,0 -6000,0 -2000,0 -5400,0 6600,0

3 20000,0 -6000,0 -2000,0 -5400,0 6600,0

Ecnu Ha ocHOBE JaHHBIX, MPEACTAaBICHHBIX B Tabmuie 6, paccuntath mokazatrenb ROI, To
MONy4uTCsi, uTo BHenpeHue IDS B maHHOM ciydae nmact skoHoMudeckuil adpdext, Ha 39%
MPEBBIIAONINN BIIOKEHHS. [Ipy aHaiM3€ 3TOro MpOEKTa C y4€TOM CTOMMOCTHM KaluTajla MbI
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UMEEM CIEeAYIONINI pe3yabTaT, UHBECTUPOBAHUE B ITOT MPOEKT HE OyneT d(H(PEeKTUBHBIM, Tak
kak 3HaueHue NPV Oyzner orpunarensusiM (3014).

Kpome  Toro, MOXXHO  paccyuTaTh BHYTpeHHUN  kod3pdummeHT  orgauu
(InternalRateofReturn - IRR). Jlns »5Ttoro HeoOXOAMMO HAWTH TaKyl CTaBKY
JTUCKOHTUPOBAHUSA, NMpU KoTopor 3HaueHne NPV Oymer paBHO Hymato. B manHoM ciydae
nonyuuMm 3HadeHue IRR paBHoe 15%. D10 3HaueHue MMeeT KOHKPETHBIM 3KOHOMHYECKUI
CMBICT JUCKOHTHUPOBAHHOW TOYKH 0e3yObITOYHOCTH. B 3TOI TOUKe NMCKOHTHPOBAHHBIM MOTOK
3aTparT paBeH JUCKOHTUPOBAHHOMY MOTOKY J0X0/0B. J[aHHBIA MOKa3aTeab TAKKE IMO3BOJISET
OTIPENIeNIUTH 1IETIECO00PAa3HOCTh BIOKEHUS CPEICTB.

B paccmarpuBaeMoM mpuMepe MHBECTHUIIMM B TPOEKT HEIEIeCOO0pa3Hbl, TaK KaK MBI
nonyuyrin 3HaueHue IRR Menbiie 3anannoi craBku AuckoHTUpoBanus (30%).

OueBuHO, YTO IS OLIEHKHU d(pdekTuBHOCTH MHBeCcTULIMK B co3aanue C3U HenocTaTouHO
JUIIb OnpeeNneHus nokasareneil. Heobxoaumo eiie yuecTs pUCKH, CBSI3aHHBIE C pealn3aiuen
TOTO WJIM MHOTO MPOEKTa. ITO MOTYT ObITh PUCKH, CBSI3aHHBIE ¢ KOHKPETHBIMU MOCTaBIIUKAMU
CPEICTB 3alUThl THGOPMAIUH, UITU PUCKU, CBA3aHHBIE C KOMIIETEHTHOCTBIO U OTIBITOM KOMaHbl
BHEJIPEHUSI.

Kpome Toro, mosie3Ho mpoBOJUTh aHAJIU3 YYBCTBUTEIBLHOCTH IMOJYyYEHHBIX MOKa3aTeleH.
Hamnpumep, B pacCMOTpEHHOM IIpUMEpPE YBEIMUYECHUE UCXOMIHOTO 3HAaUCHHUs pHUcKa Bcero Ha 12%
IPUBEZET K MOJIYYEHHUIO MON0kUTeNbHOro 3HaueHus NPV u ysennuenuto ROI Ha 8%. A ecnu
YUY€CTh, YTO PUCK — 3TO BEPOATHOCTHAS BEIMUYMHA, TO NOTPEIHOCTh B 12% BHOJIHE AOIyCTUMA.
Tak e MOXHO MpPOaHaIU3UPOBATH UYBCTBUTEJIBHOCTH IMOJYYEHHBIX PE3YJbTATOB U K APYIHMM
MCXOJIHBIM JaHHBIM, HallpUMEP K 3aTpaTaM Ha aJJMUHUCTPUPOBAHHUE.

He cnenyer 3a0biBaTh M O TOM, YTO JAJE€KO HE Bech yiiepd oT peanusauuu yrpo3 Wb
MO>XHO OJTHO3HAYHO BBIPA3UTh B JCHEXKHOM HcuuciaeHud. Hampumep, nmpuuMHEHHE ypoHa
WHTEJUICKTYaJIbHOW COOCTBEHHOCTH KOMITAHUM MOXET MPHUBECTH K TaKWUM IOCJIEICTBHUSIM, KaK
MOTepsI MO3UIIMA HA PHIHKE, MOTEPs] MOCTOSHHBIX U BPEMEHHBIX KOHKYPEHTHBIX MPEUMYIIECTB
WM CHIDKEHHE CTOMMOCTH TOProBoM wMapku. I[loaToMy Hepenko paxke TMpu HAIMYUAU
paccuntanubix nokasareneit ROI u TCO pemenue o coznanun C3U npuHMMaeTcs Ha OCHOBE
KauyeCTBEHHON OIIEHKH BO3MOXHBIX 2PPEKTOB.

JIro60it MeTon oneHkH 3P dexTuBHOCTH UHBeCcTHLMH B 1B siBsercs Bcero auib HabOpoM
MaTeMaTHYeCKUX (GOpPMYyNT M JIOTHYECKHX BBIKIAOK, KOPPEKTHOCTh MPUMEHEHUS KOTOPBIX —
TOJIbKO Bompoc obocHoBaHUsA. [loaToMy KauecTBO MH(MOpMALIUK, HEOOXOIUMOUN IS IPUHATHUS
penieHus o 1eyecoo0pa3HOCTH UHBECTHUINH, B TIEPBYIO OUepe/ib, OYAET 3aBUCETh OT MCXOJIHBIX
JIAHHBIX, Ha OCHOBE KOTOPBIX MPOU3BOIWINCH BBIYUCICHHUS. YSI3BUMBIM MECTOM B Jt00OH
METOJIMKE pacueTa sBJIIETCS UMEHHO cOOp W o0paboTKa MEPBUYHBIX JAaHHBIX, UX KAa4eCTBO U
JIOCTOBEPHOCT.

Kpowme Toro, uetkoe moHnMaHue 1esen, paan Kotopeix cozgaerca C3U, u HenmocpeacTBEHHOE
y4acTHe MOCTaHOBIIMKA 3TUX LeJIeH B MpoLecce NPUHATHUS PEIICHHUI TaKkXKe SIBISETCS 3aJ10TOM
BBICOKOT'O KaueCTBa M TOYHOCTH OIleHKHU 3¢ dekTuBHOCTH nHBecTulinii B Ub. Takoii moaxon
rapaHTUPYET, YTO CUCTEMA 3aIIUTHI HH(OpManuu He OyAeT SABISATHCS UCKYCCTBEHHBIM
JOTIOTHEHHUEM K YK€ BHEJJPEHHOH cucTeMe yIpaBiieHus, a Oy/IeT H3HaYallbHO CIIPOSKTUPOBaHA
KaK BOKHEUIITUH AJIIEMEHT, MOICP)KUBAIOIINI OCHOBHBIE OM3HEC-TIPOIIECChl KOMITAHHH.
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KoHTposbHbIe BONIPOCHI K TeMe 5

Kakue opranu3zaiiioHHO-aIMUHUCTPATUBHBIC Mepbl Bl 3HaeTe?

HazoBure  coCTaBisfOIIME  OPraHU3AlMOHHOTO  OOECIICYCHHS  KOMITBIOTEPHOM
0€30MMacHOCTH.

UTo BXOIUT B COCTAB OPTaHU3AIMOHHO-TEXHUYECKUX Mep?

[Tepeuncnure opraHU3aMOHHO-?)KOHOMHYECKHE MEPBI 3alIUTH HH()OPMAIIH.

Kaxkue kauecTBa npoBepstoTCs y JIMI IpU IpueMe Ha paboTy?

Uro BKIIOYAET KOHPHUACHIIMATHHOE I€TONPOU3BOICTBO?

JUJ1s1 9ero NpuMEeHsIIOT MEXCETEeBbIE KPaHbI?

Kak knmaccuuuupyroTcst TEXHUYECKHUE CPEICTBA TIPOTUBOICHCTBHS?

Kakue noapasaenenus B ciryx0e 6e3omacHocTu?

. KakoBbl macmitadel npumenenus: larepHera B mupe?

. Kakue nndopmanronssie yrpo3sl sSBISIFOTCS MJIATOM 3a UCNoIb30BaHus MutepHera?
. HazoBuTe MepsI 1o 3ammre nHGOpMaIUU B MHTEPHETE.

. JIJIs 4ero UCronb3ylTCS MEKCETEBbIC HKpaHbI-OpaHIMay3pbl?

. UTO ucnosib3yeTcst sl 3alUThI JIEKTPOHHOMN MOYTHI?

. UTO MOKHO UCIIOJIB30BATH ISl 3AIUTHI OT BUPYCOB?

. Kakue Bol 3HaeTe aHTUBHPYCHBIE POTPaMMbl1?

. HazoBuTE OCHOBHBIC UICTOYHUKHU MPOHUKHOBEHHS BUPYCOB.

. Kak makoctut «00pHOM» TenedoH?

. B 4em pa3Huiia CAMMETPUYHOTO U aCCUMETPUYHOTr0 mudpoBaHus?

. Kakne ocoOeHHOCTH KOMMAaHUM HEOOXOAMMO YUYUTHIBATH IMPHU Pa3padOTKE CUCTEMBI

3aIATHI?

Yro HeoOX0AUMO 3alUIIATh B KOPIOPATUBHON ceTH?

HazoBuTe OCHOBHBIE ATAIbI ITOCTPOCHHUS CHCTEMBI 3AIIUTHI.

Kak knaccudunupyror Mepsl obecniedeHus 6€30MacHOCTH M0 croco0aM OCyIIecTBICHUS?
B uem oTinuust «BCTPOCHHOM) 3aIUTHI OT «100aBICHHOM»?

Yro nenaercs Ha Tare CONpOBOXKICHHS CUCTEMBbI?

HazoBute KpuTepu#m ONTHMAIBHOTO COOTHOUICHWS B aHAJIHM3€ Pa3IMYHBIX BAapPHAHTOB
MOCTPOCHHS CUCTEMBI 3aIHUTHI.

Yro BKJIIOYAET IUIaH 3aIIUThI?

JlaiiTe xapakTepUCTHKY IJIaHa 00€CIeYeHMsI HENpephbIBHOW pabOThl M BOCCTAHOBJICHUS
(OHPB).

Kak oueHuTh 3 peKTHBHOCTh HHBECTULIUH B MHPOPMAIIMOHHYIO O€30MaCHOCTh?

TecTbI K TEME 5

Munumu3aums yredku MHGopManum yepes nepcoHas 3To

A. OpTraHHU3allMOHHO-TCXHUYICCKHUEC CPCACTBA 3allIUTHL I/IH(pOpMaLII/II/I;
b. OpraHnu3allMOHHO-3KOHOMUYCCKHUE MCPBI;
B. OpTraHHU3allMOHHO-aAIMUHUCTPATUBHBIC MCPHI.

2.

K opranmnsanuu KoHGUIACHIHAIBHOIO 1eJ10NPOU3BOJICTBA OTHOCUTCSH:

A. opranmuzanus J0KyMEHTOO00pOTa;
b. ucnonp3zoBanue cepTuUIUPOBAHHBIX TEXHUYECKUX U TPOIPAMMHBIX CPEJICTB;
B. mpoBepka Haie)KHOCTH COTPYIHUKOB.

3. OpranuszanuoHHoe odecrevyeHne MHPOPMAIMOHHOI 0€301aACHOCTH — 3TO..?
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A. peamuzauus 3amUThl MHGOPMALUHU, OCYyHIeCTBIseMas Cclayx0aMu O0e30MacHOCTH
pexuMa, 3aiMTa HHPOPMaIH TEXHUYSCKUMH CPEACTBAMH U JIP.;

B. coBOKynHOCTB CpeAcTB, 00eCTIeUNBAIONINX yI00CTBa pabOThI MOJIb30BATENCH;

B. HopmaruBHBIe 1oKyMeHTHI 110 Vb, TpeOOBaHMS KOTOPBIX SBISIOTCS 00sS3aTEIbHBIMU B
paMKax cgepsl ICHCTBUS KaXKIOTO MOPa3aCICHUS.

4. C yBOJIBHAIIMMHCH COTPYAHUKAMH

A. IOANUCHIBAETCS JOTOBOP O HE PAaCIpPOCTPAHEHUH KOH(PHUICHIINATLHOCTH;
b. oOMeHnBalOTCS pyKOIIOKATHEM;

B. mpemuiarator BepHyThCSI.

5. Opranu3zauusi JOKYMeHTO000pOTA NMPeAINoJiaraer:

A. UCKIIIOUEHHE JIOCTYTA K OYMaXXHOUM «CTPYKKEY;

b. npenynpexnenne He 000CHOBaHHOIO 03HAKOMJIEHHUS C JOKYMEHTaMH;
B. uckiroyenne He 000CHOBaHHOM PACCHUIKHU.

6. [IpoBenenne OpraHU3alMOHHO-I)KOHOMHYECKUX MEPONPUSITHI MPeInoJiaraer:
A. cTpaxoBaHue HH(GOPMAIIMOHHBIX PHUCKOB;

b. opranuzanuio naccCMBHOTO MPOTUBOACUCTBUS TEXHUUECKUMU CPEICTBAMU;

B. oGecniedenus 3MeKTPOHHOTO JOKYMEHTO000pOTA.

7. Axpec 3JIeKTPOHHOI MOYTHI BKJIIOYAET:

A. Jlorun.
b. CumBonnueckuit aapec cepBepa U UMs 30HBI.
B. Bce BrllienepeyncieHHoe.

8. Daexrponnast noura HE cayxut pas:

A. Tlepenaun TEKCTOBBIX cOOOIIEHUH B npenenax MHTepHeT.

b. Cucremsl TenekoHpepeHIHA.

B. OnoBemienns moyip30Bareiei 0 HACTYIUIEHUU ONPEAETIEHHBIX COOBITUH.

9. Undopmanmonnbivu yrpo3amu B Untepuere HE siBasieTcs:

A. HecaHKIITMOHMPOBAHHBIHN TOCTYI K CETH OpraHU3aLUu.

b. C60p 1 MOHUTOPUHT ceTeBOi MH(POPMAIIUN B HHTEPECAX TPETHUX JIUII.
B. Ucnonws3oBanne Opanamayapa.

10. Isis1 321U THI J1eKTPOHHON Mo4ThI B IHTEepHETe HCNOJIb3YIOTC S :

A. AHTUBUpPYCHBIE IPOTPAMMBI.

b. Cnernanbubie nporokosnsl (REM, CryptoAPi u ap.)

B. Haubonee mpocToe 0603HaueHNE 31EKTPOHHOM MOYTHI ((haMuiivsi, HacmOpPTHHIE JaHHbIE
U T.IL.).

11. OcHoBHBbIe cepBHchI cucTeMbl UHTEpHeT:

A. WorldWideWeb (WWW).

b. ITporpamMbI-Opay3epsl U CUCTEMBI TeNEKOH(EePEHIIHIA.
B. Bce BrllIenepeyncieHHoe.
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12. K cepBepam cuctembl Unteprer HE oTHocsiTCs:
A. Ilporpamma neyaTy yYETHBIX TOKYMEHTOB.

b. IlporpamMma nepecbuiku (Haitios.

B. Cucrema nnpopMaIimoHHOT0 Torcka cetu MHTepHeT.

13. Apec 3JIeKTPOHHOI MOYTHI UMeeT BU/:

A. JIOTMH(@CUMBOJIUYECKHH aipec cepBepa.uMs 30HbI;
b. morun.uMs 30HBI;

B. norun.

14. Me:kceTeBO# IKpaH — 3TO
A. Bpanamayap (Firewalls);

b. ®unetp;

B. AuTuBUpYyCcHas nporpamma.

15. YUro0b1 n30aBUTHCS OT MOOMJIBHOIO BUpPYCa:
A. Hy»XHO 1oJib30BaThCs KJIABUITHBIM MOOUITBHUKOM.
b. I[Ipnobpecty caMblii JOPOTOCTOSIIINI MOOUIBLHUK.
B. I103HaKOMHUTBCS ¢ XaKEPOM.

16.Ka:xnyro cucremMy 3allIMTHI CJeyeT pa3padarbiBaTh HHAUBUAYAJIbHO, YYUTHIBAS:
A. Opranu3almoHHYIO CTPYKTYpY OpraHu3alluu;

b. O6beM u xapakTep HHPOPMAITMOHHBIX TOTOKOB;

B. Bce BhllienepeyncieHHoe.

17. IlepBblii 3TANl MOCTPOEHUS CUCTEMBbI 3ALIMTHI:
A. IlnannpoBanue;

b. Anamms;

B. Peanu3zanus cucTeMbl 3al{UThI.

18. 1Ilo cmoco0y ocymecTBieHMsl Bcex Mep oOecnmedyeHHss 0e30lACHOCTH
NOAPAa3Ie/silOTCA Ha:

A. IlpaBoBbIE 1 MOPATEHO-ITUYECKHE;

b. AaMuHHMCTpaTHBHBIE, PU3NYECKUE, allllapaTHBIE U POTPaMMHBIE;

B. Bce BbllenepeuncieHHoe.

19. Yame Bcero npuMeHsieTCsi COco0 pean3aniy 3alMThl:
A. «BctpoeHHasny;

b. KombunupoBaHHas;

B. «JloGaBieHHas .

20. DTanbl CONPOBOKACHHSA ITO:

A. KoHTpoisb paboThl CUCTEMBI, pETUCTpALMsI IPOUCXOAAIINX B HEH COOBITUN U MX aHAIIN3;
b. [InannpoBaHue CUCTEMBI 3alLIUTHI;

B. Peanu3zanust cucTeMBbI 3aIIUTEL.

21. IToauTuKa 0€30MACHOCTH BXOAMT B
A. AHanus3 puckos;

b. IInan 3amuThi;

B. Ynopasnenue noctynom.
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22. Il.1an obecnieyeHUs1 HeNpepPbIBHOW padoThl M BOCCTAHOBJIEHHSI BKJIIOYAET:
A. YTo 1 KOrJ1a JOKHO OBITh CIENIAaHO;

b. KeM 1 Kak 3T0 JOKHO OBITH CIENAaHO;

B. Bce BrllIenepeyncieHHoe.

23. OTHOCHUTCS K BJIOKEHUSIM B HH(POPMALNIMOHHY 0 0€30MACHOCTD CJIeAyeT KaK:
A. K 3arparawm;

b. k nuHBECTHIINSIM;

B. K Hens0exHbIM OTEpSIM.
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Tema 6. Menex:kmeHT 1 ayaut cuctem Ub

Ynpasnenue HHPOPMAIIMOHHOM 0€30MaCHOCTHIO FOCYIaPCTBEHHBIX CTPYKTYD.
MeHemKMeHT 1 ayauT HHGOPMalMOHHON 0€3011acCHOCTH HA YPOBHE MPEANPUSATHUS.
Aynut uH(pOpMalMOHHON 0€30MaCHOCTH ANEKTPOHHONH KOMMEPLIUH.
MenemKkMeHT HHPOPMAIIMOHHOM 0€30IaCHOCTH 3JEKTPOHHON KOMMEPIIUH.

E A

1. VYnpaBienune uHPpOPMALMOHHOI 6€30MACHOCTHIO IOCYIAPCTBEHHBIX CTPYKTYP

OcHoBHBIE 3aJ]aul TOCYJaPCTBEHHBIX OpraHoB B cepe MHPOPMAIIMOHHOM 0e30MmacHOCTH,
TakKe KaKk W BO MHOTHX JpYyrux cdepax, CBs3aHbl C OXpaHOH OOIIECTBEHHBIX HHTEPECOB,
MPEIOTBPAIICHNEM IPOTHBOIPABHONW JIEATEIBHOCTH, a TakkKe C 3amuTod uHGOpManuy,
UMEIOIICH TOCYIapCTBEHHYIO BaXKHOCTH (BOCHHBIX CBEICHUH, MH(DOPMAIMA O KOCMUYECKUX U
SICPHBIX TEXHOJIOTUAX | T.IL.). IIpu 3TOM perienne BompocoB HHPOPMAMOHHOW 0€30MacHOCTH
B YaCTHOM CEKTOpE JKOHOMHUKH, KakK MpPaBWIJIO, SIBISETCS MPEPOraTHBOM CaMHUX YaCTHBIX
KOMIIAaHUI M OpraHu3aluii, a BMEIIAaTelIbCTBO TOCyIapcTBa B 3Ty cdepy MAOKHO ObITh
MUHUMU3HUPOBAHO. Takum 00pa3om, Ha MPAKTUKE OesmenlbHOCHb OPTaHOB BIIACTH, KaK MPaBUJIO,
KOHIIEHTPUPYETCS Ha PEIICHUU BOMPOCOB MHPOPMAIIMOHHON 0€30MaCHOCTH BHYTPH OTAEIBHBIX
chep, KOTOpble CUHMTAIOTCA Haubojiee BaXHBIMH JJIsi OOECIEUEHMs] TOCYIapCTBEHHOU
0€30MaCHOCTH ¥ JIOCTHKCHHS TOJUTUYECKUX IEeNICi: BOOPY)KEHHBIC CHIIBI, BHEIIHSS pa3Be/Ka,
CTpaTerMuecKue  TEXHOJOTMW  (HampuMmep, KOCMHYECKHE, AaTOMHBIE W  BOCHHBIC),
rOCyJapCTBEHHBIE (DHMHAHCHI, OOIIECTBEHHAS CMAOUIbHOCMb U HEKOTOpbIe Ipyrue. Pemenuro
BOTIPOCOB MH()OPMAIIMOHHON 0€301MacHOCTH B JIPYTUX 00JACTAX TOCYIapCTBEHHBIMH OpraHaMH,
KaK TpPaBHIIO, YJAENsAeTCs MEHbIIe BHUMaHUA. [ OCymapCTBEHHBIE OpraHbl MOTYT peulaTh
oTpezieNieHHbIe 3a/1a4l UH(HOPMAIMOHHON O€30MaCHOCTH, HE OTHOCSIIUECS HAIPSIMYIO K 3alUTe
TOCYIapCTBEHHBIX HH(MOPMAIMOHHBIX CHUCTEM, B TeX CIydasX, KOTJa BBITOABl OT
TOCYIapCTBEHHOTO  BMEIIATENbCTBA  CYHIECTBEHHO  MPEBBIMIAIOT 3ampamsl U PEIICHHUS,
mpeyiaraeMbie  TOCYIapCTBOM, HE COCTABIIIIOT KOHKYPCHIIMH AJbTEPHATHBHBIM PEHIICHUSIM
(yciyram, TEXHOJIOTHSIM, METOJJKAM H T.I1.), KOTOPBIE TPeAararoTcs (MM MOTEHIIHATbHO MOTYT
OBITH TIPEJIOKECHBI) YACTHBIMUA KOMITAHUSMHU.

Jesmenvnocms TocynapctBa B chepe MHPOPMAIMOHHONW O€30MacHOCTH, KaK IPaBHIIO,
CTpouTCs Ha OoJiee 00IKX 3a7auax roCyAapCTBEHHOM BIACTH, TAKUX KaK:

e COXpaHEHHE CYBEpEHUTETA FOCY1apCTBa;

e COXpaHEHHE TOCYJAPCTBEHHOM U MOJUTUYECKON CTAOMILHOCTH B CTPAHE;

e COXpaHEHHE U PA3BUTHE JEMOKPATUYECKUX HHCTUTYTOB OOIIECTBA, a TAKXKe 0OecIedeHIe
mpaB ¥ CBOOOT TpaXkaH;

e YKpETJICHNE 3aKOHHOCTH U TIPAaBOTIOPSIIIKA;

e O0ecrie4eHne  COIMAIbHO-DKOHOMHYECKOTO Ppa3BUTHS CTPaHBI W YCTOWYHUBOCTH
(UHAHCOBOM CHCTEMBI;

e YYACTHE B KU3HU MEXKITYHAPOIHOTO coodIecTBa. [8]

Ilo cBoeii  mpupone  (akTopbl,  ONpeNeNdlolde  COCTOSIHME  MH(OpMarMOHHON
0€30I1aCHOCTH ¥, COOTBETCTBEHHO, OesamelbHOCMb TOCYAapCTBa B 3TOU cdepe, Moapa3IenatoTcs
Ha!

e TIOJIUTUYECKHE;

e COLIMAJIbHO-?)KOHOMUYECKHUE;

e OPraHMU3aIIOHHO-TEXHUYECKHE.
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OpranuzanuoHHas desmenrbHOCHb TOCyIapcTBa B chepe HHPOPMAITMOHHON 0€30MacHOCTH,
KaK [PaBUJIO, CBOAUTCS K IPOTUBOACUCTBUIO PA3IMYHBIM YIPO3aM:

e BHCIIHUM, TaKUM KaK JESITEIbHOCTh MHOCTPAHHBIX CIICLCIY>KO M BOOPY)KEHHBIX CHII,
BpakaeOHasi SKOHOMHUYECKass M TEXHUYECKas IOJUTHKA OTIEJIBbHBIX FOCYAapCTB, arpecCUBHBIC
PBIHOYHBIE CTPATETUH KPYIIHBIX MEXIYHApOAHBIX KOpHopauuil ¥ (UHaAHCOBO-IIPOMBIIIEHHBIX
IpyNIl, HE3aKOHHAas JEATENbHOCTh MEXKIYHAPOIAHBIX IPECTYNHBIX M TEPPOPUCTHUECKHX
IPyNIHAPOBOK M T.I1.;

e BHYTPEHHUM, TaKHUM KakK JIEATEIIbHOCTh KPUMHUHAIBHBIX CTPYKTYp B chepe oOparieHus
uHpOpMaLIUK, HEMPABOMEPHbIE JCUCTBHUS TOCYIApCTBEHHBIX CTPYKTYp, XaJlaTHOCTb WU
[[eJICHANpaBJICHHbIE  HApYIICHHs, JOIyCKaeMble TpakJaHaMH W OpPraHU3aALUSAMH  TIpU
UCTIOJIb30BaHUN MH(OPMAIIMOHHBIX CHUCTEM M OOpalmieHny WH(GOpMAIMH, HApYIICHUS B paboTe
MH(POPMALIMOHHBIX U TE€JIEKOMMYHHKAIIMOHHBIX CUCTEM M T.II.

Takum  oOpazom, desmenvHocms TOCylapcTBa B 3ToW  cdepe  HampaBlieHa  Ha
HEUTpalu3anuio CYILECTBYIOLUX y2po3 uUHGDoOpmMayuonHou 0Oe30nacHocmu ¢ y4eToM BceX
(bakTOpOB, BO3JIEHCTBYIOIINX KAaK HA CaMU ynpasisiowjue rocylapCTBEHHbIE CTPYKTYpHhI, Tak U
Ha UHGOpMayuoHHble cucmembl.

Jnist pemeHust OCHOBHBIX 33134 B cepe MHPOPMAIIMOHHON 0e30MacCHOCTH JICHCTBYIOT BCE
OCHOBHBIE OpraHbl TOCYJapCTBEHHOH BIAacTW ©  yIpaBleHHs: CyJAeOHbIe, OpraHbl
UCTIOJTHUTENILHOW BJIACTH, MPABOOXPAHUTEIbHBIC OpraHbl, OpPraHU3aALUU W TPEIANPHUITHS,
KOTOpbIE KOHTPOJIHPYIOTCS roCyJapCTBOM " UMEIOT 0OCMyn K uHpopManuy,
COCTaBIIAIOLIEH cocydapcmeennyro mainy, U Ipyrue.

Jns  obecnedueHuss MHGOPMALMOHHOM  0€30HAaCHOCTH  TOCYJApCTBEHHBIE  OPIaHBI
BBINOJIHAIOT CJIEAYIOIINE OCHOBHbIE (DYHKIIMH:

e CO3JIAIOT 3aKOHOJATENbHYIO 0a3y, 00ecleuyrBaroIlyt0 3alIUTy Oa30BBIX IpPaB YaCTHBIX
JIVIL, TPEANPUATHNA U TOCY/IapCTBa, TAKMX KaK MPaBO Ha 3allUTy YaCTHOW MH(OPMAIUH, ITPABO
Ha 3alIUTy KOMMEpPUYECKOH U OAHKOBCKOU mauiHbl, TPaBO Ha OECHPENATCTBEHHBIM TOCTYN K
uHpopManuu u T.. JlaHHas QYHKIUS OCYIIECTBISIETCS 3aKOHOJATEIbHBIMH OpraHaMH B
COTPYAHUYECTBE C OpraHaMH WCIOJIHUTEIBHOW BIIACTH, OOIIECTBEHHBIMH OPTaHU3AIMSIMH,
HAY4YHO-MCCIIEJOBATEIbCKUMHU YUPEXKJICHUSMU U IPYTUMHU 3aUHTEPECOBAaHHBIMH YYaCTHUKAMU;

e OCYLIECTBIISIOT MPABONPUMEHUTEIbHYIO JIESTeNbHOCTh, HEMOCPEJCTBEHHO pEau3yloT
Mepbl MO 3aIuTe HMH(GOPMAIMOHHBIX DPECYpPCOB TOCYAAPCTBEHHOIO YIPABIEHUS, a TaKkKe
BBINOJIHAIOT BCe (PYHKIMH, HEOOXOIMMBIE TS peanusayuy mpeb6osanuli 3aKOHOAATENbCTBA,;

e BBIMIOJHSIOT CcyneOHble (YHKIMM B OTHONICHWHM JIMI, KOTOPBIE JIOTYCTHIIH
NPaBOHAPYIICHHUS, CBSI3aHHBIE C MCIIOJIb30BAaHHEM MH(OPMAIMOHHBIX PECYPCOB, U YUIAaCTBYIOT B
XO3SHCTBEHHBIX CIIOPaX, CBA3aHHBIX C HAPYIICHUSIMH UH(OpMAIIMOHHOW Oe30macHoCTH. [ 6]

OYHKIIMU CO3[aHUS W TIOCTOSHHOTO COBEPIICHCTBOBAHMS 3aKOHOATELHO-TIPABOBOM
0a3pl, oOecTeynBarOIIEH 3alIUTy 3aKOHHBIX YAaCTHBIX, KOMMEpPYECKHX, OOIICCTBEHHBIX W
rOCYJapCTBEHHBIX HMHTEPECOB, pPEAM3yIOTCS 3aKOHOAATENIbHBIMM OpraHaMu (mapjaMeHTaMHu)
rocynapctB. Kak mpaBuiio, Bce 3akoHoJaredbHble (DYHKIMHM B JaHHOW cdepe B OONBIIMHCTBE
CTpaH OCYIIECTBIISIIOTCS HEHTPabHBIMU ((enepanbHbIMU) OpraHaMy 3aKOHOAATEIbHOM BIIACTH,
a MeCTHble (pEerHOHAIbHBIE) OpraHbl TaKUX MOJHOMOYMM He wuMeroT. Jlns co3maHus u
NOJNJEPKAaHUSI B AKTyaJIbHOM COCTOSIHUM 3aKOHOJAaTelbCcTBa B cepe HHPOPMAIMOHHOMN
0€301aCHOCTH B 3aKOHOJATEJbHBIX OpraHax MOTYT CO3MaBaThCsl MPOQWIBHBIE KOMHUTETHI U
KOMWCCHH, KOTOpPBIE COCTOSIT W3 WICHOB [AaHHOTO 3aKOHOAATEIILHOTO OpraHa, HMMEIOIINX
HEKOTOpble 0a30Bble 3HAHMS U HaBBIKM B cpepe MHPOPMALMOHHBIX TEXHOJIOTUH M MPaBOBOIO
peryiaupoBaHus ~ BONPOCOB  WH(pOpMamMoOHHOTO  obmeHa. Kpome  Toro,  BOMpOCHI
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COBEpILIEHCTBOBAHMS 3aKOHOAATENIBCTBA B cepe obecrieueHUst HHHOPMAIIMOHHON 6€30MaCHOCTH
TaKXKe MOTYT pEIIaThCsl B PA3IUYHBIX MPOPHIBHBIX KOMHUTETaX, MOJKOMHTETaX U paboumx
rpynmnax, ClelHaIu3upyIoIUXcs Ha CMEXHBIX MPOOJIEMax TOCyAapCTBEHHOIO YIPAaBICHUS U
COLMAJIbHO-3KOHOMHUYECKOT'0 PETYIMPOBAHUSA, TAKUX KaK:

e 000pOHa;

e HallMOHAJIbHAs OE30M1aCHOCTb;

e TIOJIUTUKA B cpepe cBsA3H, HHPOpMALUU U HH(POPMATU3ALINY;

e IPOMBIIIIEHHAS U PKOHOMUYECKas! MOJIUTHKA;

e HayKa 1 00pa3oBaHue

* U IPYTHUX.

s pa3paboTku COOTBETCTBYIOIIMX HOPMAaTUBHO-IIPABOBBIX
aKTOB noopasoenenusi (KOMUTETbl U IOJKOMHUTEThI) OPraHOB 3aKOHOAATEIbHOM BIACTH MOTYT
OpUBJIEKaTh JJIsI COBMECTHONM pabOThl OTBETCTBEHHBIX CIELHUAIUCTOB, PYKOBOJHUTEJEH,
AQHAJIUTHKOB U 3KCIIEPTOB, pabOTAIOLIMX B:

e OpraHax HCIOJHUTEIIHOW BJAacTH (MUHUCTEPCTBAX, OTBEUAIOIIMX 3a HAaydyHOE U
TEXHUYECKOE pa3BUTHE, T.H. '"CWIOBBIX" MHMHHUCTEPCTBAX M BEIOMCTBAX, IOPHIUYECKUX
BEJIOMCTBAX H T.I1.);

e YaCTHBIX KOMIIAHUSAX, & TAK)X€ OOIIECTBEHHBIX M MPO(ECCHOHAIBHBIX OpPTraHU3aIUsIX,
KOTOpBIE 3aHUMAIOTCS OKa3aHWEeM HH()OPMAIMOHHBIX YCIYT, TOCTaBKOW HWH(POPMALMOHHO-
TEXHUUYECKUX MPOAYKTOB, CHEIUAIN3UPYIOIINXCS HA PA3BUTUU MH(OPMALMOHHBIX TEXHOJIOTUN
U T.I1.;

e HAY4YHO-HCCIIE0BATEIILCKUX OpraHu3aIusIX, CHELUATU3UPYIOLIUXCS Ha
COOTBETCTBYIOLIUX IIpoOaeMax HH(HOPMAIIMOHHBIX TEXHOJIOTUH U yIIPaBICHHUSL.

[Tponietypsl coryiacoBaHusi, IPUHATHS U YTBEPXKACHUS 3aKOHOJATEIbHBIX AKTOB, a TaKXe
IpoUEeAypbl KOHTPOJS 3a JEHCTBUSMH OPraHOB HCIOJHUTEIBHOM BJIacTH B KaXJOH cTpaHe
OTIPEEISAIOTCA B COOTBETCTBUU C IEHCTBYIOIIUM 3aKOHOAATEIbCTBOM (KOHCTUTYIIHEH).

HesmenvHocme UCIIONHUTENBHBIX ~ OPraHOB  IOCYJapCTBEHHOM BiIacTH B cdepe
oOecnieueHrss UHMOPMAIMOHHOM 0€30MacCHOCTH HAaNpaBlIeHAa Ha PeaJu3alliio JIEHCTBYIOIIHUX B
rOCy/lapCTBE 3aKOHOB M HEMOCPEACTBEHHYIO 3aIUTy HHTEPECOB TOCYJAapCTBEHHON BIIACTH,
IpaXJJaHCKUX MpaB U MpaB KOMIAHUH, OCYLIECTBISIONINX X035 MCTBEHHYIO 0esimenbHOCb.

KonkperHast paboTa OpraHoB HCHOJHMTENBbHOM BIAacTM B cdepe HHPOPMALIMOHHOM
0€30I1acHOCTH, KaK IIPAaBUIIO, OCYILECTBISETCS 710 HECKOIBKUM OTHOCHUTEIIBHO
CaMOCTOSITENIbHBIM HAIPaBICHUSIM.

e YCTaHOBJIEHHE KOHKPETHBIX IMpaBWJI NMPOMU3BOJCTBA, MPOAAKU, HKCIOpPTA, MUMIOPTa H
UCIIOJIb30BAaHUsl CPEJCTB 3alIUThl MHGOpPMAIMU, a TAaK)K€ OpPraHU3alMsl CUCTEMbl KOHTPOJS 3a
coOI0ICHHEM JICHCTBYIOIINX 3aKOHOB U YCTAHOBJIEHHBIX MTPABUIL.

o JIunieH3upoBaHUe M cepTUPUKAUS NPEINPUIATHA U OpraHU3alMi, 3aHUMAIOLIUXCS
IPOM3BOJICTBOM, MPOAAXKEH YCTAaHOBKOM M HAaCTPOWKON MpPOTrpaMMHBIX M ammapaTHBIX CPENCTB
3alIUTHl UH(OPMAIIHH.

e Ocyl1iecTBIeHHE MPABOOXPAHUTEIBHONW AEATENbHOCTH B cdepe 3ammThl WH(pOpMaUU
(YrolIOBHOTO  MpecieNoBaHMUsA  JIMI] W MPECTYNHBIX  TPYNIUPOBOK,  COBEPIIAOIINX
IIPOTUBOINPABHbIE NEUCTBUSA, COJIEpPKaLIe MPU3HAKN YTOJIOBHBIX MPECTYIJIEHUI B COOTBETCTBUU
C JIEHCTBYIOIIMM YTOJIOBHBIM 3aKOHOJIATEIILCTBOM).

e Henocpencreennoe  ocymiectBieHue — (GyHkumid  3ammThl  MHGOpManuMu B
rOCYyJapCTBEHHBIX YUPEKICHUAX M CIOyk0ax (IIPaBUTENbCTBO, BOOPYKEHHBIE CUJIBI, OPraHbl
BHYTPEHHUX €1 U T.IL.).
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e Pa3zpaboTka TOCYZapCTBEHHBIX CTaHAAPTOB, OTHOCSIIMXCA K OpraHu3aluu |
TEXHOJIOTUSIM 3alIUThl MH(OpMAMK (MIPOrPaMMHBIM M amapaTHbIM CPEACTBaM, CPEICTBaM
KpUnrorpaduu u 1.11.).

e [Tognepkka 0Opa3oBaHus U MOJATOTOBKH KaJIpOB, & TAKXKeE PEryJIMpOBaHHUE EATEIbHOCTH
00pa30BaTeNbHBIX YUPEKICHUHN (BKIIIOUasi YCTAHOBKY 00pa30BaTENIbHBIX CTaHAAPTOB).

e [Togneprkka Hay4HBIX Mccae10BaHUN B cpepe HHHOPMAMOHHON 6€30I1aCHOCTH.

e OcylIecTBIIEHHE MEXIYHApOJHOIO COTpPYAHHMYECTBA B cdepe 3aliuThl HMHGOpMaLUU
(B3aMMOICHCTBHE C IPABUTEILCTBAMH U IPABOOXPAHUTEIHHBIMU OpPraHaMu JAPYTHX CTpaH) KaK B
Hnensix  o0mero pasBuTHs HHPPACTPYKTYphl HHPOPMAIIMOHHOW O€30MacHOCTH, TaK W IS
pa3pelieHus OT/ACIbHBIX HHIUACHTOB (PaCKPBITHS PECTYIUICHUH U T.11.). [3]

CyneOHble (DYHKIMHU, KaK MPABHUIO, PEATU3YIOTCS CyJaMH OOINel IOPUCIUKIIMH, TaK Ke
Kak W JUIsl BCEX OCT&JIbHBIX TIPAXJAHCKUX M YrOJOBHbIX Jei. CrenuanbHbIX CyIeOHBIX
MHCTAaHIMM, KOTOpble ObUIM Obl NpeAHAa3HA4YEeHbl I PACCMOTPEHMs JI€Jd, CBSI3aHHBIX C
UH(POPMALIMOHHOM 0€30MacHOCThIO (TaKUX KaK, HalpuMep, Cy[bl 70 IIpaBaM 4YEJIOBEKa WU
BOCHHBIE Cy[bl), He cyuiecTByeT. [Ipm 3ToM Moryt cosnaBaThesl CylneOHble JabopaTopuu,
CHeLHaIU3UpYIOLIecs Ha MPOBEIEHUM SKCIEPTU3, aHAJIM30B W HCCIEIOBAaHUI pa3iIMyHBIX
DIIEMEHTOB MH(POPMALMOHHBIX CHCTEM B CBS3M C PAcCICJOBAHUSAMH U  CyACOHBIMHU
pa3dupaTenbCTBaMu /10 JIeJiaM O HapyIeHHusX B cepe nHpOopMaMOHHOH 0€301acHOCTH.

OCHOBOIl OpraHu3alil TOCYJApCTBEHHON JEATENbHOCTH B cdepe HHPOPMAIMOHHON
0€30MaCHOCTH  SIBJIICTCSI HAIMOHAJbHAs TOJWTHKA (JOKTpWHA, HAIMOHAIBHBIA IIJIaH,
HallMOHaJIbHAsl CTpaTerus) UHQOPMAIIMOHHON 0€30MacCHOCTH. DTOT JOKYMEHT, U3aBaeMbli, KaKk
IPaBUJIO, IJ1aBOM MCIIOJHUTENBHOM BETBU BIACTH (IIPE3UIEHTOM CTPaHbl) OTPAXKAET:

e IIPU3HAHKE TOCYAApPCTBEHHOM BJIACTBHIO CYLIECTBEHHOW 3HAUMMOCTH NpOOJIEeM 3allUThl
uHpOpMaLKK 715 001IeCTBa, TMYHOCTH, SKOHOMUKH M CaMOTo TOCyapCcTBa;

e COBPEMEHHOE IOHUMaHHe oOmero jaHamadra MHPOPMALMOHHON OE30MACHOCTH Ha
HAIIMOHAJIFHOM YpPOBHE: TOTCHIMAIBHO YsA3BUMbIE HH()OPMAIMOHHBIE OOBEKTHI, UCTHOYHUKU
Yepo3 u 1p.;

e OCHOBHBIC HaNpaBJICHUsS, B KOTOPHIX TOCYIapCTBO HAMEPEHO OCYIIECTBISTH aKTUBHBIC
JIeMCTBUSL C LIENbIO TOBBIIEHUS YPOBHS MH(GOPMALMOHHOM 0€30MacHOCTH Ha HaIMOHAJILHOM
ypOBHE (CO37aHME CHCTEM O€30MaCHOCTH, YNOPSIOYMBAHME B3aMMOOTHOIIEHUM pa3IMYHbIX
CyObEKTOB, NpeceuYeHUue MpaBOHAPYLICHUH, pa3BUTHE HUHPPACTPYKTYpbl U TEXHOJOTUH
0€30MacHOCTH U T.11.).

B pamkax yTBep:kIe€HHOW rocy1apCTBEHHON JOKTPUHBI HH(OPMALIMOHHON 0€3011aCHOCTHU:

e CO3JIAIOTCS CHEIHATH3UPOBAHHBIC TPABUTEIHCTBEHHBIC OpPTraHU3allH, OTBEYAIONIHE 32
peau3aIyio MOJUTHKH HHPOPMAIIMOHHOW 0€30MacHOCTH M PElIeHHE OTIENBHBIX 33734 B 3TOU
chepe;

e OTACTBHBIE  TIPABUTECIBCTBEHHBIC  YUPEKACHUS  HANENAIOTCA  CHeNU(DUISCKUMU
(GYHKIMAMH WM TIOJIHOMOYMSMH,  CBSA3aHHBIMU  C YHpaeieHuem  UH@OPMAYUOHHOU
bezonacrocmyuio (Kak B OOIIErOCYyJapCTBEHHOM MaciiTade, Tak U B paMKaXx ONpeAeTIeHHbIX chep
OTBETCTBEHHOCTH), a TaKXX€ CO3Jal0TCid CHEelMalbHbIE CTPYKTYPHBIE IOJpa3/ieieHus,
OTBEYAIOIIME 3a peIIeHHEe BOMPOCOB  3alIUTHl MHPOpPMALMU U  HHOOPMAIMOHHON
UH(QPACTPYKTYPBI;

e CO3JIACTCSI CUCTEMa JIOKABHBIX MPABOBBIX aKTOB, PETYIUPYIOIINX OTHOIICHHS B cdepe
3amMThl MHQOPMAIIMM, a TAaKKE CHUCTEMa TOCYNapCTBEHHBIX CTAHIAPTOB, OTHOCSIIUXCS K
TEXHOJIOTUSIM U OPTaHU3aIMH 3aLIUThl HH(OPMALHH.
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Crienmnanu3upoBaHHbIE OPraHbl, CO3/1aBaeMbIE B CTPYKTYpe HCIIOJHUTENBHON BIACTU JUIs
peuieHus 3aaa4 WHPOPMALMOHHON 0€30MacHOCTH Ha TOCYIapCTBEHHOM YPOBHE, Kak MpPaBHIIO,
MNOJYMHSIOTCS HEMOCPEICTBEHHO TIJ1aB€ MCIIOJIHUTEIBHOM BETBM BIIACTH, HOCSAT CTaTyC
denepanbHbBIX areHTCTB, KOMUTETOB WM KOMHCCUH U HaJEJCHbl IPAaBOM CaMOCTOSITEIHHO
U3/laBaTh HOPMATUBHBIE aKThl B paMKax HMEIOMIMXCS MOJHOMOYHM, YCTaHOBJICHHBIX
JNEHCTBYIOIMM 3aKOHOJATeNbCTBOM. 3maBaembie TakuM 00pa3oM JIOKaldbHbIE HOPMATHBHBIC
aKThl (yKa3bl, MOCTAHOBJICHMS, WHCTPYKIHMH, MOPSJKH, MpaBWiIa MU T.Nl.) HEMOCPEICTBEHHO
PEryJIHpYIOT OTHOWICHHS B cdepe co3AaHusi, paclpoCTpaHEHHS M HCIOJIb30BAHUS CPEJICTB
aBTOMATH3aIMU U 3aIUTH HHPOPMAITUH.

['ocynapcTBeHHas cTaHAapTU3alMs TEXHOJIOTUM U METOJI0B, UCIOJIb3YEMBIX B IIpolieccax
3alUTHl UHPOPMALIUH, OCYIIECTBISIETCS YIIOJIHOMOYEHHBIMU T'OCYJapCTBEHHBIMH OpPraHaMH C
LENbI0 YIOPSA0YMBAHUS 3HAHUM O COBPEMEHHOM COCTOSIHMM TE€XHOJIOTMI M METOJIOB 3alllUThl U
YCTAaHOBJICHHS YHUBEPCAIBHBIX KPUTEPUEB HAAECKHOCTU U  (QPYHKIMOHAIBHOCTH IS
OTpeeNIeHHBIX  TeXHONOTWH. ['ocymapcTBeHHass CTaHIapTU3alMs  TO3BOJSET  JTOCTUYD
YHHUBEPCATHHOCTU MPHU OLEHKE UCMOJIb3YEMbIX TEXHOJOTHH M METOAOB M, TAKUM 00pa3oMm, A0
OTpENCNIEHHON  CTeMEeHM  YIOpPAJOYUTh  MHOTHE  B3aMMOOTHOIICHHS, CBSI3aHHBIE C
UCIIOJIb30BAaHUEM TaKuUX TEXHOJorui u MeronoB. CrangapTuzauus, OCYyILECTBIseMas
OTJENFHBIMUA TOCY/JIapCTBEHHBIMH OpraHaMH, KakK IPaBWIIO, OMHPACTCS Ha CYNIECTBYIOIIYIO
CHCTEMY MUMEIOIINXCA MEKIYHAPOIHBIX CTAaHIAPTOB, & HAIMOHAIBHBIC OPTaHbl, 3aHUMAIOIIIHUECS
CTaHJApTH3aIMel, MOTYT NPUHUMATh YYacTHE B pPa3pabOTKE MEXKIyHApPOIHBIX CTaHIAPTOB.
OCHOBHBIMH OOBEKTaMH TOCYIAPCTBEHHOW M MEXIYHAPOJIHON CTaHAAPTHU3AlUU MOTYT
BBICTYNATh:

e METOJIbI IIU(POBAHUS U KPUNTOrpaUIECKOM 3alUThI JaHHBIX;

e TEXHOJIOTMH UICHTHU(PUKALIUN TOJIb30BaTeNel NHPOPMAIIMOHHBIX CUCTEM;

e METOJIbI ayTEHTHU(PHUKAINH;

e METOJIbI TECTUPOBAHHUS (TIPOBEPKH) M OLIEHKHA MH()OPMAIIMOHHBIX CHCTEM Ha MPEIMET HX
3alMIIEHHOCTH;

a TakXe HEKOTOpble Jpyrue »>JIEMEHTbl CHUCTEM o0ecnedyeHus HHPOpMalOHHOM
0€30I1acCHOCTH.

OcHoBoil coBpemeHHON mnonuTuku Poccuiickoit denepaunu B chepe MHPOPMALMOHHOM
0e30macHOCTH  MOXHO  cuuTaTh "JlokTpuHy uH(popManuoHHOH Oe3omacHoctH PO,
yrBepxxaeHHyto [Ipesnnenrom PO Brnagumupom Ilytusasmv 9 centsaops 2000r. OTOT 1OKYMEHT:

e OITUCBHIBAET OCHOBHBIC NPEANOCHUIKM (OPMHUPOBAHUS TOCYNAPCTBEHHOW ITOJUTHKH B
nanHou chepe (moTpeGHOCTh B O€30MaCHOCTH, CYIIECTBYIONINE UHTEPECHI, YTPO3bI, UCOUHUKU
Yepo3 v T.I1.),

e hopmynupyeT 6a30BbIC 3a/1a4U TOCYAAPCTBA U OOIIECTBA, OCHOBAHHBIE HEMOCPEICTBEHHO
Ha HEOOXOMUMOCTH BBINIOJHEHUsT TpeOoBaHuii KoHcTuTymmm, oOecriedeHHs CyBEpeHUTETa
CTpaHbl 1 T.11.;

e OIMCBIBAET COCTOSIHUE JIeNl B cpepe 0OIIerocy1apcTBEHHOTO PEryJIMpOBaHUs MPOLECCOB
UH(POPMALIMOHHOM 0€30MaCHOCTH Ha MOMEHT yTBEpKACHUs JJOKTpUHBI (OCHOBHBIE JJOCTHKEHUS
1 HEJIOCTATKH);

e IIEPEUYHCIIAET TPUOPUTETHBIE HANpPABIEHUS JEATENILHOCTH TocyqapcTBa (3agauu,
TpeOyromue 0e30TIaraTeIbHOro PEIIeHHs ) 0 00ecTieueHnI0 HH(OPMAITMOHHONW O€30MTaCHOCTH;

e (OpMyIIHpPYET OCHOBHBIE METOAMKHU, KOTOPBHIE TOCYAAPCTBO JOJIKHO HCIOIb30BaTh JIf
obecrnieueHrst ”HPOPMAIIMOHHON OE30MTaCHOCTH, a TAK)Ke CIIeU(PUKY TPUMEHEHHUS dTUX METOJIOB
B OTJCIbHBIX 00JIACTIX OOIICCTBEHHOM KU3HU;
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e TICPEUNCIIAECT OCHOBHBIE MH(POPMALIMOHHBIE OOBEKTHI (B pa3inyHbIX cepax), Ha OXpaHy
KOTOPBIX JOJKHA OBITH HAIIpaBlieHa FOCYIapCTBEHHAS MTOJTUTHKA,

e ONMCBHIBACT OCHOBHBIC HAMpPABICHUS MEXIYHAPOAHOTO COTpyAHHYECTBa B cdepe
nH(pOpMaIMOHHOM 0€30MMacHOCTH;

e [IEPEUUCIIACT OCHOBHBIE OpPraHU3ALMOHHBIE HMHCTPYMEHTBI, HCIOJb3yEeMble IS
peanu3alyy rocylapCTBEHHOW MOJMTUKU U OCYLIECTBIEHUS TOCYAapCTBEHHOrO YIPABICHUS B
chepe nHDOpMaAITMOHHOM 0€301TaCHOCTH;

e ONMCHIBAET  paclpee/ieHue OTBETCTBEHHOCTM  MEKJY OCHOBHBIMM  OpraHaMu
rOCyJIapCTBEHHOM BJIACTH, PEIIAIONIUMHE 3a/1auu B cepe nHHOpMaIOHHON 0e301acHOCTH. [5]

B coorBerctBum ¢ JIOKTpMHOW TIOCYJapCTBO  JOJDKHO — YACHIATbh  BHUMAHME
UH(POPMALIMOHHOM 0€30MaCHOCTH B TAKUX OCHOBHBIX c(epax, Kak:

e 5KOHOMMKA;

e BHYTPEHHSS ITOJIUTHUKA,;

e BHEILHSS MMOJIUTHUKA,;

e HayKa M TEXHUKA;

e JIyXOBHasl ’KH3Hb;

e MTH(POPMALIMOHHBIE CHCTEMBI TOCYIAPCTBEHHOTO YIIPABJICHUS;

e 000poOHa.

K uucny nepBoouepenHblXx MEpONPUATHUN, KOTOpBIE TOJIKHBI OBITH pEaJM30BaHbI Ha
rocy/1apCTBEHHOM YpOBHE, JIOKTpHHA OTHOCUT:

e COBEpIICHCTBOBaHME 3aKOHOATEIbHOM 0a3bl B chepe MHPOPMALIMOHHBIX OTHOLLICHUH;

e pa3pa0OTKy MEXaHM3MOB YIPABICHHUS TIOCYIApCTBEHHBIMHM CpPEICTBAMH MacCCOBOM
UHGOPMALIUU U peau3aluy TOCYAapCTBEHHON HH(POPMALIMOHHOM MOJIUTHKH;

e TIOATOTOBKY KaJpOB /1J1s1 paboThl B chepe nHpOopMaMOHHON 0€30MacHOCTH;

e COBEpIIICHCTBOBAHWE M PA3BUTHE CUCTEMBbl TOCYIAApCTBEHHBIX CTAaHIApTOB B cdepe
nH(popMaTu3aluy U odecreueHuss THPOPMaIMOHHOM 0€30M1acHOCTH;

e IPUHSTHE U peaTU3aluio (QerepabHbIX MPOrpamMM, peliaroliuX OIpe/elIeHHbIE 3a/1auu
uHpopMaTuzauuu U obecriedeHHs ~ MHPOPMAIMOHHOM  OE30MAaCHOCTH:  CO3/laHue
UH(POPMALIMOHHBIX apXWBOB U HH()OPMAIIMOHHO-TEIEKOMMYHHKAIIMOHHBIX CHCTEM OpraHoB
BJIACTH, pa3BUTHE HHPOPMALIMOHHOM KyJIbTYphl HACEJIECHHUS U T.I1.

Kak MOXHO BHIETH M3 JTOrO IEpPEYHsA, a TAKKE B LEJNOM M3 TekcTa [[OKTpuHBI, OHa
OperonaraeT OIpeAeIEHHOE pacIlupeHue MOHATHS "ungopmayuonuas 6Oezonacnocms" WU
BKJIIOUEHUE B HEro HEKOTOPBIX BOIIPOCOB, KOTOPbIE CBSI3aHbl C JIEATEIBHOCTBIO CPEICTB
MaccoBOM MHGOpPMAIMU M IPYTMMH acnekTaMyd MHGOPMAIMOHHON MOJUTHKH, HE UMEIOUIUMHU
MPSIMOTO OTHOIIICHUSI K KAaTeTOpHH "urgopmayuonunas bezonachocms" B €€ TEepBOHAYAIBHOM
MOHUMAaHUU.

[Tomumo JIOKTpUHBI TakKe€ Ba’KHBIM OCHOBOIOJAraroluM JOKYMEHTOM, B 3HAYUTEIbHOU
Mepe OIpeNeNoIUM TOJUTUKY TOCyAapcTBa B cdepe HHPOpPMATHU3AUM M OOecredeHus
3alIUThl MHPOPMALUU, MOXKHO cuuTaTh DenepaibHyIO MENEeBYI0 HporpaMMmy "DIeKTpOHHas
Poccusa", peanusanus kotopoil miaHupyercs B Tpu 3Tama B nepuon ¢ 2002 no 2010 rox. B
YaCTHOCTHM, OJHOM W3 3adBJICHHBIX Iejled peanu3anuu JaHHOW IIporpammsl  sBiseTcs
o0ecrieyeHre peanu3aluy MpaB Ha "obOecrieyeHre KOH(PHUACHUIUAIbHOCTH JII000H OXpaHseMOoi
3aKOHOM HH(OPMAIINH, UMEIOITIEHCSl B UHPOPMAIIMOHHBIX cucTemMax'". B memom nmpenmomnaraercs,
YTO BEChb KOMIUIEKC MEpPONPUATUH, MperlycMOTpeHHbIX I[Iporpammoii, noimxkeH oOecneduThb
IPUHIUIHAIBHO 00Jiee BHICOKMH ypOBEHb Ha/IeKHOCTH KJIFOYEBBIX MH(POPMALMOHHBIX TOTOKOB
Ha rOCYJapCTBEHHOM YPOBHE.
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Kpome Toro, BaXxHbIMU OPraHU3YIOIIMMHU JOKYMEHTaMH, JEHCTBYIOIMME B 3TOH cepe Ha
rOCyJapCTBEHHOM YPOBHE, SIBIISAIOTCS:

o ®epepanbubiil 3akoH "O eocydapcmeennoti maiine';

e ®enepanbubiii 3akoH "OO6 mHbOpMaIuy, THHOPMAIIMOHHBIX TEXHOJIOTHSIX M O 3aIlUTe
uHpopmarun";

o ®enepanbHbiii 3ak0H "OO0 yyacTUH B MEKIYHAPOIHOM HH(OPMAITMOHHOM 0OMeHe".

OCHOBHBIM TOCYIapCTBEHHBIM OpPraHOM, OIpENeNsomMM nonutuky PO B chepe
0€30MacCHOCTH CTpaHbl B IeIOM M WH(POPMAIMOHHON 0€30MacHOCTH B  YacCTHOCTH,
apisiercs Coset Oe3onacHocTu P®.

BenymmuMm rocynapCTBEHHBIM — YUPEXKACHUEM, HEIOCPEICTBEHHO OTBETCTBEHHBIM 34
peai3almio rocy1apcTBEHHON MOJUTUKU B chepe MHPOPMAMOHHON 0€30MacHOCTH U 3aIUTy
roCyJapCTBEHHBIX HHTEPECOB Ha OOLICHALMOHAIBHOM YPOBHE, siBisieTcad MenepanbHasi cyx0a
10 TEXHHUYECKOMY M IKCHOPTHOMY KOHTPOII0 — ®CTIK. Baxnyro posib B CUCTEME OPraHOB
roCyJapCTBEHHOM BJIACTH, OTBEYAIOIIMX 3a pelIeHHE 3a7ad MH()OpPMaIMOHHONW 0e30IacHOCTH,
urpaet takxe Ciyxda cneunanbHoi cBsi3u U1 uHGopmanuu (""Croencssasp Pocecun'"), ¢ 2004
rofga Bxoxasamas B coctaB dexepanbHoi ciayxkObl OXxpaHbl. Bompockl NMOBBIIEHHS KayecTBa
UHPOPMALMOHHOW paboTel W HMH()OPMAMOHHOW OE€30MaCHOCTH pPEHIaloT TaKkKe Jpyrue
(denepanbHble OpraHsbl (B Ipeeaax CBOEH KOMIIETEHIUN):

o MUHHCTEPCTBO CBSA3M U MACCOBBIX KOMMYHUKaUil PO;

o MuHHCTEPCTBO BHYTPEHHUX Jen PO.

Taxoke oTAeIbHbIE TOCYJapPCTBEHHBIE BEOMCTBA, NPEAbABISAIONINE 0cOObIe TPeOOBaHUS K
YPOBHIO 3aIUIICHHOCTH uHpopManuy, pean3yroT COOCTBEHHBIE
MEpONPUATHS 10 0OECIIEUEHUIO 3aUThI HH(OPMALUU:

o ®Cb (YnpaBieHne KOMIBIOTEPHOW U MH(OPMAIIMOHHOIN Oe30macHOCTH, a Takxke LleHTp
[0 JIMUIEH3WPOBAHMIO, CEPTUPHUKAMU M 3alIMTE€ TOCYJapCTBEHHOW TallHbl, YIpaBlieHUE
cnenuanbHoi cszu 1 HUW nHpopMaioHHBIX TEXHOJIOTUI);

e Munarom P® u cucrema moaBEAOMCTBEHHBIX €My MPEANpPUITHI (B COCTaBE KOTOPOTO
¢yukuonupyert Llentp "Arom3zamuranadopm");

o [lenTpanbubiit 6ank P® (B cocraBe koroporo ¢yHKUHMOHHMpYET I'JaBHOE ympaBieHue
0€30I1aCHOCTH U 3aIIUThI THPOPMALIKN)

* U HEKOTOPBIE APYTHE.

Coser besonacnoctn P®, BosrnasisgeMslil [Ipesunenrom P®, cocTouT M3 KIHOYEBBIX
MUHHCTPOB M pPacCMaTpuBaeT BONPOCHI BHYTPEHHEW M BHEIIHEW NOJUTUKH Poccuiickoin
Qenepaniii B obslactu obecriedeHHst  OE30MACHOCTH,  CTpaTerHyecKue  MpoOJIeMbl
rOCy1apCTBEHHOW,  DKOHOMHYECKOW,  OOIIECTBEHHOH,  00OPOHHOW, HH(POPMAIIMOHHOM,
9KOJIOTHYECKON W WHBIX BUIOB Oe3omacHocT. OcHoBHBIMEU (yHKIMsMu CoBera bezomacHocTn
SABJISIOTCSA:

e moAroroBka pemeHur lIpesunenta PO 1mo cooTBETCTBYIOIIMM BOIpPOCAM, B T.4. IO
BOINpOcaM MH(POPMAITMOHHOW GE3011aCHOCTH;

* PACCMOTPEHHUE 3aKOHOIPOEKTOB, B PAMKAX CBOEH KOMIIETECHIINY;

e OpPraHu3aIMsl U KOOPAUHAIMS pa3padOTKU CTpATeTUH B 00JaCTH BHYTPEHHEH, BHEITHEN U
BOCHHOM IMOJINTUKH, BOEHHO-TEXHUYECKOTO COTPYJHNUYECTBA U NUH(POPMAIIMOHHOM 0e30macHOCTH
P®, ocymecTBieHrne KOHTpOJISI 3a pealin3alued 3TOW CTpaTeruu OpraHaMu BIIACTH, OLICHKA
BHYTPEHHUX M BHEIIHUX YIpo3 >KU3HEHHO BAXXHBIM HHTEpecaM OOBEKTOB OE30MaCHOCTH U
BBISIBJICHHE UX HCTOYHUKOB U JIp.

159



Jns pemieHust 3ajad, CBA3aHHBIX ¢ obOecrieueHHMeM HH()OPMAIMOHHONW Oe30macHOCTH, B
coctae Cb ¢yHkuuonupyer cozmanHoe B 1997 romy VYmpasinenue wuH(OpMamoHHON
0e3omacHOCTH (OAHO W3 BOCBMH NPOQMIBHBIX YIpPaBICHHI), a Takke MeXBEIOMCTBEHHAs
Komuccus no UHGopMaMoHHON Oe3onacHocTH. DyHKIMAMH YHpaBieHUus HH(OPMaIMOHHON
0€30I1aCHOCTH SBJISIFOTCSL:

e ToAroToBka npemioxkeHuit Cosery be3omacHocT 1o BbIpaOOTKE W peanu3aluu
OCHOBHBIX HAallpaBJICHUI NOJMTUKU TOCyAapcTBa B o0jacTu obecredeHus MHGOpMalMOHHON
Oe3omacHoctu PO,

e QHAJIM3 U MTPOTHO3MPOBAHHUE CUTYAIMH B 00NacTr nH(popManuoHHoii 6e3omacHocT PD;

e BBISIBJICHHE HCTOYHHUKOB  OIIACHOCTH, OLIEHKAa BHEIIHUX M  BHYTPEHHHUX y2po3
ungopmayuonHou bezonachocmu U TIOATOTOBKa mpemioxenuii Cosery besomacHocTH mo mux
IPEJOTBPALCHHUIO;

e PAaCCMOTpPEHHUE B YCTAHOBJIEHHOM IOPs/IKE IPOEKTOB (ellepaibHbIX 1EJIEBBIX MPOrpaMM,
HalpaBlIeHHBIX Ha obecreyeHue HHGopMalMoHHONH Oe3zomacHocty P®, mnoAaroroBka
COOTBETCTBYIOLIUX MPEIOKEHUH;

e yJacTU€ B IMOJrOTOBKE MaTepHUaloB IO BolpocaMm obecrnedeHus HHGOpMAIMOHHON
6e3onacHoctu PO s exeroanoro nocnanus pesunenta PO denepansHomy CoOpaHuto U 11
nokianoB [Ipesunenra PO;

e IOATOTOBKA TMpeUIoKEeHUH 1o mnpoekram pemenuid CoBera besomacHoctu u
MH(OPMaLlMOHHO-aHAJIMTUYECKUX MaTEepHaJIOB K €ro 3acelaHusM 110 BOIIpocaM 00ecreyeHUs
nHpopmarmoHHoi 6e3omacHocTu PD;

e ioArotoBka npemnoxkenuit Coery beszomacHocTn 1o pa3paboTKe  MPOEKTOB
HOPMAaTHUBHBIX IIPAaBOBBIX AaKTOB, HalpaBIEHHBIX Ha oOecredyeHue HMHGOPMAIMOHHON
6e3omacHocTr PO. [14]

®egepanbHas ci1y:k0a M0 TeXHHYECKOMY H IKCHOpTHOMY KOHTpoaw (PCTIK), no
asrycta 2004 roma wu3BecTHass Kak ['ocynapcTBeHHasi TeXHH4YecKasi KOMHCCUSI TIPH
IIpe3unente Poccuiickoii @exepauun (I'ocrexxomuccusi P®), Ovuta co3nana B ssuBape 1992
roga Ha 6aze ['ocrexxomuccun CCCP no npoTuBoAEHCTBUIO HHOCTPAHHBIM TEXHOJIOIMYECKUM
pasBe/ikaM, KOTOpas, B CBOIO ouepedb BEJET OTCUET CBOEro CyIIeCTBOBaHMs c jaekadbps 1973
roga. Ilpousomenimee B 1992 rony nmpeodbpazoBanue ObLIO CBS3aHO CO CMEHOM MOJUTHYECKUX
OPUOPUTETOB, WHTEHCUBHBIM  pa3BUTHUEM JJIEKTPOHHBIX KOMMYHHUKAllMii H  CpEACTB
BBIYUCIIUTENIbHOM TEXHUKH, OTMEHOH TOCYJapCTBEHHOH MOHOMOIMM Ha MHOTrHe chepbl
SKOHOMHUYECKOM U TEXHUYECKOM JIeATENbHOCTH, pPA3BUTHEM PBIHOYHBIX OTHOIIEHUH,
paclIupeHHeM MEXIyHapoJIHbIX cBsized u  japyrumu  Qaxtopamu. DPCTIK, panee
nonuuHsABIIasics Hanpsamyto [Ipesunenty P®, B nponecce anMuHUCTpaTUBHON pedopmbl Oblia
nongunHeHa MunucrepctBy 060poHbl. ®CTOK sBisiercs KoJulerHalbHBIM OpPraHOM — B COCTaB
Konnerun BXOZST OKOJIO JABaILATH MpPEICTAaBUTENEH Ppa3IWYHBIX MUHUCTEPCTB U BEIOMCTB
(rmaBHBIM 00pa3oM, B paHTe 3aMECTHTENEed MUHUCTPOB M JUPEKTOPOB JEMAapTaMEHTOB), TAKUX
kak MBJ[, MUJI, ®Cb, Munarom, ®CO, CBP u npyrux.

OcuoBubiMU pyHKIHsAMU DCTIK sgpnstores:

e IPOBEJICHHE €IUHONM TEXHUYECKOH NOJMTUKM M KOOpAMHAUus padoT Mo 3ammre
uH(pOopMaLnu;

e OpraHM3alysi U KOHTPOJIb 332 MpPOBEJEHHEM paboT Mo 3ammre MHGOpMaluu B OpraHax
roCy/IapCTBEHHOTO YIpPaBlIeHUs, 00beIMHEHUAX, KOHLIEPHAX, HA IPEANPHUATHIX, B OPraHU3aIHIX
U yuIpexaeHUsX (He3aBUCUMO OT (OpM COOCTBEHHOCTH) OT YTE€UKH MO TEXHUYECKHM KaHaJlaM,
OT HECAHKIIMOHMPOBAHHOTO JOocTyna K uH(popManuy, o0pabaThiBaeMON TEXHUYECKUMHU
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CPeACTBaMH, U OT CIELUAIBHBIX BO3JEHCTBUH HAa MH(POPMALUIO C LENbI0O €¢ YHHUTOXCHHUS U
UCKaXCHUS;

e IOJIIEPYKAHUE CUCTEMBI JIMLIEH3UPOBAHUS JEATEILHOCTH NPEANPUITUN, OpraHu3aluil U
YUPEKACHUHN 10 OCYILECTBIECHUIO MEPOIPUATUI U (WIIM) OKa3aHUIO YCIyr B OOJIACTH 3allMUThI
UHpOpPMAaLUU U cepTU(UKALUH CPEJCTB 3alUThl MH()OpMaIUH.

Hns peanuzanuu GyHKIMMA 7o unensupopanuio B coctaBe PCTOK dynkuuonupyor 7
pPETHOHANBHBIX  yIpaBleHUH (no ¢epepanbHbIM  OKpyram), a Takke 20 oTpacieBbIX
aTTECTAIMOHHBIX (JIMIIEH3MOHHBIX ) IIECHTPOB.

Cayxba cneunanabHoil cBsi3u U nHpopmaunu (Cneucssasb Poccun), co3pannas B mapte
2003 roga B pamkax DenepalibHOU CITy>KObI OXpaHbI Ha 0a3e ympa3gHeHHOTo DenepalbHOTO
areHTCTBa TNPABUTENbCTBEHHOW cCBsizu u  uHpopmaruu (DPAIICHU), B menoMm npusBaHa
oOecrnieunBaTh (DYHKIIMOHUPOBAHHUE MPE3UJEHTCKOM CBSA3M, OpPraHU3alUI0, SKCIUIyaTalUI M
pa3BUTHE CIELUAIBHON CBSI3M VISl TOCYJApPCTBEHHBIX OPraHOB M pellaTh JpPyrue aHaJIOTHYHbIE
3aJ1a4H.

ITpu sToM 3amayamu CHELICBA3U TAKXKE SIBIISIFOTCS:

e IPOBEJICHHE paboT MO 3alluTe TEXHUYECKHX CPEJICTB CHEMaIbHOM  CBA3H,
YCTaHABJIMBAEMbIX B KaTETOPUPOBAHHBIX IMOMEIIEHUSAX TOCYAAPCTBEHHBIX OpPraHOB, BKJIIOYas
0c000 Ba)KHBIE;

e OpPraHU3aIHsI B CUCTEME CIIEHUAIBHON CBS3H MH(POBATHHOM EATEILHOCTH, OTHECEHHON
k komrereHiuu Cnerncsizu Poceun;

e yyacTue B pa3pab0TKe HOPMAaTUBHON TEXHUUECKOW JOKYMEHTALUH 110 BONIPOCAM 3alllUThl
UH(POPMAaLIMU B CUCTEMAaX CIIELUAIbHON CBSI3H;

e yyacTue B pa3padOTKe M peanusaluu Mep Mo oOecreyeHuro HHGOpMAIMOHHON
6e3onmacHoctu Poccuiickoit denepanuu, 3ammre CBEJCHUN, COCTABISIONINX 20CYOaApPCMEEHHYIO
martiny;

e yyaCTH€ B  CO3/aHHUH, OOECNeYeHMM U  Pa3BUTUHU  CUCTEMBI  BJIEKTPOHHOTO
JIOKYMEHTO000pOTa TOCYIapCTBEHHBIX OPTaHOB C UCIIOJIb30BAHUEM YJIOCTOBEPSIIOUINX LIEHTPOB;

e OpraHM3alysi Y TNPOBEACHHE MEPONPUATUH 1O NPEJOTBPAIICHUIO YTEUKH IIO
TEXHUYECKUM KaHajaM HH(OpManmuu B CUCTeMax CHEIHaJbHON CBs3M, HH(OPMAIMOHHO-
TE€XHOJIOTHYECKHX, MH(POPMALMOHHO-aHAIUTHYECKUX " MH(POPMALIMOHHO-
TEJIEKOMMYHUKALMOHHBIX CUCTEMAX, HaxoAsamuxcs B BeneHnu Criencsasu Poccun;

e BBINIOJTHEHHE TpeOoBaHM oOecredeHns HHPOPMAIMOHHONW 0e30MacHOCTH OOBEKTOB
rOCyJapCTBEHHON OXPaHBI.

MHuHHCTEPCTBO CBSI3M M MAaCCOBbIX KOMMYHHMKauui P® B jmMne nmoayuHSIOLIErocs
emy denepanabHOIO areHTcTBa no HH(OPMALIMOHHBIM TeXHOJIOTUSIM
(PocuH(opMTEXHOJIOTHH) OCYIIIECTBISIET W OPraHU3YeT CIEAYIONINE BUIBI pabom B chepe
MH(OPMaLIMOHHON 6€30MacCHOCTHU:

e TIOATBEP)KJACHUE TOUIMHHOCTH AJIEKTPOHHBIX HU(PPOBBIX MOANHCEN YHOIHOMOYEHHBIX
JIMIL YIOCTOBEPSIOIMX IEHTPOB B BBIAHHBIX MU CepTH(HKATAX KIIFOUEeH Mo IIIcei;

e BEJICHUE €JMHOT0 TOCYIapCTBEHHOTO peecTpa cepTU(UKATOB KIIo4Yed moamucei
yJIOCTOBEPSIOLINX LIEHTPOB M peecTpa CepTUPUKATOB KIIIOUEH MOAMUCENH YIOTHOMOYEHHBIX JIHIL
denepanbHBIX OpPraHOB TOCYJApCTBEHHOW BIIACTH, a Takke oOecrnedyeHue JocTyna K HHUM
rpaXaaH, OpraHu3aluid, OpraHoB TOCYJAapCTBEHHOM BJIACTH U OpPraHOB  MECTHOIO
CaMOYIIPaBIICHUS;

e BBIIIOJHEHHE  (DYHKIMM TOCYAAPCTBEHHOIO  3aKa3ylMKa HAyYHO-TEXHHUYECKUX H
MHBECTUIIMOHHBIX NIPOTPAaMM U IPOEKTOB B cpepe MHYOPMAITMOHHBIX TEXHOJIOTHIA.

161



VYNOTHOMOYEHHBIM  OpPraHOM 70 BEACHUIO PEECTpa JOBEPEHHBIX  YIOCTOBEPSIOLIUX
uentpoB sBisiercs OI'YIT HUU "Bocxon".

DenepanbHas cayxba mo Haa30py B cdepe cBA3M, MHPOPMAIMOHHBIX TEXHOJOTHIl U
MaccoBbIX KoOMMYHHKamuii (PockoMHan30p) SBIsSETCS YIOJIHOMOYECHHBIM (eaepalbHbIM
OpraHOM HCIIOJIHUTEIBHOU BIIACTHU 10 3alIUTe NpPaB CYOBEKTOB MEPCOHANbHBIX JaHHBIX. B
MIOJIHOMOYMS IaHHOT'O OpraHa BXOJUT IPEeCceYeHUEe HapyILIEHUH, KOTOPbIE MOTYT BO3HUKATh IIpU
00paboTKe NePCOHATLHBIX JaHHBIX rpakaan PD. [15]

B cucreme 3akoHOAaTEeNbHOM BIIACTU OCHOBHBIM CTPYKTYPHBIM MOAPAa3ACIICHUEM,
MPU3BaHHBIM PENIaTh BOMPOCH (POPMUPOBAHUS W PEAM3AlUU TOCYAAPCTBEHHOW IOJIUTUKH B
chepe umHbOpManmoHHOW  Oe3omacHocTH, sBisercs KomuTer mo  §e30macHOCTH
I'ocynapcrBennoii nymbl ®@egepanbHoro coopanusi Poccuiickoii ®enepaumu. B cocrase
sroro Komurera ¢ynkuuonupyer [loakomuter mo uHdpopmanmoHHoi Oe3omacHocTu. B
3aKOHOJATeIbHOU paboTe B pamkax 3Toro Komurera mpuHUMAIOT y4acTHE:

e CHICIMANUCTEI U pykoBoguTenu npoduinbHbix mnonpazgenenuit ®Chb, CBP, ®CTOK,
MB/I u apyrux Be1OMCTB;

e pykoBoautenu Cosera 6e3omacHOCTH PD u Apyrux npaBUTENbCTBEHHBIX OPTaHOB;

e IPEJICTABUTEIIM  OOIIECTBEHHBIX OpraHu3anui, ¢GOHIOB U  MNPOQPECCHOHATBHBIX
00BbEAMHEHHI;

e TIPEICTABUTENH KPYITHBIX KOMMEPUECKUX KOMIIAHUM — JIMJIEPOB B PA3BUTHH OPTaHHU3AIIUN
U TeXHOJNOTWi HWH(pOpMaHOHHOW Oe3omacHOCTH (B TOM uucie OaHKOB, TEXHOJIOTHYECKUX
KOMITaHHH | JIp.);

e IPEJCTABUTENN BEAYIIMX HAYYHO-HCCIEIOBATEIbCKUX YUPEKICHUH U  y4eOHBIX
3aBEICHUN.

2.MeHemKMEHT U ayAuT HHGOPMAIMOHHOH 0e301IaCHOCTH HA YPOBHE NPEANPUATHSA
IIpeanochlIkKyu pa3BUTHS MEHE/DKMEHTa B cdepe MHGOpMaIlMOHHONW 0€30MMacHOCTH Ha

YPOBHE NPEANPUATHH.
ObecneueHre coOCTBEHHONH HH(POPMALMOHHOM O€30MaCHOCTH Ha MPEANpPHUATUAX, KaK

MIPAaBUIIO, SIBJISIETCS HEOTHEMJIEMOM 4YacThIO OOIIEH CHUCTEMBl YIpPaBlIEHUS, HEOOXOIUMOM s
JIOCTIDKCHHSI YCTaBHBIX II€JIeM M 3a1ad. 3HAYUMOCTh CHCTEMAaTUYeCKOW IIeJIeHAIPaBICHHOM
JESTENIbHOCTH M0 00ecreyeHN0 HHPOPMAIMOHHON O0€30MacHOCTH CTAaHOBHUTCS TeM Ooiee
BBICOKOM, YE€M BBIIIE CTENEHb aBTOMAaTH3al[Mi OW3HEC-TIPOILIECCOB MPEANPUITHS U YeM OOJIblle
"UHTEJUIEKTyaJbHasl COCTABIAIONIAA" B €ro KOHEYHOM IPOAYKTE, T.€. UeM B OOJbILICH cTeneHH
YCIIEIIHOCTh JEATENbHOCTH 3aBUCUT OT HAJIWYMs U COXpPAHEHHUs OIpelesieHHONM HH(OpMaIuH,
o0ecrieyeHns ee KOH(UACHIUAIBHOCTH U JOCTYITHOCTH JUTSl BIIa/IENbIIEB U IOJIb30BaTEINEH.

Tak ’xe, kKak W Ha TOCYJapCTBEHHOM YpOBHE, YIpaBlieHHe HH(OPMAIIMOHHON
0€30MacHOCThI0 Ha YPOBHE MPEANPUITHN HANpPaBIECHO HA HEUTpaM3allMI0 PA3JIMYHBIX BUIOB
yIpo3:

® BHEIIHMX, TaKUX KaK HEMNpPaBOMEPHbIE JAEWCTBHUS TOCYJAapCTBEHHBIX OpPIaHOB,
IIPOTUBONpPABHAsL JEATEIBHOCTh IPECTYIIHUKOB M IPECTYIHBIX TIPYNIHMPOBOK, HE3aKOHHBIE
JENCTBUS KOMIaHHU- KOHKYPEHTOB U JAPYTUX XO3AUCTBYIOMIUX CyOBEKTOB, HENOOPOCOBECTHBIE
JIEHCTBUSI KOMIIAHUW-TIAPTHEPOB, HECOOTBETCTBUE JIEHCTBYIONIEH HOPMATHBHO-TIPABOBOM 0a3bl
(bakTHYeCKOMY Pa3BUTHUIO TEXHOJOTMM M OOIECTBEHHBIX OTHOLICHHWH, cOOM M HapyllEeHUS B
pabote  ri00anbHBIX  MHMOPMALMOHHBIX M TEJIEKOMMYHUKAIIMOHHBIX  CHUCTEM U
UH(POPMALMOHHBIX CHCTEM KOMIaHUH-MApTHEPOB U Jp.;
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® BHYTPEHHHUX, TaKMX KaK OIIMOKM M XaJaTHOCTh IEepCcOoHalla MPEANPUSTHS, a TaKKe
HaMEpPEHHO JIONyCKaeMble HapylleHus, cOOM W HapymeHus B paboTe CcoOCTBEHHBIX
WH(OPMAIIMOHHBIX CUCTEM H JIP.

Takum oOpa3oM, yrpaBieHue HHHOPMAITMOHHON 0€30MaCHOCTBIO Ha KaXJI0M OTACIHHOM
NPEINPUATHH JTOJHKHO OCYIIECTBIISATHCS B KOHTEKCTE €ro 0OIIeH X03HCTBEHHOM eATEIIbHOCTH:
C Y4YeTOM XapakTepa HNeATEIbHOCTH KOMIIAHUHM, a Takke (HAKTUICCKU CKJIIAJIBIBAIOIIEHCS
CUTyalldd B PBIHOYHOM KOHKYpEHTHOM Oopb0Oe, TrocyAapCTBEHHOW TMOJUTHKE, Pa3BUTHUS
MPaBOBOM U TMPAaBOOXPAHUTEIBHOM CHUCTEMBI, YPOBHS DPa3BUTHUS OTIEJIBHBIX HCIOJIB3YEMBIX
UHOOPMALIMOHHBIX U TEJICKOMMYHUKALIMOHHBIX  TEXHOJOTHMM W  JIpyrux  (akTopos,
bopMupyromx 001Me YCIOBUS TEKYIIECH NesITeIbHOCTH.

Kpome Toro, HeobXxoaumMocTh pa3paOOTKH W BHEIPEHUS TOJUTUKH HH(POPMAIMOHHOMN
0€30MacHOCTH MOXKET OBITh 00YCIIOBICHA TAKUMHU OOCTOSITEIILCTBAMH, KaK:

o HE0OXOIMMOCTh YMEHBIICHHS] CTOUMOCTH CTPaxOBaHUA MH(POPMAIIMOHHBIX PUCKOB WM
OTpeieNIeHHBIX OM3HEC-PUCKOB;
HEO0OXOIMMOCTh BHEJIPECHUS MEXKTYHAPOIHBIX CTaHAApTOB, Takux Kak 1SO 17799 wmm BS 7799.

TpebosaHus TpeboBaHuA Ob6beKTnBHas

3aKOHOAaTeNbCTBa U MeXAYyHapoAaAHbIX U ﬂOTpGGHOCTb B

rAf~ ANFALIAD 1ALILIV ATALIAANTAD AAasAnAariLiA~TIA

PA3SPABOTKA
NOMNTUK
BE3OMACHOCT

" a

Puc. 14. Ilpeanocbuiku pa3pabOTKU MOJIUTUKU 0€30MaCHOCTH MPEATPHUITHS.

06ma;1 CTPYKTYpa _YIpaBICHYCCKON Da6OTBI 10 00CCIEUYCHHIO HHd)ODMaHHOHHOﬁ
0e30IMacCHOCTHU Ha YPOBHE NPCANTPUATHA.

Jlnst  HeWTpanmu3amuu  CYIIECTBYIONIMX Yyrpo3 ©  olecredeHus WH()OPMaIMmoOHHON
0€30MacHOCTH TPEANPUITHSI OPTaHU3YIOT CHCTEMY MEHEIKMEHTa B cepe mHPOpMAIMOHHON
0€30MacHOCTH, B paMKaX KOTOPOU (CHCTEMBI) MPOBOAAT padOTy MO HECKOIBKUM HAMPABIICHUSM:
o (dbopMUpOBaHHE U TIPAKTHUYECKasl peaan3alvs KOMIUIEKCHOW MHOTOYPOBHEBOW MOJUTHKU
MH(OPMaLMOHHON 0€30MaCHOCTU MPEINPUSITUS U CHUCTEMbl BHYTPEHHUX TpeOOBaHUM, HOPM U
MPaBUII;

. OpraHm3alys JenapraMenTa (cay)0bl, oTaena) HHPOPMAIIMOHHON 0€30MacHOCTH;

o pa3paboTka CUCTEeMBI Mep MU JCHCTBUI Ha cioydail BO3HUKHOBEHUS HEMPEIBUICHHBIX
cutyanuit ("YnpapneHue HHIUIEHTaMH'");

. MPOBEACHUE AayAUTOB (KOMIUIEKCHBIX TIPOBEPOK) COCTOSHUS WH(DOPMAIMOHHOMN
0€301acHOCTH Ha MpeAnpHUATUH.[ 24]
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VYnpasnenne b Ha
MPEANPUATHE

dopmMupoBaHUE
MIOJINTUKHU
0e301acHOCTH

Pa3zpabotka cuctemsr
Opranuzanus Mep 110 [IpoBeneHne aynuToB
nenapramenTa b pearupoBaHUIO Ha b
VHLNAICHTHI

Puc. 15. CtpykTypa OpraHn3aiimoHHON AEATEIbHOCTH B chepe nH(POpMAITMOHHOK

0€30aCHOCTH.

Kaxnoe u3 3TUX HalpaBieHUH OpraHU3allMOHHON pabOThl MMEET CBOM OCOOEHHOCTH U
JIOJDKHO PpEali30BBbIBAThCSI C HCIHOJIB30BAHUEM CIELUM(UYECKUX METOJIOB MEHEIKMEHTAa U B
COOTBETCTBUM CO CBOMMH IpaBuiaamu. [lonuTuku u npaBuiia HHGOPMALMOHHOM 0e30macHOCTH
SBIISIIOTCS ~ OpPraHW3allMOHHBIMH ~ JOKYMEHTAaMH, PETyJUpPYIOIIUM  JEATENbHOCTh  BCEH
OpraHu3aIliy WIN OTIENbHBIX MOJPa3/IeIeHNH (KaTeroprii COTPYIHUKOB) B YacTH OOpaIeHus ¢
WHPOPMALIMOHHBIMA ~ CHCTEMaMH HW  MH(QOPMAIMOHHBIMH  TOTOKamMH. JlemaprameHT
UHPOPMALIMOHHON O€30MacCHOCTH SBJISCTCS Y3KO CHEIHaIM3MPOBAHHBIM TIOApA3/IeICHHEM,
pelarImuM crenupuieckue Bopockl 3auuTsl nHpopMmanuu. CucremMa Mep M0 pearnpoBaHUIO
Ha UWHIUJIEHTHl o0ecrnednBaeT TOTOBHOCTh BCe opranusanuu (Bkiarovas JlemaprameHT
UH(POPMALIMOHHOM 0€30MaCHOCTH) K OCMBICIEHHBIM I€JIEHANpPaBIEHHBIM JICHCTBUSM B Cllydae
KaKMX-TMOO MPOUCIIECTBUM, CBSI3aHHBIX C HH(pOpMalMOHHON Oe3omacHocThio. [IpoBeneHue
BHYTPEHHUX ayAMTOB HH(GOPMAIMOHHON O0€30MacHOCTH (TMEePHOAMYECKHX MIIM CBS3aHHBIX C
OTIPENIeNICHHBIMU  COOBITHSIMH) JIOJDKHO OOECIeYHTh KOHTPOJbh 3a TEKYIIUM COCTOSHHEM
CHCTEMBI Mep TI0 3aIuTe WH(GOPMAIMH U, B YACTHOCTH, HE3aBUCHMYIO MTPOBEPKY COOTBETCTBHS
PeaTbHOTO MOJI0KEHHS JeT YCTAaHOBJICHHBIM MPAaBIJIaM U TPEOOBAHHSIM.

IIpy >TOM Kakg0o€ W3  HANPABICHUH  JAEATEIBHOCTH  JIOJDKHO  ITOCTOSIHHO
COBEPILEHCTBOBAThCSI O MEpe pa3BUTHUSA OpraHu3alMy, a KOHKPETHBIE 3a/Ja4M JIOJDKHBI
MIOCTOSIHHO YTOYHSTBCSL B COOTBETCTBUM C H3MEHEHHEM B OPraHU3al[MOHHOW CTPYKTYpE,
IIPOM3BOJICTBEHHBIX MPOIIeCcax MM BHELIHEH cpeie.

dopmMupoBaHUEe MOJUTHKH HH(GOPMAIIMOHHON 06€30MacHOCTH Ha NPENPUITHH.

Cmpykmypa noaumuku UH@GOPMAayuoHHOU Oe30NaACHOCIU U NPOYecc ee pa3padomKi.

[Tomutka wHOpMAIMOHHOW  0E30MACHOCTH  TPEJACTABISIET  COOOM  KOMIUIEKC
JOKYMEHTOB, OTPa)KaroINX BCE OCHOBHBIC TPEOOBAaHUS K 00ECTICUCHHIO 3aIlIUTHI HH(POPMAIHH U
HarpaBJieHusT padOThl MpeanpusaTus B 3Toi chepe. [Ipu mocTpoeHUN MONMUTHKH 0€30MMaCHOCTH
MO>KHO YCJIOBHO BBIJICIUTH TPH €€ OCHOBHBIX YPOBHSI: BEPXHUI, CPEIHUN U HIDKHUH.

Bepxuwii ypoBEeHb TOTUTHKY HHPOPMAITUOHHON 0€30MTaCHOCTH IPEIIPHUITUS CITYXKUT:
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o st GOPMYJIIMPOBAaHUS W JIEMOHCTPAllMM OTHOIICHHSI PYKOBOJCTBA TPEANPHUITHS K
BOIpocaM MH(GOPMAIIMOHHONW 0€30MaCHOCTH U OTPaKEHUs OOIIUX IIeJIed BCETO MPEANPUSITHS B
3TOM 001acTH; OCHOBOW Ui pa3paOOTKH MHIMBUAYAJIbHBIX MOJIUTUK OezomacHocTH (Ha Ooiee
HU3KUX YPOBHSIX ), TIPABHJI U HHCTPYKLUH, PErYJIMPYIOIIUX OTJCIbHBIC BOIIPOCHI;
o cpeacTBOM HWHGOPMHUPOBAHMS TIEPCOHANA MPEANPUATHS 00 OCHOBHBIX 3ajJa4yax W
PHUOPUTETAX MPEINPUATHS B chepe nHPOopMannoHHO# Oe3omacHoCTH. [ 14]

[MonuTrky nHPOPMAIMOHHON 0€301MaCHOCTH CPEJHEr0 YPOBHS OINPEEIISIOT OTHOIICHHE

npeanpusTis (PyKOBOJICTBA MPEANPUATHS) K ONPEACTICHHBIM acleKTaM ero JesTeIbHOCTH U
(GyHKIMOHUPOBAHUS HH(DOPMAIIMOHHBIX CUCTEM:
o OTHOIIEHHE W TpeOoBaHMs (Oojiee IETAIFHO HO CPaBHEHUIO C MOJIUTHUKOW BEPXHETO
YPOBHSI) TPEANPHUATHA K OTACIbHBIM HMH(MOPMAIMOHHBIM IOTOKaM M HH(YOPMALMOHHBIM
cucTeMaM, OOCITYKUBAIOIIMM pa3iuyHble CEpbl AEATEIBHOCTH, CTENEHb WX BAXKHOCTU U
KOH(QHIICHIIMATHHOCTH, a TaKke TpeOOBaHUs K HAACKHOCTH (HANpUMep, B OTHOLICHUH
¢uHaHCOBOW WH(pOpManMu, a TaKke WHPOPMAIMOHHBIX CHCTEM W MepcoHala, KOTOpHIe
OTHOCSITCA K HEl);
o OTHOWIEHWE W  TpeOOBaHMSA K  ONpEACNCHHBIM  HH()OPMAIMOHHBIM U
TEJIEKOMMYHHUKAIIHOHHBIM TEXHOJIOTHSIM, METOJaM M IOAXoJaM K o0paboTke mH(pOpManuu U
HOCTPOEHHSI MH(POPMAIIMOHHBIX CHCTEM;
o OTHOIICHHE W TPeOOBaHM K COTPYAHUKAM NPEANPHUATHI KaK K yJ4aCTHHKaM IPOIIECCOB
00paboTKK HHPOPMALIUH, OT KOTOPBIX HAIPSAMYIO 3aBUCHT d(PPEKTHBHOCTh MHOTHX IPOIIECCOB U
3aIIMIIEHHOCTh MH(OPMALMOHHBIX PECYpCOB, a TAaK)KE OCHOBHBIC HANpPABICHUS W METOJBI
BO3JICHCTBHUS HA MEPCOHAI C LSO MOBBIICHHsT HHPOPMALMOHHOM Oe3omacHoCTH. [ 23]
[MTonuTuky 6€30MacHOCTH Ha CAMOM HHM3KOM YPOBHE OTHOCSATCS K OT/AEIBHBIM dJIEMEHTaM

WH(OPMAIIMOHHBIX CUCTEM M ydacTKaM OOpaOOTKU M XpaHeHHs WHGOPMAIUU U OIMHUCHIBAIOT
KOHKpETHbIE MpOIEeNypbl MU JOKYMEHTBI, CBSI3aHHblE C oOecredyeHneM HHPOPMaAIMOHHON
0€30I1aCHOCTH.

Pa3paborka  mommTHKM ~ O€30MACHOCTH  TPEAIoiaraeT  OCYIISCTBICHHE  psijia
HpeI[BapI/ITGJ'II)HI)IX 1arosB.
. OLICHKY JHYHOTO (CYOBEKTHBHOTO) OTHOIIEHHS K pUCKAM TMPEANPUSATHS  €ro
COOCTBEHHUKOB U MEHE)KEPOB, OTBETCTBEHHBIX 3a ()YHKIIMOHHPOBAHME U PE3YyJIbTATHUBHOCTH
pa6OTBI HpCZ[HpI/ISITI/Ifl B LICJIOM WJIIN OTACJIIBHBIC HaHpaBJ’ICHI/ISI €ro ACATCIIbHOCTH,

. aHaJIN3 TMOTEHLUANBHO YSI3BUMBIX HH()POPMAIIMOHHBIX OOBEKTOB;

. BBISIBIIEHHE  yIrpo3 Ui 3HAUUMBIX  HMH(OPMAIMOHHBIX  OOBEKTOB  (CBEICHHUH,
UH(POPMALIMOHHBIX CHCTEM, MPOLECCOB 00pabOTKN MH(POPMALIMU) U OLIEHKY COOTBETCTBYIOIINUX
PHCKOB.

[Ipu pa3paboTke MOMUTUK OE30MACHOCTH BCEX YPOBHEW HEOOXOAMMO NPUIEP>KUBATHCS
CJIETYIOIINX OCHOBHBIX MPaBUJL.

[Tonutuku Ge3omacHOCTH Ha OoJjiee HU3KUX YPOBHSX JOJIKHBI MOJHOCTHIO MOAUYUHATHCS
COOTBETCTBYIOIIEH MOJIUTHKE BEPXHETO YPOBHS, a TaKXKe JEHCTBYIOIIEMY 3aKOHOJATEIbCTBY U
TpeOOBaHUSAM rOCY1apCTBEHHBIX OPTraHOB.

Texkct monuTHKM 0€30MAaCHOCTH JIOJDKEH COAEP)KaTh TOJNBKO YETKHE W OJHO3HAYHbIC
(OopMyYIHPOBKH, HE TOMYCKAIOIIKE IBOHOIO TOJIKOBAHMUS.

Tekct nonauTHKM OE30MACHOCTH JOJDKEH OBITh JIOCTYNEH JJsi TOHMMaHHUS TeX
COTPYAHUKOB, KOTOPBIM OH a/IpECOBaH.
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B menoMm mnonuTHKa WHGOPMALMOHHOM O0€30MacHOCTH JIOJDKHA JaBaTh  SICHOE
npecTaBieHne O TpeOyeMOM TOBEACHUU TOJb30BaTeNel, aJMUHUCTPATOPOB M JAPYIHX
CHELMATNCTOB MPU BHEIPEHUU U UCTIOIb30BAaHUHN HH(POPMAITMOHHBIX CHCTEM M CPEACTB 3alUTHI
uH(pOpMallK, a TakXKe MPU OCYIIECTBICHUH HH(OPMALMOHHOTO OOMEHAa M BBINOJHEHUU
omnepanuii mo oopadborke nHGopmanuu. BaxxHo# (yHKIHMEH MOJUTUKH O€30TaCHOCTH SIBISETCS
YETKOE pa3rpaHUyeHHe OTBETCTBEHHOCTEH B IMpoleaypax HHPOPMAIMOHHOTO OOMEHa: Bce
3alHTEPECOBAaHHBIE JIUIIA TOJKHBI ICHO OCO3HABATh I'PAHMIIbI KaK CBOEH OTBETCTBEHHOCTH, TaK U
OTBETCTBEHHOCTH JIPYI'MX YYAaCTHHUKOB COOTBETCTBYIOILUX MPOLEAYp U npoueccoB. Takxe oqHON
U3 33724 TOJNUTUKH O€30IaCHOCTH SIBJICTCS 3allUTa HE TOJNbKO HHMOpManuu |
UH(POPMALIMOHHBIX CHCTEM, HO M 3alllUTa CAMUX I0JIb30BaTeNeH (COTPYAHUKOB MPEANPHUITUS U
€ro KJIMEHTOB U KOHTPAreHTOB).

OOt )KU3HEHHBIN UK MOJUTUKA HHPOPMAIIMOHHOM 6€30MacHOCTH BKIIIOYAET B ce0s
PS5 OCHOBHBIX IIATOB.

1. IlIpoBenmeHue mNpeABApUTENBHOIO  HMCCIEAOBAHUS  COCTOSHUS — MH(OPMALIMOHHON
0e30MacHOCTH.

2. CoOcTtBeHHO pa3paboTKy MOTUTUKH 0€30MaCHOCTH.

3. Baenpenue pa3zpaOoTaHHBIX MOJUTHUK O€30MACHOCTH.

4. Anamuz coOmojeHUsT TpeOOBaHWI BHEIPCHHOW  IMOJIWTHKH  0O€30MacHOCTH |
(dopMynupoBaHue TpeOOBaHUI MO €€ JaJbHEHIIEMY COBEPIICHCTBOBAHUIO (BO3BpAT K IEPBOMY
3TaIly, Ha HOBBIN ITMKJI COBEPILICHCTBOBAHMUS).

OTOT UIUKI MOXET TOBTOPATHCS HECKOIBKO pa3 C LEeNbl0 COBEPILIEHCTBOBAHUS
OpraHM3allMOHHBIX Mep B cdepe 3ammuThl HHGOPMALMU UM YCTPAHEHHUS BBIABISEMBIX
HEJ0pabOTOK.

Opranuszanysi BHYyTPHOOBEKTOBOI0 PeKMMAa M OXPaHbI MOMeIIeHU U TeppuTOopHii
ABJIIETCS. YacThO0 oOuIe paboThl MpeaupusTs M0 00ECHEeYeHUI0 COXPAaHHOCTH MMYIIECTBa U
HENPEPBHIBHOCTHU TEKyIlEel aesTenbHocTH. OCHOBHOM 3a/iaueil obecrnieueHus BHyTpHUOOBEKTOBOTO
peXruMa SBISETCS HENOMYIICHHWE IMOCTOPOHHMX JIMII K HMH()OPMAIMOHHBIM AaKTHBaM W
Mpe0TBpalIeHHE YTPo3 HHPOPMAITMOHHOM 0€3011aCHOCTH.

OCHOBOW BHYTPUOOBEKTOBOIO pEXHMA SIBISETCS MPOMYCKHOM pEXUM, B paMKax
KOTOPOT0, KaK MpaBUJIO, yCTaHABIMBAIOTCS:

. JOKYMEHTBI, JaloUlie MpaBO NPOX0jJa Ha TEPPUTOPHIO MPEANpUATHS — Kak
IPOMYCKa M KapThl JOCTYIA, BbIJAHHBIE CAMUM IpPEANpPUIATHEM, TaK U JOKYMEHTHI, BbIIaHHbIE
CTOPOHHHMH OPTaHU3AIMSIMH;

. KaTerOpuu TMPOIYCKOB, HCIIOIB3YEMbIX Ha TMPENNPHATHH, B COOTBETCTBUU C
KOTOPBIMH (KaTEropusiMH) OTPAaHHYUBACTCS CPOK JEHCTBUS MPOIYCKOB, BpEMs BO3MOXHOTO
poXo/ia Ha TEPPUTOPHUIO TPEANPHUATHS (IHU HEAETH, Yachl CYTOK) W HEKOTOpBIE Ipyrue

napaMmeTphl;
. HOPS/IOK BbIauM, OOMEHa, MPOAJICHHUSI U U3bATUS MPOIYCKOB, a TAKXKe MOPSIOK
JENCTBUI COTPYAHUKOB M JOJKHOCTHBIX JIUL IIPU yTPaTe MPOITYCKa;
. HOPSIOK OpPraHM3allMM TMPOITyCKa JIMII, aBTOTPAHCIOpTa M IpoHoca (TMPoBO3a)

UMYIIECTBA: Pa3MEILICHUE U MOPSAJOK pabOThl KOHTPOJIBHO-IIPOIMYCKHBIX MYHKTOB, BO3MOKHOCTh
MpoIycKa TeX WU HWHBIX JIUI], CPEACTB aBTOTpaHCHOpTa U Tpy30B uepe3 Te win unble KIIII u
np-;

. OCHOBHBIE TIOJIO)KEHUS JIOKYMEHTOOOOpOTa, HCIOJIB3YEMOT0 TpH MPOXOJe
MOCETUTENCH Ha TEPPUTOPUIO MPEANpUATUs — TpeboBaHUs K BeaeHuto JKypHana perucrpanuu
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poXoja MOCETUTENeH, TpeOOBaHUs K JOKYMEHTaM, HAa OCHOBE KOTOPBIX BBIIAIOTCS Pa30BbIC
IPOITycKa, MOPSIOK BbIIaYl Pa30BbIX MIPOITYCKOB M T.II.;

. NOPSAJOK JOCMOTpA TPAaHCHOPTHBIX CPEJCTB, AONYCKAaEMbIX Ha TEPPUTOPUIO
IPEIITPUATHSL.

Kpome Toro, B pamkax oOpraHu3anyy BHYTPUOOBEKTOBOIO pEKMMa MOXKET ObITh
IIPElyCMOTPEHO Pa3AciIeHUE NOMEIEHUI U TEPPUTOPUM HA OTACIBHBIE 30HBI C OTPaHUYECHUEM
Jnoctyna (B TOM YHUCIIE HAa OCHOBE pa3/eJIeHUs] NMOMEUIEHUH M TEepPpUTOpUN Ha DPa3IUYHbIE
KaTeropuu), a TaK’Ke pasrpaHUdYeHHE JOCTyNa OTACIbHBIX COTPYAHUKOB (KaTEropuil epcoHasa)
U TIOCETUTEJICH B Pa3IUYHBIC 30HBI, TAKXKE MOTYT OBITH OIpENelIeHbl OCHOBHbBIE TPEOOBAaHUS K
TEXHUUYECKHUM CPEJICTBAM pa3rpaHUuEHUs JOCTYIa U OpraHU3allM UX UCIIOIb30BaHUS.

B ocHOBe cpencTB KOHTPOJIA JOCTYNA JIEKAT MEXAHHU3Mbl ONO3HABAHUSA JIMYHOCTH U
CPaBHEHHs C YCTaHOBJICHHBIMH IapameTpamu. [lonuTrka nmpeanpusaTus MOXKET yCTaHaBIUBATh
KaK YIPOIICHHBIE IIOAXOAbl K OINO3HABAaHUIO, TaK M HCIIOJIB30BAHUE aBTOMATHU3MPOBAaHHBIX
CPEJICTB.

dusnyeckas 3amMTa 00BEKTOB, KaK MPAaBUJIO, MPEIOIaraeT yCHUJIeHUe KOHCTPYKLUH
OTpaKI€HUH, JIEMEHTOB 3JaHUI, COOPYKEHUI U OTIEIbHBIX TIOMELICHHUMN.

C ¢usnueckol 3amIMTON HEMOCPEACTBEHHO CBS3aHO HCIIOJIB30BAaHHE CPEICTB
CUTHAJIM3AUMHU M BHIeoHalJloeHusi. B 3aBucuMocTH OT XapakTepa OXpaHseMOro o0ObEKTa B
CPEICTBAaX CHUTHAJIM3aLMHM MOTYT TPUMEHATHCS JaT4YUKHM, padoTalolle Ha Pa3IUYHBIX
¢u3NyeCKUX NPUHLHUIAX, HMEIOIINE pa3JMYHbIe HACTPOMKUM M MCIOJb3YIOIIME pa3IHyuHbIe
KaHaJbl CBSI3U. B oTiiMuMe OT CpelCTB CUTHAIU3alMKM CPE/ICTBA BUICOHAOIIOICHHS TT03BOJISIOT
HE TOJBKO YCTaHOBHUTH (AKT HapyLIEHUs, HO M B JETaJsAX OTCIIEKHUBATH €ro, KOHTPOJIMPOBATH
CUTYAallMIO, a TAaKXKE BECTH BUAEO3AIHUCh, KOTOPYIO MOKHO OyJeT MCIIOJIb30BaTh JJISl IPUHATHS
JajpHermx Mep (MIOUCK HapylIUTeseH, yroJloBHOE mpecieaoBanue u T.1.) [ 18].

OtnenpHOM 3amaueil sBisercs obecrnieueHue MHGOPMALMOHHON 0e30MACHOCTH NPH
npouecce TPAHCHOPTHPOBKHM HocuTened uHpopManuu M JpYyrux OOBEKTOB, Tpedyrolee
UCIIOJIb30BAaHUSl KaK CIHEHUAIbHBIX OpPraHM3allMOHHBIX MPUEMOB, TaK U CHEHHAIbHBIX
TEXHUUYECKUX cpeacTB. K opraHu3allMOHHBIM METOJaM OTHOCUTCSI NPUBJIEUEHUE CIIEHUATbHO
HOJTrOTOBJIEHHBIX KyphEPOB, a TAKXKe pazesieHne HocuTeneld nHpopmanuu (00beKTOB) Ha YacTH
U UX pasfelibHas TPAaHCIOPTUPOBKA C LEIb0 MHMHHMMH3ALMM BO3MOYKHOCTEH YTEUKHU
uHpopmanuu. K TeXHHYECKUM cpesncTBaM, MPUMEHSEMBIM IPH TPAHCHOPTUPOBKE OOBEKTOB,
OTHOCSITCSl 3alIUILEHHbIE KOHTEHHEPHI, CIELUAIbHBIE YINAKOBOYHBIE MAaTEpUalbl, a TaKKe
TOHKOIJIEHOYHBIE MaTepHalibl M rosiorpaduyeckue METKH, MO3BOJISIOIIUE HAEHTU(ULIHPOBATH
MOJJIMHHOCTh 00BEKTOB U KOHTPOJIMPOBATH HECAHKIIMOHUPOBAHHBIN JOCTYII K HUM.

Opranu3zanms peKUMa CEKPeTHOCTH B YUPEXKACHUSIX U Ha MNpeanpustusx B PD
OCHOBBIBaeTCsl Ha TpeOOBaHUAX (eAepalbHOrO 3aKOHOAATENbCTBA, KAaCAIOIIErocsi BOIPOCOB
rOCYJAapCTBEHHOM TailHbI, U COOTBETCTBYIOIIMX IOA3aKOHHBIX aKTOB. OTHECEHHE KOHKPETHOU
UHPOPMALIUU K TOCYJapCTBEHHON TaiiHe MPOM3BOJIUTCS PELICHHEM CIEIHabHO Ha3HAYaeMbIX
JOJDKHOCTHBIX JMLl, a ooumil Ilepedenp cBeneHMid, OTHECEHHBIX K TOCYIapCTBEHHOHM TaiiHe,
yrBepxkaaercs [Ipesunentom PO u momiesxxut oos3aTenbHOMY OnyOIMKoBaHMIo. J{71s cBeleHuH,
COCTaBIAIIOIIMX TOCYJapCTBEHHYIO TallHy, YCTaHABJIMBAIOTCS TPU CTENEHU CEKPETHOCTH:
«0co00#1 BaKHOCTH», «COBEPIIEHHO CEKPETHO» M «CEKPETHO», a HOCUTENH TaKHUX CBEIEHUN
(TOKyMEHTBbI) OJIKHBI UMETh COOTBETCTBYIOIINE PEKBU3UTHI.

OCHOBHBIM ~ 3JIEMEHTOM OpraHU3allUd PEeKHUMa CEKPETHOCTH SIBISIETCS  JIOMYCK
JOJDKHOCTHBIX JIMI[ M TPaXkJaH K CBEACHHSAM, COCTaBJISAIONIMM TIOCYAAPCTBEHHYIO TakHy. OH
IIPEIoJIaracT BBIIIOJHEHUE PYKOBOJACTBOM MPEANPHUATHS M MOAPA3AEICHUN IO 3aluTe
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rOCy/1apCTBEHHOW TalHbI (BO B3aUMOJEHCTBUHU C YIOJIHOMOYEHHBIMHM NPaBOOXPAHUTEIbHBIMU
OpraHaMHM) CJIEAYIOIIHUX OCHOBHBIX MEPOIPUATUH.

. O3HakOMJIEHME JOJDKHOCTHBIX JIMI] U TpaXkJaH C HOpPMaMu 3aKOHOJATEJIbCTBA,
peaycMaTpUBaIOIIMMU OTBETCTBEHHOCTh 3a HapyllleHHe TpeOOBaHUH.

. [TosmyueHue cornacus Ha BPEMEHHBIE OIPAaHUYEHHUS HUX IIPaB B COOTBETCTBUM C
3aKOHOJATEIbCTBOM.

. [TomyueHue coryacus Ha TPOBEACHHE B OTHOUICHMM HX IPOBEPOYHBIX
MEPOIIPUATHH.

. IIpunsTHEe peleHns O AOIYCKE K CBEICHUSM, COCTABISIOIIMM I'OCY1apCTBEHHYIO
TalHYy.

. 3aKio4eHue ¢ JIMLAMM, [OJIyYHMBIIMMHU JONYCK, TPYJIOBOIO JOrOBOpa

(KOHTpaKTa), OTPaXKAalOIIEro B3aMMHbIE O0A3aTENIbCTBA TaKUX JIML M aJIMUHHUCTpALUU
npeanpusaTus (B T.4. 00sf3aTeNIbCTBA TaKUX JIMI] Iepe TOCYAapCTBOM IO HEpaclpOCTPAHEHUIO
JIOBEPECHHBIX UM CBE/ICHHH, COCTABIIIOIINX FOCYAapCTBEHHYIO TalHy).[27]

Taxoxe BaKHBIM 3JIEMEHTOM 00eCHeueHHs! peXMMa CEKPETHOCTH SIBIISIETCS OpraHU3aLUs
nepegavyu CBeJCHHH, COCTABJIAIOMINX IOCYJAPCTBEHHYIO TailHYy, APYIHM rocyaapcrsam. B
Ka)XJIOM OTJIEJIBHOM CJIy4dae pelIeHHE O nepeaade cBeieHui BeiHocuTcs [IpaBurensctBom PO Ha
OCHOBaHMM OKCIEPTHOIO  3aKJIIOYECHHMS  MEXBEJOMCTBEHHOM KOMHMCCHMM IO  3aIlUTe
rOCy/1apCTBEHHOW TalHbI, KOTOpas, B CBOI O4YEpelb, PYKOBOJCTBYETCS MOTHBHPOBAHHBIM
XOJATaCTBOM IPEANPUATHS, 3aUHTEPECOBAHHOIO B IEpeJade CEKPETHBIX CBEACHWUM, U
pElIEHuEM OpraHa TIOCYAApCTBEHHOM BJIACTH, KYPUPYIOILIErO KpPYr BOIIPOCOB, K KOTOPOMY
OTHOCSTCS TepenaBacMbie cBeaeHus.[33].

IHosmmTka ONyOJMKOBAHMA MATEPHAJIOB B OTKPBITBIX MCTOYHHMKAX [JOJDKHA
o0ecrieunBaTh MPEAOTBpPAIICHUE CIy4allHBIX M OPraHM30BAaHHBIX yTEUYEK KOH(HIECHIHAIbLHON
uH(pOpMallMl TpU B3aUMOAECUCTBUM MPEANPHUATHS CO CpeACTBAMHM MaccoBOW HH(popmManuy,
OOLIECTBEHHBIMU M TOCYAApCTBEHHBIMM OpraHamMH, Hay4HbIM, aKaJeMUYeCKUM M Ou3Hec-
coobmectBoM. [l Toro yToOBl M30ekaTh yiiepba MHTEpecaM MPEeANpUsATUsi, Takas MOJUTHKA
JOJKHA COJEp)KaTh OCHOBHBIE IMpaBWJIa W MPOLEAYpbl MOATOTOBKUM HH(GOPMAIIMOHHBIX
MaTepHaoB K OTKPHITOMY OITyOJIMKOBaHUIO.

IMoauTuka ynpasjeHuss mnapoasiMu (uiau, B Oosee oOmeM BHIE, TOJUTHKA
UJCHTUQUKAIMA M ayTeHTHU(PHUKALMKA) MOXKET ONpeAessATh MEPUOJUYHOCTh 3aMEHBl MapoJjei,
NeMcTBUSA, KOTOpble HEOOXOIUMO OCYIIECTBUTh NPU KOMIPOMETALMU MapoJieil, OCHOBHBIE
TpeOOBaHUS K HUX KauyecTBY, IMpoleaypaM UX TIEHEpaluu, paclpeaeIeHu0 OCHOBHBIX
00s13aHHOCTEH, CBS3aHHBIX C TEHepalMel maposieil, WX CMEHOM | JOBEICHHEM JIO
MIOJIB30BATENE, a TaKKe OCHOBHBIE MEPBI OTBETCTBEHHOCTH 3a HAPYIICHHE YCTAaHOBJIEHHBIX
MIPaBUJI U TPEOOBAHU.

IomuTHKA YCTAHOBKHM M OOHOBJICHUSI BePCHH NPOrpaMMHOIO 00ecIeYeHus] MOXKET
BKJIIOYATh B ce0sl HEKOTOpPbIE OTPaHUYEHUS HAa CAMOCTOSITENIbHOE NMPUOOPETEHHE M YCTAHOBKY
IPOTPaMMHOT0 OOecCTeueHHs] OTJENbHBIMUA TOApA3JCIEHUsIMU U TIO0JIb30BaTeNsIMU, a TaKkKe
orpeienieHHble TpeOOBaHMS K KBATU(UKALNY CIIEIHATNCTOB, OCYILECTBISIONINX UX YCTaHOBKY,
HACTPOMKY U MOAJIEPHKKY.

[osmTnka mnpuodpereHusi MHPOPMALNMOHHBLIX CHCTEM M HMX 3JIeMEHTOB (Ipo-
rPAMMHBIX M aNNIAPATHBIX CPeACTB) MOXKET BKIIIOUATh B c€0sl TpeOOBAHUS K JINLIEH3UPOBAHUIO
U cepTU(UKAIMKN HCIONb3YEMbIX MPOrPaMMHOIO oOOecreueHuss U O0OOpYAOBAaHMS, a TaKKe
olpeieNieHHble TpeOoBaHMs K (prpMaM, OCYLIECTBIIAIOLUINM UX TOCTaBKY U BHEPEHHUE.
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IMosmTHKA T0CTYNAa CTOPOHHUX MOJIb30BaTe/ell (opraHu3anuii) B nHQOpMAIOHHEIE
CHCTEMBI MPEANIPHUATHS MOXKET COAEPIKATh NMEePEUCHb OCHOBHBIX CHTYAIlMH, KOT/Ia TAKON JTOCTYII
BO3MOXEH, a TaK)K€ OCHOBHBIC KPUTEPUU M MPOLEAYPHl, B COOTBETCTBUU C KOTOPHIMHU
OCYIIECTBIISICTCS TOCTYII.

IMomuTtuka B oTHOomeHuu pazpadorkum IO Moxer comepkarh TpeOOBaHUS KaK K
BonpocaM  0€30MacHOCTH W HAJAEKHOCTH MPOTPAaMMHBIX  CPEJICTB, CaMOCTOSATEIbHO
pa3palaThiBaeMbIX NPEANPUATUEM, TaK U B OTHOUICHHM Iepelayd pa3pabOoTKU MPOrpaMMHBIX
cpeactB (Moxyneil MHPOPMAIMOHHBIX CHUCTEM, OTICIBHBIX MPOTPAMMHBIX OMOIMOTEK W T.II.)
CTOPOHHHMM CIEIHATHU3UPOBAHHBIM OpraHU3alusaM (T.H. «ayTCOPCHHIY), a TaKXKe B OTHOIICHUHU
nproOpeTeHNs] M HCIOJIb30BAaHMUS TUPAXKUPYEMBIX MPOrpaMMHBIX OHOIMOTEK (MOIyJei), pac-
POCTPAHSIEMbIX KOMITAHUSIMH-TIPOU3BOAUTEIISIMU.

IMosmMTHKM HCHOJIB30BAHMSA OTAEJbHBIX YHHBEPCAJIbHBIX HHGOPMALMOHHBIX
TEeXHOJIOTHIi B MaciTabe BCero mpeanpusITHs MOTYT BKIIIOYaTh B ce0sl:

- IoanTNka HMCNOJB30BAHMS 3IJIEKTPOHHOH MOYTHI MOXET BKJIIOUAaTh B ce0s Kak
o0lIre orpaHNYeHUs Ha €€ HCIOIb30BaHUE OMPEIEIICHHBIMU KaTerOPUSIMU COTPYTHUKOB, TaK U
TpeOOBaHUSI K YIPABJICHUIO JOCTYIIOM M COXPAaHEHUIO KOH(PUACHLIMATHHOCTU COOOIICHHH, a
TaKXe K aJJMUHUACTPUPOBAHHIO IIOYTOBON CHCTEMBI M XPaHEHHIO 3JIEKTPOHHBIX COOOIICHHH.

- HoauTuka HMCHOJB30BAHUS KOMMYHHKAIMOHHBIX CPEeICTB MOXET OIpPEIeIsATh
TPaHUIBl  WCIOJB30BAHUS TEXHOJOTUH, TO3BOJSIOMMX MOJKIIOYNTH KOMIBIOTEPHl H
UHPOPMALIMOHHBIE  CHCTEMBl  MPENNpHUATHS K  WHPOPMALMOHHBIM  CHCTEMaMm |
KOMMYHHKAIIMOHHBIM KaHallaM 3a €ro MpejesiaMu.

- [lomuTHKA MCNIOB30BAHUSI MOOMJIBHBIX ANIMAPATHBIX CPEACTB MOXET OTHOCUTHCS K
pa3iauuHbIM ycTpoiicTBaM, TakuMm kak MoounbsHbie [IK, KIIK (PDA), nepeHocHble ycTpoicTBa
xpanenus napopmanun (auckersl, USB-flash, kapTer mamsitu, moaximrodaeMsie )KecTKHE TUCKH U
T.1.). OHa MOXET OTpa)kaTh 00Illee OTHOLICHHE MPEIIPUITUS K UCIIOJIb30BAHUIO COTPYIHUKAMU
TaKUX YCTPOMCTB, ONPEACIATh TPeOOBAHUS M YCTAHABIMBATH KOHKPETHBIE 00JacTH, B KOTOPBIX
UX HCIIOJIb30BAaHHUE JIOMYCTHMO. Takke MOTYT YyCTaHaBIUBATHhCS JONOJHHUTENBHBIE OO0IIne
TpeOOBaHUSI K CTAI[IOHAPHOMY OOOpPYIOBAaHMIO B IEJSX OTPAaHUYEHUS IMOJAKIIOYCHUS K HUM
MOOWJIBHBIX KOMITBIOTEPOB U CPEJCTB MEPEHOCA JAHHBIX.

- IosmnTka MHPOPMALMOHHONH 0€30NMAaCHOCTH NPEJNPUATHS: HUKHHH YPOBEHb.
JlaHHBIM ypOBEHb BKIJIIOYAET B ce€0sl JOKYMEHTHI, SBISIFOIIMECS MHCTPYKIUSAMH U METOJUKAMU
OpsMOro  JIeHCTBUSA, MCIOJB3YeMBIMH B  TIOBCEHEBHOM JEATENBHOCTH COTPYAHUKOB
npeanpustas. llpomenypHple MOKYMEHTBI, OTHOCSAIIMECS K TPEAOCTaBICHHIO OCTyMa K
pecypcaMm (TakuM Kak ceTh VHTepHET, KOpropaTuBHBIE MH()OPMAIMOHHBIE CHCTEMBI M 0a3bl
JTAHHBIX, allapaTHBIE CPENICTBA, CPEACTBA Nepeaadn HHGOPMAIMH U T.I1.) MOTYT BKIIIOYAaTh Kak
TUTIOBBIE OJIAHKM 3asiBOK Ha IMPEIOCTaBJICHHE JIOCTYINA, TaK W OMUCAHWE OCHOBHBIX IMPOLEAYP
(perimaMeHTa) TPUHATHS PEIICHWA O MPEJOCTABICHUH TaKOTO JOCTYyMa W IPeIOCTaBICHUU
KOHKPETHBIX IpaB MpH paboTe ¢ HHHOPMAILIMOHHBIMH PECYpCaMH, a TaKKe NMEPEeYHH KPUTEPHEB,
HEOOXOUMBIX JUIS TPEJOCTABICHUS T€X UM UHBIX NTPaB B UH()OPMAIIMOHHBIX CUCTEMAX.

ITponetypsl paboThl C OTIENBHBIMU MH(MOPMALMOHHBIMUA CHUCTEMAaMU /WU MOAYJISIMHU
UH(POPMALIMOHHBIX CHCTEM MOTYT INEPEUYHCIATh BCE OCHOBHBbIE TpeOOBaHMs, MpaBUia U Orpa-
Hu4eHus. TpebGoBaHMsI M TpaBHUJia, CBSI3aHHBIE C obOecrieyeHMEM HH(OpMalMOHHONW Oe3omac-
HOCTH, MOTYT OBITh Kak BKJIIOYEHBI B OOIIME€ WHCTPYKIMH 10 HCIIOJB30BAHUIO
WHPOPMAIMOHHBIX CHUCTEM WJIH PEerjlaMeHThl OCYIIECTBICHHS OW3HEC MPOIECCOB, TaK H
o(QOpMIIEHBI B BHJE CIEUUATIbHBIX HMHCTPYKUUHA U TMaMATOK, COJAEPKAIIMX HCKIIOUYUTEIHHO
TpeOOBaHUs U MpaBuia UH(HOPMAIIMOHHON 0€30IacHOCTH.
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JIOMKHOCTHBIE O0SI3aHHOCTH TEpPCOHANa MPEINpPHSTHS, CBS3aHHBIE C OOecredYeHrueM
uH(GOPMAIIMOHHONH 0e30MacHOCTH, JOJDKHBI BXOJIWUTh KaK COCTaBHAas 4YacTh B JOJKHOCTHBIC
WHCTPYKIIMU JUIS KaXIOro coTpyaHuka. Kpome Toro, mnoimuTHKa O€30MacHOCTH MOXKET
peaycMaTpuBaTh TMoANKMCaHUEe (KaK NpH TOCTYIUICHWM Ha paboTy WIM TIepeBojae Ha
OTPENICTICHHYIO JIOJDKHOCTh, TaK M TIPH YBOJBHEHHM C HEE) OTICIbHBIMH KaTETOPHSIMU
MepCcoHalIa JOMOJHUTEIBHBIX COTJIAIICHUH, 00s3aTeNIbCTB M MOAMMCOK O HEepas3TJallleHuu Ormpe-
neneHHor wHpopmaruu. Takke MOJMTHKAa O€301aCHOCTH MOXKET BBOIUTH JOTOJHUTEIbHBIC
TpeOOBaHUST K  TepcoHaNly, pabdoTamIieMy ¢  ONPENCIICHHBIMH  CBEICHUSMH WU
WH(OPMAIIMOHHBIMU CHCTEMaMHU.

[Tonutuku Ge30MacHOCTH, OTHOCSIIHMECS K paboTe ¢ BHEIIHUMHU KOHTPAreHTaMH, MOTYT
peycCMaTPUBATh TUIIOBBIC (POPMBI M OT/IETIHbHBIC HHCTPYKIIMH IO COCTABICHHIO KOMMEPYECKHUX
KOHTPAKTOB (JUIsI KQXJOT0 THIA KOHTPAKTOB, a TaKXKe I OTACIBHBIX TPYII KOHTPAreHTOB) U
oOMeny uH(popMaIueil ¢ MOCTAaBIIMKAMHU, MOKYMATENsIMU, KOHCYJIbTaHTAMHU, MOCPETHUKAMHU,
CyOnmoJpsiAuMKaMH, MOCTAaBIIMKAMU (PUHAHCOBBIX U HMH(GOPMAIMOHHBIX YCIYT U APYTUMHU
YY4aCTHUKAMU XO3SIMCTBEHHOM NEATENbHOCTH. B 4acTHOCTH, B MOJUTHKE ISl KKIOW U3 ITHX
KaTeropuii MOXeT MpelycMaTpuBaThCs crneunpuueckuil mopsaaok HHPOPMAIIMOHHOTO OOMEHa,
B3aUMHBIE TpeOOBaHUSI MO O0OECHEUYCHUIO KOH(MUICHIIUATBHOCTH ¢ BO3MOXKHBIE MEpHI
OTBETCTBEHHOCTH B CITy4ae HAPYIICHUS COTIIACOBAHHBIX TPEOOBAHMIA KaKOW-THOO M3 CTOPOH.

3. Ayaut uH(pOpMAIHOHHOMH 0€30MACHOCTH ABTOMATH3MPOBAHHBIX
0AaHKOBCKHX CHCTEM

baHkM UrparoT OrpoMHYI0 poJib B 3KOHOMHYECKOM JKU3HU OOLIECTBA, UX YaCTO HA3bIBAIOT
KPOBEHOCHOM CHCTeMON SKOHOMMKHU. braromaps cBoelt crenuguyeckoil ponu, cO BpeMEHU
CBOET0 TOSBIIEHUS OHM Bcerjga nputaruBaiu npectynHukoB. K 90-m romam XX Beka GaHku
Hepelii K KOMIIBIOTEpHOM 00paboTke wuHGpOpManMM, YTO 3HAYUTEIBHO IOBBICHUIIO
IIPOU3BOJUTENIBHOCTD TPYZAA, YCKOPUJIO PACUEThl U IPUBEIIO K MOSABIEHUIO HOBBIX yCiIyr. OqHako
KOMITbIOTEPHBIE CUCTEMBI, 0€3 KOTOPBIX B HACTOSIEE BPeMsl HE MOXKET OOONTHCh HU OJIMH OaHK,
ABIIIOTCS TaK’K€ HCTOYHMKOM COBEPILEHHO HOBBIX YIPO3, HEM3BECTHBIX paHee. boapIMHCTBO U3
HUX OOYCIOBJIEHBbl HOBBIMU HWH(OPMALMOHHBIMU  TEXHOJIOTUSAMHU U  HE  SBJISIOTCS
crnenupuIecKUMHI UCKITIOUUTENBHO 1711 OAHKOB.

B ycnoBusx (¢uHAHCOBBIX KpHU3HCOB IE€PBOOYEPEAHOE BHUMAHUE B paboTe OaHKOB
yIeseTcsl BOIpPOCaM, BIIMSAIOIIMM Ha TMOBBIIMIEHHE HMX KOHKYPEHTOCHOCOOHOCTH, OJHHM U3
BOXHEHIINX aCIEKTOB 3TOM MpoOIeMbl SBISETCS MOBBILIEHUE YPOBHS 0€30MaCHOCTH ONeparyid,
BBINOJIHSAEMBIX OaHKOM. IIpu COBpeMEHHBIX TEXHOJIOTUSAX aBTOMATU3AIMH YBETMUUBACTCS 00beM
uHpopmanuu, oopabaTsIBaeMO B JEKTPOHHOM BHUJE, YTO BEAET K CHWKEHHIO OOIIEro YpOBHS
6e3omacHocTH B pabote Oanka. PemieHue 3Toit mpoGieMbl BO MHOTOM 3aBUCHUT OT TEXHOJOTHIA,
UCIIOJIb3YEMBIX KOHKPETHBIM 0aHKOM, UHBIMH CJIOBAMU — OT aBTOMAaTHU3UPOBAHHON OaHKOBCKOMU
CUCTEMBI.

Komnerotepuzanuss OaHKOBCKOW JESTENBHOCTH TO3BOJIMJIA 3HAYMUTEIBHO MOBBICUTH
MIPOU3BOJUTENIBHOCTh TPYyAa COTPYAHUKOB OaHKa, BHEAPUTh HOBbIE (PUHAHCOBBIE MPOIYKTHI U
TexHosoruu. OJJHaKO Mporpecc B TEXHUKE MPECTYIUICHUH 1Iesl He MeHee ObICTPHIMH TeMIaMH,
4yeM pa3BUTHE OAHKOBCKUX TexHoyoruil. B Hactosiiee Bpems cBbiie 90% Bcex MpecTyIuieHH
CBSI3aHO C MHCIIOJb30BAaHMEM ABTOMATH3MPOBAHHBIX CUCTEM 00pabOTKM HMHpOpManuu OaHKa.
CrnenoBarenbHO, Mpu co3naHuu U MojaepHuzaumu ABC Heo0XOAMMO YAENSATh MPUCTATIHHOE
BHHUMaHue o0ecreueHuio ee 0ezomacHoctu [57].
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HNmenHo »ota mpobnema sABisieTcs ceifyac HaubOosee akTyaJdbHOM U HauMeHee
uccnenoBanHoil. Ecnmu B oOecnieueHnun (U3MYECKOH M KIAacCHYECKOH MHGOPMAIIMOHHON
0€30I1aCHOCTH JJaBHO YK€ BBIPAOOTaHBI YCTOSBIIMECS MOAXOMAbI (XOTS pa3BUTHE MPOUCXOANUT U
3[1€Chb), TO B CBSI3U C YAaCTbIMU paJUKaJIbHBIMM U3MEHEHHUSMHU B KOMIIBIOTEPHBIX TEXHOJIOTUAX
metoabl 6ezonacHocTd ABC TpeOyroT MocTosIHHOrO 0OHOBIEeHUA. Kak noka3bIBaeT npakTHKa, He
CYLIECTBYET CIIO)KHBIX KOMIIBIOTEPHBIX CHUCTEM, HE COJEepXalluX OIIMOOK. A IOCKOJIBKY
uzaeosiorust nocrpoeHust KpynHelx ABC perynspHO MeHsieTcs, TO WCHpPaBICHHUS HalJEHHBIX
OLIMOOK U «IBIP» B CHCTEMax O€30MacHOCTH XBAaTAaeT HEHAJOJIr0, TaK KaK HOBas KOMIIBIOTEpHAs
cucTeMa MPUHOCHUT HOBBIE MPOOJIEMBI M HOBBIE OIIMOKH, 3aCTABISET IO-HOBOMY T€pECTPanBaTh
CUCTeMY 0€30IMacCHOCTH.

Bo mHOrne O0aHKOBCKHME CHCTEMBI 3aJI0)K€HA HJICOJIOTHS M CXeMa OW3HeC-TIPOIeCcCOB
MHOromiIMagbHOro OaHKa, MMEIOUIEro, B TOM YHUCIE, CTPYKTypHbIE NOJpa3/eIeHUus B
pasIMYHbIX peruoHax. Bo3MOXHOCTH pabOThl B pEKUME YNAJIEHHOIO JOCTYIA MpEeAbsABISIET
JIONIOJIHUTEIbHbIE ~ TpeOOBaHUS K  3aAIUUTHBIM  MeXaHu3MaM. A BBICOKas  CTENEHb
UHTETrPUPOBAHHOCTH MH(POPMAMK B KOMOMHAIIMY C YHUKAJIbHBIMU BO3MOXHOCTSIMM aJlalITALluN
CHUCTEMBl K CaMblM pa3HbIM CETEBbIM OINEPALMOHHBIM CHCTEMaM JejaeT mnpodiemy
MH(pOPMaLlMOHHON 0€3011aCHOCTH OaHKa YpEe3BbIYaliHO aKTyalbHOM.

be3zonacHocTh nH(GOpMAMK HATIPSMYIO BIIUSIET HA YPOBEHb PEHTA0CIBbHOCTH, HOO MOTEPH,
CBSI3aHHBIE C €€ HapyIIeHHEeM, MOTYT CBECTH Ha HET BCE JOCTIDKEHUS A(PPEKTHBHOTO
ynpasieHus. [Ipu 3ToMm, Kak npaBuio, 4yem 0ojiee COBEpLIEHHA CHCTEMa YIIpPaBJIEHUsS OaHKOM,
TEM OllacHee YTeuKHd HHPOpPMAaLIUH.

CoBpemennsie ABC — 93TO  CJlOXHBIE, CTPYKTYpPUPOBaHHbIE, TEPPUTOPUAIBLHO
pacripeniesieHHble ceTd. Kak MpaBuiio, OHHM CTpPOSITCS Ha OCHOBE IE€PEJOBBIX TEXHOJOTHH U
IPOTPaMMHBIX CPEJCTB, KOTOPbIE B CHJy CBOEH YHHBEPCAJIbHOCTH HE 00JIaAaloT JTOCTaTOYHOMH
3alUIIEHHOCTBIO.

OcoOeHHO akTyanbHa AaHHas mpobiema B Poccuu. B 3amaanbpix OaHkax HmporpaMMHOE
obecnieuenue (I10) pazpabarpiBaeTcsi KOHKPETHO IMOJ| Kaabii OaHk, u ycTpoictBo ABC Bo
MHOTOM  SIBJIIETCSL KOMMeEpueckod TaiHoW. B Poccum monyuumnum  pacnpocTpaHeHue
«CTaHJapTHBIE» OAHKOBCKHE NAaKeThl, WHpOpMalMUig O KOTOPbIX IIMPOKO H3BECTHA, 4YTO
o0JieryaeT HECaHKIIMOHUPOBAHHBIM JOCTYN B OaHKOBCKHE KOMIBIOTEpPHbIE cucTeMbl. [Ipuyem,
BO-TIEPBBIX, HAJIEKHOCTh «cTaHaaptHoro» I1O Huxke m3-3a TOro, 4ro pa3pabOTUYMK HE BCErAa
XOPOUIO MPECTaBIsAET KOHKPETHBIE YCIOBUS, B KOTOphIX 3ToMy 1O mpunercs paborats, a, BO-
BTOpPBIX, HEKOTOpbIE pOCCHUWCKHE OaHKOBCKME TaKeThl HE YAOBIETBOPSUIM  YCIOBUSIM
6e3omacHocTH. Hanmpumep, paHHHE BepcHH CaMOro MOMYJISPHOIO POCCHICKOro OaHKOBCKOTO
nakera TpeOOBalu HaJWYMS JHUCKOBOAA Yy IEPCOHAIBHOTO KOMIIBIOTEPAa U HCIOJIb30BAIU
KITIOUYEBYIO JMCKETY KaK MHCTPYMEHT oOecrieueHus: OezonacHocTH. Takoe pemeHue. Bo-nepBbix,
TEXHUYECKH HEHAaJIeXKHO, a, BO-BTOPBIX, OJHO U3 TpeboBanmii 6e3omacHoctu ABC — 3akpeiThe
JIMCKOBOJIOB M TOPTOB BBOJA-BHIBOJA B KOMIIBIOTEPAaX COTPYAHHUKOB, HE pabOTalOUIMX C
BHEITHUMHU JJAHHBIMHU.

JloCTyIHOCTh  CpPEZNCTB  BBIUMCIUTENBHOW TEXHUKM IIPpUBENAa K PaclpOCTPAHEHHUIO
KOMIIBIOTEPHON I'PaMOTHOCTH B IIMPOKHUX CJOAX HACEJIEHUs. JTO, B CBOIO OYEpElb, BBI3BAJIO
MHOTOUYHCJIEHHbIE TIOTBITKM BMEIIATEIbCTBA B PabOTy rOCyAapCTBEHHBIX M KOMMEpPYECKHUX, B
YaCTHOCTH OaHKOBCKHMX, CHUCTEM, KaK CO 3JbIM YMBICIIOM, TaK W M3 YHUCTO «CIIOPTUBHOIO
uHTEpeca». MHOrue u3 HTHX MONBITOK HMMENIW YCHeX M HaHEeCId 3HAYMTEIbHBIA YPOH
BJIaJIeJIbLIaM UH()OPMAIK U BBIYMCIUTEIbHBIX CUCTEM.

171



CoBpeMeHHBIE ~ 0aHK  TPYOHO  TPEACTaBUTh ceOe  0e3  aBTOMATH3UPOBAHHOM
uHpopMaMOHHON cuctembl. KommbioTep Ha crojie OaHKOBCKOIO —CIIY)Kallero JaBHO
NpeBpaTUiICS B MPUBBIYHBIN 1 HEOOXOAUMBIH HHCTPYMEHT. CBsI3b KOMITBIOTEPOB MEXTY CO00i 1
0ojiee MOILIHBIMU KOMIIbIOTEpaMu, a Takxke ¢ OBM gapyrux 6aHkoB — Takxke HEOOXOIMMOe
YCIIOBUS YCIICUTHOW NIESATENbHOCTH OaHKa — CIHMIIKOM BEJUKO KOJIMYECTBO ONEpaluid, KOTOpHIE
HEOOXOUMO BBITIOJHSATH B TEUEHHUE KOPOTKOTO MEPHO]Ia BPEMEHHU.

YPOBEHb OCHALIEHHOCTH CPEACTBAMH aBTOMAaTU3ALIMM WIPAET HEMAJIOBAXXHYIO POJIb B
JeSITeIbHOCTH OaHKa M, CJIeI0BATEIbHO, HAMPSMYIO OTPAXKAETCs Ha €ro MOJ0KEHUU U JT0X0J1aX.
Ycunenne KOHKYPEHIIMH MEXAy OaHKaMH MPUBOJUT K HEOOXOAMMOCTH COKpAIICHUS BPEMEHH
Ha T[POMU3BOJACTBO pacyeToB, YBEIMYEHUS HOMEHKJIATypbl U TIOBBIIIEHHUS KauyecTBa
IIPEIOCTABIIIEMBIX YCIIYT.

Uem MeHbIlIe BpeMeHH OyAyT 3aHUMAaTh pacueThl MEXy OaHKOM U KJIMEHTOM. TeM BbIle
cTaHeT o0opoT OaHKa U, cienoBaTelbHO, MpuOBLUIL. Kpome Toro. bank Oosiee omepaTUBHO
CMOXKET pearupoBaTh Ha H3MeHeHHe (uHaHCOBOW cuTyaruu. PasHooOpasue ycmyr OaHka (B
MEPBYIO OUepelb 3TO OTHOCUTCA K BO3MOXKHOCTH O€3HAIMYHBIX PACUETOB MEXKIY OAHKOM U €ro
KIIMEHTaMH C MCIIOIb30BAHUEM IUIACTUKOBBIX KapT) MOXKET CYIIECTBEHHO YBEIMYUTH YUCIO €T
KJIMEHTOB U, KaK CJIE/ICTBUE, IIOBBICUT MPUObLIb.

JlucTaHIMOHHOE OAaHKOBCKOE 00C/Iy:KHBaHUe

Bugsl aucraHIMOHHOTO OaHKOBCKOTO OOCITY)XKMBAaHUSI C TOYKH 3pPCHHS OKa3aHHS
Pa3IUYHbIX YCIYT:

- UHTEepHET-O0aHKUHT - oka3zaHue ycnyr /IbO Ha ocHOBe GAHKOBCKOM CHCTEMBI ILIaTekKel
yepe3 IHTepHeT; mpu KOTOPOM MOJIb30BaTEII0 MPEIOCTABISAETCS AOCTYI K cUE€TaM U ONepaLusam
yepe3 HTEpHeT

- MOOMJIbHBIM GaHKMHT - oka3aHue yciyr JIbO Ha ocHOBe MOOMIJIBHBIX TEXHOJIOTHH; (cMc
OTIOBEIIICHHE)

- BHEIITHUE CEPBUCHI - KNOCKH, OaHKOMATHI.

- TenedoHHBIM OaHKUHT - okazaHue ycnyr JIbO Ha oCHOBe OaHKOBCKOM CHCTEMBI
TOJI0COBBIX COOOIICHMUIA,

- knaccuueckuil «bank-KnueHTy.

WHTepHeT-0aHKMHT  4Yallle BCEro  MCIOJb3YyeTCs 4Yepe3 CUCTeMy  OaHK-KJIMEHT.
(Hanpumep:CoepOank-oHNaliH, Anb(a-KIuK).

Yecayru UnTepHeT-0aHKHMHTA:

e [locMOTpeTh OCTaTKU IO CYETaM, KPEANUTaM, IEMIO3UTaM M IJIACTUKOBBIM KapTam

e  3asBKHM Ha OTKPBITUE JIETIO3UTOB, MTOJIy4€HHUE KPEAUTOB, 0AHKOBCKHUX KapT U T. [I.

e BHyrpenHue nepeBo/bl Ha cyeTa OaHKa

e [lepeBonbl Ha cueTa B pyrux OaHkKax

e KouBepranus cpeacTB (IIepeBO] U3 OJIHOM BaIIOTHI B IPYTYIO)

e OmnaTuTh YCIYI'M OIEpatopa COTOBOM CBS3M, HWHTEpHET-TIpOBaiijiepa WM
KOMMepueckoro TB, KoMMyHalbHBIE YCIIYTH, MEXIYTOPOIHIOK CBSI3b.

e  YTrpo3bl aBTOMATU3POBAHHBIM OAHKOBCKHUM CHCTEMaM WM

e Uepe3 NpOHMKHOBEHUS HAa KOMIIBIOTEpP TPOSHCKHUX IPOrPaMM, KOTOPBIE MOXUIIAIOT
(ailnel ¢ KII0YaMu, a TakK ’Ke MOTYT OTCJIeKMBATh HaXKaTHe KIaBHII Ha KJIaBUAType KOMITbIOTepa
JUISl TIOJTY4€HHUs JIOTUHA U NTapoJis (Keitorrep).

e OuUIUHI, KOIrJa MOIICHHUKH Y3HAIOT KOHOQUACHIHMAIBHYI0 HH(POPMAIHMIO O
NOJIb30BaTeNe, HAIpUMeEp, C MOMOLIBIO TIO/UIOKHBIX THCEM M3 0aHKa C 3alpoCcOM JaHHBIX HIIU
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CCBUIKaMH1 Ha CalThl IMUTHPYIOIME CAUThl OAHKOB

e KpoMe TOro, MOIIEHHHKHM MOTYT MEPEBBITYCTUTh CHUM-KapTy IO MOAJIOKHBIM
JIOBEPEHHOCTSIM, JUUIsl TOTO YTOOBI IMOIYYUTh TOCTYII K OJTHOPA30BBIM KOJIAM.

B 10 )¢ Bpems ABC craHoBUTCA OJHMM M3 HaubOoyiee YSI3BUMBIX MECT BO BCEH
OpraHM3aliy, IPUTATUBAIOLINM 3JIOYMBIIIJIEHHUKOB KaK M3BHE, TaK U W3 4HCJA COTPYAHHUKOB
camoro OaHKa.

J11s moATBEpKACHUS ATOTO TE3KCA MOYKHO MPUBECTH HECKOJIBKO (PAKTOB:

e [lorepu 6aHKOB M APYrux (PUHAHCOBBIX OpraHU3AIUN OT BO3JCHCTBHS HA UX CHCTEMBI
00paboTKK HHPOPMALIUU COCTABISAIOT OKOJIO $ 3 MiIpI. B oI,

e OO0beM noTepb, CBA3AHHBIX C HCIOIb30BAaHUEM IUIACTUKOBBIX KapTOYEK, OLIEHUBAETCS B
$ 2 mapa. B rox, uro cocrasisier 0,03-2% ot oOmiero o0beMa IJIaTexeil B 3aBUCHMOCTH OT
HCIIOJIb3YEMOM CUCTEMBI.

o Cpennsis BenuuuHa yiiepda OT OAHKOBCKOM Kpakh C MPUMEHEHUEM 3IIEKTPOHHBIX
CpencTB cocraBiser 0kojo $ 9000.

DataprolnformationServicesGroup  mpoBesia  MOYTOBBIH  OMPOC  CPEId  CIAy4aiHO
BbIOpaHHBIX MEHEIKEPOB HMH(POPMALMOHHBIX cucTeM. Llenplo ompoca SBHUIOCH BBISICHEHHE
cocTOsiHUS JAen B oOnacTu 3amuthl. bbuio mosyueHo 1153 aHkeThl, Ha OCHOBE KOTOPBIX
MOJTyY€HBI IPUBOIUMBIE HUKE PE3YJIbTATHI:

e 0K0JI0 25% Bcex HapyLIEHUH COCTaBISAIOT B OCHOBHOM IIEPEPBIBHI JIEKTPOINUTAHUS UIH
CBSI3M, IPUUMHBI KOTOPHIX HOCUIIM UCKYCCTBEHHBIHN XapakTep;

e 0K0JI0 3% CHCTEM HCIBITHIBAJIM BHEIIHUE HapylleHUs (IPOHUKHOBEHHE B CUCTEMY
OpraHu3aIm);

e 70-75% — BHyTpeHHUE HapYyLIEHUS, U3 HUX:

— 10% coBepiieHbl OOMKEHHBIMM U HEIOBOJIBHBIMM CyXalluMu-mosb3oBarensiMu ABC
Oanka;

—10% — coBepIeHbI U3 KOPBICTHBIX MOOYKICHHI MEPCOHATIOM CHCTEMBI,

— 50-55% — pe3ymbTaT HEYMBIIUICHHBIX OIIMOOK TMEPCOHANA W/WIM TIOJh30BaTeNeh
CHCTEMBI B pe3ylbTaTe HEOPE)KHOCTH, XaTaTHOCTH UM HEKOMIIETEHTHOCTH.

OTH TaHHBIE CBUJIETENBCTBYIOT O TOM, YTO Yalle BCETO IPOUCXOIAT HE TaKUE HApYyLICHMS,
KaK HamaJeHUs XakepoB WJIM Kpaka KOMIIBIOTEPOB C IIEHHOW uH(popMmanued, a camble
OOBIKHOBEHHBIE, MPOMCTEKAIOIINE W3 MOBCEAHEBHOM JeATeNbHOCTH. B TO ke BpeMsi MMEHHO
YMBIIUIEHHbIE aTaKd HAa KOMIIBIOTEPHBIE CHUCTEMbI NMPUHOCAT HAMOOJBLINI €JMHOBPEMEHHBIN
yiiep0, a Mephl 3allUThl 0 HUX HauOOJee CIOKHBI U JIOpPOrocTosiy. B aToit cBsi3u mpobiema
ontumuzanuu 3amutel ABC sBisercs HamOosiee akTyanbHOM B chepe HHGPOPMAITMOHHON
0e30macHOCTH 0aHKOB.

Knaccuueckue yrpossl 6e3omacHoctu nHpopmanuu B ABC — 3TO BBIBOJ CHUCTEMBI W3
CTpOsl, OTKa3 B OOCIHY>KMBaHMM M KOMIIPOMETAlMs WM TMOAMEHA NaHHbIX. W 3TH yrpossl
CJIMILIKOM pE€ajbHBbl.

CyOBeKThl, COBEPIIMBIINE HECAHKIIMOHUPOBAHHBIN JOCTYN K MH(pOpPMAalKU, HA3bIBAIOTCA
HapymuTeasiMu. C TOYKM 3peHHst 3aluThl MH()OpMaIMK HECAHKLIIMOHUPOBAHHBIN JOCTYI MOKET
UMETh CIIEAYIONINE TIOCIEACTBUS: yTeuka oOpabdaTeiBaeMoil KOHGUACHIIMAIbHON HH(OopMaIy, a
TaKkKe €€ MCKaXEeHHe WM pa3pylleHHe B pe3ylbTaTeé yMBIIUIEHHOTO HapylleHus
paborocnoco6HocT ABC.

Hapymurenem MoKeT ObITh JIFOOOH YEIOBEK U3 CIACAYIOMNX KAaTeTOPH COTPYTHUKOB:

e mrTaTHEIC nonk3oBaTen AbBC;
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® COTPYIHUKHU-TIPOTPAMMHUCTBI, COMPOBOXKIAIOLIUE CUCTEMHOE, OOlee U MPHUKIaTHOE
porpaMMHOE 00ecTieYeHIUE CUCTEMBI;

® 00CITY>)KMBAIOIIHIA TTepcoHaANT (MHXXECHEPHI);

e JIpyrue COTPYIHUKH, MMEIOIIME CaHKIHOHUpoBaHHBIM foctyn k AUT (B Tom umcie
oICOOHBIE paboune, yOOPIIMIIBI U T.J1.).

Hoctyn k ABC napyrux smn (MOCTOPOHHUX, HE TMPUHAICSKAMUX K YKa3aHHBIM
KaTeropusiM) UCKIIIOYAETCs] OPraHu3allMOHHO-PEKUMHBIMU MEpaMH.

[Ton xaHaIOM HECAHKIMOHMPOBAHHOTO JOCTyHa K HWHPOpPMAMM NOHUMAETCS
[IOCJIEZI0BATENbHOCTD JIEHCTBUI JIMII M BBIIOJIHSAEMBIX HMH TEXHOJOTMYECKHX IpOLENYp,
KOTOpbIE JINOO BBITIOIHSIOTCS HECAHKIIMOHUPOBAHHO, JINOO 00pabaThIBalOTCS HENPABUIBHO B
pesyibTare OomMOOK MepcoHansa uiu co6osi 000pyIOBaHUs, YTO MPUBOIUT B KOHEUHOM UTOTE K
(akTy HECAaHKIIMOHUPOBAHHOTO JAOCTYIIA.

Crpateruss uH(OpMaIMOHHOW Oe30macHOCTH OaHKOB BEChbMa CHJIBHO OTJIMYAETCS OT
AQHAJIOTMYHBIX CTPATETUi APYTrUX KOMIIAHUW U OpraHuzanuid. 1o o0yClIOBIEHO, MPEXIE BCETO,
crnenupuIecKuM XapaKTepoM YIpo3, a TakkKe MyOJIWYHOW AESITeTbHOCTbIO OAaHKOB, KOTOpPbHIE
BBIHYJICHBI JIeJIaTh JOCTYM K CUeTaM JOCTAaTOYHO JIETKUM C IIeNIbI0 YA00CTBa JJIsl KIIMEHTOB.

OObI4Hasi KOMIAHHUSA CTPOUT CBOIO MH(OPMALMOHHYIO 0E30MaCHOCTh, MCXOJS JIHMIIb U3
Y3KOro Kpyra NOT€HIUAIbHbBIX YTPO3 — INIABHBIM 00pa30M 3aiuTa UHPOpMalMi OT KOHKYPEHTOB
(B poccuiicKuX peajusiX OCHOBHOW 3ajayeil sBJseTcsl 3aluTa MHQOpMalMM OT HaJIOrOBbIX
OpPraHOB U MPECTYITHOTO COOOIIECTBA C LENbI0 YMEHBUICHUS BEPOSITHOCTH HEKOHTPOJIUPYEMOTO
BBIIJIAT HAJOTOBBIX BBIIIAT U pAKeTa). Takas wHPOpMAIUS WHTEPECHA JIHIIb Y3KOMY KpYyry
3aMHTEPECOBAHHBIX JIMIl M OpraHu3aludid M peako ObIBaeT JMKBUAHA, T.e. oOpalaema B
JIEHEXHYIO (hopMy.

HopmaTtuBHbie ACTICKTBI obecrnieueHus uH(MOPMaIMOHHON 0e30macHOCTH
ABTOMATHU3UPOBAHHBIX OAHKOBCKHUX CHCTEM BKIIFOYACT PsiJl JOKYMEHTOB (cM. Tema 5).

3amura wuHpopmarnuu omnpeneneHa D3 Nel49 or 07.2006 r. «O0 wunHpOpManuw,
MH(OPMALIMOHHBIX TEXHOJIOTUSIX M 3amuTe nHpopManumy». Tak ke Bornpoc MHPOPMAIMOHHON
OezomacHocTH 3aTparuBaerca B [lomoxenue Oanka Poccum Ne242-m 16.12.2003 .
MesxyHapoaHblil crangapt nHhopmannoHHon 6e3omacHocTu ISOu 17799. Crangapt conepxut
MPAKTUYECKHE TMpPaBHJa MO YIPaBICHHUI0O WHGOPMAIMOHHON 0€30MacHOCThI0 OaHKa U MOXKET
UCIIONB30BAThCS B KAuyecTBE KPUTEpUEB I OLEHKH MEXaHH3MOB  0€30MacHOCTH
OpPTaHHU3AI[MIOHHOTO YPOBHS, BKJIIOYasl a[IMUHUCTPATUBHEIE, MPOIETYPHbIE U (PU3NYECKUE MEPHI
3aIUTHL.

Aymut mHpopMmanmonHoi Oe3zonmacHocTH Oanka ISO 17799 BxmtouaeTr B ceOsi ecATh
OCHOBHBIX Pa3/eloB:

1. Ilonumuka 6e3onacrnocmu.

2. OpeaHusayuonHvle Mepol N0 obecneyeHuro 0e30nacHoCu.

o Pacnipenenenne oTBETCTBEHHOCTH 3a oOecrieueHne 0e30MacHOCTH.

3. Knaccugpuxayus u ynpaenenue pecypcamu.

4. bezonacnocmbs nepconana.

0 TpeHuHru nepcoHasa 1o Borpocam 0e30MacHOCTH.

o PearupoBanue Ha CEKbIOPUTHU HHIUACHTHI U HEUCIIPABHOCTH.

5. @Qusuueckas b6ezonacnocme.

o PabGoune nponeayps! 1 OTBETCTBEHHOCTb.

0 3amura oT 3JI0HAMEPEHHOTO NMPOTrPAMMHOI0 00ECIIeUEHUSI.
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0 YmnpaBlieHHE BHYTPEHHUMHU PECYPCaAMHU.

0 YIIpaBJICHUE CETSAMH.

6.bezonacnocms Hocumenel OaHHbIX.

7. Koumponv oocmyna.

o busnec TpeboBaHus U1 KOHTPOJIS TOCTYIIA.

0 YmpaBieHue JOCTYIOM MOJIb30BaTEIS.

0 OTBETCTBEHHOCTD I0JIb30BATENCH.

0 KoHTpomb 1 ynpasieHue yJjajleHHOro (CeTeBoro) J0cTymna.

0 KoHTposs u yrpaieHue J0CTYIOM K TPUIIOKEHUSIM.

0 MoOusbHBIE MOJIB30BATENH.

8. Kpunmoepadhus.

0 be3omnacHocThk cucTeMHBIX (hailiioB.

9. Vnpasnenue nenpepwvignocmoio b6usHeca.

o HempepbiBHOCTH OM3HECA U aHAIHU3 BO3ACHCTBUM.

o Co3/iaHue U BHEIpEHUE IJIaHa HEeTIPEPBIBHOTO BeJICHUs OU3HEca.

10. Coomeemcmaue cucmemvl OCHOBHLIM MPeDOOBAHUSIM.

0 CooTtBeTcTBUE TPEOOBAHUSIM 3aKOHOATEIIHCTBA.

0 AHaJIM3 COOTBETCTBUS MOJUTUKH O€30MMaCHOCTH.

0 AHaJIM3 COOTBETCTBUS TEXHUUECKUM TPEOOBAHUSM.

K HemoctatkaMm cTaHaapTa MOXKHO OTHECTH ITOBEPXHOCTHOE OCBEIEHHE MaTepHala,
KOTOPBI MO3BOJISIET TOJILKO 0003HAYUTH oOsiacTd MHGOPMAIMOHHON 0€30MacHOCTH, He
KOHKPETH3UPYS HX.

Baxupim @DenepallbHbIM 3aKOHOM, OIPEACTSIONINM 3alllUTy JJIEKTPOHHBIX IUIaTekel
apnsercs,®3 «O06 anexTpoHHON moanucu» (¢ u3MeHeHUs MU Ha 23 utons 2016 roxa) IIpunsT
I'ocynapcrBennoit dymoii 25 mapta 2011 roma, Ono6pen Coserom deneparnuu 30 mapta 2011
rona. (Tema¥).

Nudopmanmonnas 6e30macHOCTh 0aHKa JOHKHA YUUTHIBATH CIEAYIOMINE CreupUIECcKre
(dakTopsI:

e ludopmanus B OAaHKOBCKUX CHUCTEMax IMpPEACTaBIsSeT COOOW <« KHUBBIE JCHBIUY,
KOTOpbIE MOKHO TIOJIY4HTh, IepefaTh, UCTPATUTh, BJIOXKUTH W T.A. BMOJIHE MOHSTHO, 4YTO
HE3aKOHHOE MAHHUIYJTUPOBAHUE C TAKON MH(GOPMAITUEH MOKET MPUBECTH K CEPHE3HBIM YOBITKAM.
DTa 0COOEHHOCTH PE3KO pacIIUPSAET KPYT MPECTYIMHUKOB, MTOKYIIAIOIINXCSI UNMEHHO Ha OaHKH (B
OTIIMYHE OT, HAPUMEDP, TPOMBIIUICHHBIX KOMIITAHWH, BHYTPEHHsIST HHPOPMAIUS KOTOPBIX Mallo
KOMY HHTEPECHA).

e ludopmanus B 6aHKOBCKUX CUCTEMax 3aTparuBaeT MHTEPECH! OOJILIIOr0 KOJIMYECTBA
(bU3MYECKUX U IOPUINYECKUX JIUIl — KIMeHTOB OaHka. Kak mpaBuio, oHa KoH(UIEHIIHAIbHA, U
0aHK HEeceT OTBETCTBEHHOCTD 3a o0ecrieueHrue TpedyeMoil CTENeHH CEKPETHOCTH Tepes] CBOMMU
KIueHTamMu. ECTeCTBEHHO, KIIMEHTHI BIIPaBE OXKHJATh, YTO OaHK JOJDKEH 3a00TUTHCA 00 HX
MHTEpecax, B MPOTUBHOM Clly4ae OH PHUCKYET CBOEH pemyTranueid cO BCEMHU BBITEKAIOIMIMMU
OTCIO/Ia TIOCTICJICTBUSIMH.

e  KOHKYpeHTOCIOCOOHOCTh 0OaHKa 3aBUCUT OT TOTO, HACKOJIBKO KIMEHTY YHAOOHO
paboTtath ¢ 0aHKOM, a TaK)K€ HACKOJBKO HIMPOK CIEKTP MPEIOCTABISIEMBIX YCIYyT, BKIIOYas
YCIIYTH, CBSI3aHHBIE C YJaJI€HHBIM A0CTyNoM. [l03TOMYy KIMEHT AOKEH UMETh BO3MOKHOCTh
OBICTPO M 6€3 TOMHUTENBHBIX MPOLEIYpP PACIOPSIKATHCS CBOMMU JeHbramu. Ho Takas JerkocTh
JOCTyna K JEHbraM IOBBIIIAET BEPOSTHOCTh MPECTYINHOIO IPOHUKHOBEHUS B OAHKOBCKHE

CUCTCMBI.
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e Uudopmanuonnas Oe3omacHOCTh OaHKa (B OTIWYUE OT OOJIBIIMHCTBA KOMITAHHA)
JIOJDKHA 00ecreurBaTh BBICOKYIO HAJIEXKHOCTh pPa0OThl KOMIBIOTEPHBIX CHCTEM JaXe B Cllydae
HEIITaTHBIX CUTYallMid, TOCKOJIbKY OaHK HECET OTBETCTBEHHOCTh HE TOJBKO 33 CBOM CPEJNICTBA,
HO U 32 JICHBI'U KJIIMEHTOB.

e baHK XpaHUT BaXHYI0 HHQOPMALMIO O CBOMX KJIMEHTAaX, 4TO PpacIIUpseT Kpyr
HNOTEHIMAJbHBIX 3JO0YMBIIUICHHUKOB, 3aWHTEPECOBAHHBIX B KpaXke WM IOpYe TaKOH
uHpOpMaLnH.

B cuny 3THX 0OCTOSATENBCTB K OAHKOBCKMM CHUCTEMaM TMPEABSBISIOTCS IOBBIIICHHbIE
TpeOOBaHUSI OTHOCUTEIHLHO 0€30TaCHOCTH XpaHEeHUs U 00paboTKH MHPOpMAITHH.

B CHIA, crpanax 3amagHoii EBponbl MU MHOIMX JpPYTHX, CTOJIKHYBLIMXCS C 3TOHN
npo0JaeMoil  JOBOJIBHO JIaBHO, B HAcTOSIEe BpeMs CO3JaHa Lenas HMHIYCTpUsS 3allluThl
9KOHOMHYECKOM HMHpOpMaIMy, BKIOYAOMAas pa3paboTKy U MPOU3BOJACTBO 0O€30I1aCHOTO
anmapaTHOro U MporpaMMHoro odecreueHust, nepupepuiHbIX YCTPONUCTB, HayYHblEe M3bICKAaHUS
U JIp.

Cdepa wmHPOpMAIIMOHHOW 0€30MACHOCTH — HaWOoJee TUHAMHYHAS O00JacTh Pa3BUTHS
uHAycTpuH Oe3omacHOCTH B HenoM. Eciam oOecrieyenne (Qu3nyUecKkoil 0€30ImacHOCTH HMMEET
JABHIOKO TPAIMIIUIO U YCTOSIBIIUECS TOAXOJIBI, TO WH(POPMAIMOHHAs 0€30MaCHOCTh MOCTOSHHO
TpeOyeT HOBBIX pEUICHWH, T.K. KOMIBIOTEPHBIE W TEJICKOMMYHUKALMOHHBIE TEXHOJIOTHU
IIOCTOSIHHO ~ OOHOBJISIFOTCSA, Ha KOMIIBIOTEPHbIE CHUCTEMbl BO3/Iaraercs Bce Oosbluas
OTBETCTBEHHOCTb.

[Ton 6e3onacHoctbio ABC OyzeM MoHMMaTh €€ CBOMCTBO, BhIpaXkarolleecs B CIOCOOHOCTH
IPOTHBOEHCTBOBATh IOIMBITKAM HAHECEHUs yliepOa BIaAeibllaM U I0JIb30BATEISIM CHCTEMbI
IpY Pa3IUYHBIX BO3MYMIAIOMKX (YMBIIUICHHBIX W HEYMBIIUICHHBIX) BO3JCHCTBUSAX Ha HEe.
WHpIMU crioBaMH T10JT O€301TaCHOCTBIO CHCTEMBI TIOHMMAETCSl 3alIMIIEHHOCTh OT CITy4ailHOTO
WIA TIPpeTHAMEPEHHOTO BMEIIATENCTBA B HOPMAIBHBIA Mpolecc ee (PyHKIIMOHUPOBAHHS, a
TaKXKe OT TOIBITOK XWINEHHS, MOIU(PUKAIMH WU pa3pylieHHus ee KoMIoHeHToB. Cremyer
OTMETHTh, YTO TPUPOJA BO3JACHCTBUS MOXET OBITH CaMOW pa3MTUYHON. DTO M TOIBITKH
NPOHUKHOBEHUS 3JIOYMBIIIJICHHUKA, U OIIMOKM IepcoHalla, U CTUXUilHble OeAcTBUsA (ypara,
1oap), U BBIXOJ U3 CTpOs cocTaBHbIX yacTeil ABC.

bezonacnocte ABC nocturaercs obecrieueHueM KOH(GHUIESHIIMATLHOCTH 00padaThiBaeMOn
€10 MH(OpMaIuK, a TAK)KE LIEJTOCTHOCTH U JOCTYIMHOCTH KOMIIOHEHTOB M PECYPCOB CUCTEMBI.

Kon¢puaenuuaneHocTh MHPOpMAIMM — 3TO CBOMCTBO HH(pOpPMAIUMK ObITH H3BECTHOMN
TOJBKO JIOMYIICHHBIM M MPOMICIINM IPOBEPKY (aBTOPU30BAHHBIM) CYOBEKTaM CHCTEMBI.
(mostp30BaTeNsAM, TpOrpaMMam, TmporeccaMm u T.A.). s oCcTalbHBIX CyOBEKTOB CHCTEMBI 3Ta
uH(popMalrs Kak Obl HE CYIIECTBYET.

[lenocTHOCTE KOMIIOHEHTa (pecypca) CUCTeMbl — CBOWCTBO KOMIIOHEHTa (pecypca) ObITh
HEM3MEHHBIM (B CEMAaHTHUYECKOM CMBICIIE) TPH (PYHKIIMOHUPOBAHUU CUCTEMBI.

JlocTynmHOCTh KOMIIOHEHTa (pecypca) CHCTEMBl — CBOMCTBO KOMIOHEHTa (pecypca) ObITh
JOCTYITHBIM JIJIS1 HCTIOJIb30BaHMsI aBTOPU30BAHHBIMU CYObEKTaMH CUCTEMBI B JII000E BpeMsl.

Obecnieuenne OezonacHoctd ABC TpeOyeT NpUMEHEHHsS Ppa3IUYHbIX MEp 3allUTHOTO
xapakrepa. OOBIYHO BOTPOC O HEOOXOIMMOCTH 3alIUTHl KOMITBIOTEPHON CHCTEMBI HE BBI3BIBACT
coMmHeHmit. Hanbomnee TpyTHBIMH OBIBAIOT OTBETHI Ha BOTIPOCHI:

1. Ot 9ero HaAO 3aMMIIATH CUCTEMY?

2. Yto Hao0 3amMmaTh B caMoi cucreme?

3. Kak Hazo 3amumare cucrtemy (IIpH MOMOIIY KaKUX METOJIOB U CPE/ICTB)?
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[Tpu BbIpabOTKE NOAXOMOB K PEIICHHIO NPOOJIEeMbl O€30MacHOCTH CIEAYEeT BCerjaa
UCXOJUTh U3 TOTO, YTO KOHEYHOH IIETbI0 MPUMEHEHUS JIIOOBIX MEp MPOTUBOJCHCTBUS yrpo3am
ABJIAETCS 3alMThl BIAJAENbla M 3aKOHHBIX nonb3oBareneii ABC or  HaHeceHus UM
MaTepHaJIbHOIO WJIM MOpPAJIBHOIO yuiepba B pe3yibTaTe CIydalHbIX WI HpPeJHAMEPEHHBIX
BO3JICHCTBUI Ha Hee.

[Tomumo obecnieyeHuss 0Oe30macHOCTH pabOThl € IMEPCOHATBHBIMU KOMIIBIOTEPAMH,
HeoO0XoauMo pa3paboTarth Oosiee IIMPOKYI, KOMILIEKCHYK IpOrpaMMy KOMIIBIOTEPHOMH
0€30I1aCHOCTH, KOTOpasi JOJDKHAa OO0ECIeYUTh COXPAHHOCTh JJIEKTPOHHBIX JAHHBIX BO BCEX
¢aiinax 6anka. OHa MOXKET BKIIIOYATh CIEAYIOUINE OCHOBHBIE 3TAIlbl PeATU3alUu:

e 3a1uTa HHGOPMALMK OT HECAHKLIMOHUPOBAHHOI'O 10CTYIIA;

e 3amuTa HHPOPMAIIUU B CUCTEMAX CBSI3H;

® 3aIIUTA IOPUANYECKON 3HAUUMOCTH JICKTPOHHBIX JTOKYMEHTOB;

e 3ammrTa KOH(UACHIMAIGHOW HH(OpPMAIMK OT YTEYKHM 10 KaHalaM IOOOYHBIX
AJIEKTPOMAarHUTHBIX U3IYYEHUN U HABOJIOK;

e 3amuTa UH(GOPMAIMKU OT KOMIIBIOTEPHBIX BUPYCOB U APYIMX ONACHBIX BO3JEHCTBUH 1O
KaHajiaM paclpOCTPaHEHUs IPOrpaMM;

® 3alUTa OT HECAHKIMOHWPOBAHHOIO KONHUPOBAaHUS U PACIPOCTPAHEHUs NPOrpamMM U
[IEHHOW KOMITBIOTEpHOW WH(popMaruu. (s KaKIOro HAMpaBICHUS OMPEACISIOTCS OCHOBHBIC
LeJIU U 33Ja4H.

[To HECAHKIIMOHUPOBAHHBIM JJOCTYIIOM ITOHUMAETCSI HapYIIEHUE YCTAaHOBJIEHHBIX IPaBUII
pasrpaHU4eHMs] JOCTYyIa, IOCIEAOBABIIEE B pE3yJbTaTe CIy4alHbIX WIH IIPEIHAMEPEHHBIX
NeMCcTBUM MOJb30BaTeNe WM APYrMX CYOBEKTOB CHCTEMbl pasrpaHUYEHUs, SBISIOLIEHCS
COCTaBHOM YacCThIO CUCTEMBI 3aIUThl HHPOPMALIUH.

Obecneuenne 6e3omacHocTy ABC B 1enoM mpearnosaraeT Co3AaHue MPEnsTCTBUS Ui
J000r0 HECaHKIMOHUPOBAHHOTIO BMEIIATENbCTBA B MPOLECC €€ (PYHKIIMOHUPOBAHUS, a TAKKe
MOMBITOK XMUILEHUS, MOIU(UKALINY, BHIBEJICHUS U3 CTPOS WM pa3pyLIeHUs €€ KOMIIOHEHTOB. To
€CTh 3allIUTy BCEX KOMIIOHEHTOB CHCTEMBI: OOOPYIOBAaHHS, MPOrPaMMHOr0 oOOecreyeHus,
JaHHBIX M TepcoHana. B 3rom cwbicie 3amura MHGOPMAUU OT HECAHKIMOHUPOBAHHOIO
JIOCTYTIa SIBIISIETCS TOJIBKO YacThlo 00miel mpoOiembl obecrneueHus: OesomacHoctu ABC, a
60pb0y cleayeT BECTH HE TOJIBKO C «HECAaHKLIMOHHWPOBAHHBIM JOCTYNoM» (K MH(poOpMaluu), a
LIMpE — C «KHECAHKIIMOHUPOBAHHBIMU JCHCTBUAMM.

BrIsiBiIeHME BCErO MHOKECTBAa KaHAJIOB HECAaHKLMOHUPOBAHHOIO JOCTYNA MPOBOIUTCS B
XO0Jle MPOEKTHUPOBAHMS IIyTEeM aHalW3a TEXHOJOTMM XpaHEeHWs, Ieperaud M o0paboOTKH
uH(pOpMalliU, ONPEICICHHOTO MOpsIKa IpOBeAeHUs paboT, pa3pabOTaHHON CHUCTEMBI 3aIIUThI
uH(pOpMalMy U BRIOPAHHOMN MOJIeNIN HapyIIUTENsL.

3amuTa KOH(QUACHINATLHOW U IIeHHON MH(OpMaluu OT HECAHKIIMOHUPOBAHHOTO JIOCTYTIA
U MoAM(UKAIMN IpHU3BaHa 00eCNeuYnTh penieHne OJHOW M3 Hambojee BaKHBIX 3ajad: 3allUTy
UMYIIECTBEHHBIX IPaB BIAJENbIEB U MOJIb30BATENEH KOMIIBIOTEPOB, 3aIIUTy COOCTBEHHOCTH,
BOIUIOLICHHYIO B 00pabarbiBaeMOil MH(pOpMAIMK, OT BCEBO3MOXHBIX BTOPKEHUH U XHUILEHHH,
KOTOpbIE MOT'YT HAHECTH CYLIECTBEHHBIM SKOHOMHYECKMM M JApYyrol MaTepualbHbId U
HeMaTepuabHbIN yiepo.

[lenTpanpHOil B mpobiieMe 3amMThl UHPOpPMALMKM OT HECAaHKLIHOHHUPOBAHHOTO JOCTYIa
ABIIIETCS 3aJaya pasrpaHuyeHus] (YHKIIMOHAJIbHBIX MOJHOMOYMHA M JOCTyma K MH(pOpMaluu,
HaIpPaBJICHHAsl HA MPENOTBPALLECHUE HE TOJBKO BO3MOKHOCTH IOTCHIMAJIBHOTO HApYLIMTEISA
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«auTath» Xxpassamrytocs B [I9BM  wuHpOpManmuioo, HO M BO3MOXKHOCTM HapyIIUTENS
MOIU(UIIUPOBATH €€ MTATHBIMUA U HEMITATHBIMU CPEJICTBAMHU.

B ocHoBe KOHTpPOJS JOCTyINA K JAHHBIM JIEKUT CUCTEMa pa3rpaHUYCHUs JOCTyHa MEXIY
nonb3oBaresiMu  ABC u  umHbopmarueit, oOpabarbiBaemMoil cucteMoit. [l  ycmemHoro
(GyHKIIMOHUPOBAaHUS JIF0O0OOM CHCTEMBbI pa3rpaHUYEHHUs JIOCTyHa HEOOXOJUMO pEeHICHHE JBYX
3ajau:

1. Cnenatb HEBO3MOXKHBIM 00X0/1 CHCTEMBI pa3rpanudeHus noctymna B AbC.

2. IapaaTtupoBath WACHTHU(DHUKAINIO ITOJTH30BATENS, OCYIIESCTBISIFOIIETO JOCTYI K JAHHBIM
(ayTeHTH(UKAIHS [TOJTB30BATE).

OgauM w3  3(QQEeKTUBHBIX METOAOB YyBenuueHus Oe3omacHoctn ABC  sBisiercs
peructpanus. CUcTeMa pEerUCTpalldyd U y4yeTa, OTBETCTBEHHAs! 32 BEICHHME PEruCTPallMOHHOTO
JKypHaJa, MO3BOJISIET MPOCIEAUTH 3a TEM, YTO IPOUCXOIWIO B IMPOLLIOM, U COOTBETCTBEHHO
NEPEeKpPhITh KaHallbl yTeuku uHpopManuu. B peructpaninoHHOM KypHaie (QUKCHUPYIOTCS BCE
OCYIIIECTBIICHHbIC WM HEOCYIIECTBIEHHBIE IMOMBITKH JOCTYNa K JAHHBIM WX IporpaMmmam.
CogepxaHue perucTpaliOHHOTO KypHalla MOXKET aHaJIM3UPOBATHCSA KaK MEPUOJUYECKH, TaK U
HENpephIBHO. B peructpaninoHHOM KypHalie BEIeTCsl CIHCOK BCEX KOHTPOJIUPYEMBIX 3allPOCOB,
OCYIIECTBIISIEMBIX TOJIb30BATEIISIMH CUCTEMBI.

Cucrtema perucTpaiuu 1 yueTa OCyIIeCTBIISIET:

®  perucTpaiuio Bxoja (BbIX0/Aa) COTPYAHUKOB, BpeMs U J1aTa BXoja (BbIXOa) CyObeKTa
JIOCTYIIa B CUCTEMY (M3 CHCTEMbI) WJIM 3arpy3ku (OCTAaHOBKH) CHCTEMBI, PE3yJbTaT IMOMBITKU
BXO/Jla — YCHCIIHBIA WA HEYCHENHbIH (MPU TMOMBITKE HECAHKIMOHUPOBAHHOTO OCTYIIA),
uacHTuduKaTop (Ko win haMuwins) CyObeKTa, MPEAbIBISIEMbIN ITPH TMOIBITKE TOCTYIIA;

®  pEerucTpanyi M y4eT BbIJaud MedYaTHBIX (rpaduyueckux) AOKYMEHTOB Ha TBEPAYIO
KOIIHIO;

®  perucTpainuio 3amycka (3aBeplIeHHs) MpOorpaMM M TpoIeccoB (3amaHuii, 3amaq),
MpeHa3HAYEHHBIX JIJIs 00pabOTKH 3aIuiiaeMbix Qaiinos;

e yueT KOHQUACHIMATBHBIX JOKYMEHTOB IMPOBOJUTCS B JKypHale (KapTOTeKe) C
peructpanueid WX BbIJAYM / TpUEMa, AODKHO TPOBOJUTHCS HECKOIbKO BHIOB yueTa
(TyOIMpyIOMIKX) 3alIUIIAEMBIX HOCUTENEH HHPOPMAITUN).

3amura nHGOPMAIIMKM B CUCTEMax CBSI3W HaIpaBlieHA Ha MPEJOTBPAIEHUE BO3MOKHOCTH
HECAHKI[MOHHUPOBAHHOTO  JOCTyna K KOHQUIACHIMAIBLHOM W  IEHHOM WH(pOpMAINH,
UHUPKYJUPYIOIIEH MO KaHAJIaM CBA3W PA3JIMYHBIX BHJIOB. B CBOEl OCHOBE JaHHBIA BUJ 3AIIUTHI
MpeciielyeT AOCTIKEHUE TeX Ke Ieliel: obecrneueHne KOH(GUIESHIIUATFHOCTH U 1EJIOCTHOCTH
uHpopmanuu.  Haumbonee  s>pdexTUBHBIM  CpeACTBOM  3allUThl  HHPOpMALUMK B
HEKOHTPOJIMPYEMBIX KaHalaX CBS3U SBJSIETCS MPUMEHEHHE KpHUNTOrpaduu M CHEeIHaTbHBIX
CBSI3HBIX MPOTOKOJIOB.

3amura  IOPUAMYECKOW  3HAYMMOCTH  BJIEKTPOHHBIX  JOKYMEHTOB  OKAa3bIBaeTCs
HEOOXOIUMOM TPU UCIOIB30BAaHUU CHUCTEM M CeTeil s oOpaboTKM, XpaHEHUsS U Tepeaayu
MH(OPMALIMOHHBIX OOBEKTOB, COJAEpXKALIUMX B cebe TMpuKa3bl, IUIATEXKHbIE MOPYUYEHUS,
KOHTPAKThl U JAPYTHE PaACIOPSAUTENbHBIC, JOTOBOPHBIE, ()MHAHCOBBIE JOKYMEHTHI. WX oOmras
OCOOEHHOCTh 3aKJIIOYaeTCs B TOM, YTO B CJydae BO3HHKHOBEHHUS CIIOPOB (B TOM 4YHCIE U
CyneOHBIX) JTODKHA OBITH O0OecredeHa BO3MOXKHOCTh JI0Ka3aTeIhCTBA UCTHHHOCTH (haKTa TOTO,
YTO aBTOpP JACWUCTBUTENBHO (PUKCHUPOBAT aKT CBOErO BOJEH3BSIBICHHUS B OTUYXKIaEMOM
DIIEKTPOHHOM JOKyMeHTe. J[nsi pemieHuss JaHHOW MpoOJIeMbl HCIOIB3YIOTCS COBPEMEHHBIE
KpunTorpadguueckre MeToIbl MPOBEPKHU MOMTMHHOCTH HH)OPMAIIMOHHBIX O0BEKTOB, CBS3AHHBIC
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C MPUMEHEHUEM TaK Ha3blBaeMbIX «IHU(PPOBBIX moamuceir». Ha mpakTuke BOMPOCH 3aIIUTHI
3HAYUMOCTH DJJIEKTPOHHBIX JIOKYMEHTOB pEIIAIOTCS COBMECTHO C BOMPOCAMH  3alIUTHI
KOMIIBIOTEPHBIX HH()OPMAIIMOHHBIX CHCTEM.

3amuTa HHGOPMAIIUK OT YTEYKH 110 KaHaJIaM TTOOOYHBIX AJIEKTPOMArHUTHBIX M3ITYYCHUH U
HABOJIOK SIBJISICTCS BaYKHBIM aCIIEKTOM 3allIUThl KOHPUICHIIMAIBFHON M CEKPETHOM HH(pOpMAIIUU B
KOMITHIOTEPE OT HECAaHKIIHOHUPOBAHHOTO JOCTYIA CO CTOPOHBI MOCTOPOHHUX JIUII. JlaHHBINA BHT
3alIMThl  HANpaBJIEeH Ha  TPEJAOTBPAICHUE BO3MOXHOCTH  YTCUKH  HH(POPMATHBHBIX
AJIGKTPOMArHUTHBIX ~CHTHAJIOB 3a MpeAeNbl  oXpaHsiemoil Tepputopuu. llpu 3TOoM
MPEJIIOJIaraeTCs, YTO BHYTPU OXPAHICMON TEPPUTOPHH MPUMEHSIOTCS 3P PEKTUBHBIE PeKUMHBIC
MEpbI, HCKIIOYAIONIUE BO3MOXXHOCTH OECKOHTPOJIBHOTO  HCIIOJNIB30BAHUS  CICIUATBHON
anmaparypbl IepexBara, PETUCTPAlUd W OTOOpPaKCHHsI JJIEKTPOMATHUTHBIX CHTHAIOB. Jliist
3alIMThl OT IMOOOYHBIX JJIEKTPOMArHUTHBIX M3IyYCHHH M HABOJOK IIUPOKO TPUMEHSETCS
9KpPaHUPOBAHUE TOMEIICHUH, MPEIHA3HAYCHHBIX Ul Pa3MEIICHUSI CPEICTB BBIYUCIUTEIHLHOU
TEXHUKH, & TAKXKE TEXHUYCCKUE MEPBI, TTO3BOJISIFOIINE CHU3UTh HMHTEHCUBHOCTh WH(DOPMAaTHUBHBIX
usny4deHuit camoro odopynosanus (II9BM u cpencts cBszu).

B HEKOTOpBIX OTBETCTBEHHBIX CIIydasX MOKET OBITh HEOOXOaUMa JIOMOJHHUTEIbHAS
MIPOBEPKA BEIYHCIUTEIILHOTO 000pYIOBaHUs Ha MPEIMET BO3MOKHOTO BBISBIICHUS CICIIHATLHBIX
3aKJIaJIHBIX YCTPOUCTB (DMHAHCOBOTO IIMHOHAXa, KOTOPHIE MOTYT OBITh BHEIPCHBI C IEJBIO
pEeTHCTpaliil WM 3alucd WH(POPMATHUBHBIX HM3IYYCHUNW KOMIIBIOTEPA, a TAKXKE PEUYCBBIX U
JIPYTHX, HECYIIHUX YSI3BUMYIO HHPOPMAIIHIO CUTHAJIOB.

3amuTa UHPOPMAIMK OT KOMIIBIOTEPHBIX BUPYCOB M JIPYTHX OINACHBIX BO3ACHCTBHIA IO
KaHaJIaM pacIpOCTPaHEHUs MporpaMM Ipuolpena 3a MocleHee BpeMsi 0COOYI0 aKTyaIbHOCTb.
MacuiTa0bl peajgbHbBIX MPOSBICHUN BUPYCHBIX 3MUICMUN OLIEHUBAIOTCS COTHSIMH THICSY CIITy4acB
3apaKeHHs] TEePCOHANTBHBIX KOMIBIOTEPOB. XOTA HEKOTOpPblE W3 BHPYCHBIX MPOrpaMM
OKa3bIBAIOTCS BIIOJIHE OC3BPEIHBIMH, MHOTHE M3 HUX HMMEIOT Pa3pyIMIUTEILHBIA XapakTep.
Oco0eHHO OTacHBI BUPYCHI JJII KOMIIBIOTEPOB, BXOJSIIMX B COCTaB OJHOPOJHBIX JIOKAJTBHBIX
BBIUMCIIUTENHLHBIX  ceTell.  Hekoropble  OCOOCHHOCTH  COBPEMEHHBIX  KOMITBIOTEPHBIX
WH(OPMAITMOHHBIX CHCTEM CO3JIAI0T OJIATONIPUATHBIC YCIOBHS JUTSl PACIPOCTPAHEHUS BUPYCOB.

K HUM, B 4aCTHOCTH, OTHOCSITCS:

e e HEOOXOJWMOCTh COBMECTHOTO WCIIOJIB30BaHUS IPOTPAMMHOTO 0OeCreYeHHUS
MHOTHMH TI0JTb30BaTEIISIMH,

® o TPYIHOCTH OTPaHUYEHUS B UCTIOJIH30BAHUU MPOTPAMM;

®  © HCHAJS)KHOCTH CYIICCTBYIONUX MEXaHN3MOB 3aIlHTHI;

® e pa3rpaHUYCHHUs AOCTyNa K MHGOPMAIMU B OTHOIICHUH TPOTHUBOICHCTBUS BUPYCY U
T.JI.

B MeTomax 3ammThl OT BUPYCOB CYIIECTBYIOT JBa HAMPABJICHHUS:

- IlpumeHeHHEe «UMMYHOCTOMKHX)» TMPOTPAMMHBIX  CPEICTB, 3allUIICHHBIX  OT
BO3MOXXHOCTH HECAHKIIMOHUPOBAHHON Monaudukanuu (pa3rpaHUYeHHUE JOCTYMa, METOJbI
CaMOKOHTPOJISI © CAMOBOCCTAaHOBJICHHS ).

- [IpuMeHeHNEe CrIeNUATBHBIX MPOTPAMM-aHAITN3aTOPOB, OCYIIECTBIISIONINX ITOCTOSHHBIH
KOHTPOJIb ~ BO3HUKHOBEHHWS OTKIOHCHHA B  JICATEIBHOCTH  MPUKIAJHBIX  IIPOTrpamM,
MIEPHOJANYCCKYIO TPOBEPKY HAIWUYHMS JAPYTUX BO3MOXKHBIX CJICIOB BHPYCHOH aKTHBHOCTH
(Hampumep, oOHApY)KEHHE HApPYIICHUN IIEJIOCTHOCTH IMPOTPAMMHOIO OOECTeueHUs), a TaKXKe
BXOJIHOW KOHTPOJIb HOBBIX MPOTPaMM Tepe]] UX MCIOJIb30BaHNEM (II0 XapaKTePHBIM MpPHU3HAKAM
HAJIMYUS B UX TEJ€ BUPYCHBIX 00pa30BaHUil).
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3ammra OT HECAHKIIMOHMPOBAHHOI'O KOMUPOBAHUS M PACHpOCTpaHEHUsi Mporpamm U
[IEHHOW KOMITBIOTEpHOW HWH(OpPMAIMKM  SBISIETCS  CAaMOCTOSATEIbHBIM  BHJIOM  3alIUTHI
MMYIIECTBEHHBIX IIpaB, OPUEHTUPOBAHHBIX Ha MPOOJIeMy OXpaHbl HWHTEUICKTYaJlIbHON
COOCTBEHHOCTH, BOIUIOIICHHOW B BHae nporpamm [I9BM wu neHHbix 06a3 gaHHbIX. JlaHHas
3alUTa OOBIYHO OCYIIECTBISETCS C MOMOIIBIO CIEUUATIbHBIX MPOTPAMMHBIX CPEJICTB,
MOJIBEPraloIIMX 3allldllaeMble MporpaMmbl M 0as3bl JIaHHBIX TMpeaBapuUTeabHOH 00padoTke
(BcTaBKa MapoJIbHOM 3alIUTHI, IPOBEPOK MO OOpAIIEHUI0 K YCTPONCTBAM XpaHEHHs KJo4a U
KJIIOYEBBIM JMCKeTaM, OJJIOKMPOBKA OTJIaOYHBIX MPEphIBaHUH, TpoBepKa padoyeii [I9BM no ee
YHUKAJIbHBIM XapaKTePUCTUKAM U T.J.), KOTOpas MPUBOJIUT HCIOIHSIEMBIM KOJ 3alllMIlaeMOin
porpaMMbl M 0a3bl JaHHBIX B COCTOSIHHE, MPEMSTCTBYIONIEE €r0 BBIOJHEHUI0 HA «IYXKHUX)
MammHax. Jljas TOBBIIEHHS 3alMIIEHHOCTH TPUMEHSIOTCS JIONMOJIHUTEIbHBIC anmnapaTHble
0J10KM (KJTIOUN), TOAKIIOYaeMbIC K pa3beMy MPHUHTEpA WK K cucTeMHol mmHe [19BM, a takxe
mdpoBanue ¢GaisioB, coiepKalUX HUCHOIHSAEMBbIH Koj mnporpammbl. OOLUM CBOMCTBOM
CPEJCTB 3alIUThl POrPaMM OT HECAHKI[MOHHUPOBAHHOI'O KONMPOBAHUS SIBJISETCS OTPaHUUYEHHAs
CTOMKOCTh TaKOM 3alMTHI, TaK KaK B KOHEYHOM CJIy4a€ HCIIOJIHSAEMBIA KOJ MpPOrpaMMbl
MOCTYMAaeT Ha BBINOJIHEHHE B IEHTPaJIbHBIA IMPOLIECCOP B OTKPHITOM BHJIE U MOXKET OBITh
MPOCIICKEH C MOMOINBIO aIMapPaTHBIX OTIaAYUKOB. OJHAKO ATO OOCTOSITENILCTBO HE CHUMAET
NOTPEOUTENHCKUE CBOMCTBA CPEACTB 3alMTHI 10 HYJA, TaK Kak OCHOBHOM MENbIO HX
NPUMCHCHUS SBIIIETCS B MAaKCUMAQJIBHOH CTENEHU 3aTpPyIdHUTh, XOTS OBl BPEMEHHO,
BO3MO>KHOCTh HECAHKIIHOHUPOBAHHOTO KOIMMPOBAHMSI IICHHON HH(DOPMAIIHH.

KoHTpo1b 11€710CTHOCTH TPOTPaMMHOTO 00ECTIEUEHUS IPOBOAUTCS C IIOMOIIBIO:

— BHEIIHUX CPEJCTB (IPOrpaMM KOHTPOJIS LIETOCTHOCTH);

— BHYTPEHHUX CPEJICTB (BCTPOCHHBIX B CaMy MPOTrpammy).

KOHTpoJIb 1ETOCTHOCTH MpPOTpaMM BHEUIHUMHU CPEICTBAMM BBIMOJIHSIETCS TMPU CTapTe
CHUCTEMBl M COCTOMT B CPaBHEHUU KOHTPOJBHBIX CYMM OTHEIBHBIX OJIOKOB MPOTPaMM C HUX
ATAJIOHHBIMU CyMMamH. KOHTpOJIb MOXKHO TPOU3BOJIUTH TaKXKe TMPU KaKIOM 3aIlycke
MIpOrpamMMbl Ha BBITIOJTHEHHE.

KoHTpoJIb 11€710CTHOCTH MPOrpaMM BHYTPEHHUMHU CPEICTBAMU BBIMOJTHSAETCS TIPH KaXKIOM
3alycKe MporpamMMbl Ha BBINIOJIHEHHE M COCTOMT B CPABHEHHMHM KOHTPOJBHBIX CYMM OTAEIbHBIX
OJIOKOB MPOTpaMM C UX ITAJOHHBIMH CyMMaMmH. Takoi KOHTPOIb UCTHOJB3YeTCS B MPOrpaMMax
JUIsl BHYTPEHHETO MOJIb30BAHMS.

OnHUM U3 MOTEHIMATBHBIX KaHAIOB HECAHKIIMOHUPOBAHHOTO JOCTyMa K HH(OpMaimu
SBJISIETCSI HECAHKIIMOHMPOBAHHOE W3MEHEHHE TMPUKIAJHBIX M CHEIMUAIBHBIX IPOrpamMm
HapyIIUTEIEM C IENbI0 MOJy4YeHUs] KOHPUACHIMAIbHOW HHGOpMAU. DT U3MEHEHHUS MOTYT
MpeciieIoBaTh IeIh W3MEHEHUS TpaBWJI pasTpaHUYCHHUs JOCTylma WM o00Xxojga wux (mpu
BHEJIPEHUW B TPUKIAIHBIE MPOTPAMMBI CHCTEMBI 3aIlllMTHI) JUOO OpPraHU3alHMI0 HE3aMETHOTO
KaHaJla TIOJNYYeHHS KOH(UIEHIIMAIbHON WH(OpPMAIMA HEMOCPEACTBEHHO W3 MPHUKIATHBIX
nporpaMM (IIpu BHEAPEHUU B MPUKIATHBIC TporpamMmbl). OJHUM U3 METOAOB MPOTHBOICHCTBUS
TOMY SIBIISIETCSI METOJ KOHTPOIsL IETOCTHOCTH ©a30BOr0 MPOTPAaMMHOTO OOecTeueHUs
ClelUaIbHBIMU MporpaMMmamMu. OJIHAKO 3TOT METOJ HEIOCTaTOYEH, MOCKOJBbKY MpEANoJaraer,
YTO MPOrPaMMbI KOHTPOIS IEJIOCTHOCTM HE MOTYT OBITh TOJBEPTHYTHl MOAM(PUKAIUU
HapyIIUTEIEM.

[Ipu 3amuTe KOMMepdecKoW uWHGOpPMAIMK, KaK TMPaBWIO, HCIHOJIB3YIOTCS JIFOOBIC
CYIIIECTBYIOIIME CPEJICTBA M CHUCTEMBI 3aIUTHl JAHHBIX OT HECAHKIIMOHWPOBAHHOTO JOCTYIA,
OJIHAKO B KaXKIOM cllydae cleayeT peajibHO OIIEHUBATh BaXXHOCTh 3allldIaeMoi MHPOpMAIUU U
yiep0, KOTOPBI MOKET HAHECTH €€ yTpara.
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YroObl 00e30omacuTh cedst U CBOMX KIHEHTOB, OOJBIIMHCTBO OaHKOB MPEANPUHHUMAIOT
HE00XOMMBIE MEpHI 3aIlUTHI, B YHcie KOoTophx 3amuTa ABC 3aHnMaer He mocieaHee MecTo.
[Ipu sTOM HeoOXoauMo yuHTHIBaTh, uro 3ammra ABC — poporocrosimee u CIIOXKHOE
meponpustie. Tak, Hanpumep, BarclaysBank tpatut Ha 3ammry cBoeil aBTOMaTH3MPOBAaHHOM
cructeMsl 0koi10 $ 20 MIIH. eXerogHo.

YeM BblIE ypOBEHb 3allUTBI, TeM OHa naopoxe. CokpalleHHe 3aTpaT HAET B
HaIPAaBJICHUHU CTAaHIAPTU3aLUN TEXHUYECKUX CPEACTB. B psne ciaydaeB, HCXOIM U3 KOHKPETHBIX
Lelel U YCJIOBUN, PEKOMEHIYETCS NPUMEHSATh THIIOBBIE CPEICTBA, MPOIIEIIINE ATTECTALUIO,
JTaKe €CJIM OHHU YCTYIAIOT 110 HEKOTOPHIM IapaMeTpaM.

3ammTa nHPOPMALUKA MOXKET 00ECIIeUNBATHCS PA3HBIMH METOJIAaMH, HO HanOOJbIIeiH
HA/ICKHOCTBIO M 3(()EKTUBHOCTHIO 00MaTaroT (a AN KaHAJIOB CBSI3U SIBJIAIOTCS €AMHCTBEHHO
1eJ1ecO00pa3HbIMU) CUCTEMBI U CPEJICTBA, IIOCTPOCHHbIE Ha 0a3e KpUITOrpauyecKux METOIOB.
B cinydae mcnonb3oBaHus HEKpUNTOrpaUUYECKUX METOMOB OOJBLIYIO CIOXKHOCTh COCTaBIISET
JI0Ka3aTelbCTBO JOCTATOYHOCTH PEAJIM30BAaHHBIX Mep M OOOCHOBaHME HAJIEKHOCTU CHCTEMbI
3aIUTBI OT HECAaHKIIMOHUPOBAHHOIO JOCTYIIA.

Heo6xonuMo uMeTh B BHUAY, UYTO MOAJIEXKAIIME 3alllUTe CBEIEHUS MOTYT OBbITh
MOJIyYEHbl «IIPOTHUBHUKOM)» HE TOJIBKO 3a CYET OCYIIECTBJIEHUS «IIPOHUKHOBEHUS» K OBM,
KOTOpBIE C JOCTATOYHOW CTENEHBIO HAJEKHOCTH MOTYT OBbITh NMPEAOTBpAllEHbI (HallpuMep, BCe
JTAHHBIE XPAHATCS TOJIBKO B 3alIM(POBAHHOM BHJIE), HO M 32 CYET NOOOYHBIX FIEKTPOMArHUTHBIX
U3JIYy4YCHUH M HABOJOK HA IIENW MHUTaHMs U 3a3emiieHuss OBM, a Taxoke kaHaubl cBs3u. Bee 0e3
UCKIJIFOUEHHs! 3JIEKTPOHHBIE YCTpOicTBa, O10KkM U y316l OBM u3i1ydaroT moJ00HBIE CUTHAIB,
KOTOpbIE MOTYT OBITh JOCTATOYHO MOIIHBIMH UM MOTYT PAaCHpPOCTPAHATHCS HA PACCTOSHUS OT
HECKOJIBKUX METPOB [0 HECKOJbKUX KuiaomeTpoB. IIpu 3TOM HambONbIIyl0 OHAcHOCTb
npejcTaBisieT co0oil moaydeHne «IIpOTHBHUKOM» HH(pOpMalMU O Kitoyax. BoccTaHOBUB Kittoy,
MO’KHO MPENNPHUHATH PsiJl YCHEIIHbIX JEUCTBUN MO 3aBJIAJICHUIO 3allM(POBAHHBIMHU JaHHBIMHU,
KOTOpBIE, KaK IPaBHJIO, OXPAHSIOTCS MEHEe TINATEeIbHO, YeM COOTBETCTBYIOIIAs OTKpbITast
uHpopmanud. C 3Toi TOUKH 3pEHUsI BBIFOJJHO OTJIMYAIOTCS UMEHHO allapaTHble U MPOrpaMMHO-
anmnapaTHble CPEJCTBA 3aIIUTHl OT HECAaHKLMOHUPOBAHHOTO JOCTYIA, JJs KOTOPBIX MOOOYHbIE
CUTHQJIBI O KIIOYeBOW HMH(OpMAIUKM CYIIECTBEHHO HWXKE, 4YeM s YHCTO MPOTrpaMMHBIX
peanu3anui.

O0ecneyenne 0€30aCHOCTH B CHCTEMe HHTEPHET-0AHKHMHIA:

e ABropu3anus napoib-noruH. IlocTosHHBIA noruH BhIAaeTcs OaHkoM. Ilapons moxer
MEHSTBCS JJIS1 OCYIIECTBICHUS Mep O€30MaCHOCTH.

e (Cucrema OJJHOPA30BBIX MapoJjiei Wi (IEPEeMEHHBIX KOJIOB) MOXKET MCIIOJIb30BAaThCS KaK
JUIS TIOATBEP)KJICHHSI BXOJla B CUCTEMY, TaK M ISl MOATBEPXKICHUS KaxX10M orepanuu. (OriaTel
WIN TiepeBo/ia)(Mapoib MPUXOJUT Ha MOOWIBbHBINA TenedoH, aub0 uepe3 OaHKOMAT KOrja OH
BBIAACT OKOJIO 20 pa3HBIX Mapoiiei).

e BupryanbHasa  kjmaBuaTypa aHajor  OOBIYHOM  KJIaBUATyphl  TOJBKO  BBOJ
OCYILECTBIIsIETCS 0e3 HaXKaTHs KJIaBHII Ha KJIaBHAType UCHOJIb3YETCSANs BBOJA (OJIHOPA30BbIX)
apoJIeH.

e DnekTpoHHas mudpoBas noanuch W mudpoBanue. [lo aHamoruu ¢ mHoaMUCaHHEM
OyMaXHBIX JOKYMEHTOB CYIIECTBYET MEXAaHHU3M 3aBEPEHUs JIIEKTPOHHBIX JIOKYMEHTOB,
MO3BOJISIOIINN HWICHTU(UIIMPOBATh BIIAAENbIA, a TaKKe YCTAHOBUTH OTCYTCTBHE HCKa)KEHUS
uHpopmanuu B ngokymente. @opmupyercs OLII ¢ momompbio 3aKpbITOrO KIOYa, KOTOPBIN
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MOET XpaHUTCs B (aiiyie y mojap30BaTels Ha KoMIbioTepe, Ha BHenrHeM Hocurene (USB-flash)
WIA TeHEPHPOBATHCS CHELUANBHBIMU YCTPOHCTBAMU (3JIEKTPOHHBIMHU Kirouamu/TokeHamu). C
MIOMOIIBIO 3aKPBITOTO KIF0Ya TAK)Ke MPOU3BOIUTCS MK(POBAHUE MEpechlIaeMoil HH(OPMAIIHH.
Hcnonp3oBanue MUQPPOBOIl MOANUCH B HEKOTOPHIX OaHKaX MO3BOJSET YBEIMYUTH JIMMUTHI Ha
MIPOBEJICHUE JICHEKHBIX ONEepaluid, T.K. MEKTPOHHAsI HU(pOBas MOANUCH UMEET IOPUIANUECKYIO
CUILY.

e BupryaabHasi KapTa JJIfl COBEpPIIEHNS OILUIAThHI B HHTEPHET

e Pasrpanuyenue nocryna Kk cderam. Hexoropble OaHKM IO3BOJSIOT BHJETh B
MHTEpPHET-OaHKUHTE HE BCE CUETA, a TOJIBKO 3apaHee OrOBOPEHHBIE C TOJIb30BATEIIEM.

e Jlumutbl Ha omepaumuu. [Ipu orcyTcTBUM 37€KTpOHHON M(POBON MOANHCH OAHKH
YCTAHABJIMBAIOT JINMUTHI Ha HEKOTOpBIE OIEpallly, HAlpuMep HEPEeBOAbl U IUIATEXHU TPETbU
JULAM.

e [lomkiroueHue K cHUCTEeME HHU B KOEM CiIy4ae HE [JOJDKHO NPOXOAHUTH IO
HE3alUIIEHHOMY IIPOTOKOIY.

e [lapoab Kk cuctemMe /[0JIKEH YIOBJETBOPATH CJCAYIOIIMM TpPeOOBAHUAM: HE
COJIepKaTh MOBTOPSIOIIMECS WU UAYIIHe Tmoapsa nudpsl uian Oykssl (Hampumep,l11111 wmu
qwerty); He cojepkaTh JaT POXICHHS, UMEH M (paMuiInuii pOACTBEHHHKOB; OBITH M3BECTHBIM
TOJIBKO KJIMEHTY UHTEPHET-0aHKUHIa; IEPUOANYECKU U3MEHATHCS

e [lepeMeHHbIE KOJbI, 3aKPBIThIE KIIOYW, JIOTUH U NAPOJH JOJLKHbI XPAHHUTHCH B
HeJO0CTYITHOM /1JIsl IOCTOPOHHHUX MecTe.

e KommnpioTep A7i1 BXO/Ja B CHCTEMY HWHTEPHET-OAHKMHTA: JOJDKEH OBITh 3alllUIIeH
AHTUBUPYCHBIMU IIPOrpaMMaMU C PETYISIPHO OOHOBISIEMBIMU AHTHUBHUPYCHBIMU 0a3amMH; K HEMY
JIOJDKEH OBITh OTPaHUYEH AOCTYI MOCTOPOHHUX JIUI], B TOM YHCJIE HE PEKOMEHIYETCS BBIXOAUTh
B UHTEPHET-OAHKUHT C pabouero KOMIbIOTEpA U U3 UHTEpHET-Kade.

e [lpu coeavHeHHM C CHCTEMOW HHTEpPHET-OAHKMHIa HYKHO IpPOBEPATH CepPTHUKAT
COOTBETCTBHMSI. OTO HEOOXOAMMO i oOecneueHus 3amMTbl OT (ummHra (mpoBepka
cepruduKaTa MO3BOJIUT OMPEICTUTh OPUTHHAIBHBIN CAalT WM MOAAEIbHBIN). 15 TOro 4To0s!
IIPOBEPUTH CEPTUPHUKAT COOTBETCTBUS IIPU BXOJI€ HA CTAPTOBYIO CTPAHMILy CUCTEMbI HHTEPHET-
OaHKMHIa KIMKHUTE Ha 3aMOK B HI)KHEH IIOJIOCKE B3KpaHa M IOCMOTPUTE KOMY BBbIJaH
cepTu(dUKaT U COBIAAAET JIU OH C BIIaJEbIEM pecypca (0aHKOM).

e Ecnu cTpaHuiia aBTOpU3aliy MPU BXOJIE B CUCTEMY OHJIaiH-0aHKHWHTA U3MEHHUIIACh WU
3anpaniBarTCs AOMOJHUTENbHbIE KOHQUICHIIMATIbHBIE CBEIEHU, — 3TO SIBJISIETCS BEPOSTHBIM
MPU3HAKOM, YTO BBl Ha (PUIIMHTOBOM cTpaHuile. C Hee HY)KHO YHUTH U MPOUH(OPMUPOBATH 00
ATOM cilydae OaHK.

e Henp3s mepexoauTh MO CChUIKAM, YKa3aHHBIM B TOJO3PHUTEIBHBIX THUChMax U
OTKPBIBaTh MPUKPETUICHHBIC K HUM (paiiibl.

e Henb3s oTBeuaTh Ha MOJO3PUTEIBHBIC JIEKTPOHHBIE MHUCHhMA, KOTOPHIE 3alpPalliBarOT
KOH(pHAeHIHAIbHYI0 UHGOPMAIHIO, T.K. OaHKHM HUKOTJAa HE PacChLIAIOT MUChMa C MOJ0OHBIMU
pocs0amu.

e Ecmu cucrema OoHIAWH-OAHKWHTa «IpPUBSI3aHA» K MOOMIBLHOMY TenedoHy, HYXKHO
00paTUTbCS K BalleMy OIEpaTopy C TpeOOBaHMEM — HE MPOBOJIUTH 0O€3 BaIlero JIMYHOTO
MPUCYTCTBUSI HUKAKWX OIEpaIuidi 1Mo 3aMeHe CHUM-KapThl. B 3TOM ciiydae, NEpeBBIMYCK CHM-
KapThl IO JOBEPEHHOCTU OYJIeT HEBO3ZMOXKEH.
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4. MeHeakMeHT HH(POPMALMOHHOI 0€30MACHOCTH IJIeKTPOHHOH KOMMePIUH

KonuuectBo mnonb3oBareneii IHTepHETa JOCTUINIO HECKOIBKO COT MWUIMOHOB W
MOSIBUWIOCH HOBOE KauyeCTBO B BUJE «BUPTYaIbHON 3KOHOMUKW». B HEll MOKYIIKM COBEPIIAKOTCS
yepe3 TOProBblE CaMThl, C HCIOJb30BAHMEM HOBBIX MOJENel BeJeHHs Ou3Heca, CBOEH
CTpaTeruel MapKeTHHIa U Ip.

OnexrpoHHas komMepuust (OK) — aTo npeanpuHuMaTenbeKas 1€ATelNbHOCTh 10 MPOAaXKe
ToBapoB 4yepe3 Murepuer. Kak npasuio Beiaemnstores n18e popmsl IK:

* rtoprosist Mex 1y npeanpustasMu (businesstobusiness, B2B);

*  TOProBist MEXIY NPEAUPUATHSAMH U (PU3MYECKUMM JHUIIAMH, T.€. TOTPEOHTEISIMU
(businesstoconsumer, B2C).

OK nopoauna Takue HOBbIE IIOHATHSA KaK:

ONEKTPOHHBIM MarasuH — BHUTPHMHAa M TOPIOBBIE CHCTEMBI, KOTOPBIE HCIIOJIB3YIOTCS
IIPOU3BOJUTEISIMU WIM JWIEPaMU IIPU HAJIMYMM CIIPOCa Ha TOBAPBI.

ONEeKTPOHHBIM Karajor — C OOJbIIMM AacCCOPTUMEHTOM TOBAapOB OT PAa3IUYHBIX
IIPOU3BOJUTEIICH.

DNEKTPOHHBIM ayKIIMOH — aHAJIOT KJIACCUYECKOr0 ayKIIMOHA C UCI0JIb30BaHneM MHTepHeT-
TEXHOJIOTHH, C XapaKTepHOU MPUBA3KON K MyJIbTUMEAMMHOMY HHTEpQeiicy, KaHaly JocTyna B
WHTepHeT U oKa3oM 0COOEHHOCTEH ToBapa.

OJEeKTPOHHBIM yHUBEpMAar — aHajJor OOBIYHOIO YyHHMBEpMara, Ije OObIUHBIE (QUPMBI
BBICTaBJISIIOT CBOM TOBAp, ¢ 3pPeKkTUBHBIM TOBapHBIM OpenoM (I"octunbiid 180op, ['YM 1 T.1.).

BupryanbHble KOMBIOHUTH (COOOIECTBA), B KOTOPHIX MOKYNATEJIW OPraHU3YyIOTCSA 110
rpynmnam UHTepecoB (KiayObl 00JIeNbIIMKOB, aCCOLUALUU U T.11.).

WnTepuer B o01actu DK npuHOCHUT CyIIECTBEHHBIE BBITO/IbI:

*  SKOHOMHSI KpYIHBIX YacTHBIX KOMIIAHMH OT TNepeBOoJa 3aKylOK ChIpbs U
KOMIUIEKTyronmx Ha MaTepHeT-0npxu nocturaer 25 - 30%;

*  yyacTHe B ayKUMOHE KOHKYPUPYIOIIHMX MOCTaBIIMKOB CO BCET0 MHpa B peabHOM
MaciTabe BpeMEHHM IMPUBOJIUT K CHH)KEHHUIO 3allpOrpaMMHUPOBAHHBIX UMH 3a IOCTaBKY TOBapoOB
WIH YCIIYT 1IEH;

*  TOBBIIIEHHUE IIEH 32 TOBAPhI WIN YCIYTH B pe3ybTaTe KOHKYPEHIIMU MOKyNaTeneil co
BCEr0 MUPA;

*  DKOHOMHS 3a CYET COKpAIEHHS YHUCIa HEOOXOIUMBIX COTPYJAHHUKOB U OOBeMa
OyMa)xHOTO JIEJIONPOU3BOICTBA.

Homunupyromiee nosnoxxkenre B DK B 3amaiHbIX cTpaHax crai cektop B2B.

[TepBpIMU MOJTYYHIIN IPEUMYIIIECTBA OT IIEpEeBOa CBOero busHeca B VIHTEpHET KOMITaHUH,
IPOJAIOIINE aNNapaTHO-IPOrPAMMHBIE CPEICTBA M IPEICTABISIIOIIME KOMIIBIOTEPHBIE U
TEIEKOMMYHHUKALMOHHBIE YCITYTH.

Kaxxaplii MHTEpHET-Mara3uH BKJIKOYAET JBE OCHOBHBIX COCTAaBISIOLIUX: 3JIEKTPOHHYIO
BUTPHUHY U TOPTOBYIO CUCTEMY.

DnekTpoHHas BUTpHHA conepxut Ha Web-caiite nHpopMalmio 0 mporaBaeMbIX TOBapax,
ofOecrieunBaeT JOCTyNn K 0a3e JNaHHBIX MarasuHa, PerucTpUpyeT MoKymaresiei, padoraer c
AIIEKTPOHHOM «KOP3WHOM» TmoKymarens, oQopMisSeT 3aka3bl, COOMpaeT MapKETHHIOBYIO
nH(pOpMalLIMIO, IEPEAET CBEJIEHUS B TOPIOBYIO CUCTEMY.

ToproBas cucrema JocTaBiseT ToBap U oopmMisieT TaTex 3a Hero. Toprosas cucrema -
3TO COBOKYIHOCTh Mara3uHOB, BJaJIeIblIaMU KOTOPBIX SIBJSIIOTCS pas3Hble (UpMbI, Oepyiive B

apenay mecto Ha Web-cepBepe, KOTOPBI TPUHAIICIKUT OTACTHHON KOMITAaHHH.
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TexHonorust QyHKIIMOHUPOBAHUS UHTEPHET-Mara3uHa BBITJISIAT CIEAYIOINUM 00pa3oMm:

[TokynaTens Ha JIEKTPOHHOW BUTPUHE ¢ KaTajgorom toBapoB u 1ieH (Web-caiiT) BeiOupaer
HYXXHBIH TOBap W 3amoiHseT GopMmy ¢ JuyHBIMU AaHHBIMUA (PMO, MoYTOBBI M AIIEKTPOHHBIN
ajzipeca, MpEANOYUTaeMbIi crnoco0 AOCTaBKM M omjarhl). EciaM mpoucxoauT omaTa depes
WuTtepHeT, To 0co00e BHUMaHUE yJenseTcs nHPOpMallMOHHON 0€30IacHOCTH.

Ilepenaua odopmiaeHHOro TOBapa B TOPrOBYK) CHUCTEMY HHTEpPHET-MarasuHa, rJe
IPOMCXOOUT KOMIUIEKTAlMsl 3aka3a. ToproBas cuctemMa (QYHKIMOHUPYET pPY4YHBIM WU
aBTOMATH3UPOBAHHBIM criocoboM. Pyunas cucrema pynkimonupyer o npuauumny [loceuitopra,
IPY HEBO3MOXXHOCTH NMPHOOPETEHHS U HAIAJKU aBTOMATH3MPOBAHHOM CHCTEMBI, KaK MPaBHIIO,
IIPY HE3HAYUTEIILHOM 00bEME TOBAPOB.

JocraBka u omara ToBapa. JlocraBka ToOBapa IOKYIATENIO OCYILECTBIACTCS ONHUM
U3 BO3MOXHBIX CIIOCOOOB:

* KYpPBEpPOM Mara3nHa B IIpEACIIaxX ropoaa u OerCTHOCTeﬁ;

*  crneuuaIu3upoOBaHHOM KyphepcKOU Cityk00# (B TOM UMCiIe U3-3a TPaHUIIbI);

*  IIOYTOH;

*  CaMOBBIBO30M;

* MO TeNIEKOMMYHUKAIIMOHHBIM CETSIM JIOCTABJISICTCS TAKOW CHEMU(PUICCKHA TOBap KaK
uH(popManus.

Omara TOBapa MOXKET OCYHICCTBIATHCA CICAYIOIIUMU crocobamu:
HpeI[BapHTeJIBHOﬁ HJIM B MOMCHT IIOJIYYCHH TOBApa,
HaJIMYHBIMU KYPBCPY WUJIN IIPpU BU3UTC B peaanblﬁ MarasmH,
IIOYTOBBLIM IIEPCBOJAOM;

0AHKOBCKUM MEPCBOAOM;

* % % %

HAJIO’KEHHBIM TIIATEXKOM;
npu oMoty kpeauTHeIX kKapT (VISA, MASTERCARD u np);

*

* MOCPCACTBOM DJJICKTPOHHBIX IUIATCIKHBIX CHUCTEM UYCPE3 OTACIIBHBIC KOMMCPYCCKUC

6anku (TEJIEBAHK, ASSIST u np.).

B nocnennee Bpemst 351eKTpOHHAsE KOMMEPIIUS WJIM TOPTOBIIs TOCpeacTBOM ceTu MHTepHeT
B MHpE pa3BUBAeTCs 10CTaTOYHO OypHO. EcTecTBEHHO, UTO 3TOT MpOIECC OCYLIECTBISAETCS MpU
HEMOCPEJCTBEHHOM YUYacCTHM KpEeAWTHO-(DMHAHCOBBIX opraHuzanuid. 1 3tor cmoco® Toprosmu
CTaHOBUTCA Bce 0oJiee MOMYJISIPHBIM, IO KpaifHel Mepe, TaM, TJie HOBBIM 3JIEKTPOHHBIM PHIHKOM
MO3KHO BOCIIOJIb30BaThCsl 3HAUNTEIIBHON YaCTH NPEANPUATUN U HACETICHMUSL.

Kommepueckass AeSITENbHOCTh B AJIEKTPOHHBIX CETSAX CHUMAET HEKOTOpble (hU3MYecKHe
orpanuueHusi. Kommnanum, nojkiroyas CBOM KOMIIBIOTEpHBIE cUCTEeMBl K MIHTepHET, criocOOHbI
MPEIOCTaBUTh KIMEHTaM MOJAEPKKY 24 yaca B CyTKH 0€3 Mpa3THUKOB U BBIXOJHBIX. 3aKa3bl Ha
MPOJYKIIMIO MOTYT IPUHHUMATKCS B JIF000€ BpeMsl U3 JIto00ro MecTa.

OnHako y 3TOM «Memainn» eCTh CBOSI 00OpOTHAas CTOpOHA. 3a pyOekoM, rie HamOosee
IIMPOKO Pa3BUBAETCS DIIEKTPOHHAsE KOMMEpLUSA, CAEIKM WIA CTOMMOCTh TOBAapOB 4YacTo
orpannunBatorcs BeauunHon 300-400 nomnapoB. DTO 00BACHIETCS HEJOCTATOYHBIM PELICHUEM
npobiieM uH(popmammoHHol OezonmacHoctu B ceTsax OBM. Ilo ounenke Kommrera OOH mo
NPEIYIpPExICHUI0 PECTYTHOCTH U O0pb0Oe C Hell, KOMIbIOTepHas MPECTYMHOCTh BBINUIA Ha
YPOBEHb OJTHON M3 MEXKIyHapoaHbIX mpobseM. B CIIA 3TOT BuI MpecTymHOM ACSITEIIBHOCTH 110
JIOXOJTHOCTH 3aHMMAET TPEThE MECTO OCIIE TOPTOBIH OPYKHEM U HAPKOTHKAMH.

O06BeM MUPOBOTO 000POTa AIMEKTPOHHON KoMMepinn uepe3 MHTepHeT cocTaBsieT 6omee 2
TpiaH. A0ul. HO MMEHHO HM3Kas 3alMIIEHHOCTh CHUCTEMBI 3JIEKTPOHHON KOMMEPLHH SIBISETCA
CIEP’KUBAIOIIMM (DaKTOPOM JaTbHEHIETro pa3BUTH AIEKTPOHHOTO OU3HEca.
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Pemenne mpobnembl obecriedeHuss HMHGOPMAIIMOHHONW OE30MAaCHOCTH  3JEKTPOHHOM
KOMMEpPIIMHM B TEPBYIO OUYEPEb CBA3aHO C PELICHHEM BOMPOCOB 3aAIIUTHI MH()OPMAIIMOHHBIX
TEXHOJIOIMi, IPUMEHSIEMBIX B HEH.

Wuterpamus OusHec-mporieccoB B cpeny HMHTepHeT mNpuUBOAUT K KapAWHAIBLHOMY
M3MEHEHUIO MOJIOKEeHUsI ¢ obecrieueHrneM Oe3onacHocTu. [lopoxkaeHue npaB U OTBETCTBEHHOCTH
HA OCHOBAaHWU DJJIEKTPOHHOTO JOKYMEHTa TpeOyeT BCECTOPOHHEH 3alluThl OT Bcei
COBOKYITHOCTH yTPO3, KaK OTIPaBUTENs JOKYMEHTA, TaK U €ro mojy4yaTels.

K coxaneHuro, pyKOBOAMTENN MPEANPUITUN SJIEKTPOHHOM KOMMEpPLMU B JIOJDKHOU
CTETIEHU OCO3HAIOT CEPhE3HOCTh MH(POPMALMOHHBIX YTPO3 U BAKHOCTb OPraHU3AIUH 3alUTHI
CBOUX PECYPCOB TOJIBKO MOCIIE TOTO, KaK MOCJIEIHUE MOIBEPTHYTHCSI MH()OPMAIIHOHHBIM aTaKaM.
Kak BuaHO, Bce MepeyHCICHHBIE NPENSATCTBUS OTHOCATCA K cdepe uH(POpMAIMOHHON
0e30MacHOCTH.

Cpenu  OCHOBHBIX TpeOOBaHMM K IPOBEICHHUIO KOMMEPYECKMX oOmepanuii —
KOH(UICHIIMATBHOCTD, LIEJI0CTHOCTh, ayTeHTU(UKAIINS, aBTOPU3AIUs, TApAHTHH U COXPaHEHUE
TalHBbI.

[Ipu pgoctmxenun Oe3omacHocTH UHGOpMaUU obecriedyeHre €€  JOCTYIMHOCTH,
KOH(HICHIIMATHHOCTH, IIEIOCTHOCTH H IOPUIMYECKON 3HAYMMOCTH SIBISIOTCS 0Oa306bimu
3a0auamu. Kaxnas yrposza JOJKHA paccMaTpuBaThCs C TOYKU 3PEHUS TOrO, KAK OHA MOKET
3aTPOHYTH  OTH  4YeThIpe  CBOWCTBA WM  KadecTBa  Oe3omacHOW  WH(MOpMAIHH.
Konguoenyuanbnocms o3Havaer, uto WHOOPMAIMS OTPaHUYEHHOTO JOCTYIA JOJDKHA OBITH
JIOCTyHAa TOJILKO TOMYy, KOMY OHa mpefHa3HadeHa. llon yerocmuocmsro wundopmanmu
MOHMMAETCS €€ CBOWCTBO CYIIECTBOBAHUSI B HEMCKAXXEHHOM BUE. [Jocmynnocms nHbOpMalun
OTIpEe/IeNIAETCS. CIIOCOOHOCTBIO CHUCTEMBl O0ECIeunBaTh CBOEBPEMEHHBIM OeCHpersiTCTBEeHHbII
JOCTYT K UH(pOpMaIK cyOBEKTOB, UMEIOIIUX HA 3TO HAAJIeXaIIue noaiHomMouuns. FOpuouueckas
3HauumMocms WH(OPMALIMK TPUOOPETAET BAKHOCTH B IOCIEAHEE BpEMs, BMECTE C CO3/IaHHUEM
HOPMAaTHBHO-TIPABOBOM 0a3bl 6€30MacHOCTH MH(POPMAIIUK B HAIIIEH CTpaHe.

Ecnn nepBble 4eTbipe TpeOOBAaHHS MOKHO O0ECHEYUTh TEXHUYECKUMH CPEICTBAMH, TO
BBIMIOJTHEHHE JBYX MOCIEAHMX 3aBUCUT M OT TEXHHUYECKHX CpPEICTB, U OT OTBETCTBEHHOCTHU
OTJENIbHBIX JIMI U OPTaHU3aIMi, a TaK)Ke OT COOJI0JIeHNS 3aKOHOB, 3alIUINAIOIINX TOTPEOUTEN
OT BO3MOXXHOI'0 MOILIEHHUYECTBA IIPOJABIIOB.

B pamkax oOecrieueHHs] KOMIUIEKCHOW MH(OpMAIMOHHON 0€30MacHOCTH, MpPEeX/ie BCEro,
CJIElyeT BBIACIUTD KIIIOUYEBBIE nPOOIembl 6 odnacmu 0e30nacnocmu INeKmpoHHo2o0 Ou3Heca,
KOTOpBIE BKJIIOYAIOT: 3aIlIMTy HMH(OpPMAalMM TpU €e MepeJadye Mo KaHajdaM CBS3H; 3alluTy
KOMIIBIOTEPHBIX CHUCTEM, 0a3 JaHHBIX U DJEKTPOHHOTO JIOKYMEHTO00OpoTa; obecrneueHue
JOJITOCPOYHOIO XpaHEHHs MH(GOpMaluu B IJIEKTPOHHOM BHie; olOecredyeHrne O0e30MacHOCTH
TpaH3aKLMN, CEKPEeTHOCTh KOMMepueckod uHpopmanuu, ayTeHTU(UKAIMIO, 3aluTy
MHTEJJIEKTYaJIbHOU COOCTBEHHOCTH U AP.

Cyuwiecmeyem HeCKOIbKO U008 yepo3 INEKMPOHHOU Kommepyuu [57]:

e [IpOHMKHOBEHME B CUCTEMY H3BHE.

e HecaHKIIMOHMPOBaHHBIN JOCTYI BHYTPU KOMIIaHHH.

e [IpenHamepeHHBIN NepexBaT U YTCHUE HH(DOPMAITUH.

e [IpenHamepeHHOE HapyIIEHUE JAHHBIX WIH CETeH.

e HenpaBuibHas (C MOIIEHHUYECKUMU LENSIMH) UACHTU(DUKAIMS T10Ib30BaTEIS.

e B310M nporpaMMHO-anapaTHON 3alUThI.

e HecaHKIMOHMPOBAHHBIN AOCTYII NMOJIB30BATENA U3 OJHOM CETH B IPYTYIO.
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e BupycHble aTaku.

e Ortka3 B 00CITyXHBaHUU.

e DuHaHCOBOE MOILLIEHHUYECTBO.

J1st IpOTUBOICUCTBHS 3TUM YIPO3aM MCIOJIb3YeTCsl LENbIA PsiJl METOJI0B, OCHOBAHHBIX Ha
Pa3IMYHBIX TEXHOJOTHSIX, & UIMEHHO: IMM(pOBaHNE — KOJUPOBAHHUE JAHHBIX, MPEMATCTBYIOIICE
UX TMPOYTEHUIO UM UCKAXKEHHIO; HU(POBBIE MOJMUCH, TPOBEPSIONINE MOAIUHHOCTD JTNYHOCTH
OTIpaBUTENs UM moiydarens; stealth-rexHonoruu c ucCmonb30BaHHEM 3JIEKTPOHHBIX KIIOYEH;
OpaHaMayspbl; BUPTYalIbHbIC U YACTHBIE CETH.

Hu oaun n3 MeTO0B 3alUThI HE SBIISAETCS YHHUBEPCAJIbHBIM, HAPUMEp, OpaHIMay3pbl He
OCYIIECTBIISIIOT TPOBEPKY HA HAIUYHE BUPYCOB M HE CIIOCOOHBI O0ECHEYHTH IIEJIOCTHOCTh
nanHbix. He cymecTtByeT aOCOMIOTHO HAAEKHOIO Croco0a MPOTUBOJCHCTBUSI B3JIOMY
aBTOMATUYECKOW 3aLLMTBI, U €€ B3JIOM — 3TO JIMIIb BONPOC BpemeHu. Ho BpeMs B3noma Takoit
3alllUThl, B CBOIO OYE€pe/b, 3aBUCUT OT €€ KauecTBa. Hamo ckazaTh, 4TO NpOrpaMMHOE U
anmapatHoe o0ecrneueHue JUis  3alIUThl  COSAMHEHWA u mnpuwioxeHud B HHTepHer
pa3pabaTsIBaeTcs YK€ JaBHO, XOTSl BHEAPAIOTCS HOBbIE TEXHOJIOTUH HECKOJIBKO HEPABHOMEPHO.

Kakue yepozsr moncrteperaroT KOMIAHUIO, BEAYLIYIO AJIEKTPOHHYIO KOMMEPIUIO Ha
Kajcoom ymane:.

e [0JMEHAa Web-CTpaHUIIbI cepBepa AIEKTPOHHOI0 MarazuHa (mepeaapecanus 3ampocoB
Ha JIpYroi cepBep), Jeaolas JOCTYITHBIMU CBEICHUS O KIMEHTE, OCOOCHHO O €r0 KPEeIUTHBIX
KapTax, CTOPOHHUM JIULIAM;

® CO3JIaHHUE JIOKHBIX 3aKa30B U pa3zHooOpaszHbie (OpMBI MOIICHHHMYECTBA CO CTOPOHBI
COTPYIHUKOB JJEKTPOHHOTO MarasuHa, HampuMep, MaHUMYISIuu ¢ 0Oa3aMM JTaHHBIX
(cTaTUCTHKA CBUJETENHLCTBYET O TOM, YTO OOJIbIIE TMOJOBHUHBI KOMITBIOTEPHBIX HHIIMJICHTOB
CBSI3aHO C JIeATEIHHOCTHI0 COOCTBEHHBIX COTPYIHUKOB);

® [iepexBaT JaHHBIX, IEPEIABAEMBIX 10 CETAM JIEKTPOHHON KOMMEPIINH;

® MPOHUKHOBEHHE  3JIOYMBIILIEHHUKOB BO BHYTPEHHIOIO CE€Th KOMIIAHUU U
KOMITPOMETAITUSI KOMITOHEHTOB AJICKTPOHHOTO Mara3uHa,

e peanu3alus aTak TUMA «OTKa3 B OOCTYy)KMBaHUW» M HapylieHHWE (YHKIIMOHUPOBAHUS
WJIU BBIBOJIA U3 CTPOS y3J1a SJIEKTPOHHOM KOMMEPIIHH.

B pesynbrare peanmzanuy TakuX yrpo3 KOMITAHHS TEPSET JOBEpPUE KIUEHTOB, TEPSET
JNIEHbId OT TIOTCHIIMAJIbHBIX W/WUJIM HECOBEPIICHHBIX CJAEJIOK, HAapyIIaeTcs JeATeIbHOCTh
AJIEKTPOHHOIO MarasuHa, 3aTpauyuMBaeT BpeMs, JEHbI'M U YEJIOBEUECKHE pecypchl Ha
BOCCTaHOBJICHHE (DYHKIIMOHUPOBAHUSI.

KoHneuHno, yrpo3sl, CBsI3aHHBIE C [epexBaTOM IepenaBaemMoil uepe3 IHTepHer
uH(pOpMaIlMK, TPUCYIIA HE TONBKO cdepe dIeKTpoHHOM Kommepiuu. Ocoboe 3HauYeHHE
MPUMEHUTEIBHO K TOCTEAHEH MPEACTABISIET TO, YTO B €€ CHUCTEMax OOpalaroTcsl CBEICHUS,
MMEIOINE BaXKHOE JKOHOMHYECKOE 3HAau€HWE: HOMEpa KPEAUTHBIX KapT, HOMEpa CYETOB,
coJiepKaHue JOTOBOPOB U T. TI.

Ha miepBbIit B3T715171, MOKET MOKA3aThCsA, YTO KaXKIBIH MOAO0HBIN MHITUACHT — HE OoJiee ueM
BHYTPEHHEE JIeJI0 KOHKPETHOr0 CyOBEeKTa 3JeKTpoHHOro OmsHeca. OxHako BcrioMHMM 2000-i
roJl, KOTOPBI ObUT 03HAMEHOBAH CIy4asMH MacCOBOTO BBIXOJa U3 CTPOS BEAYIINX CEPBEPOB
DIIEKTPOHHOTO OW3HEca, MeATENbHOCTh KOTOPBIX HOCHT TIOMCTHHE OOIIeHAIIMOHATBHBIN
xapaktep: Yahoo!, eBay, Amazon, Buy, CNN, ZDNet, Datek u E*Trade. PaccnenoBanue,
npoBenenHoe DBP, mokazano, 4To yka3zaHHBIE CEpBEPHI BBILILIM U3 CTPOS HU3-32 MHOTOKPATHO
BO3POCLIET0 4YHCIIa HAMpaBICHHBIX B MX aJpec 3allpocoB Ha OOCIy)XHBaHHME B pe3yJbTaTe
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peanu3oBanHbIXx DoS-atak. Hanpumep, notoku 3ampocoB Ha cepBep Buy mpeBbicmin cpenHue
nokasarenu B 24 pasa, a npeaenbHble — B 8 pa3. [1o pa3HbIM OlleHKaM, SKOHOMHYECKHH yiiepo,
NIOHECCHHBI ~ aMEPUKAHCKOM  HSKOHOMHKOW OT JTHX  aKOWH, KoJeOnercs  BOKpYT
MOJIYyTOPAMUJUTHAPAHON OTMETKH.

ObecnieueHne 0e30MaCHOCTU SBIIAETCS HE TOJHKO HEOOXOJIMMBIM YCIOBHUEM YCIEIIHOTO
BEJICHUS AJIEKTPOHHOTO OM3HEca, HO U (PYHAAMEHTOM Ui TOBEPUTEIbHBIX OTHOIIEHUH MEXKIY
KoHTpareHTamu. Cama CyThb 3JeKTPOHHOTO OM3Heca MpenoiaraeT akTUBHbINA HH(GOPMaIMOHHBII
0oOMEH, TpOBENCHHE TPaH3aKIHMHA Yepe3 HE3aIUIICHHYI0 CeTh OOLIero Ja0cTyma, KOTOpbIe
HOTIPOCTY HEBO3MOJKHBI 0€3 TOBEpUTEIbHBIX OTHOIIEHUH MeX 1y cyObekTamu 6usneca. [loatomy
oOecrieyeHrne 6€30MaCHOCTH UMEET KOMIUIEKCHBIN XapaKTep, BKIOYast TaKue 3a/1a4H, Kak JOCTYI
kK Web-cepBepam u Web-npunoxeHusiM, ayTeHTH(QHUKAIMS ¥ aBTOPH3AIUS TOJIh30BaTEIICH,
o0OecrieueHre MEIOCTHOCTH U KOH(MUISHIMAIBHOCTH JAaHHBIX, pealn3alus 3JIEKTPOHHON
1u($pOBON MOJMUCH U TIPOY.

C poctoMm kommepuuanuzanuu VHTEpHET BOIpocaM 3alllUThl MEpeJaBaeMO MO CETH
uHpopMaluu ynensercs Bce Oonbiie BHUMaHUSA. CHenUaqu3UpOBAHHBIE MPOTOKOJBI,
npelHa3HaYeHHbIe MJs OpraHu3alliy 3allMIIEHHOr0 B3auMoJeicTBus yepe3 HHTepHer
(manpumep, SET, SOCKSS, SSL, SHTTP u ap.), noiay4duin mupokoe Mpu3HaHUe BO BCEM MUDE
U YCIIEHIHO HCIONB3YIOTCS 3apyOCKHBIMU pPa3pabOTUYMKaMH JUIsl CO3[aHUs OaHKOBCKUX U
TOPTOBBIX JIEKTPOHHBIX cucTeM Ha 0aze MHTEpHeT.

3a pyOexoM pemieHHeM MpoOiIeMbl WH(GOPMAIMOHHONW OE30MacCHOCTH JJICKTPOHHOTO
Ou3Heca 3aHMMaeTCs He3aBUCHMBI KoHcopimym — InternetSecurityTaskForce (ISTF) —
oOIIeCTBeHHAs] OpraHU3alus, COCTOAIAs W3 TMPEACTaBUTENCH U JKCHEPTOB KOMITAHMIA-
MOCTABIIMKOB  CPEACTB HMH(OPMAIIMOHHOM  0€30MacHOCTH, JJIGKTPOHHOTO Ou3Heca U
nposaiiiepoB HTepHET - yCayr.

Koncopruym ISTF Beinensier 0eenaoyams oonacmeit ungpopmayuonnoil 6e3onacnocmu,
Ha KOTOPBIX B IEPBYIO OYEpEeIb JOJDKHO OBITh COCPEJOTOYEHO BHHMAaHHE OpPraHU3aTOPOB
AJIIEKTPOHHOTO OM3HEca:

® MeXaHH3M OOBEKTUBHOIO MOATBEPKICHHS HIACHTUDUIMPYIOLIeH nHpOopMaLUH;

® [IPaBO HA MEPCOHAIBHYIO, YACTHYIO HHPOPMALIUIO;

e ompeneneHrne COOBITUN OE30MaCHOCTH;

® 3aIUTa KOPIOPATUBHOTO MEPUMETPA;

® OIpEJCIICHUE aTaK;

® KOHTPOJIb NOTEHIIMAIBLHO OMACHOTO COJEPKUMOT0;

® KOHTpOJIb JOCTYIIA;

® aIMUHHCTPHPOBAHUE;

e peakuus Ha COOBITHS.

M3BECTHO, 4YTO HAAEKHO 3ALIUTUTBCS OT MHOTMX YIpo3 IIO3BOJIAET IPUMEHEHHE
QITOPUTMOB JIEKTpOHHON 1M ppoBoit moxmucu (DLII), onHaKo 3TO crpaBeIMBO TOJBKO B TOM
cllydyae, €ClIM O3TH aJIrOPUTMbl BIJIETEHbI B OOOCHOBAaHHBIE IPOTOKOJIBI B3aUMOJIEHCTBUS,
IOPUANYECKH BEPHYIO KOHCTPYKLHIO OTHOLIEHUH U JTOTMYECKH 3aMKHYTYIO CUCTEMY J0BEPHSL.

B ocHoBe 3amuThl HHGOpPMALMU JIEKUT MPOCTast JIOTUKA IIPOIECCOB BBIYUCIECHUS
nu(ppoBON MOANMMCH M €€ MPOBEPKU Mapoil COOTBETCTBYIOIIMX KIIFOYEH, BIpOYEM, JIOTHKA,
O0asupyromasics Ha (yHJIaMEHTAIbHBIX MaTEeMaTHUYECKHMX HCCIEIOBaHMAX. BBIUMCINUTH
U(PPOBYIO MOANUCH MOKET TOJIBKO BJIAJEIICI] 3aKPHITOTO KIII0Ya, a IPOBEPUTh — KAXKBIH, Y KOT'O
MMEETCS OTKPBITHIN KIJIFOUY, COOTBETCTBYIOLUI 3aKPBITOMY KIIFOUY.
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BbesycnoBHo, obecredeHreM WHGOPMAIMOHHON O€30MACHOCTH JIOJDKHBI 3aHUMATHCS
CIEIHUAMCTEl B JAHHOW O0OJaCTH, HO PYKOBOJUTEIH OPraHOB TOCYJApCTBEHHOH BIIACTH,
OPENNPUATHA W YIPEXKJACHHA HE3aBUCUMO OT (OpM COOCTBEHHOCTH, OTBEYAIOIIUE 3a
SKOHOMHUYECKYIO O€30MaCHOCTh T€X WJIM MHBIX XO3UCTBEHHBIX CYOBEKTOB, JOHKHBI TOCTOSTHHO
JepKaTh JaHHBIE BOIPOCHI B TIOJIE CBOETO 3peHHs. J[JIsi HUX HIKE MPUBEICHBI OCHOGHbLIE
(YyHKUUOHAIbHbIE KOMHOHEHNbL OPZAHUZAUUU KOMHIAEKCHOU CUCHEMbl UHDOPMAUUOHHOI
0e3onacnocmu:

® KOMMYHHKAITMOHHBIEC IPOTOKOJIBI;

e cpexcTBa Kpunrorpaduu;

® MEXaHHU3MbI ABTOPU3AIMH M ayTEHTU(DHUKAIINN;

® CpeAcCTBa KOHTPOJIS JOCTyINa K pab0ouyuM MeCTaM M3 CETeH O0IIero moJib30BaHus;

® AHTUBUPYCHBIC KOMIUICKCHI;

® TIpOrpaMMbl OOHAPYKEHUS aTaK U ayJauTa;

® CpEeICTBa IEHTPAIM30BAHHOTO YIIPaBJICHHsI KOHTPOJIEM JIOCTYIIa MOJIb30BaTeNeH U JIp.

KoHnTpoJibHbIE BOIPOCHI K TeMe 6

OxapakTepu3yiiTe OCHOBHBIE ITIOTEPU OAHKOB OT pealu3aluy HHPOPMAIIMOHHBIX YIpo3.
Ha3zoBute ocHOBHBIE BU/IbI AUCTAHIIMOHHOT'O OAHKOBCKOI'O OOCITY>KUBAHMUSL.

UYro Takoe HHTEpPHET-OaHKUHT?

JlaiiTe XapakTepHCTUKY MOOMIIBHOTO OaHKa.

Kakwue ycimyru oka3piBaeT KOMMEpUYECKHI OaHK uepe3 Tesne()OHHbIN OaHKHHT?

ok wdpE

Ha3OBI/IT€ OCHOBHBIC HOpMaTI/IBHI)IG IIOKYMCHTI)I, OHpG[[GJISIIOH_II/Ie I/IH(l)OpMaIII/IOHHYIO
0e3011acHOCTh OaHKa.

~

Yro takoe purHr?

8. Jlns d4ero ucmosb3yercs 3JeKTpOHHas LU(poBas MOANUCh B CHUCTEME 3IJIEKTPOHHBIX
MJIaTexXein?

9. Ha3zoBute 0cOOEHHOCTH IEKTPOHHOW KOMMEPIIHH.

10. B ueM oTii4Hst SIEKTPOHHOTO Mara3uHa OT JIEKTPOHHOTO KaTaiora?

11. Kakue BbIroapl puHOCUT VIHTEpHET B cpepe 31eKTPOHHON KOMMEpLUU?

12. Kakue crmocoObl JOCTaBKH M OTUIATHI TOBapa B DK?

13. B yem cocrout npodiieMa nHpopMaIrmoHHo# 6e3onacHocTr JK?

14. Ha3oBute ocHOBHBIE yrpo3sl DK.

15. Yto BkIIO4aeT KoMIuiekcHas cucrema b DK?

Tectbl K TEME 6

1. Be3onacHocTh HH(OPMALIK 0AHKOB BJIMSIET HA YPOBEHb UX PEHTA0EIbHOCTH:
A. Jla;

b. Her;

B. UHora.

2. UnTepHeT-0aHKHMHT 3TO

A. oKa3aHHe YCIyT Ha OCHOBE OaHKOBCKOM CHCTEMBI TTaTexel uepe3 MHTepHeT;
b. BHemTHME cepBHCH Yepe3 OaHKOMATHI,

B. 6GaHKOBCKasi cCCTeMa rOJIOCOBBIX COOOIIEHUH uepe3 TenedoH.
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3. ®umuHr — 3710

A. pasrnamenue oTkpbIToit B CMU nndopmanuu;

b. BOpoBcTBO KOH(DUICHIIMATEHON HHPOPMAIMH O MOJIB30BATENIE, B YACTHOCTH, C MIOMOIIBIO
ITOJIJIOKHBIX IMHCEM U3 OaHKa.

B. cucrema «bauk-KaueHT.

4. Kakue HapymieHus npeodaaanT B 6aHKax
A. BHYTpEHHUE;

b. BHEIIHHE;

B. HeT HU Tex, HU ApYyTUX.

5. K HopmaTtuBHO-npaBoBbIM J0KyMeHTaM 1o Ub 0anka HE oTHocuTCs:
A.CrangaptISO 17799;

b. @3 «00 31eKTPOHHOH MOAIHCHY;

B. Hanorosslii Koa€eKcC.

6. Uem BbIllIe YPOBEHb 3alUTHI 0aHKA, TEM

A oHa JI0poKe;

b. ona gemenie;

B. 6e3 pa3Hu1bI.

7. Ha nomo3purejbHble JJEKTPOHHbIE TMHCbMa, KOTOPble 3aNpamMBalOT
KOH(MIEHIIUAJIBHYI0 HH(popManHIo:

A. HaJI0 OTBETUTH HE3AMEJIUTEIBHO;

b. npournopupoBars;

B. nepecnats agpyromy.

8.2J/IeKTpOHHAsi KOMMePIUS — 3TO MPeINPUHUMATENbCKAS AeATEIbHOCTD MO MPOAAKe
TOBapoB 4epe3 UnTepHer?

A. Jla

b. Her

B. oTgacru.

9.2/1eKTPOHHBII Mara3u — 3To

A. BUpTyaJibHOE COOOIIECTBO;

b. anekTpoHHast BUTpUHA U TOPTOBBIE CUCTEMBI;
B. 21eKTpOHHBIN ayKIIHOH.

10.Jomunupyromee nosao:xenue B IK craua cexkrop
A. Business to business, B2B

b. Business to consumer, B2C

B. Business to organization, B20

11.Mudopmanuonnsie yrpossl IK 310

A. IIpoHMKHOBEHHE B CUCTEMY U3BHE;

b. B3nom nporpaMMHO-ammapaTHOMN 3alUThL,
B. Bce BbIIIEIEpPEUNCIICHHOE.
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12.Co3panne J0KHBIX 3aKa30B B DK

A. OmnacHo;

b. He omacho;

B. He Biusier Ha paboTy 2JIGKTPOHHOTO Mara3uHa.
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7. Y4eOHO-MeTOaAMYECKOE O0ecnedeHHe CaMOCTOATEIbHOI padoThl 00y4al0IMXCst

Pexomenoayuu cmyoenmam
st ydiiiero yCBOEHUS MOJ0KEHUM TUCUUILTUHBI CTYACHTHI TOJKHBIL:

" [IOCTOSIHHO M CHCTEMAaTHY€CKH, C MCIOJIb30BAHMEM PEKOMEHJIOBAHHOW JIMTEPATyphl U
AIIEKTPOHHBIX UCTOUYHUKOB UH(POPMAINH, 3aKPETUIATh 3HAHUS, TIOTYICHHBIC HA JICKIIUSX;

" HAXOJUTh PEILICHUS MPOOJIEMHBIX BOIPOCOB, MOCTABIECHHBIX IMPENOJABATEIEM B XOJE
JICKIMW U MPAKTUYECKUX 3aJIaHUi;

" pEryJsIpHO M CBOCBPEMEHHO W3y4aTh MaTepHall, BBIJAHHBIM MperojaBaTeIeM Ha
CaMOCTOSITEIIbHYIO POPa0OTKY;

" C UCIOJIb30BAaHWEM CPEJCTB HH(GOPMAIIMOHHBIX CHCTEM, KOMIUIEKCOB M TEXHOJOTHH,
AJIEKTPOHHBIX YYEOHMKOB M MPAKTUKYMOB, CIIPABOYHBIX MPABOBBIX U TPEHUHIO-TECTUPYIOIINX
CUCTeM, WH(POPMAIIMOHHBIX PECYpPCOB ceTH VIHTepHET BBINONHUTH HA KOMIIBIOTEpPE
TEMaTUYECKHE MTPAKTUICCKHEC 3a/IaHNs, IPEeTHA3HAYCHHBIC JIJISI CAMOCTOSATEIHLHOU PabOoTHI;

" HAXOJIUTh, UCTOJB3Ysl Pa3HbIe MCTOYHUKH HH(OPMAIMH, OTBETHI Ha TEOPETUYCCKUE U
MPaKTUYECKHE KOHTPOJIbHBIC BOIIPOCHI IO TEMaM JTUCIMILIUHBL;

" UCNOJIb30BaTh ~ MHGpOpMAIMIO, HaWAGHHYH0O Ha caitax  (GupM—pa3paboTYUKOB
WH()OPMAIMOHHBIX CUCTEM U TEXHOJOTUH, TPUMEHSEMBIX B dKOHOMHKE;

" [IpU OJTOTOBKE K AK3aMEHY YUHTHIBAThH OOIIME TPeOOBAaHUS U PEKOMEHIALINH.

HpI/I OCBOCHHH HaHHOI'0 Kypca 6aKanaBpaM MOXET OBITh IpCAJIOKCHO BbIIIOJIHCHUEC
WHHUIIMATHBHOMN HaquO'HCCHeHOBaTeHBCKOﬁ pa6OTBI.

MeTtoauyeckue yKka3aHus 110 BbINOJTHEHHUI0O HAYYHO-HCC/IEI0BATE/ILCKOH pPadoThl
Ienb1o BbINOIHEHMS paOOTHI ABIISETCS:

— 3aKpEeIUICHHE 3HAHUM, I[IOJIyYEHHBIX CTYAEHTAMH B TIPOLECCE TEOPETUYECKOIO
o0Oy4deHus;

— TPOBEACHME UCCIIEIOBAHUS MPOOIIEMBIL;

— AaKTUBHOE UCIIOJIb30BaHUE MIaKETOB MPUKIIaIHbIX MIPOTpaMM; aHaIN3
OoubmmorpadguuecKkux MaTeprasoB.

— oTpaboTKa NPHUEMOB M CIIOCOOOB AHAIMTUYECKMX pPACYETOB HAa NPAKTUYECKOM
Marepuaie.

Bpi0op TemMbl IPOM3BOAMTCS  CTYAEHTOM M YTBEPKIAETCA  MPENOJABaTEIIEM.
Pexomenayemsiit 06beM padoTsl 10-15 cTpaHuI] MAITMHONUCHOTO TEKCTA.

B xaxmoif paboTe, KpoMe OCHOBHBIX Pa3/IeloB, HE3aBUCHUMO OT TEMBbI, TPETYyCMaTPUBACTCS
«BBegenuey, «3akmoueHue», «CIUCOK UCMOIb3yeMOU IUTEpaTypb», «lIpuioxenus».

Cnncok JuTeparypbl JI0JDKEH OBITh COCTABJIICH B COOTBETCTBUHU C OMOIHMOTpapUIeCKUMHA
TpeOOBAHUSIMU.
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BbBIMONHATE  HAay4YHO-MCCIIEAOBATENBCKYIO pabOTy HEOOXOAMMO C HCHOJIb30BAHUEM
TeKCcTOBOTO pepakropa MS Word, snekTponHbix Tabmuir EXcel, a Takke MOXXHO HCIIOJIB30BaTh
HakeThl NpukiIaaHbx nporpamm (IIIIT).

K odopmiennto HaydHO-HCCIIENOBATENBCKON PabOThI MPEIBSBIAIOTCS OOIIME TUIIOBHIC
TpeOOBaHUSI.

PeKOMeHJIyeMbIe HanpaBJCHUA HAYYHO-UCCJIECA0BATEC/IbCKUX paﬁoT

1 HudopmammonHoe npaBo U nHGOpMAITMOHHAS 0€30MacHOCTb.

2  Konnenuus nHPOPMAMOHHON O€30MACHOCTH.

3 AHanu3 3aKOHOJATEIBHBIX aKTOB 00 OXpaHe MH()OPMAIIMOHHBIX PECYPCOB OTKPBHITOTO
JIOCTYyTIA.

4  AHanu3 3aKOHOJATENBHBIX AaKTOB O 3aluTe HWH(GOPMAIMOHHBIX PECYpPCOB
OTPaHUYEHHOTO JIOCTYIA.

5 CooTHoluleHre MOHATHIA: HHPOPMAIIMOHHBIE PECYpPChl, HH(OPMALMOHHBIE CUCTEMbI U
nH(popManmoHHass 6€301aCHOCTb.

6 UudopmanuonHass Oe3omacHOCTh (MO  MarepuaiaM 3apyOeKHBIX HCTOYHHKOB
U JINTEPATYpHI).

7 TIpaBoBbIe OCHOBBI 3aIIUTHI KOH(PHUIECHIIMATHLHON HH)OpMAITUH.

8 DKOHOMHYECKHE OCHOBBI 3aIIUTHI KOH(PHUACHIINATHLHON HH(DOpMAITUH.

9  OpraHu3anoOHHBIE OCHOBBI 3aIIUTHI KOH(UACHIINATEHOW HHPOPMALINH.

10 Crpykrypa, comepkaHne U METOJIMKA COCTABIICHHS TIEPEUHS CBEJICHUN, OTHOCSIIUXCS
K [IPEANPUHUMATEIECKOMN TailHe.

11 CocraBineHue HHCTPYKLHMH 1O OOpabOTKE M XpaHEHHI0 KOH(HIECHIIMAIbHBIX
JTIOKYMEHTOB.

12 HanpaBneHusi 1 METO/IbI 3aIIUTHI JOKYMEHTOB Ha OYMa)KHBIX HOCUTEISX.

13 HampasneHusi 1 METO/IBI 3aIIUTHI MAIIMHOYUTAEMBIX JIOKyMEHTOB.

14 ApxuBHOEe XpaHeHHE KOH(PUIEHIUAIbHBIX JOKYMEHTOB.

15 HampasneHusi 1 METOJIBI 3aIIUTHI Ay TM0- U BU3YAJIbHBIX IOKYMEHTOB.

16 TIlopsimox mombopa mepcoHana st paboThl ¢ KOH(DHUICHITHAITBHON HHPOPMAITHCH.

17 Meronuka TecTUpOBaHMS M MpPOBEAEHUs coOeceloBaHUA C MPETeHIEHTaMU
Ha JIOJDKHOCTD, CBSI3aHHYIO C CEKpeTaMu (pUPMBI.

18 HasznaueHnue, cTpyKTypa U METOJIMKA TOCTPOEHUS pa3pelIuTeIbHON CUCTEMBI IOCTYTIa
IepcoHaia K ceKperaM (pUpMBlL.

19 Tlopsmox TpoOBeINCHHS TEPETOBOPOB W COBEMIaHWH 10 KOH(MICHIMATBHBIM
BOTIPOCAM.

20 Buapsl ¥ Ha3HAYCHHWE TEXHUYECKHUX CPEJICTB 3alIUTHl MHPOPMAIUU B MOMEIICHUSX,
UCTIOJIB3YEMBIX JUIS BEICHHS MIEPErOBOPOB U COBEIIAHUH.

21 Tlopsmoxk paboTBHl C TOCETHTENSIMHA (DUPMBI, OpraHW3AIMOHHBIE M TEXHHUYECKHUE
METO/IbI 3aIIUTHl CEKPETOB (PUPMBI.

22 Tlopsaok 3auuThl HH(GOPMAIMK B PEKJIAMHOM M BEICTABOUHON JESATEIbHOCTH.

23 OpraHm3aiuoHHOe  oOecrieyeHWe  3amuThl  WHGopManuu,  oOpadaThiBaeMOi
CpeACTBaMU BBIYMCIUTEIHHON M OPraHU3allMOHHON TEXHUKHU.

24 AHamu3 UCTOYHHKOB, KAHAIOB PAaCIPOCTPAHEHUS W KaHAIOB YTEUKH WH(pOpMaIuu (Ha
npuMepe KOHKPETHOUN (GUPMBI).
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25 AHaiM3 KOHKPETHOM aBTOMAaTH3UPOBAaHHON CHCTEMBI, IpeIHAa3HAYEHHOW JUIs
0o0paboTkM W XpaHeHHs  HH(pOpMAIHU 0  KOHQHUIEHIHAIbHBIX  JOKYMEHTaX
(bUpMBIL.

26 OcCHOBBI TEXHOJOTHU OOpPaOOTKM M XpaHEHUs KOH(HUICHIMAIBHBIX JTOKYMEHTOB (110
3apyOeKHOU JTUTEPATYPE).

27 HasznaueHnue, BHJABI, CTPYKTypa M TEXHOJOTUS (PYHKIMOHUPOBAHUS CHCTEMBI
3alUThl UHGOPMAIUH.

28 TIloBeneHue mepcoHana M OXpaHa (UPMBI B SKCTPEMAIBHBIX CHUTYAlUSX PA3IMYHBIX
THUIIOB.

29 AmnanmuTtudeckas padoTa MO BBISBICHHIO KAHAIOB YTEYKU UH(GOpMAIIUU (UPMBI.

30 Anamus Qyskumii cexperaps-pedepenta HeOONbIION (UPMBI B 00JACTH 3aIUTHI
uHpopmanuu.

31 HanpaBneHus 1 METOABI 3aIIUTHI TPO(HECCUOHATLHON TalHBI.

32 HanpaBneHus 1 METO/bI 3aIIUTHI CITY>KeOHOU TalHBI.

33 HanpaBneHus 1 METO/bI 3aIIUTHI IEPCOHANBHBIX JAHHBIX O TpakJaHaXx.

34 Mertoabl 3aUThl JIMYHON U CEMEMHON TallHBI.

35 Iloctpoenue u HyHKIMOHHUPOBAHKE 3AIIUIICHHOTO JOKYMEHTOO00POTA.

36 3ammTa CeKpeTOB B IOPEBOIIOIMOHHON Poccuu.

37 Meroauka HHCTPYKTHPOBAHUS M 00yYeHHsI TIEPCOHANA MPABUIIAMH 3aIUTHI CEKPETOB
bupMmbI.

IlepeyeHb BONPOCOB K IK3aMeHY

1. Ilporpecc  MHPOPMANMOHHBIX  TEXHOJOTUH ©  HEOOXOIUMOCTH  OOecredYeHUS
MH(OPMaLlMOHHON OE30MaCHOCTH.

2. OcHOBHBIE MOHATHS HHPOPMALIMOHHOM 6€30MaCHOCTH.

3. CtpykTypa noHsTuss uHGOopMaImoHHas 6€30MacHOCTb.

4. Cuctema 3aliMThl HH(GOPMALIUU U €€ CTPYKTYpa.

5. DKoHOMHYecKas HHPOPMaLUs KaK TOBAP U OOBEKT OE30MaCHOCTH.

6. [Ipodeccuonanpubie TaiftHBI, ©uX BUABL (OOBEKTBI KOMMEPYECKOW TallHBI Ha
TPEINPUSTHH.

7. TlepcoHabHBIEC JaHHBIEC U UX 3aIUTA.

8. NudopmanmoHHbIe yrpo3bl, UX BUABI H TPUYHHBI BO3HUKHOBEHHSI.

9. MudopmarmoHHble yrpo3sl 1Jis TOCYAapCTBA.

10. WNHdopMalinoHHbIE YTPO3bl I KOMIIAHUH.

11. WNudopmaninoHHbIe yTrpo3bl Ui TUYHOCTH ((PU3UUECKOTO JIHUIIA).

12. JeiicTBus 1 cOOBITHS, HApYIIAOIINE HHOOPMAIIMOHHYIO 0€30IaCHOCTb.

13. JImgHOCTHO-TIpO)eCCHOHANTBHBIE XAPaKTEPUCTHKH W JICHCTBHS COTPYAHHKOB,
CIOCOOCTBYIONIMX pean3allii HHOOPMAIIMOHHBIX YTPO3.

14. CrniocoObI Bo3ielcTBUS MH(GOPMALIMOHHBIX YTPO3 HA OOBEKTHI.

15. BHennune u BHyTpeHHUE CyObEKThl HH(OPMALIMOHHBIX YTPO3.

16. KommnbroTepHble MpecTymiIeHus U UX KIacCUpUKAIIHSL.

17. Hcropruyeckne acrieKThl KOMITBIOTEPHBIX MPECTYINICHUH U COBPEMEHHOCTb.

18. CyOBeKThI M IPUUUHBI COBEPIICHHUSI KOMIIBIOTEPHBIX MTPECTYIIICHUMA.

19. BpenonocHsle porpaMmsbl, UX BHJIBI.

20. HcTopusi KOMIBIOTEPHBIX BUPYCOB U COBPEMEHHOCTD.

21. ['ocymapcTBeHHOE peryaupoBaHue HHGOPMAIIMOHHONW O€30MacHOCTH.
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22. JlessTenbHOCTh MEXKIYHAPOIHBIX OpraHu3anmuii B cdepe HHPOPMAIMOHHOMN

0€30I1aCHOCTH.

23. HopmatuBHO-TIpaBOBBIE acmeKThl B 00JIACTH MH(POPMALMOHHON OE30MacHOCTH B
Poccuiickoit deneparumu.

24, JoxTpuna nHpopmarmonHon 6e3onacuHoctu Poccun.

25. VYT0/10BHO-IPaBOBOIM KOHTPOJIb Ha/l KOMIIBIOTEPHOM IpecTynHocThI0 B Poccuu.

26. ®denepanbHblie 3akoHbI 110 V1B B PO.

27. [TonmuTrka 6E30MACHOCTH U €€ TPUHITUTIBL.

28. @parMeHTapHBIA U CUCTEMHBIH MOJIXO K 3alUTe HHPOPMALIUH.

29. MeTobl ¥ CpeNICTBA 3aIIUTHl HHPOPMAITUH.

30. OpranuzanuonHoe obecneuenue Ub.

31. Opranuzanys KOHQUIESHIMATIBHOTO J1EI0IPOU3BOICTBA.

32. Kommiiekc  opraHu3alMOHHO-TEXHHUUYECKUX MEpONpUATHH 10  0becrneueHuro
3alUThl HH(OPMALIHH.

33. HHxeHepHO-TeXHUYECKoe oOecreueHue KOMIbIOTEpHONH O€30I1aCHOCTH.

34. Opranu3anroHHO-TIPaBOBOM cTaTycC ciy*kObl 0€30MaCHOCTH.

35. 3ammra nHpopManuu B IHTEpHETE.

36. DJEeKTpOHHAs TI0YTA U €€ 3aIINTa.

37. 3amura OT KOMITBIOTEPHBIX BUPYCOB.

38. «bobHBIE» MOOMIIBHUKY U UX «JICUEHUE.

39. [TonynsipHble aHTUBUPYCHBIE IPOTPAMMBbI U UX KJIacCU(UKaLUS.

40. Opranu3anys CUCTEMBI 3alIUThl HH(POPMALUKA IKOHOMUYECKHX OOBEKTOB.

4]. Kpunrorpadudeckue MeToabl 3aIUTH HKHPOPMAIIHH.

42. Oransl NOCTPOCHUS CUCTEMBI 3aIUThHI HHPOPMALIUH.

43. Onenka 3¢ (eKTUBHOCTH MHBECTULIMN B MH(POPMAILIMOHHYIO O€30MaCHOCTbD.

44, [1nan o0ecrnieueHus HEIPEPBIBHOU paboThl 51 BOCCTaHOBJICHUS
(GYHKIIMOHUPOBAHUST ABTOMATU3UPOBAHHON MH(POPMAITMOHHOW CUCTEMBI.

45. VYnpasnenue nHpopMamoHHOM 0€30MaCHOCTH Ha TOCYIapCTBEHHOM YPOBHE.

46. Aynut b aBTOMaTH3upOBaHHBIX OAHKOBCKUX CHUCTEM.

47. DJeKTpOHHAs: KOMMEpPIIMSA U €€ 3alllnTa.

48. MeHepkMEeHT W ayauT HMH(OpManMoHHOW  O€30MacHOCTH Ha  YpOBHE
OPEIIpPUATHSL.

49. WNnpopmanmonHast 6e30nacHOCTh MPEIPUHUMATENBCKON JEATENbHOCTH.

50. OGecnieyenne  MHQPOPMAIMOHHONW  0€30MACHOCTH  JIOJDKHOCTHBIX — JIMI] U

MPECTaBUTENEH JETOBBIX KPYTOB.
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OcHoBHas1 JInTepaTypa

Koncrurynus P® (http://constitutionrf.ru/);

HoxTpuna uHpopmarmonHon 6e3onacHocTH Poccuiickoit deneparuu (yTB. yTBEpKIeHA
VYkazom [Ipe3unenra P® No 646 oT 5 JeKaops 2016 r.)
(https://rg.ru/2016/12/06/doktrina-infobezobasnost-site-dok.html);

Vka3  npasurenbctBa P®  Nel88 00  yTrBepkAeHMM  IIepeuHs  CBEICHUI
KoH(puaeHIaIbHOTO Xapaktepa 1997r. (¢ u3m. u gor. ot 23 centsaops 2005 r., 13 urons
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(http://www.consultant.ru/document/cons_doc LAW_34683/);
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NEeSTeNIbHOCTH M cpeacTBa muAuBUAyanuzanun» (18 mexadps 2006 roma N 230-D3)
(http://www.consultant.ru/document/cons_doc LAW_64629/).

Oepnepanbubii 3akoH oT 21 wmrons 1993r. Ne5485 «O rocynapCTBEHHOM TaliHE»
(Denepanbubiii 3akoH "O BHeceHMM W3MEHEHHMH B crTaThlo 5 3akoHa Poccuiickoit
Oenepatinn "O rocynapctBeHHod TtaiiHe" ot 15.11.2010 N 299-®3 (nmocnemnsist
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usMeHenusMu Ha 23.06.16 r.) (http://docs.cntd.ru/document/902271495);

AnneeB A.C. TepmuHomnorus 06e30macHOCTH: KuOepOe30macHOCTh, HH(pOpMaMOHHAS

6e3omacHocTh. JKypHan «Bomnpocs! kubepbe3onacHocTuy», Ne5(8) — 2014.
backakoB A. B., Ocramenko A. I'., llep6akoB B. b. I[lonutuka wHPOpMAIIMOHHOMI

0€30MacHOCTH KaKk OCHOBHON JJOKYMEHT opranusanuu / Tupopmarus u 6e30macHoCcTb. —
2016. - Ne2. — C. 43-47.

bezonacHocTh M ympaBieHHE JOCTYIIOM B HH(POPMALMOHHBIX CHCTEMax: YueOHoe
nocobue / A.B. Bacunskos, U.A. Bacuibkos. - M.: ®opym: HULl UHOPA-M, 2013. -
368 c. — Pexxum nocryma: http://znanium.com
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Bopucosa K. B., Kygamkun . B. Mexxaynapoanas nHpopMalmoHHasi 0e301acHOCTb Kak

OCHOBOITONIAraroMii (pakrop HaroHaIbHOU Ge3omacHocTH// COOPHUK HayYHBIX TPY/IOB.
HanuonanpHast 0e€30MacHOCTh: MPOTHUBOJCHCTBUE HIKCTPEMU3MY M TEppOpU3MY U
MEPCIEKTUBHI TIPEO010JIeHHS TIT00anbHbIX mpodieM. — 2016. — C. 68-73.
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195


http://constitutionrf.ru/
https://rg.ru/2016/12/06/doktrina-infobezobasnost-site-dok.html
http://base.garant.ru/10200083/#ixzz4bCt8H6TU
http://www.consultant.ru/document/cons_doc_LAW_34683/
http://www.consultant.ru/document/cons_doc_LAW_64629/
http://www.consultant.ru/document/cons_doc_LAW_106802/
http://yconsult.ru/zakony/zakon-rf-98-fz/
http://base.garant.ru/12148555/
http://kodeks.systecs.ru/zakon/fz-152/
http://docs.cntd.ru/document/902271495
http://znanium.com/
http://cyberleninka.ru/journal/n/izvestiya-tulskogo-gosudarstvennogo-universiteta-ekonomicheskie-i-yuridicheskie-nauki
http://cyberleninka.ru/journal/n/izvestiya-tulskogo-gosudarstvennogo-universiteta-ekonomicheskie-i-yuridicheskie-nauki
http://cyberleninka.ru/journal/n/izvestiya-tulskogo-gosudarstvennogo-universiteta-ekonomicheskie-i-yuridicheskie-nauki

18.
19.

20.

21.

22.

23.

24,

25.

26.

217.

28.

29.

30.

31.

32.

33.

34.

35.

36.

I'ocynapctBenHas taitHa u e€ 3amura. Cepus «3akoH u mpaBo» M.: Ocb-89, 2004 r.
HoiinukoBa E. B. OrneHuBanue 3amMIIEHHOCTH WH(GOPMAIMOHHBIX CHUCTEM U
pearupoBaHue Ha HMHIMICHTH MHGOPMAIMOHHON O€30MacHOCTH C YYETOM TeKyliei
cutyauuu 1o Oe3zomacHoctd // Martepuansl koHdpepenuun «MHPopMaIMOHHbBIE
TEXHOJIOTUH B yrpasieHun». — 2014. — C. 601-604.

Hopoxkua A.B., Scene B.H. Mudopmanmonnas 0€30MacHOCTh KaK HHCTPYMEHT
o0ecrieyeHnss SKOHOMHUYECKOH Oe30MacHOCTH XO3sicTByromero cyobekra. KypHain
«IKOHOMUKA U MpeaTpUHUMATENLCTBOY, Ne 5 (1), 2015.

Hopodeer A.B., Mapkop A.C. MeHemkMeHT UHOOPMAIMOHHOW O€30MacHOCTH:
ocHOBHbIe koHLemnuu. Kypnan «Bonpocs! kudepoesomnacnoctu» Nel (2) — 2014,
XKykoBa M. H. Vmpasnenue uHdpopmannoHHoil OezonmacHocteio. Y. 2. YmpasieHue
WHIUIEHTaMd UTH()OPMAIITMOHHONW 0€301acHOCTH [ DJIEKTPOHHBIN pecypc] : yueb.mocobdue
/ M. H. XXyxoga, B. I'. )Kykos, B. B. 3onorapes. - KpacHosipck :Cub. roc. aapokocmuy.
yH-T, 2012. — Pexxum noctyna: http://znanium.com

3amuTa KoOHQUACHIHATRHOW nHpopManuu: yaeOHoe mocobue / B. f. Mmeiinos, M. B.
Menarynss. — M.: @OPYM, 2009. - 256 c.: ui. - (Boiciiee o6pazoBanue).

3erxna JII., MBamko A.M.. OcHOBBI 0€301acHOCTH MH(POPMAIMOHHBIX cucTeM. M.,
INopsiuast munus-Tenekom, 2005.

3epupo C. JI., T'onmoBanoB B. b. Cucrema wmeHemxMeHTa HHPOPMAIIMOHHOM
Oe3omacHocTH opranuzanuu // Tpyasl MexayHapoaHoro cummnosuyma «HamexHocTs U
kauectBoy». — 2016. — C. 364-366.

Nudopmaruka mis ropuctoB u skoHomuctoB/ Ilox. Pex. C.B. Cumonosuya.- CIIG.:
[Tutep, 2008.- 688 c.

Nudopmanmonnass  0e30MacHOCTh  rOcC.OpraHu3aunuid.  [DIEeKTpoHHBIM  pecypc]:
http://library.tuit.uz/skanir_knigi/book/infor_bezop/infor_2.htm

HNudopmannonHas 6e30macHOCTh M 3amuTa HHPopManuu: YuebHoe nocobue/bapaHosa
E. K., babam A. B., 3-e u3za. - M.: UL| PUOP, HUL] UH®PA-M, 2016. - 322 c. — Pexum
noctyna: http://znanium.com

Kazanues C.A., 3ragzait 0.9., O6Gonenckuit P.M. u nap. IlpaBoBoe oOecrieuenue
UHPOPMALIMOHHOM Oe3omacHOCTH: YueOHoe mocoOue Ui CTYAEHTOB BbICHI. yueO.
3aBefieHui. — M.: U3pgatenbckuit ieHTp «Akanemusi», 2005.

Kamamnoa I'. T'. Bompocsl orpanuueHuss goctyna K wuHGOpPMAIMM B CHUCTEME
rOCyJapCTBEHHOTO yripasiieHust// Bectauk Y amyprckoro yauBepeutera. — 2015. - Ne6. —
C.91-104.

Kupunbuyk C.I1., Hanupaituenko E.B. O6ecnieuenue nHdopmanoHHOM 0€30MacHOCTH
npeanpusaTHii. Mexx1yHapoIHbIi HayuHbIH )KypHan «CuMBon Haykny, Ne 3, 2015.
Kpynko A. D. [lnutuka nHbOpMaMOHHON 0€30MacHOCTH: COCTaB, CTPYKTYpa, ayauT //
OIC: Ounancel. DxoHomuka. Ctparerus. — 2015. - Ne8. — C. 27-32.

Jlonatun B.H.. [IpaBoBbie ocHOBBI nHGOpManmoHHo# Oe3onacHocTu. Kypce nekuuit. M.,
MHU®U, 2000.

MenbnukoB B.I1. MHpopmanmonHas 0e30macHOCTh M 3aliuTa MHPOpPMALUU: yuyeOHOe
nocoOue 1t By30B.- M.: Akagemus, 2008.- 336 c.

MenemxkMeHT B cepe MHPOpPMALMOHHOM Oe3omacHOCTH : ydeOHoe mocodue / A. A.
AnuncumMoB ; HMHTepHeT-yHUBepCcUTET WH(OPMAIMOHHBIX TexHoJIorui .— MockBa :
NHTYUT : BUHOM. JIa0. 3nanuit, 2010 .— 175 c. : un .— (OcHOBbI HH()OPMAIIMOHHBIX
TexHojoruil) .— bubmuorp.: c. 172-175 .

Hecrepor A. B. CymectByer sm wuHbopmanuonHas Oe3zonacHocTh? // IlpaBoBbie
Bonpockl cBsizu. — 2017. - Nel. — C. 32-35.

196



37.

38.

39.

40.

41.
42.

43.

44,

45.

46.

47.

48.

49.

50.

51.

52.

53.

OnunioB A. A. DxkoHOMHUYecKkast M uH(opMaIoHHast 6e3omnacHocThb. — M.: Jleno, 2014. —
C.91.

Opraau3annoHHoe odecredeHrue HHHOPMAITMOHHOM 0€301TaCHOCTH : yYeOHUK JIJIsl BY30B /
O.A. Pomanos, C.A. babun, C.I'. XXganos .— M. : Akagemus, 2008 .— 190 c. : un .—
(Beicmiee mpodeccuonanbHoe oOpa3zoBanue, WMHpopmanmoHHas O€30MacHOCTh) .—
Bubmuorp.: c. 185 .— ISBN 978-5-7695-4272-5 : 236-50.

OcHoBBI Oe3omacHocTH Ou3Heca w mpeanpunumarensctBa / B. WM. Spoukun, S. B.
byzanoBa. - M. : Axkanemuueckuit npoekt : ®oug "Mup", 2005. - 205 c. - (Texnonorun
6e3omacuHoctH). - ISBN 5-8291-0490-3. - ISBN 5-902357-21-7.

[Tapxomenko H. I'. , borames H. M. , Kon6anos I1. M., I'puropenko E. C. Beisinenue

yrpo3 uH(GOPMAIMOHHON O0e30macHOCTH B peanbHOM Bpemenu // M3Bectuss HODY.
Texuuueckue Hayku. — 2016. - Ned4. — C. 325-326.

[Totpecos, C. CpenctBo OT citydaiiHbix cBs3ed. byxranrep u kommnbiorep Ne9(24) 2001r.

Pomuna 1}O. B. HWadopmammonHas 0e30macHOCTh W PUCKH HH(POPMALMOHHOM
6e3onacHoctd. VHTepnpeTanus MOHATUH // DKOHOMHUKAa U MEHEPKMEHT: OT TEOpHUHU K
npaktuke. — 2014, — C. 122-144.

Consnoit B. M., Cyxorepun A. U. CtaHoBieHHe MEXIYHAPOAHBIX OpraHu3anuii B cdepe
uHpopMalnoHHON Oe3omacHocTH // VIHQOpMalMOHHOE TMPOTHUBOJCHCTBHE Yrpo3am
teppopusma. — 2015. - Ne25. — C. 255-260.

Tamumonunk B. I1. MuadopmanmonHas 0e30MacHOCTh B KOHTEKCTE BCEOOBEMITIOMICH
CHCTEMBI MEXIyHapoaHOH Oe3omacHocTH // M3BecThsi BBICIIMX Y4YeOHBIX 3aBEICHUIA.
[TpaBoBenenue. — 2014. - No2. — C. 103-111.

TapacoB A. M. MHWudopmammonHas O€30MaCHOCTh B paKkypce IeSTeIbHOCTH
MEXIYHApOAHBIX opranu3ainuii // BectHuk akagemun u npasa. — 2016. - Ned4. — C. 37-48.

Tennenuun kubGep6esomacHocT B 2016 romy [DnekTpoHHBIH pecypc]: KpaTkoe
PYKOBOJICTBO IO Han0oJiee BaKHBIM BbIBOIaM B 00J1aCTH 0€30MaCHOCTH.- DJIEKTPOH. JJaH. -
M.: Kopmnopamust Maiikpocodt, 2016.- Pexxum moctyna: https:// www. microsoft. com/
ru-ru/ security/ default.aspx.

Tpomun C. A. DxoHoMmuyeckas OeszomacHocTh Poccum // 3akoHOTATENbCTBO H
skoHomuKa. 2004. Ne 5.

VYmpasrieHnue kaapoBoii 6€30MacHOCThIO Opranu3anuu : yueonuk / A. P. Anasepnos. — M.
: Mapker JIC, 2008. — 176 c. — (YHuBepcuTeTCKas cepus).

®opmbl yTeuku WH(OPMALMU, COCTABISIONICH KOMMEpPYECKYI0 TalHy, U YyIpaBJICHHE
MEePCOHATIOM TPEANPUITHS B ILEIAX obOecredeHus: WH(OOPMAIMOHHON O€30MacHOCTH.
[DnexTpoHHBIH pecypc]: http://www.juristlib.ru/book 5770.html

XaxanoB B.M.. Uymauenko C.B., JlutBunoBa E.M., Mumenko A.C. Pa3Burue

kubeprpocTpancTBa u uWH(popManuoHHas Oe3onmacHocTh. JKypHan «PamioenekTpoHika,
iHpopmaTuka, ynpasmiaHsa», Ne 1(28), 2013.

[Trox O. A. MexayHapogHasi opraHu3alys o cranaapTuizanuu / Mup Hayku, KyJabTypbl
u oopazoBanms. — 2014. - Ne4, — C. 67-78.

[epctioxk  B. II. HWadopmamnmonnas 0e€30MacHOCT, B CHUCTEME oOOecredeHus
oe3omacaocTr Poccuu // Madopmanmonnoe oomectBo. — 2015. - Ne6. — C. 3-5.

KOcymos P. M., llIumkua B. M. UudopmarmonHas 6€30macHOCTh, KHOEpOE30MMacHOCTh 1
CMeXHbIe ToHATHUS // MHpOopMalmoHHOe POTUBOIeiicTBHE yrpo3am Teppopuszma — 2016.
- Nel. - C. 27-35.

197


http://cyberleninka.ru/journal/n/radioelektronika-informatika-upravlinnya
http://cyberleninka.ru/journal/n/radioelektronika-informatika-upravlinnya
http://cyberleninka.ru/journal/n/radioelektronika-informatika-upravlinnya

JonosHuTeILHASA JUTEpPaTypa

54. NudopmarnmonHas 6e30macHOCTs KOHCTpYKIuii DBM u cucrem: yueoHoe nmocooue / E.B.
I'munckas, H.B. YwuuBapun. - M.: HUL[ MHOPA-M, 2016. — Pexum noctymna:
http://znanium.com

55. UndopmarnmonHas 6€301macHOCTh npeanpusaTus: YueoHoe nocooue / H.B. I'pumuna. - 2-

e u3a., gom. - M.: ®opym: HUI[ MHDOPA-M, 2015. - 240 c. — Pexxum pnocryna:
http://znanium.com

56. OnleHKa OTHOCHUTENBHOTO  ymiepOa 0e30MmacHOCTH  HMH(POPMAIMOHHONH  CHCTEMBI:
Monorpadus / E.A. JIyounun, ®.b. Tebyesa, B.B. KombiToB. - M.: UL PUOP: HUIL
HNHO®PA-M, 2014. - 192 c. — Pexxum mocrymna: http://znanium.com

57. SlceneB B.H. WudopmammonHass 0€30MaCHOCTh AKOHOMHYECKHX CHCTEM. YueOHO-

meroanyeckoe mocobue. - H.Horopoa: HmKeropoackuii TOCYHUBEPCHUTET HM.
H.N.JIo6auesckoro, 2006.-373c.+BK1.

Pexomenayembie UHTEpHET-pecypcehl

1. www.cyberpol.ru KoMmsroTepHaas mpecTylmHOCTh ¥ COCOOBI OOPHOBI.

2. Www.is027000.ru MudopmManmoHHbIi MOpTall, MOCBSIICHHBIA BOIPOCAM YIIPABJICHUS

UH(POPMALMOHHOM O€30MTaCHOCTHIO.

3. www.itsec.ru Mareprer-xxypHan «HpopmaimoHHast 6€301acHOCThY.

4. www.inside-zi.ru MHpopManmOHHO-METOIUYECKUN JKypHaI «3ammra WH()OpMaIUH.
Hucatiny.

5. www.kaspersky.ru JIaboparopus Kacnepckoro.

6. WWW.COMSS.ru.

7. www.drweb.com.

8. www.esethod32.ru.

9. www.kaspersky.ru.

10. http://free.avg.com

11. www.kaspersky.ru/removaltools

12. www.freedrweb.com/cureit/

13. www.computerologia.ru

14. www.free-av.com

15. www.mcafee.com

16. http://www.viruslab.ru/

17. www.bitdefender.com.

198


http://znanium.com/
http://www.cyberpol.ru/
http://www.iso27000.ru/
http://www.itsec.ru/
http://www.inside-zi.ru/
http://www.kaspersky.ru/
http://www.comss.ru/
http://www.drweb.com/
http://www.esethod32.ru/
http://www.kaspersky.ru/
http://free.avg.com/
http://www.kaspersky.ru/removaltools
http://www.freedrweb.com/cureit/
http://www.computerologia.ru/
http://www.free-av.com/
http://www.mcafee.com/
http://www.viruslab.ru/
http://www.bitdefender.com/

